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Table 1

Printing History

The manual printing date and part number indicate its current edition.
The printing date will change when a new edition is printed. Minor
changes may be made at reprint without changing the printing date. The
manual part number will change when extensive changes are made.

Manual updates may be issued between editions to correct errors or
document product changes. To ensure that you receive the updated or
new editions, you should subscribe to the appropriate product support
service. See your HP sales representative for details.

Edition History

Part Number

Manual Edition

Product
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Data Protector Release
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Table 2

Conventions

The following typographical conventions are used in this manual.

Convention Meaning Example
Italic Book or manual Refer to the HP OpenView
titles, and manual Storage Data Protector
page names Integration Guide for more
information.
Provides emphasis You must follow these steps.
Specifies a variable At the prompt type:
that you must supply | rlogin your name where
when entering a you supply your login name.
command
Bold New terms The Data Protector Cell
Manager is the main ...
Computer Text and items on the | The system replies: Press
computer screen Enter
Command names Use the grep command ...
File and directory /usr/bin/X11
names
Process names Check to see if Data
Protector Inet is
running.
Window/dialog box In the Backup Options
names dialog box...
Text that you must At the prompt, type: 1s -1
enter
Keycap Keyboard keys Press Return.




Data Protector provides a cross-platform (Windows and UNIX) graphical
user interface. Refer to the HP OpenView Storage Data Protector
Administrator’s Guide for information about the Data Protector

graphical user interface.

Figure 1

Data Protector Graphical User Interface

po Data Protector Cell - HP Open¥iew Storage Data Protector Manager M=]E3
Menu Bar —=ri Edt View Actions Help
Context List ——jpamer]Cierts |8 & =R
=2 Data Protector Cell itz I
@ Clients Clients Setz up clients in the curent cell.
-] Installation Servers =] Clusters Configures clusters in the curent cell.
@ M5 Clusters ﬁ Installation Servers | Adds and removes Installation Servers.
Tool Bar
Scoping Pane Results Area
Results Tab
Navigation Tab ! [ #2 Objects I AT Data F'ro!ctor Cell f
Status Bar —Jjges- [ | slaine.hermes




General
Information

Technical Support

Documentation
Feedback

Training
Information

Contact Information

General information about Data Protector can be found at

http://www.hp.com/go/dataprotector

Technical support information can be found at the HP Electronic
Support Centers at

http://support.openview.hp.com/support.jsp

http://www.hp.com/support

Information about the latest Data Protector patches can be found at

http://support.openview.hp.com/patches/patch _index.jsp

For information on the Data Protector required patches, refer to the HP
OpenView Storage Data Protector Software Release Notes.

HP does not support third-party hardware and software. Contact the
respective vendor for support.
Your comments on the documentation help us to understand and meet

your needs. You can provide feedback at

http://ovweb.external.hp.com/lpe/doc_serv/

For information on currently available HP OpenView training, see the
HP OpenView World Wide Web site at

http://www.openview.hp.com/training/

Follow the links to obtain information about scheduled classes, training
at customer sites, and class registration.
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Manuals

Data Protector Documentation

Data Protector documentation comes in the form of manuals and online
Help.

Data Protector manuals are available in printed format and in PDF
format. Install the PDF files during the Data Protector setup procedure
by selecting the User Interface component on Windows or the
0B2-DOCS component on UNIX. Once installed, the manuals reside in the
<Data Protector home>\docs directory on Windows and in the
/opt/omni/doc/C/ directory on UNIX. You can also find the manuals in

PDF format at http:/ovweb.external.hp.com/lpe/doc_serv/
HP OpenView Storage Data Protector Concepts Guide

This manual describes Data Protector concepts and provides background
information on how Data Protector works. It is intended to be used with
the task-oriented HP OpenView Storage Data Protector Administrator’s
Guide.

HP OpenView Storage Data Protector Administrator’s Guide

This manual describes typical configuration and administration tasks
performed by a backup administrator, such as device configuration,
media management, configuring a backup, and restoring data.

HP OpenView Storage Data Protector Installation and Licensing
Guide

This manual describes how to install the Data Protector software, taking
into account the operating system and architecture of your environment.
This manual also gives details on how to upgrade Data Protector, as well
as how to obtain the proper licenses for your environment.

HP OpenView Storage Data Protector Integration Guide

This manual describes how to configure and use Data Protector to back
up and restore various databases and applications. It is intended for
backup administrators or operators. There are four versions of this
manual:

e HP OpenView Storage Data Protector Integration Guide for Microsoft
Applications: SQL Server 7/2000, Exchange Server 5.x, Exchange
Server 2000/2003, and Volume Shadow Copy Service
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This manual describes the integrations of Data Protector with the
following Microsoft applications: Microsoft Exchange Server
2000/2003, Microsoft Exchange Server 5.x, Microsoft SQL Server
7/2000, and Volume Shadow Copy Service.

e HP OpenView Storage Data Protector Integration Guide for Oracle
and SAP

This manual describes the integrations of Data Protector with Oracle,
SAP R3, and SAP DB.

e HP OpenView Storage Data Protector Integration Guide for IBM
Applications: Informix, DB2, and Lotus Notes/ Domino

This manual describes the integrations of Data Protector with the
following IBM applications: Informix, IBM DB2, and Lotus
Notes/Domino.

e HP OpenView Storage Data Protector Integration Guide for Sybase,
Network Node Manager, and Network Data Management Protocol

This manual describes the integrations of Data Protector with
Sybase, Network Node Manager, and Network Data Management
Protocol.

HP OpenView Storage Data Protector Integration Guide for HP
OpenView

This manual describes how to install, configure, and use the integration
of Data Protector with HP OpenView Service Information Portal, HP
OpenView Service Desk, and HP OpenView Reporter. It is intended for
backup administrators. It discusses how to use the OpenView
applications for Data Protector service management.

HP OpenView Storage Data Protector Integration Guide for HP
OpenView Operations for UNIX

This manual describes how to monitor and manage the health and
performance of the Data Protector environment with HP OpenView
Operations (OVO), HP OpenView Service Navigator, and HP OpenView
Performance (OVP) on UNIX.
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HP OpenView Storage Data Protector Integration Guide for HP
OpenView Operations for Windows

This manual describes how to monitor and manage the health and
performance of the Data Protector environment with HP OpenView
Operations (OVO), HP OpenView Service Navigator, and HP OpenView
Performance (OVP) on Windows.

HP OpenView Storage Data Protector Zero Downtime Backup
Concepts Guide

This manual describes Data Protector zero downtime backup and instant
recovery concepts and provides background information on how Data
Protector works in a zero downtime backup environment. It is intended
to be used with the task-oriented HP OpenView Storage Data Protector
Zero Downtime Backup Administrator’s Guide and the HP OpenView
Storage Data Protector Zero Downtime Backup Integration Guide.

HP OpenView Storage Data Protector Zero Downtime Backup
Administrator’s Guide

This manual describes how to configure and use the integration of Data
Protector with HP StorageWorks Virtual Array, HP StorageWorks
Enterprise Virtual Array, EMC Symmetrix Remote Data Facility and
TimeFinder, and HP StorageWorks Disk Array XP. It is intended for
backup administrators or operators. It covers the zero downtime backup,
instant recovery, and the restore of filesystems and disk images.

HP OpenView Storage Data Protector Zero Downtime Backup
Integration Guide

This manual describes how to configure and use Data Protector to
perform zero downtime backup, instant recovery, and standard restore of
Oracle, SAP R/3, Microsoft Exchange Server 2000/2003, and Microsoft
SQL Server 2000 databases. The manual also describes how to configure
and use Data Protector to perform backup and restore using the
Microsoft Volume Shadow Copy Service.

HP OpenView Storage Data Protector MPE/iX System User Guide

This manual describes how to configure MPE/iX clients and how to back
up and restore MPE/iX data.
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Online Help

HP OpenView Storage Data Protector Media Operations User's
Guide

This manual provides tracking and management of offline storage
media. It is intended for network administrators responsible for
maintaining and backing up systems. It describes the tasks of installing
and configuring the application, performing daily media operations and
producing reports.

HP OpenView Storage Data Protector Software Release Notes

This manual gives a description of new features of HP OpenView Storage
Data Protector A.05.50. It also provides information on supported
configurations (devices, platforms and online database integrations,
SAN, and ZDB), required patches, and limitations, as well as known
problems and workarounds. An updated version of the supported
configurations is available at
http:/www.openview.hp.com/products/datapro/spec_0001.html.

Data Protector provides context-sensitive (F1) Help and Help Topics for
Windows and UNIX platforms.
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In This Book

The HP OpenView Storage Data Protector Integration Guide for Oracle
and SAP describes how to configure and use Data Protector with Oracle
and SAP applications.

Audience

This manual is intended for backup administrators who are responsible
for the planning, setup, and maintenance of network backups. It assumes
that you are familiar with:

¢ Basic Data Protector functionality

¢ Database administration

Conceptual information can be found in the HP OpenView Storage Data
Protector Concepts Guide, which is recommended to fully understand the
fundamentals and the model of Data Protector.
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Organization

The manual is organized as follows:

Chapter 1 “Integrating Oracle and Data Protector” on page 1.
Chapter 2 “Integrating SAP R/3 and Data Protector” on page 141.
Chapter 3 “Integrating SAP DB and Data Protector” on page 245.
Glossary Definition of terms used in this manual.

The integrations of Data Protector with the following database
applications are described in the HP OpenView Storage Data Protector
Integration Guide for Microsoft Applications: SQL Server 7/2000,
Exchange Server 5.x, Exchange Server 2000/2003, and Volume Shadow
Copy Service:

e Microsoft SQL Server 7.0/2000

e Microsoft Exchange Server 5.x

¢ Microsoft Exchange Server 2000/2003

e Microsoft Volume Shadow Copy Service

The integrations of Data Protector with the following database
applications are described in the HP OpenView Storage Data Protector
Integration Guide for IBM Applications: Informix, DB2, and Lotus
Notes/Domino:

e Informix
e IBM DB2 UDB
¢ Lotus Notes/Domino

The integrations of Data Protector with the following database
applications are described in the HP OpenView Storage Data Protector
Integration Guide for Sybase, Network Node Manager, and Network Data
Management Protocol.:

e Sybase
¢ Network Node Manager

e Network Data Management Protocol
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The integrations of Data Protector ZDB integrations with the following
applications or operating system services are described in the HP
OpenView Storage Data Protector Zero Downtime Backup Integration
Guide:

Oracle

SAP R/3

Microsoft SQL Server 7.0/2000
Microsoft Volume Shadow Copy Service
Microsoft Exchange Server 2000/2003
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Integrating Oracle and Data
Protector

Chapter 1



Integrating Oracle and Data Protector
In This Chapter

In This Chapter

This chapter explains how to configure and use the Data Protector
Oracle integration.

The chapter is organized into the following sections:

“Overview” on page 3

“Prerequisites and Limitations” on page 6

“Integration Concept” on page 8

“Data Protector Oracle Configuration Files” on page 14
“Configuring the Integration” on page 21

“Configuring an Oracle Backup” on page 43

“Backing Up an Oracle Database” on page 58

“Restoring an Oracle Database” on page 72

“Monitoring an Oracle Backup and Restore” on page 106

“Using Oracle After Removing the Data Protector Oracle Integration
on UNIX Systems” on page 108

“Oracle8i/91/10g RMAN Metadata and Data Protector Media
Management Database Synchronization” on page 111

“Troubleshooting” on page 113
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Backup Types

Restore Types

Integrating Oracle and Data Protector
Overview

Overview

Data Protector offers offline as well as online backup of the Oracle Server
instances. In order to enable recovery from an online backup, the
respective Oracle Server instance must operate in the ARCHIVELOG
mode.

The online backup concept is widely accepted. It addresses the business
requirements for high application availability, as opposed to the offline
concept.

You can perform the following types of backups using the Data Protector
Oracle integration:

¢ Online backup of a whole database or parts of it

¢ Online incremental backup (Oracle differential incremental backup 1
to 4)

e Offline backup of a whole database
e Backup of Archived Redo Logs only
¢ Backup of the Oracle recovery catalog

¢ Backup of the Oracle control file

Using the Data Protector Oracle integration, you can restore the
following:

¢ The whole database or parts of it

e The database to a specific point in time

¢ From incremental backup

¢ To a host other than the one where the database originally resided
¢ A datafile to a location other than its original one

¢ A catalog before restoring the database

¢ From a chain of incremental backups

Chapter 1 3



Why use the Data
Protector User
Interface?

Integrating Oracle and Data Protector
Overview

Using the Data Protector Oracle integration with the Data Protector
GUTI or Recovery Manager (RMAN) offers several advantages over using
RMAN alone:

¢ (Central Management

You can manage backup and restore operations from a central point.
This is important in large business environments.

e Media Management

Data Protector has an advanced media management system that
allows users to monitor media usage, set the protection for stored
data, as well as organize and manage devices in media pools.

¢ Backup Management

Backed up data can be duplicated during or after the backup to
increase fault tolerance of backups, to improve data security and
availability, or for vaulting purposes.

¢ Scheduling

Data Protector has a built-in scheduler that allows the administrator
to automate backups to run periodically. With the Data Protector
Scheduler, the backups you configure run unattended at specified
times, as long as the devices and media are properly set.

¢ Device Support

Data Protector supports a wide range of devices, from files and
standalone drives to complex multiple drive libraries. See the HP
OpenView Storage Data Protector Software Release Notes for a
complete list of supported backup devices.

* Reporting

Data Protector has reporting capabilities that allow you to receive
information about your backup environment. You can schedule
reports to be issued at a specific time or attached to a predefined set
of events, such as the end of a backup session or a mount request.

¢ Monitoring

Data Protector has a feature that allows the administrator to monitor
currently running sessions and view finished sessions from any
system that has the Data Protector user interface installed.

All backup sessions are logged in the built-in Data Protector database
and in the Oracle recovery catalog database.
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Integrating Oracle and Data Protector
Overview

The administrator is thus provided with a history of activities that
can be queried at a later time.
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Prerequisites

Integrating Oracle and Data Protector
Prerequisites and Limitations

Prerequisites and Limitations

This section provides you with a list of prerequisites and limitations you
must be aware of before using the integration.

You need a license to use the Data Protector Oracle integration. Refer
to the HP OpenView Storage Data Protector Installation and
Licensing Guide for information about licensing.

Before you begin, make sure that you have correctly installed and
configured the Oracle Server and Data Protector systems. Refer to
the:

— HP OpenView Storage Data Protector Software Release Notes or
http://www.openview.hp.com/products/datapro/spec_0001.html for
an up-to-date list of supported versions, platforms, devices, and
other information.

— HP OpenView Storage Data Protector Installation and Licensing
Guide for instructions on how to install Data Protector on various
architectures and how to install the Data Protector Oracle
integration.

— Oracle8i/ 9i Recovery Manager User’s Guide and References for
Oracle concepts and backup/recovery strategies.

— Oracle8i/9i Backup and Recovery Guide for the configuration and
use of Recovery Manager, as well as for Oracle backup terminology
and concepts.

— Oracle8 Enterprise Manager User’s Guide for information about
backup and recovery with the Oracle Enterprise Manager, as well
as information about Oracle8 Server Manager and about
Oracle9i/10g SQL Plus.

An instance of Oracle must be created and configured on the host to
which you want to restore the database.

If you want to restore tablespaces or datafiles, the Oracle database to
which they belong must exist.

The database must be in Mount state if the whole database is being
restored, or in NoMount state if just the control file is being restored.

Chapter 1
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Limitations

Integrating Oracle and Data Protector
Prerequisites and Limitations

¢ The Oracle database user used by this integration to connect to the
target Oracle database during the backup must have the SYSDBA
privilege granted. Refer to the Oracle documentation for more
information on user privileges in Oracle.

The operating system root user on the Oracle Server also has to be
added to either the Data Protector admin or operator user group .

®* On Windows, the <ORACLE HOME> \bin directory must be included
in the PATH system environmental variable.

e It is assumed that you are familiar with the Oracle database
administration and the basic Data Protector functionality.

¢ In case of Real Application Cluster (RAC), each node must have a
dedicated disk for storing archive logs. Such disks must be NFS
mounted on all other RAC nodes.

However, if the archive logs are not on a NF'S mounted disk, you must
modify the archive log backup specification. Refer to “Backup of
Archive Logs on RAC Cannot be Performed” on page 131.

Refer to the HP OpenView Storage Data Protector Software Release Notes
for a list of general Data Protector limitations. This section describes
limitations specific for this integration.

¢ When restoring a database to a host other than the one on which the
database originally resided, the instance name on the host must be
the same as the original database instance name.

¢ When using RMAN scripts in Oracle backup specifications, double
quotes (") must not be used - single quotes (') should be used instead.

¢ You cannot edit RMAN scripts before they are executed when
performing a restore operation.
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Components

Integration
Functionality
Overview

How Does the
Integration Work?

Integrating Oracle and Data Protector
Integration Concept

Integration Concept

The Data Protector Oracle integration links the Oracle database
management software with Data Protector. From the Oracle point of
view, Data Protector represents a media management utility. On the
other hand, the Oracle database management system can be seen as a
data source for backup, using media controlled by Data Protector.

The software components involved in backup and restore processes are:

¢ The Oracle Recovery Manager (RMAN)
e The Data Protector Oracle integration software
The Data Protector Oracle Integration agent works with Oracle to

manage all aspects of backup, restore, and recovery operations on the
Oracle target database. The following functionality is offered:

¢ Database startup and shutdown

¢ Backups (backup and copy)

¢ Recovery (restore and recovery)

¢ (atalog maintenance, catalog analysis and display

¢ Stored script maintenance, miscellaneous operations

The Data Protector Oracle Integration agent for Oracle uses RMAN
functionality to direct the Oracle server processes on the target database
to perform backup, restore, and recovery operations. Furthermore, it
maintains the required information about the Target Databases in the
recovery catalog, the Oracle central repository of information, or in the
control file of a particular Target Database.

The Data Protector Oracle Integration agent for Oracle uses the
information in the recovery catalog to determine how to execute the
requested backup and restore operations.

The Data Protector Oracle Integration agent for Oracle gets the following
information about Oracle backup objects either from the control files in
the Oracle Target Database or from the Oracle recovery catalog:

¢ The physical schema of the Oracle Target Databases
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Oracle Backup
Types Handled by
the Integration

NOTE

Integrating Oracle and Data Protector
Integration Concept

¢ Archived Redo Logs
¢ Runtime information on backup and restore jobs.

You can back up and restore Oracle control files, datafiles, and Archived
Redo Logs using the Data Protector integration into RMAN.

The interface from the Oracle server processes to Data Protector is
provided by the Data Protector Database Library (Media Management
Layer or Media Management Library), which is a set of routines that
allows the reading and writing of data to General Media Agents.

Besides handling direct interaction with the media devices, Data
Protector provides scheduling, media management, network backups,
monitoring, and interactive backup.

Oracle full and incremental backup types (up to incremental level 4) can
be performed using this integration. As opposed to a full backup, where
all data blocks per data file are backed up, only the data blocks that have
changed since the previous backup are included in an incremental
backup. The full backup type is not related to the number of data files
included in the backup, and can therefore be performed per single
datafile. The data being backed up, regardless of the backup type (full or
incremental), is selected and controlled by Oracle.

Regardless of the Oracle backup type specified, Data Protector always
marks the Oracle backups as full in the Data Protector database, since
the Data Protector incremental backup concept is different from the
Oracle incremental backup concept.

A backup that includes all data files that belong to an Oracle Server
instance is known as a whole database backup.

These features can be used for online or offline backup of the Oracle
Target Database. However, you must ensure that the backup objects
(such as tablespaces) are switched into the appropriate state before and
after a backup session. For online backup, the database instance must
operate in the ARCHIVELOG mode; whereas for offline backup, objects
need to be prepared for backup by using the Pre-exec and Post-exec
options in the backup specification.
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The Data Protector backup specification contains information about
backup options, commands for RMAN, Pre- and Post-exec commands,
media, and devices.

The Data Protector backup specification allows you to configure a backup
and then use the same specification several times. Furthermore,
scheduled backups can only be performed using a backup specification.

Backup and restore of an Oracle Target Database can be performed using
the Data Protector User Interface, the RMAN utility, or the Oracle
Enterprise Manager utility.

The heart of the Data Protector Oracle integration is the Data
Protector Database Library, which enables an Oracle server process
to issue commands to Data Protector for backing up or restoring parts or
all of the Oracle Target Database files. The main purpose is to control
direct interaction with media and devices.

Before a backup session begins, the Oracle Target Database instance is
switched into backup mode.

A Data Protector scheduled or interactive backup is triggered by the
Data Protector Backup Session Manager, which reads the backup
specification and starts the ob2rman . exe script (UNIX systems) or
binary (Windows systems) on the Oracle Server under a specific user.
This user must be defined as the owner of the Data Protector Oracle8
backup specification. Further on, the ob2rman.exe script (UNIX
systems) or binary (Windows systems) prepares the environment to start
the backup, and issues the Recovery Manager (RMAN) backup
command. RMAN instructs the Oracle Server processes to perform the
specified command.

The Oracle Server processes initialize the backup through the Database
Library, which establishes a connection to the Data Protector Backup
Session Manager. The Backup Session Manager starts the General
Media Agent, sets up a connection between the Database Library and the
General Media Agent, and then monitors the backup process.

The Oracle Server processes read the data from the disks and send it to
the backup devices through the Database Library and the General Media
Agent.

RMAN writes information regarding the backup either to the recovery
catalog (if one is used) or to the control file of the Oracle Target
Database.
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Messages from the backup session are sent to the Backup Session
Manager, which writes messages and information regarding the backup
session to the IDB.

The Data Protector General Media Agent writes data to the backup
devices.

Once the backup has finished, the Oracle database is switched into
normal mode.

A restore session can be started from the Data Protector GUI, by issuing
the RMAN restore command from the RMAN command line, or from the
Oracle Enterprise Manager graphical user interface. You must specify
which objects are to be restored.

A restore from the Data Protector user interface is triggered by the Data
Protector Restore Session Manager, which starts the ob2rman.exe script
(UNIX systems) or binary (Windows systems). The ob2rman.exe script
(UNIX systems) or binary (Windows systems) prepares the environment
to start the restore, and issues the RMAN restore command. RMAN
checks the recovery catalog (if one is used) or the control file to gather
the information about the Oracle backup objects. It also contacts the
Oracle Server processes, which initialize the restore through the
Database Library. The Database Library establishes a connection with
the Restore Session Manager and passes along the information about
which objects and object versions are needed.

The Restore Session Manager checks the IDB to find the appropriate
devices and media, starts the General Media Agent, establishes a
connection between the Database Library and the General Media Agent,
and then monitors the restore and writes messages and information
regarding the restore to the IDB.

The General Media Agent reads the data from the backup devices and
sends it to the Oracle Server processes through the Database Library.
The Oracle Server Processes write the data to the disks.

The concept of Oracle integration, data and the control flow are shown in
Figure 1-1 on page 12, and the related terms are explained in the
following table.
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Figure 1-1
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The Oracle Recovery Manager.
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Backup API The Oracle-defined application programming interface.
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MA The Data Protector General Media Agent, which reads
and writes data from and to media devices.
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Data Protector Oracle Configuration Files

Data Protector stores the Oracle integration parameters in two files on
the Cell Manager:

For every configured Oracle instance in the:
/etc/opt/omni/server/integ/config/Oracle8/<client name>%<
ORACLE_SID> file (HP-UX and Solaris systems), or in the

<Data_ Protector home>\Config\Server\Integ\Config\Oracle
8\<client name>%<ORACLE_SID-> file (Windows systems).

The parameters stored in the instance configuration file are:

— Oracle home directory,
— Oracle version,

— encoded connection strings to the target database and recovery
catalog and

— the variables which need to be exported prior to starting backup,
and which affect the Oracle instance.

Oracle global integration parameters in the:
/etc/opt/omni/server/integ/config/Oracle8/<client name>%
0B2_GLOBAL file (HP-UX and Solaris systems), or in the

<Data_ Protector home>\Config\server\integ\config\oracle
8\<client name>% OB2_ GLOBAL file (Windows systems).

The parameters stored in the global configuration file are:
— instance list (all Oracle instances on the Oracle server) and

— the variables that need to be exported prior to starting a backup,
and which affect every Oracle instance on the Oracle server.

The configuration parameters are written to the Data Protector Oracle
configuration files during configuration of the integration.

14
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The syntax of the file is as follows:

To avoid problems with your backups, take extra care to ensure that the
syntax of your configuration file matches the examples.

INSTANCE_LIST:('<ORACLE;SID1>'[,'<ORACLE;SID2>','<ORACLE;SID3>'.
1)

Environment={
[<ENV varls>='<valuel>"';]
[<ENV var2s>='<value2>';
-1
}

This is an example of the Data Protector Oracle global configuration file:
INSTANCE LIST=('ICE', 'BUREK') ;
Environment={

OB20PTS='-debug 1-200 GLOB.txt';

To avoid problems with your backups, take extra care to ensure that the
syntax of your configuration file matches the examples.

The syntax of the file is as follows:

TGTLogin='<encoded connection string to target database>';

RCVLogin='<encoded connection string to recover catalog
database>';

ORACLE HOME='<Oracle's instance home directory>';
[ORACLE VERSION='<Version of Oracle software>';]
ORACLE DBID='<Oracle database ID>';

Environment={

[<ENV varls>='<value>';]
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[<ENV var2s>='<value>';
L]

This is an example of the Data Protector Oracle instance configuration
file:

TGTLogin="'EIBBKIB..BDGBBGFBBMFBB' ;
RCVLogin='DIBBOH..BEFBBCFBBFGBB' ;
ORACLE_HOME='/opt/oracle/product/8.1.6";
ORACLE VERSION='8.1.6 64bit';

ORACLE DBID='369153078"';

Environment={

NLS LANG='AMERICAN AMERICA.US7ASCII';

}

The NLS_LANG variable is to be set only if the recovery catalog is used and
if it uses a character set that is not the same as the character set used by
the Oracle database to be backed up or restored. The value of the
NLS_LANG must be set as the name of the character set used by the
recovery catalog.

Setting, Retrieving, and Listing Data Protector Oracle
Configuration Files Parameters Using the CLI

The Data Protector Oracle configuration files parameters are normally
written to the Data Protector Oracle configuration files after the
completed configuration of the Oracle instance in Data Protector.

On UNIX, the variable definitions that are command or shell-based must
be entered in the following file, since such variable definitions are not
possible in the Data Protector Oracle configuration files:

/etc/opt/omni/server/integ/config/oracle8/<ORACLE SID>/.prof
ile (HP-UX and Solaris systems) or

/usr/omni/config/oracle8/<ORACLE SID>/.profile (other UNIX
systems)
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You can set, retrieve, or list the Data Protector Oracle configuration files’
parameters using the util cmd -putopt (setting a parameter),

util cmd -getopt (retrieving a parameter), or util cmd -getconf
(listing all parameters) command on the Data Protector Oracle client.

You can upload a configuration file to or download it from a Cell Manager
using the -putfile or -getfile options.

The command resides in the /opt/omni/1bin (HP-UX and Solaris
systems), /usr/omni/bin (other UNIX systems) or
<Data_ Protector home>\bin (Windows systems) directory.

In a cluster environment, the environment variable OB2BARHOSTNAME
must be defined as the virtual hostname before running the util cmd
command from the command line (on the client). The OB2BARHOSTNAME
variable is set as follows:

¢ On UNIX: export OB2BARHOSTNAME=<virtual hostnames>

¢ On Windows: set OB2BARHOSTNAME=<virtual hostnames

The syntax of the util cmd command is as follows:

util cmd -getconf [ig] Oracle8 <Oracle8 instance> [-local \
<filename>]

util cmd -getopt[ion] [Oracle8 <Oracle8 instances] \
<option name> [-sub[list] <sublist name>] [-local \
<filename>]

util cmd -putopt[ion] [Oracle8 <Oracle8 instance>] \
<option name> [<option value>] [-sub[list] <sublist name>] \
[-local <filename>]

util cmd -getfile [Oracle8 <filename>] [-local <filenames]
util cmd -putfile [Oracle8 <filename>] [-local <filenames]
where:

<option name>is the name of the parameter
<option value>is the value for the parameter

[-sub[list] <sublist name>] specifies the sublist in the
configuration file which a parameter is written to or taken from.
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<filename>is the name of the configuration file that is downloaded from
or uploaded to /etc/opt/omni/server/config/Oracle8 (on UNIX) or
<Data_ Protector home>\Config\server\integ\config\Oracle8
(on Windows)

[-local <filenames] specifies one of the following:

When used with the -getconf [1g] option, it specifies the filename of
the file that the command output is written to. If the -1ocal option is
not specified, the output is written to the standard output.

When with the -getopt [ion], it specifies the filename of the file
from which the parameter and its value are to be taken from and then
written to the standard output. If the -1ocal option is not specified,
the parameter and its value are taken from one of the Data Protector
Oracle configuration files and then written to the standard output.

When with the -putopt [1ion] option, it specifies the filename for the
output of the command to be written to. If the -1ocal option is not
specified, the output is written to one of the Data Protector Oracle
configuration files.

When used with the -getfile or -putfile option, it specifies the
local directory to/from where the file will be copied.

The util cmd command displays a short status message after each
operation (written to the standard error):

Configuration read/write operation successful.

This message is displayed when all the requested operations have
been completed successfully.

Configuration option/file not found.

This message is displayed when either an option with the specified
name does not exist in the configuration, or the file specified as the
-local parameter does not exist.

Configuration read/write operation failed.

This message is displayed if any fatal errors occurred, for example:
the Cell Manager is unavailable, one of the Data Protector Oracle
configuration files is missing on the Cell Manager, etc.
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To set the OB20PTS and NLS_LANG parameters for the Oracle instance
ICE, use the following commands:

The NLS_LANG variable is to be set only if the recovery catalog is used and
if it uses a character set that is not the same as the character set used by
the Oracle database to be backed up or restored. The value of the
NLS_LANG must be set as the name of the character set used by the
recovery catalog.

/opt/omni/lbin/util cmd -putopt Oracle8 ICE OB20PTS \
'-debug 1-200 INSTANCE.txt' -sublist Environment

/opt/omni/lbin/util cmd -putopt Oracle8 ICE NLS LANG \
AMERICAN AMERICA.US7ASCII -sublist Environment
/usr/omni/bin/util cmd -putopt Oracle8 ICE OB20PTS '-debug \
1-200 INSTANCE.txt' -sublist Environment
/usr/omni/bin/util cmd -putopt Oracle8 ICE NLS LANG \
AMERICAN AMERICA.US7ASCII -sublist Environment

<Data_ Protector home>\bin\util cmd -putopt Oracle8 ICE
OB20PTS "-debug 1-200 INSTANCE.txt" -sublist Environment
<Data_ Protector home>\bin\util cmd -putopt Oracle8 ICE
NLS LANG AMERICAN AMERICA.US7ASCII -sublist Environment

To retrieve the value of the OB20PTS parameter for the instance ICE, use
the following command:

¢ On HP-UX and Solaris: /opt/omni/lbin/util cmd -getopt
Oracle8 ICE OB20PTS \ -sublist Environment

¢ On other UNIX: /usr/omni/bin/util cmd -getopt Oracle8 ICE
OB20PTS \ -sublist Environment

¢ On Windows: <Data Protector home>\bin\util cmd -getopt
Oracle8 ICE OB20PTS -sublist Environment
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Listing Parameters To list the Data Protector configuration files’ parameters for the instance
ICE, use the following command:

On HP-UX and Solaris: /opt/omni/lbin/util cmd -getconf
Oracle8 ICE

On other UNIX: /usr/omni/bin/util cmd -getconf Oracle8 ICE

On Windows: <Data_ Protector home>\bin\util cmd -getconf
Oracle8 ICE
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Configuring the Integration

It is assumed that the installation of Data Protector software
components on the Oracle Server system was successful.

The following requirements must be met before you start configuring the
Oracle integration:

The Oracle Server software must be installed and the Oracle Target
Database must be online.

The connection string for the Oracle target database and the recovery
catalog must be properly configured in order to start the RMAN.

Refer to the Oracle8i Recovery Manager User’s Guide and References
for more information about different connection options.

If the recovery catalog is used, make sure that it is properly installed
and online. Refer to the Oracle8i Recovery Manager User’s Guide and
Refferences for further information about how to create a recovery
catalog.

If the recovery catalog is used and it uses a character set that is not
the same as the character set used by the Oracle database to be
backed up or restored, the NL.S LANG variable must be set in the
Oracle instance configuration file. Refer to “Setting, Retrieving, and
Listing Data Protector Oracle Configuration Files Parameters Using
the CLI” on page 16 for more information on how to do that.

The TNS listener processes must be configured and running for the
Oracle Target Database and the recovery catalog, if used.

Refer to the Oracle documentation for further information.

Refer to “Troubleshooting” on page 113 for details about how to check
all the prerequisites listed above.

If you are using a shared server, create a new service name that will
use a dedicated server process instead of the dispatcher for
connecting. Add the (SERVER=DEDICATED) parameter to the
CONNECT DATA part of the connection string.

Make sure to set any Oracle-related environmental variables needed
for the Oracle database to function properly. Refer to the Oracle
documentation for more information.
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¢ On Windows, if the Oracle target database and the Oracle recovery
catalog are installed on two different systems, the Data Protector
Inet service account on the system with the Oracle target database
installed must be configured as a domain account that is a member of
the Administrators group on both systems. Refer to the HP OpenView
Storage Data Protector Administrator’s Guide for information on how
to change the Data Protector Inet service account.

The following list gives an overview of the global tasks for configuring
the Data Protector Oracle integration:

1. “Linking Oracle with the Data Protector Database Library on UNIX
Systems” on page 22.

2. “Configuring an Oracle User in Data Protector on UNIX Systems” on
page 29.

3. “Configuring the Oracle Server” on page 30.
4. “Configuring an Oracle Backup” on page 43.

Linking Oracle with the Data Protector Database
Library on UNIX Systems

In order to use the Data Protector Oracle integration, you need to
manually link the Oracle server software and the Data Protector
Database Library on the Data Protector Oracle Server system.

The Data Protector Database Library is invoked by the Oracle server
when it needs to write to or read from devices using Data Protector.

After uninstalling the Data Protector Oracle integration on an Oracle
server system, the Oracle server software is still linked to the Data
Protector Database Library. You must rebuild (Oracle8) or re-link
(Oracle8i/9i) the Oracle binary to remove this link. If this is not done, the
Oracle server cannot be started after the integration has been removed.
See “Using Oracle After Removing the Data Protector Oracle Integration
on UNIX Systems” on page 108 for more information on removing the
integration link.

When linking Oracle with the Data Protector database library, link it on
all nodes.
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Linking Oracle with the Data Protector Database Library on
HP-UX systems

On Oracle Server systems running on HP-UX, the Data Protector
Database Library 1ibob2oracle8.sl (libob2oracle8 64bit.sl)is
located in the /opt/omni/1ib directory.

On the IA-64 architecture, the extension for shared objects is .so. The
filename for the Data Protector Database Library for the 32-bit version
of Oracle is libob2oracle8 . so, whereas for the 64-bit version of Oracle
it is 1ibob2oracle8 64bit.so.

Proceed as follows:

1.

On the Oracle Server system, connect to the Oracle database as an
Oracle operating system user and shut down all Oracle instances.

If you have Oracle8 installed, perform the following:

a.

Change to the <ORACLE HOME>/rdbms/1ib directory:
cd <ORACLE HOME>/rdbms/lib
If you have a 32-bit integration, execute the following command:

make -f ins rdbms.mk LLIBMM= LLIBOBK="-L/opt/omni/lib
/opt/omni/lib/libob2oracle8.sl" ioracle,

while for a 64-bit integration, the respective command is:

make -f ins rdbms.mk LLIBMM= LLIBOBK="-L/opt/omni/lib
/opt/omni/lib/libob2oracle8 64bit.sl" ioracle

If you have Oracle8i/9i installed, perform the following:

a.

Change to the <ORACLE HOME>/1ib directory:
cd <ORACLE HOME>/lib (32-bit Oracle),

cd <ORACLE HOME>/1ibé64 (64-bit Oracle8i) or
cd <ORACLE HOME>/1lib (64-bit Oracle9i).

Perform this step only if the 1ibobk. sl file is already created in
the <ORACLE HOME>/1ib directory. If this is not the case, skip this
step.
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Execute the following command:

mv libobk.sl libobk.sl.orig

If you intend to uninstall the Data Protector Oracle integration and to
continue using Oracle on the same system after the integration is
removed, do not delete the 1ibobk.sl.orig file.

4.

5.

c. In -s /opt/omni/lib/libob2oracle8.sl libobk.sl (32-bit
Oracle) or

In -s /opt/omni/lib/libob2oracle8 64bit.sl libobk.sl
(64-bit Oracle).

Start all Oracle instances.

If you have Oracle8 installed, check if the
libob2oracle8.sl (libob2oracle8 64bit.sl) file is linked with
the Oracle8 executable using the following command:

/usr/bin/chatr <ORACLE HOME>/bin/oracle (32-bit Oracle8)
/usr/ccs/bin/1dd <ORACLE HOME>/bin/oracle (64-bit Oracle8)

The /opt/omni/lib/libob2oracle8.sl
(libob2oracle8 64bit.sl)library must be listed in the shared
library list.

The chatr command also verifies whether the shared library dynamic
path SHLIB PATH is enabled.

The following is an example extract of the command output:
bin/oracle:
shared executable
shared library dynamic path search:
SHLIB_PATH enabled second
embedded path disabled first Not Defined
shared library list:
static /opt/omni/lib/libob2oracle8.sl

dynamic /usr/lib/librt.2
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dynamic /usr/lib/libnss dns.1
dynamic /usr/lib/1libdld.2

shared library binding:

deferred

static branch prediction disabled
kernel assisted branch prediction enabled
lazy swap allocation disabled
text segment locking disabled
data segment locking disabled
data page size: D (default)
instruction page size: D (default)

The line starting with the SHLIB_PATH entry should be as given in
the example above. If this line is different, then enable the shared
library dynamic path as follows:

a. Stop all Oracle8 instances.

b. $ chatr +s enable $ORACLE HOME/bin/oracle

c. Start all Oracle8 instances.
Linking Oracle with the Data Protector Database Library on
Solaris Systems

On Oracle Server systems running on Solaris systems, the Data
Protector Database Library 1ibob2oracle8.so
(libob2oracle8 64bit.so)is located in the /opt/omni/1lib directory.

Proceed as follows:

1. On the Oracle Server system, connect to the database as an Oracle
operating system user and shut down all Oracle instances.

2. If you have Oracle8 installed, proceed as follows:

a. Change to the <ORACLE HOME>/rdbms/1ib directory:

cd <ORACLE HOME>/rdbms/lib
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b. Execute the following command:

make -e -f ins rdbms.mk LLIBMM=
LLIBOBK="-L/opt/omni/lib
/opt/omni/lib/libob2oracle8.so" ioracle (32-bit Oracle). or

make -e -f ins rdbms.mk LLIBMM=
LLIBOBK="-L/opt/omni/lib
/opt/omni/lib/libob2oracle8 64bit.so" ioracle (64-bit
Oracle).

3. If you have Oracle8i/9i installed, proceed as follows:

a. Change to the <ORACLE HOME>/1ib directory:

cd <ORACLE HOME>/lib (32-bit Oracle),
cd <ORACLE HOME>/1ibé64 (64-bit Oracle8i) or
cd <ORACLE HOME>/1lib (64-bit Oracle9i).

Perform this step only if the 1ibobk. so file is already created in
the <ORACLE HOME>/1ib directory. If this is not the case, skip this
step.

Execute the following command:

mv libobk.so libobk.so.orig

If you intend to uninstall the Data Protector Oracle integration and to
continue using Oracle on the same system after the integration is
removed, do not delete the 1ibobk.so.orig file.

C.

ln -s /opt/omni/lib/libob2oracle8.so libobk.so (32-bit
Oracle). or

In -s /opt/omni/lib /libob2oracle8 64bit.so libobk.so
(64-bit Oracle).

4. Start all Oracle instances.

5. If you have Oracle8 installed, check if the 1ibob2oracles.so file is
linked with the Oracle8 executable using the following command:

/opt/bin/1dd <ORACLE HOME>/bin/oracle
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The /opt/omni/lib/libob2oracles.so library has to be listed as
required by the Oracle8 executable, and the LD LIBRARY PATH must
be enabled. If the /opt/omni/1lib/1libob2oracles.so library is not
listed, then you need to re-build the Oracle binary as follows:

make -f ins rdbms.mk LLIBMM= LLIBOBK="-L/opt/omni/lib
/opt/omni/lib/libob2oracle8.so" ioracle (32-bit Oracle). or

make -f ins rdbms.mk LLIBMM= LLIBOBK="-L/opt/omni/lib
/opt/omni/lib/libob2oracle8 64bit.so" ioracle (64-bit
Oracle).

Linking Oracle with the Data Protector Database Library on
Other UNIX Systems

On Oracle Server systems running on other UNIX systems, the Data
Protector Database Library 1ibob2oracle8.so
(libob2oracle8 64bit.so)is located in the /usr/omni/1lib directory.

On AIX systems, the extensions for shared objects is .a. The filename for
the Data Protector Database Library for the 32-bit version of Oracle is
libob2oracle8.a, whereas for the 64-bit version it is

libob2oracle8 64bit.a.

Proceed as follows:

1.

On the Oracle Server system, connect to the database as an Oracle
operating system user and shut down all Oracle instances.

If you have Oracle8 installed, proceed as follows:

a. Change to the <ORACLE HOME>/rdbms/1ib directory:
cd <ORACLE HOME>/rdbms/lib
b. Execute the following command:

make -f ins rdbms.mk LLIBMM= LLIBOBK="-L/usr/omni/lib
/opt/omni/lib/libob2oracle8.so" ioracle (32-bit Oracle) or

make -f ins rdbms.mk LLIBMM= LLIBOBK="-L/usr/omni/lib
/opt/omni/lib/libob2oracle8 64bit.so" ioracle (64-bit
Oracle).
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3. If you have Oracle8i/9i installed, proceed as follows:

a. Change to the <ORACLE HOME>/1ib directory:

cd <ORACLE HOME>/1lib (32bit Oracle),
cd <ORACLE HOME>/1ibé64 (64bit Oracle8i) or
cd <ORACLE HOME>/1lib (64bit Oracle9i).

Perform this step only if the 1ibobk. so file is already created in
the <ORACLE HOME>/1ib directory. If this is not the case, skip this
step.

Execute the following command:

mv libobk.so libobk.so.orig

If you intend to uninstall the Data Protector Oracle integration and to
continue using Oracle on the same system after the integration is
removed, do not delete the 1ibobk.so.orig file.

C.

In -s /usr/omni/lib/libob2oracle8.so libobk.so (32-bit
Oracle) or

In -s /usr/omni/lib /libob2oracle8 64bit.so libobk.so
(64-bit Oracle).

4. Start all Oracle instances.

5. If you have Oracle8 installed, check if the 1ibob2oracles.so file is
linked with the Oracle8 executable using the following command:

/usr/bin/dump -H <ORACLE HOME>/bin/oracle (AIX systems) or

/usr/bin/1dd -s <ORACLE HOME>/bin/oracle (other UNIX
systems).

The /usr/omni/lib/libob2oracles8.so library has to be listed as
required by the Oracle8 executable and the LD LIBRARY PATH must
be enabled. If the /usr/omni/lib/1libob2oracles.so library is not
listed, then you need to re-build the Oracle binary as follows:

make -e -f ins rdbms.mk LLIBMM= LLIBOBK="-L/usr/omni/lib
/usr/omni/lib/libob2oracle8.so" ioracle (32-bit Oracle) or
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make -e -f ins rdbms.mk LLIBMM= LLIBOBK="-L/usr/omni/lib
/usr/omni/lib/libob2oracle8 64bit.so" ioracle (64-bit
Oracle).

Configuring an Oracle User in Data Protector on
UNIX Systems

In order to start an Oracle backup session, a user needs to perform an
operating system logon to the system where an Oracle Server is running.

In addition, this operating system user must be registered in the Oracle
database and identified by Oracle through the operating system
identification.

This means that the Oracle Server does not request connection
information from an application started under such a user account, but
only checks whether the operating system user is registered in the
database.

Refer to the Oracle documentation for further information about the
different types of connections, the roles and privileges of Oracle database
administrators, and security issues that should be considered.

If properly configured, this user is allowed to back up or restore an
Oracle database. In order to start a backup of an Oracle database using
Data Protector, the user must also become the owner of the Data
Protector backup specification.

As the owner of the backup specification, the Oracle user must be added
to either the Data Protector admin or operator user group.

You can identify this user by running the following command on the
Oracle Server system:

ps -ef|grep ora pmon <ORACLE SID>
or
ps -ef|grep ora lgwr <ORACLE SID>

Finding the Oracle User

# pz —ef | grep ora_pmon
ir‘a 2675 1 4 Sep 24 ¢ 0:13 ora_pmon
#
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The example above states that the user ora has sufficient privileges
within the Oracle database to back up and restore the database.
Therefore, this user must be added to the corresponding Data Protector
user group (admin or operator) and must also become the owner of the
backup specification in order to be able to back up the Oracle database
using Data Protector.

Additionally, the operating system root user on the Oracle Server also
has to be added to either the Data Protector admin or operator user

group.

After the two users are added to either the Data Protector admin or
operator user group, Data Protector sessions can be started under the
user account with all the necessary privileges required to perform an
Oracle database backup with Data Protector.

If two or more Oracle users have the same user ID, all of them must be
added to either the Data Protector admin or operator user group.

In a cluster environment, add both users (Oracle user and the root user)
to the Data Protector admin or operator group on the virtual server and
on every physical and virtual node in the cluster.

Refer to chapter “Configuring Users and User Groups” in the HP
OpenView Storage Data Protector Administrator’s Guide for detailed
information on Data Protector user rights and how to add a user to a
user group.

Configuring the Oracle Server

It is recommended that you configure and run a Data Protector
filesystem backup of the Oracle Server system. A filesystem backup can
be performed only if you have installed the Disk Agent on the Oracle
Server system.

In case of problems, this type of backup is much easier to troubleshoot
than an integration of the Oracle Server system with Data Protector.

Any device can be used for this test. Configure a standard filesystem
backup, which can include one directory only. The test should include a
partial restore to the Oracle Server system as well.
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Configuring an Oracle Server system involves preparing the
environment for starting a backup. The environment parameters such as
the Oracle home directory and the connection string to the database are
saved in the Data Protector Oracle configuration files on the Cell
Manager. The database must be online during the configuration
procedure. The configuration must be done for each Oracle Server
instance.

If a recovery catalog has been created and the Oracle Target Database
has not yet been registered in the recovery catalog database, this will
occur during the configuration procedure.

The configuration is performed using the Data Protector User Interface.

Configuring the Oracle Server Using the Data Protector GUI

The procedure below describes the configuration of the Oracle Server
system using the Data Protector GUI.

If you want to use virtual hostname and the global database name,
create an MC/SG package containing only the virtual IP and the virtual
hostname parameters and distribute it among the RAC nodes.

The configuration procedure must be performed for every node where
you want to run backups and restores. However, if you use an virtual
hostname, then perform the configuration only on the node that will be
used for backup/restore.

The configuration is performed at the same time that a new backup
specification is created:

1. In the Data Protector Manager, switch to the Backup context.

2. In the Scoping Pane, expand Backup, and then Backup
Specifications. Right-click Oracle Server.

3. Click Add Backup. In the Create New Backup dialog box, double-click
any of the predefined backup templates.

4. In the Results Area, enter the following information:

e Name of the Oracle Server system you want to configure. If the
application is cluster-aware, select the virtual server of the Oracle
resource group.
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In case of RAC, you can either select the node or the virtual server
of the Oracle resource group. The latter can only be selected on
HP-UX platform.

e Name of the Oracle Server instance.

In case of RAC, enter the name of the RAC global instance if you
selected a node, or the name of the Oracle node instance if you
selected the virtual server of the Oracle resource group.

¢ On UNIX, enter also the UNIX user name and user group of the
Oracle user, as described in “Configuring an Oracle User in Data
Protector on UNIX Systems” on page 29. for detailed information
on how to identify that user.

Figure 1-3 Specifying an Oracle Server System on UNIX
g Backup - New3 - HP Open¥iew Storage Data Protector Manager - O] x|
File Edit “iew Actions Help
JIBackup 'I|JE°| ’;ﬂ |? |J|{111]Em
. —
Bacizﬁjgécrl:lcatlons 'l Specify the application that you want to back up.
Default
31 —&pplication
Smoke
IESt Client I beetle hermes j
bk
Templates Application database IBUHEK j
—Usger and group
User name Ioraba
Group name Idba
d I ILI < Bachk | Mest » I Eirrsty Lancel
¥ Objects AR Backup - News =& /
[ By clinhermes 7
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Specifying an Oracle Server System on Windows
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Click Next. If the Oracle instance has not yet been configured, the
Configure Oracle dialog window is displayed.

5. In the General property page, enter the Oracle Server home
directory.
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Figure 1-5 Configuring Oracle on UNIX - General

Configure Oracle

lomabemes
e

fappliactions/0RAS/ appforacle/product/8.0.4

Figure 1-6 Configuring Oracle on Windows - General

Configure Oracle
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In the Connection property page, enter the login information for the
Oracle Target Database. Note that the username entered must have
the SYSDBA privilege granted.

To grant the sysdba privilege, start the svrmgrl (for Oracle8/8i) or
sqglplus (for Oracle9i/10g) prompt and enter the following:

connect <user>/<password>@<services;
grant sysdba to <users;

Refer to the Oracle documentation for more information on user
privileges in Oracle.

To use the Oracle Target Database control files, check the Use target
database controlfile option.

To use a recovery catalog, check the Use recovery catalog option
and enter the login information for the recovery catalog as well.
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Configuring Oracle on Windows - Connection

Configure Dracle

General Connection ]

Oracle login information to target databasze

User name |3}'3i
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Service [MEDD
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The following takes place after clicking OK in the Configure Oracle
window.

1. The util oracle8.exe executable is started on the Oracle Server
system, and saves the configuration parameters in the Data Protector
Oracle configuration files. See “Data Protector Oracle Configuration
Files” on page 14.

2. If the Use recovery catalog button was selected, the
util oracle8.exe executable starts the Oracle RMAN command,
which registers the Oracle Target Database in the recovery catalog.

Information about the Oracle Target Database’s structure is
transferred to the recovery catalog from the Oracle Target Database’s
control files.

After clicking OK in the Configure Oracle window, the next page in the
wizard allows you to check the configuration.

Data Protector will verify the configuration by trying to connect to the
Oracle Server system using the information specified and saved during
the configuration procedure.
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Proceed as follows to check the configuration:

1. Right-click the Oracle Server system.

2. Click Check Configuration.

If the configuration is successful, you will receive a message confirming
that the integration was properly configured. If it was not, you will

receive a message explaining the reasons for the unsuccessful

configuration.
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On UNIX, when checking the Data Protector Oracle integration
configuration using the Data Protector GUI, it is possible that although
the GUI check returns a successful result, you may still receive the
12:8300 error when trying to start a backup session. Such a backup
session will not start. For more information, see “Troubleshooting” on
page 113.

The configuration can also be also checked if you have already created
and saved a backup specification for backing up a particular Oracle
Server:

1. In the Data Protector Manager, switch to the Backup context. In
the Scoping Pane, expand Backup, Backup Specification, then
Oracle Server.

2. In the Results Area, right-click the backup specification.

3. In the Source property page, right-click the name of the client
system, then click Check Configuration.

Configuring the Oracle Server Using the CLI

On UNIX, login to Oracle Server system as the user root or as the
Oracle user that is identified as described in “Configuring an Oracle User
in Data Protector on UNIX Systems” on page 29. Note that the identified
Oracle user and the user root must also be added to Data Protector
admin or operator group.

In a cluster environment, the environment variable OB2BARHOSTNAME
must be defined as the virtual hostname before running the
configuration from the command line (on the client). The
OB2BARHOSTNAME variable is set as follows:

¢ On Windows: set OB2BARHOSTNAME=<virtual hostnames

¢ On UNIX: export OB2BARHOSTNAME=<virtual hostnames>
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Run the following command to configure an Oracle Server system using
the Data Protector CLI:

¢ On HP-UX systems without RAC or on Solaris systems:

/opt/omni/lbin/util oracle8.exe -CONFIG <ORACLE SID> \
<ORACLE HOME> <Target Database Logins[<Recovery Catalog \
_Login>]

¢ On HP-UX systems with RAC, execute the command on every RAC

node you want to backup or use for restore:

— Using RAC node names:

/opt/omni/lbin/util oracle8.exe -CONFIG \
<ORACLE GLOBAL INSTANCE SID> <ORACLE HOME> \
<Target Database Login>[<Recovery Catalog Logins]

— Using the virtual hostname:

/opt/omni/lbin/util oracle8.exe -CONFIG <ORACLE SID> \
<ORACLE HOME> <Target Database Logins> \
[<Recovery Catalog Logins>]

¢ On other UNIX systems without RAC:

/usr/omni/bin/util oracle8.exe -CONFIG <ORACLE SID> \
<ORACLE HOME> <Target Database Login> \
[<Recovery Catalog Logins>]

¢ On other UNIX systems with RAC:

/usr/omni/bin/util oracle8.exe -CONFIG \
<ORACLE GLOBAL INSTANCE SID> <ORACLE HOME> \
<Target Database Login> [<Recovery Catalog Logins>]

The last connection string is required only if you are using the recovery
catalog, otherwise the database control files are used instead.

The variables are defined as follows:

<ORACLE SID> The name of the Oracle Server
instance.

<ORACLE GLOBAL_INSTANCE SID> The name of the RAC global
instance.

<ORACLE HOME> The home directory of the Oracle
Server instance.
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<Target Database Login> The format of the login information is
<user name>/<password>@<service
>, It is used to connect to the Target
Database via the Recovery Manager.

<Recovery Catalog Logins The format of the login information is
<user names>/<password>@<service
>, It is used to connect to the recovery
catalog database via the Recovery
Manager. This parameter is optional
and is to be used only if you are using
the recovery catalog database.

In the examples below, the Oracle service name and the ORACLE_SID of
the Target database is aba, and the user name sys is identified by the
password manager.

The recovery catalog owner is rman, the corresponding Oracle service
name and the ORACLE_SID is TCAT, and the user name rman is
identified by the password rman.

/opt/omni/lbin/util oracle8.exe -CONFIG aba \
/applications/ORA8/app/oracle/product/8.0.4 \
sys/manager@aba rman/rman@TCAT

/usr/omni/bin/util oracle8.exe -CONFIG aba \
/applications/ORA8/app/oracle/product/8.0.4 \
sys/manager@aba rman/rman@TCAT

<Data_ Protector home>\bin\util oracle8.exe -CONFIG aba
x:\orant\ sys/manager@aba rman/rman@TCAT

The following happens after typing the command at the command line:

1. The util oracle8.exe executable is started on the Oracle server
system, which saves the configuration parameters in the Data
Protector Oracle configuration files. See “Data Protector Oracle
Configuration Files” on page 14.

2. If the <Recovery Catalog Login> option has been specified in the
command line, the util oracles.exe executable starts the Oracle
RMAN command line interface, which registers the Oracle Target
Database to the recovery catalog.
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Information about the Oracle Target Database’s structure is
transferred to the recovery catalog from the Oracle Target Database’s
control files.

If you need to export some variables before starting the Oracle8 Server
Manager or Oracle9i/10g SQL Plus, TNS listener, or Recovery Manager,
these variables must be defined in the Environment section of the Data
Protector Oracle global configuration file. See “Data Protector Oracle
Configuration Files” on page 14 for information on how to define such
variables.

On UNIX, to check the configuration, log in to the Oracle server system
as the user root or as the Oracle user that is identified as described in
“Configuring an Oracle User in Data Protector on UNIX Systems” on
page 29. The identified Oracle user and the user root must also be added
to Data Protector admin or operator group.

Run the following command on the Oracle Server system:

¢ On HP-UX and Solaris: /opt/omni/lbin/util oracle8.exe
-CHKCONF <ORACLE_SID>

¢ On other UNIX: /usr/omni/bin/util oracle8.exe -CHKCONF
<ORACLE SID>

¢ On Windows: <Data Protector home>\bin\util oracle8.exe
-CHKCONF <ORACLE_SID>.

Data Protector attempts to connect to the Oracle server system using the
information that was specified and saved during the configuration
procedure.

In case of an error, the error number is displayed in the form
*RETVAL*<Error numbers.

On UNIX, to obtain an error description, run the following command on
the Oracle Server system:

¢ On HP-UX and Solaris: /opt/omni/lbin/omnigetmsg 12
<Error number>

¢ On other UNIX: /usr/omni/bin/omnigetmsg 12 <Error numbers

/opt/omni/lbin/omnigetmsg 12
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Configuring an Oracle Backup
To configure an Oracle backup, perform the following steps:

1. Configure the devices you plan to use for a backup. Refer to the online
Help index keyword “configuring devices” for instructions.

2. Configure media pools and media for a backup. Refer to the online
Help index keyword “creating media pools” for instructions.

3. Create a Data Protector Oracle backup specification. See “Creating a
Data Protector Oracle Backup Specification” on page 44.

Before you perform an offline backup in a cluster environment, take the
Oracle Database resource offline and bring it back online after the
backup. This can be done using the Oracle fscmd command line interface
commands in the Pre-exec and Post-exec commands for the client system
in a particular backup specification, or by using the Cluster
Administrator.

Creating a New Template

You can use backup templates to apply the same set of options to a
number of backup specifications. By creating your own template, you can
specify the options exactly as you want them to be.

This allows you to apply all the options to a backup specification with a
few mouse clicks, rather than having to specify all the options over and
over again. This task is optional, as you can use one of the default
templates as well.

If you prefer using predefined templates, refer to “Creating a Data
Protector Oracle Backup Specification” on page 44 for a detailed
explanation.

To create a new backup template, proceed as follows:

1. In the Data Protector Manager, switch to the Backup context.

2. In the Scoping Pane, expand Backup and then Templates, and then
right-click Oracle Server.

3. Click 2dd Template. Follow the wizard to define the appropriate
backup options in your template.
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Creating a Data Protector Oracle Backup
Specification

To create an Oracle backup specification, proceed as follows:

1. In the Data Protector Manager, switch to the Backup context.

2. In the Scoping Pane, expand Backup, and then Backup
Specifications. Right-click Oracle Server and then click Add
Backup. The Create New Backup dialog box is displayed.

In the Create New Backup dialog box, double-click Blank Oracle
Backup to create a backup specification without predefined options, or
use one of the pre-defined templates given below:

Archive

Archive_ Delete

Whole_Online

Whole_Online Delete

Database_Archive

Database_Switch_Archive

Database_Switch_ArchiveDel

Direct_Database

Backs up the Archived Redo Logs.

Backs up the Archived Redo Logs,
then deletes them after the
backup.

Backs up the database instance
and the Archived Redo Logs.

Backs up the database instance
and the Archived Redo Logs, and
then deletes the Archived Redo
Logs.

Backs up the database instance
and the Archived Redo Logs.

Backs up the database instance,
switches the Online Redo Logs
and backs up the Archived Redo
Logs.

Backs up the database instance,
switches the Online Redo Logs,
backs up the Archived Redo Logs
and then deletes the Archived
Redo Logs.

Backs up the database instance
and controlfile.
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SMB_Proxy_Database Backs up the database instance
and control file in the ZDB (split
mirror or snapshot) mode using
the proxy-copy method.

SMB_BackupSet_Database Backs up the database instance
and control file in the ZDB (split
mirror or snapshot) mode using
the backup set method.

Click OK.

4. In the Results Area, provide the following information:

¢ In the Client drop-down list, select the Oracle Server that you
want to back up. If the application is cluster-aware, select the
virtual server of the Oracle resource group.

¢ In the Application database drop-down list, select the name of
the Oracle application instance that you want to back up.

¢ On UNIX, enter also the Oracle user name and its group name as
described in “Configuring an Oracle User in Data Protector on
UNIX Systems” on page 29.

Click Next.

5. If the Oracle Server is already configured, the Source property page
is displayed. Otherwise, you are prompted to configure it. See
“Configuring the Oracle Server” on page 30 for details.

6. In the Source property page, select the database objects you want to
back up.

For example, a single tablespace can be separately selected for the
backup, but for a complete and consistent online backup of the Oracle
Target Database, the ARCHIVELOGS must be selected.

If your Oracle Target Database uses a recovery catalog, this is backed up
by default after each Oracle Target Database backup. This is not the case
if control files are used instead of the recovery catalog. The control files
must be backed up separately.
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Click Next.

Select the device(s) you want to use for the backup. Click Properties
to set the device concurrency, media pool, and preallocation policy. For
more information on these options, click Help.

You can also specify whether you want to create additional copies
(mirrors) of the backup during the backup session. Specify the desired
number of mirrors by clicking the Add mirror and Remove mirror
buttons. Select separate devices for the backup and for each mirror.

For detailed information on the object mirror functionality, refer to
the HP OpenView Storage Data Protector Administrator’s Guide.

Click Next to proceed.
Select the backup options.

For information on the Backup Specification Options and Common
Application Options, refer to the online Help.
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For information on the Application Specific Options (Oracle
specific backup options), see “Oracle Specific Backup Options” on
page 48 or online Help.

Click Next.

9. Optionally, schedule the backup. For more details, see “Scheduling a
Backup” on page 62.

Click Next.

10.Save the backup specification. It is recommended that you save all
Oracle backup specifications in the Oracle group.

IMPORTANT The word DEFAULT is a reserved word and therefore must not be used for
backup specification names or labels of any kind. Oracle does not allow
full stops in channel names. Therefore, do not use a punctuation in the
names of backup specifications, since the Oracle channel format is
created from the backup specification name.

Figure 1-11 Saving the Backup Specification
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Click OK.
To start the backup, see “Backing Up an Oracle Database” on page 58.

11.0n UNIX, after the backup specification is saved, verify that the
owner of the backup specification is the specified Oracle user. See
“Configuring an Oracle User in Data Protector on UNIX Systems” on
page 29 for details about this user.
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12.You can examine the newly-created and saved backup specification in
the Backup context, under the specified group of backup
specifications. The backup specification is stored in the following file
on the Cell Manager:

e On UNIX:
/etc/opt/omni/server/barlists/oracle8/<Backup Spec Nam
e>

e On Windows:
<Data_ Protector home>\Config\server\Barlists\Oracle8\
<Backup Specification Name>

13.1t is recommended to test the backup specification. See “Testing the
Integration” on page 55 for details.

Oracle Specific Backup Options

The Oracle specific backup options are specified using the Data Protector
GUI in the Application Specific Options window. The window can
be accessed from the Options property page of an Oracle backup
specification by clicking the Advanced tab.

Setting the Oracle options allows you to:

e Edit the Oracle RMAN script section of the Data Protector Oracle
backup specification. The RMAN script section is created by Data
Protector during the creation of a backup specification and reflects
the backup specification’s selections and settings. For information on
how to edit the Oracle RMAN script, see “Editing the Oracle RMAN
Script” on page 50.

¢ Specify the Pre- and Post-exec commands/scripts. See “Specifying the
Pre- and Post-exec commands” on page 49.

If the Application Specific Options window is not displayed when
clicking the Advanced button, this means that you have deselected all
backup objects that were present in the backup specification, either by
using the Data Protector GUI or by editing the RMAN script section.

Using the Data Protector GUI, select backup objects to display the
Application Specific Options window when clicking the Advanced
button.
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Specifying the Pre- and Post-exec commands

To specify Pre- or Post-exec commands, enter the command in the box
next to the following two options:

¢ Pre-exec

Specifies a command/script that is started on the Oracle server
system before backup. The command is started by the ob2rman. exe
scrip. The full pathname of the command must be provided in the
backup specification.

On UNIX, it runs under the account of the backup specification
owner. See “Configuring an Oracle User in Data Protector on UNIX
Systems” on page 29 for details about this user.
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¢ Post-exec

Specifies a command/script that is started on the Oracle server
system after backup. The command is started by the ob2rman.exe
script. The full pathname of the command must be provided in the
backup specification.

On UNIX, it runs under the account of the backup specification
owner. See “Configuring an Oracle User in Data Protector on UNIX
Systems” on page 29 for details about this user.

Editing the Oracle RMAN Script

The RMAN script is used when the Data Protector backup specification
is started to perform a backup of the Oracle objects.

The RMAN script section is not written to the backup specification file
but is kept in memory until the backup specification is either saved or
manually edited by clicking the Edit button.

The RMAN script section of the Data Protector Oracle backup
specification can be edited only after the Data Protector Oracle backup
specification has been saved.

When editing the RMAN script sections of the Data Protector backup
specifications, consider the following limitations:

¢ The Oracle manual configuration convention must be used and not
the Oracle automatic configuration convention (introduced by
Oracle9i).

¢ Double quotes (") must not be used - single quotes should be used
instead.

¢ By default, RMAN scripts created by Data Protector contain
instructions for backing up one or more of the following objects:

— Databases, tablespaces, or data files (the first backup command)
— Archive logs (the second backup command)

— Control files (the third or last backup command)
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The RMAN scripts with all combinations of the three above listed
backup objects are recognized by Data Protector as its own scripts
and it is possible to modify the selection of objects that will be backed
up in the Source tab of the Results Area.

If the RMAN script contains additional manually entered backup
commands, for example a second backup command for backing up a
database that is already listed in the first backup command, the
object selection is disabled and it is only possible to browse the
Source tab.

When editing the RMAN script section of the Data Protector Oracle
backup specification, make sure that all manually-entered RMAN
commands are backup-related. The RMAN script section of the Data
Protector Oracle backup specification is not meant for any other
Oracle-related tasks, such as maintenance, configuration, registration,
ete.

To edit an Oracle RMAN script, click Edit in the Application Specific
Options window (see Figure 1-12 on page 49), edit the script, and then
click save to save the changes to the script.

Refer to the Oracle8i Recovery Manager User’s Guide and References for
more information on Oracle RMAN commands.

The RMAN script created by Data Protector consists of the following
parts (see also “Example of the RMAN Script” on page 54):

e The Oracle channel allocation together with the Oracle
environment parameters’ definition for every allocated channel.

The number of allocated channels is the same as the sum of
concurrency numbers for all devices selected for backup.

Once the backup specification has been saved, changing the concurrency
number does not change the number of allocated channels in the RMAN
script. This has to be done manually by editing the RMAN script.
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On Windows systems, a maximum 16 channels can be allocated. If the
calculated number exceeds this limitation, you have to manually edit the
RMAN script and reduce the number of allocated channels.

When an Oracle channel is manually defined by editing the RMAN
script, the environment parameters must be added in the following
format:

parms 'ENV=(OB2BARTYPE=Oracle8, OB2APPNAME=<ORACLE SID>,
OB2BARLIST=<Backup Specification Name>)';

Depending on the backup objects selection, an RMAN backup
statement for the backup of the whole database instance,
and/or for any combination of RMAN commands to back up
tablespaces or the datafile. The backup statement consists of the
following:

— The Oracle format of the backup file in the following format:

format
'<Backup Specification Name><<ORACLE SID> %s:%t:%p>.db
fl

When an Oracle format of the backup file is manually defined or changed
by editing the RMAN script, any user-defined combination of the Oracle
substitution variables can be added to the %s:%t:%p substitution
variables and <ORACLE SID>, which are obligatory.

— The RMAN datafile <tablespace names*<datafile name>
command.

If the Archived Redo Logs were selected for a backup, an RMAN
backup statement for the backup of Oracle archive logs.

If an appropriate template was selected, or if the statement was
manually added, the RMAN sql statement to switch the Online Redo
Logs before backing up the Archived Redo Logs:

sgl 'alter system archive log current';
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The backup statement consists of the following:

— The Oracle format of the backup file in the following format:

format

'<Backup Specification Name><<ORACLE SID> %s:%t:%p>.db
fl

When an Oracle format of the backup file is manually defined or changed
by editing the RMAN script, any user-defined combination of the Oracle
substitution variables can be added to the obligatory $s:%t:%p
substitution variables and <ORACLE SID>.

— The RMAN archivelog all command.

If an appropriate template was selected, or if the statement was
manually added, the RMAN statement to delete the Archived Redo
Logs after they are backed up:

archivelog all delete input;

If the control file was selected for a backup, an RMAN backup
statement for the backup of Oracle control files. The backup
statement consists of the following:

— The Oracle format of the backup file in the following format:

format

'<Backup Specification Name><<ORACLE SID> %s:%t:%p>.db
fl

When an Oracle format of the backup file is manually defined or changed
by editing the RMAN script, any user-defined combination of the Oracle
substitution variables can be added to the %s:%t:%p substitution
variables and <ORACLE SID>, which are obligatory.

— The RMAN current controlfile command.
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The following is an example of the RMAN script section as created by
Data Protector based on the Blank Oracle Backup template, after the
whole database selection:

run {

allocate channel 'dev 0' type 'sbt tape' parms
'ENV= (OB2BARTYPE=Oracle8, OB2APPNAME=DIPSI, OB2BARLIST=Newl) ';

allocate channel 'dev _1' type 'sbt tape' parms
'ENV= (OB2BARTYPE=Oracle8, OB2APPNAME=DIPSI, OB2BARLIST=Newl) ';

allocate channel 'dev 2' type 'sbt tape' parms
'ENV= (OB2BARTYPE=Oracle8, OB2APPNAME=DIPSI, OB2BARLIST=Newl) ';

backup incremental level <incr levels

format 'Newl<DIPSI %s:%t:%p>.dbf'

database

backup format 'Newl<DIPSI %s:%t:%p>.dbf' archivelog all;
backup format 'Newl<DIPSI %s:%t:%p>.dbf' current controlfile

}
Creating Copies of Backed Up Objects

Oracle8i/9i/10g support the duplex mode, which allows you to create
copies of every backed up object to a separate backup device. To enable
the duplex feature, perform the following steps:

1. Add the following command to the RMAN script before any allocate
channel command:

set duplex=<on | 2 | ... >

If more than one allocated channel is used, it may happen that some
original and copied objects are backed up to the same medium. To
prevent this, you should use only one allocated channel when backing up
using the duplex mode.
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2. Add the following parameter to every format string used for backup:

o°

C
3. Set the concurrency of each device used for backup to 1.

4. Set the MIN and MAX load balancing parameters according to the
following formula:

<number of duplex copies>*<number of allocated channels>

If the duplex is set to 2 and the backup runs with 1 allocated channel,
then the MIN and MAX parameters should be set to 2.

If the MIN and MAX load balancing parameters are set to lower values, the
backup will hang.

If the MIN and MAX load balancing parameters are set to higher values,
it may happen that the original and copied objects are backed up to the
same medium.

Testing the Integration

Once you have created and saved a backup specification, you should test
it before running a backup. The test verifies both parts of the integration,
the Oracle side and the Data Protector side. In addition, the
configuration is tested as well.

The procedure consists of checking both the Oracle and the Data
Protector parts of the integration to ensure that communication between
Oracle and Data Protector is established, that the data transfer works
properly, and that the transactions are recorded either in the recovery
catalog (if used) or in the control file.

Details of the test backup, such as media protection, backup user and
backup status are registered in the Data Protector database and in the
Oracle control files. Set the Protection option of your test backup
specification to None.

Chapter 1 55



Figure 1-13

Integrating Oracle and Data Protector
Configuring an Oracle Backup

Testing Using the Data Protector GUI

Follow the procedure below to test the backup of an Oracle backup

specifi

cation:

1. In the Data Protector Manager, switch to the Backup context.

2. In the Scoping Pane, expand Backup, then Backup Specifications.
Expand Oracle Server and right-click the backup specification you
want to preview.

3. Click Preview Backup.

Previewing a Backup

File Edit “iew Actions Help
JIBackup VI|JE°||=HJ 7 |J SUNET )
7 Filesgetem ;I M ame | Scheduled | Backup Type | Group |
Oracle Server 8.0_SMB_db nfa néa Default
B.0_SMB_1df Si_SMB_1df nia nia Drefault
- [B] 8.0_SME_2ts 8i_SMB_1ts nfa n/a Default
8.0_SMB_cf 8i_SMB_2df n'a nia Default
8.0_SMB_db E B SME_2ts néa nfa Default
8.0_5MB_db_off db
B.0_SME_db_t Si_SMB_d Sl =l Dsfault
8.0_SMEB_mix Bi_SMB_mix Default
B.0_x 9 MonSME. la Default
B?_SMB_‘I 4 3 SHMB_1DF Select the Location for the Shorteut.. Disfal
BLSME_1ts 9_SMB_1TS  Change Group.. 3 Default
g:—gmg—gg 9_SMB_2DF Apply Template. b Default
G SHE db 9 SME_2T¢ la Default
& aMB b 9 5ME_db  Comwds. 3 Default
B SME mix 9 SMB_MIx  Delete NumDel | Default
“Norch 9_smb_nacl ) ] Diefault
g_g:q%s:lg;db AK_TEST_F Froperties... Alt+E nter Default
B_SMB_‘ITS oradi_nosmb nia nia Drefault
9:5M8:2DF Bl :rb_oraBi full n'a nta Default
9 SME_2TS 8.0_5MB_1df n‘a nfa Default
9 SME_db E 8.0_SMB_Z2ts néa nfa Default
9_SME_MIX 8.0_SMB_mix néa n'a Default
9_smh_noc|_db 8.0_SMB_cf néa n'a Default
- [B] AK_TEST_OFFLINE _| 8.0_5MB_db_t nfa néa Default
B oraBinosmb [Bl 2.0_5ME_db_off nia nia Default
i :T‘?:maa'—fu" =l 8.0« nta néa Diefault
#2 Dbjects I & Tasksl AP, Backup - NewB =& b, Oracle Server f
Start preview backup session l_l iy wili. hermes i
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Testing Using the CLI

A test can be executed from the command line on the Oracle Server
system or on any Data Protector client system within the same Data
Protector cell, provided that the system has the Data Protector User
Interface installed.

You have to run the omnib command with the -test bar option. Run the
following command:

¢ On HP-UX and Solaris: /opt/omni/bin/omnib -oracle8 list \
<backup specification name> -test bar

¢ On other UNIX systems: /usr/omni/bin/omnib -oracle8 list \
<backup specification name> -test bar

¢ On Windows: <Data Protector home>\bin\omnib

-oracle8 list <backup specification name> -test bar

The session messages are displayed on the screen during the command
execution, while the following happens:

1. The ob2rman.exe script is started, which then starts the Oracle
RMAN backup command.

The Oracle Target Database is backed up to the following file on the
Oracle server system without using Data Protector for data transfer:

e On UNIX: /dev/null/
¢ On Windows:

<Data_ Protector home>\tmp\<Backup Specification Name>
_TEST FILE

This is how the Oracle side of the integration is checked.

2. The Data Protector testbar2 command is started by the
ob2rman .exe script, which checks:

¢ The communication within Data Protector
¢ The syntax of the Oracle backup specification
e Ifthe devices are correctly specified

e Ifthe required media reside in the devices
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Backing Up an Oracle Database

There are two strategies for backing up a database. These are an offline
or consistent database backup, and an online or inconsistent database
backup. The latter is also known as a hot backup. Special attention is
required to reach a consistent state with an online backup.

A decision about your database backup strategy depends on a number of
factors. If the database must be opened and available all the time, then
online backup is your only choice. If you can afford to have the database
offline at a certain time, then you are more likely to make periodic offline
backups of the entire database, supplementing them with online backups
of the dynamically changing tablespaces.

An offline backup of a database is a backup of the datafiles and control
files which are consistent at a certain point in time. The only way to
achieve this consistency is to cleanly shut down the database and then
back up the files while the database is either closed or mounted.

The offline backup of an Oracle Target Database can be performed using
a Data Protector filesystem backup specification or a Data Protector
Oracle backup specification, based on which Data Protector
automatically generates and executes the RMAN script. The Data
Protector Disk Agent is used in the first case, and the Data Protector
Oracle integration software component in the second case.

Typically, you would perform an offline backup of the entire database,
which must include all datafiles and control files, while the parameter
files may be included optionally.

The whole offline database backup is performed as follows:
1. Shut down the database cleanly.

A clean shutdown means that the database is not shut down using
the ABORT option.

2. Mount the database if you are backing it up using RMAN.
3. Back up all datafiles, control files and, optionally, parameter files.
4. Restart the database in the normal online mode

As opposed to an offline backup, an online backup is performed when a
database is open.
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The backup of an opened database is inconsistent, because portions of
the database are being modified and written to disk while the backup is
progressing. Such changes to the database are entered into the online
redo logs as well. A database running in ARCHIVELOG mode enables
the archiving of online redo logs. In the case of a restore, this feature is
essential to bring a database to a consistent state as part of the entire
restore process.

When using an online backup, the following must be done in order to
bring the database to a consistent state:

1. Restore the database files (which are inconsistent) to disk.
2. Restore the Archived Redo Logs to disk.

3. Perform a database recovery, which requires applying the Archived
Redo Logs. This is an Oracle operation.

An Oracle online database backup can be performed using the Oracle
RMAN utility or Data Protector GUI. In the latter case, Data Protector
creates and executes the RMAN script automatically based on data
entered in the Data Protector GUI. During an Oracle online backup, the
Oracle Target Database is open, while tablespaces, datafiles, control
files, and archived redo logs are being backed up.

The database must operate in the ARCHIVELOG mode so that the current
Online Redo Logs are archived to the Archived Redo Logs.

In order to be able to restore to a consistent state, a complete online
database backup must be performed as follows:

1. Put the tablespaces in backup mode.

2. Back up tablespaces, datafiles, and control files.
3. Put the tablespaces back in normal mode.

4. Back up the Archived Redo Logs.

Before you run an Oracle online backup, make sure that the database is
really operating in ARCHIVELOG mode. This can be done on the Oracle
server system by starting the Oracle8 Server Manager or Oracle9i/10g
SQL Plus and issuing the following command:

archive log list;
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If the Oracle Target Database is not operating in the ARCHIVELOG mode,
shut it down first and mount it again. Issue the following command at
the Oracle8 Server Manager or Oracle9i/10g SQL Plus prompt:

alter database archivelog;
archive log start;

alter database open;

On Windows, do not use Oracle reserved names, such as ALLOCATE,
BACKUP, CATALOG, FORMAT, INCREMENTAL, RUN, TABLESPACE
and others for tablespace names. Refer to the Oracle documentation for a
complete list. Oracle reserved names used as names for tablespaces may
cause the backup to fail.

Now you are ready to run an online backup of the Oracle database, using
any of the following methods:

Schedule a backup of an existing Oracle backup specification using
the Data Protector Scheduler. See “Scheduling a Backup” on page 62.

e Start an interactive backup of an existing Oracle backup specification
using the Data Protector GUI or the Data Protector CLI. See
“Running an Interactive Backup” on page 63.

e Start a backup on the Oracle server using either Oracle Recovery
Manager or Oracle Enterprise Manager. See “Starting Oracle Backup
Using the Oracle Recovery Manager (RMAN)” on page 65.

The following happens when you start a backup using the Data Protector
user interface:

1. Data Protector executes ob2rman.exe on the client. This command
starts the Recovery Manager (RMAN) and sends the Oracle RMAN
Backup Command Script to the standard input of the RMAN
command.

2. The Oracle RMAN contacts the Oracle Server, which contacts Data
Protector via the Database Library interface and initiates a backup.

3. During the backup session, the Oracle Server reads data from the
disk and sends it to Data Protector for writing to the backup device.
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Messages from the Data Protector backup session and messages
generated by Oracle are logged to the Data Protector database.

A backup of the Oracle recovery catalog is performed automatically
following each Oracle Target Database backup. Using the standard
Oracle export utility, the Data Protector ob2rman.exe starts an export of
the Oracle recovery catalog to a file which is then backed up by Data
Protector.

When backing up or restoring the catalog database, the value of the
NLS_LANG variable, which is set for the target database, is used as the
default NLS 1ANG value for the catalog database.

If you want to use a different NL.S LANG value for importing or exporting
the catalog database, you can specify this in the Oracle instance
configuration file in the section Environment. Refer to the section
“Setting, Retrieving, and Listing Data Protector Oracle Configuration
Files Parameters Using the CLI” on page 16.

When backing up an Oracle database using the recovery catalog
database, all information about the backup, restore and recovery of the
database is stored in the recovery catalog. This information is used by
RMAN during the restore. If you overwrite or format the media on which
this data is backed up, Data Protector exports the object from the Data
Protector database. You must manually delete the data from the recovery
catalog while logged on to RMAN. Refer to the Oracle8i Recovery
Manager User’s Guide and References for detailed information about
deleting data from the recovery catalog.

You can obtain the primary keys of the records to be deleted by issuing
the list command, as shown in the following example:

If the (data) file is stored on a disk, issue the following command:
list backup of tablespace temp;

Primary keys in the temp tablespace are listed. You need these keys to
delete the records, as shown in the following example:

allocate channel for delete type 'sbt tape';
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change backupset <primary key> delete;

release channel;

Scheduling a Backup

For more information on scheduling, refer to the online Help index
keyword “scheduled backups”.

A backup schedule can be tailored according to your business needs. If
you have to keep the database online continuously, then you should back
it up frequently, including the backup of the Archived Redo Logs, which
is required in case you need a recovery to a particular point in time.

For example, you may decide to perform daily backups and make
multiple copies of the online redo logs and the Archived Redo Logs to
several different locations.

An example of scheduling backups of production databases:

e  Weekly full backup
¢ Daily incremental backup
¢ Archived Log backups as needed

To schedule an Oracle backup specification, proceed as follows:

1. In the HP OpenView Storage Data Protector Manager, switch to
the Backup context.

2. In the Scoping Pane, expand Backup, Backup Specifications, and
then Oracle Server.

3. Double-click the backup specification you want to schedule and click
the Schedule tab.

4. In the Schedule page, select a date in the calendar and click 244 to
open the Schedule Backup dialog box.

5. Specify Recurring, Time options, Recurring options, and
Session options.

Note that the backup type can be full or incremental, with the
incremental level as high as Incr 4. See Figure 1-14 on page 63. Refer
to the RMAN documentation for details on incremental backup levels.
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Schedule Backup

Specify the desired backup time, frequency, duration, and type.

— Recurring Time optio:
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' Daily
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Every I‘I _,::' week[z] on
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— Session option

Backup type: I Full _

Metwork load 1

Backup protection

Coct_|

Help |

Click 0K and then 2pply to save the changes.

Running an Interactive Backup

An interactive backup can be performed any time after a backup

specification has been created and saved.

To start an interactive backup of an Oracle database using the Data

Protector GUI, proceed as follows:

1. In the HP OpenView Storage Data Protector Manager, switch to

the Backup context.

2. In the Scoping Pane, expand Backup, Backup Specifications, and

then Oracle Server.

3. Right-click the backup specification and select Start Backup.

In the start Backup dialog box, select the Backup type and Network
load options. For information on these options, click Help.
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Note that the backup type can be full or incremental, with the
incremental level as high as Incr 4. See Figure 1-14 on page 63. Refer
to the RMAN documentation for details on incremental backup levels.

Click OK.

Starting an Interactive Backup

po Oracle Server - HP DpenView Storage Data Protector Manager —[Olx]
File Edit “iew Actions Help
| =r— = (=
0] Fllesystem ;I Mame | Scheduled [Backup Type [ Gioup |
£ Oracle Sarver 8.0_SMB_db nis nia Default
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Bl 20 5ME_ct 8i_SMB_2dt nfa nta Crafault
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- [B] 8.0_SMB_db_off —
[ 80_SME_db_t 5] E|_5ME_db_ start Backup.. Difauk
- [8] B.0_SMB_mix Bi_SME_mix | 2 Freview Backup Default
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— RS 9 SMB_1DF Default
g:—gmg—;:r B3 5MB_1TS Change Group Default
= " - E 3 SMB_ZDF Apply Template. .. Diefault
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[ 5 SME_db oM Copy ..
- H B_SMB_cb_t 5 SMB_db £ Default
B 5 SME mix 9_5MBE_MIx|  Delete Hum Del Default
- [@ 9_NonSME_db B S smb_nocl [ tes, AlEnter Default
9_SME_1DF AK_TEST_O Default
9 SMB_1TS E orafi_nosmb n'a nta Crefault
E 9 _5MB_2DF E embr_oraBi_full n/a néa Default
[ 9 SMB_2TS B o0 sMe_1d nia nia Default
E 9 5MB_db 8.0 SMB_2ts n's néa Default
- B 9_SMB_MIx 8.0_SME_mix n/a nia Diefault
- [ 8_smb_rocl_dh B.0_SME_of nfa nia Default
- B AK_TEST_DFFLINE | || B 8.0_5MB_db_t nla néa Default
[ oraBi_nosmb [ 5.0_5ME_db_off nfa néa Deefault
i sml?:oraBi_full ;I Bl o« nia na Diefault
B2 Obiects - AT, Backup - NewB S h Dracle Server £
Start backup session [ ] i vili hermes o

An interactive backup can also be started from the CLI.

In a cluster environment, the environment variable OB2BARHOSTNAME
must be defined as the virtual hostname before running a backup from
the command line (on the client). The OB2BARHOSTNAME variable is set as
follows:

¢ On UNIX: export OB2BARHOSTNAME=<virtual hostnames>

¢ On Windows: set OB2BARHOSTNAME=<virtual hostnames
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Starting a Backup Switch to the /opt/omni/bin (HP-UX and Solaris systems),

Using the CLI

Example

/usr/omni/bin (other UNIX systems), or
<Data_ Protector home>\bin (Windows systems) directory on an
Oracle Server system and run the following command:

omnib -oracle8 list <backup specification name> [-barmode
<Oracle8Mode>] [1ist options]

You can select among the following list options:

-protect {none | weeks n | days n | until date | permanent}

-load {low | medium | high}

-crc

-no_monitor

Oracle8Mode = {-full | -incrl | -incr2 | -incr3 | -incr4}
Refer to the omnib man page for details.
To start a backup using an Oracle backup specification called RONA, run
the following command:

omnib -oracle8 list RONA

Starting Oracle Backup Using the Oracle Recovery
Manager (RMAN)

The Oracle Recovery Manager (RMAN) utility is an Oracle CLI that
allows you to perform a backup, restore, or recovery of Oracle database
objects. To start an Oracle backup using RMAN, an Oracle backup
specification must be created.

See “Configuring an Oracle Backup” on page 43 for information on how
to create an Oracle backup specification. To start an Oracle backup using
RMAN, follow these steps:

1. Connect to the Oracle Target Database specified in the backup
specification.

To connect to an Oracle Target Database that uses the recovery
catalog, run the following command:

¢ On UNIX: <ORACLE HOME>/bin/rman target
<Target Database Login> rcvcat
<Recovery Catalog Logins>
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e On Windows:

For Oracle8:

<ORACLE HOME>\bin\rman80 target
<Target Database Login> rcvcat
<Recovery Catalog Logins>

For Oracle8i/9i/10g:

<ORACLE HOME>\bin\rman target
<Target Database Login> rcvcat
<Recovery Catalog Logins>

To connect to an Oracle Target Database without using the recovery
catalog, run the following command:

¢ On UNIX: <ORACLE HOME>/bin/rman target
<Target Database Login> nocatalog

e On Windows:
For OracleS8:

<ORACLE HOME>\bin\rman80 target
<Target Database Login> nocatalog

For Oracle8i/9i/10g:

<ORACLE HOME>\bin\rman target <Target Database Logins
nocatalog

See the “Glossary” on page G- 1 for details on the login information
syntax.

2. Allocate the Oracle channels.

Allocating a channel tells RMAN to initiate an Oracle Server process
for backup, restore, or recovery on the Oracle Target Database. For
example:

allocate channel 'dev 0' type 'disk';
or

allocate channel 'dev_1' type 'sbt tape';

where you specify the backup directly to disk in the first case and
directly to tape in the second case. Note that if Oracle is linked to
Data Protector, Data Protector will perform the backup to the tape in
the second case.
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If you specify more than a single allocate channel command,
RMAN will establish multiple logon sessions and conduct multiple
backup sets in parallel. This “parallelization” of backup and restore
commands is handled internally by RMAN.

IMPORTANT On Windows systems, a maximum of 16 channels can be allocated.

3.

To use Data Protector backup media, specify the channel type
SBT TAPE.

You must specify the parms operand in the following form:

parms'ENV (OB2BARTYPE=Oracles,
OB2APPNAME=<ORACLE SID>,0B2BARLIST=<backup
specification name>)';

Note that the RMAN script will not work without the above
parameters being specified in this form.

Optionally, you may specify format as follows:
format '<backup specifications<<Oracle SID> %s:%t:%p>.dbf'

Note that $s:%t:%p and the Oracle SID are required, whereas the
backup specification is recommended.

For example, if you have created and saved a backup specification
named bspec1 for backing up an Oracle database identified by the
Oracle instance called inst1, you would enter the following string:

format 'bspecl<instl %s:%t:%p>.dbf'

Refer to the Oracle8i Recovery Manager User’s Guide and References
for information on substitution variables. The Oracle channel format
specifies which Oracle backup specification to use for the backup.

Optionally, you may specify backup incremental level.

Note that a Data Protector full backup performs the same operation
as an incremental level 0 backup type in the Oracle RMAN scripts.
They both back up all the blocks that have ever been used.

This option is required if you want to use the backup as a base for
subsequent incremental backups.
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In order to run a backup using RMAN, start the Recovery Manager by
running the following command from the <ORACLE HOME> directory (if
you are using recovery catalog):

¢ On UNIX: bin/rman target <Target Database Login> rcvcat
<Recovery Catalog Loginx>

e On Windows:
For OracleS8:

bin\rman80 target <Target Database Login> rcvcat
<Recovery Catalog Logins>

For Oracle8i/9i/10g:

bin\rman target <Target Database Login> rcvcat
<Recovery Catalog Logins>

Examples of the RMAN Scripts

Some examples of RMAN scripts that must be executed from the RMAN>
prompt are listed below:

Backing Up a To back up the Oracle instance credo, using a backup specification
Single Channel named alma, enter the following command sequence:
run {

allocate channel 'dev 0' type 'sbt tape'
parms'ENV= (OB2BARTYPE=0Oracle8, OB2APPNAME=credo, OB2BARLIST=alma) ' ;

backup
incremental level 0

format 'alma<credo %s:%t>.dbf' database;

}

Backing Up Three The RMAN backup script for backing up the database by using three
Channels in parallel channels for the same backup specification would look like this:

Parallel
run {

allocate channel 'dev 0' type 'sbt tape'
parms'ENV= (OB2BARTYPE=0Oracle8, OB2APPNAME=credo, OB2BARLIST=alma) ' ;

allocate channel 'dev 1' type 'sbt tape'
parms'ENV= (OB2BARTYPE=0Oracle8, OB2APPNAME=credo, OB2BARLIST=alma) ' ;

allocate channel 'dev 2' type 'sbt tape'
parms'ENV= (OB2BARTYPE=0Oracle8, OB2APPNAME=credo, OB2BARLIST=alma) ' ;
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backup
incremental level 0

format 'alma<credo %s:%t>.dbf' database;

}

If you want to back up the Archived Redo Logs and the tablespace
SYSTEM and RONA of the previous database using three parallel
channels and a backup specification named alma, the RMAN script
should look like this:

run {

allocate channel 'dev 0' type 'sbt tape'
parms'ENV= (OB2BARTYPE=0Oracle8, OB2APPNAME=credo, OB2BARLIST=alma) ' ;

allocate channel 'dev 1' type 'sbt tape'
parms'ENV= (OB2BARTYPE=0Oracle8, OB2APPNAME=credo, OB2BARLIST=alma) ' ;

allocate channel 'dev 2' type 'sbt tape'
parms'ENV= (OB2BARTYPE=0Oracle8, OB2APPNAME=credo, OB2BARLIST=alma) ' ;

backup

incremental level 0

format 'alma<credo %s:%t>.dbf'
tablespace SYSTEM, RONA

sgl 'alter system archive log current'
format 'alma<credo %s:%f:%p>.dbf’

archivelog all;

}

To back up all Archived Redo Logs from sequence #5 to sequence #105
and delete the Archived Redo Logs after backup of the instance named
alma is complete, run the following script:

run {

allocate channel 'dev 0' type 'sbt tape'
parms'ENV= (OB2BARTYPE=0Oracle8, OB2APPNAME=credo, OB2BARLIST=alma) ' ;

allocate channel 'dev 1' type 'sbt tape'
parms'ENV= (OB2BARTYPE=0Oracle8, OB2APPNAME=credo, OB2BARLIST=alma) ' ;

allocate channel 'dev 2' type 'sbt tape'
parms'ENV= (OB2BARTYPE=0Oracle8, OB2APPNAME=credo, OB2BARLIST=alma) ' ;

backup
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incremental level 0
(archivelog low logseq 5 high logseqg 105 thread 1 all delete input
format 'alma<credo %s:%t:%p>.dbf');

}
If the backup fails, the logs are not deleted.

The current control file is automatically backed up when the first
datafile of the system tablespace is backed up. The current control file
can also be explicitly included in a backup, or backed up individually. To
include the current control file after backing up a tablespace named
C0oSTS, run the following script:

run {

allocate channel 'dev 0' type 'sbt tape'
parms'ENV= (OB2BARTYPE=0Oracle8, OB2APPNAME=credo, OB2BARLIST=alma) ' ;

allocate channel 'dev_1' type 'sbt tape
'parms ' ENV= (OB2BARTYPE=0Oracle8, OB2APPNAME=credo, OB2BARLIST=alma) ' ;

allocate channel 'dev 2' type 'sbt tape'
parms'ENV= (OB2BARTYPE=0Oracle8, OB2APPNAME=credo, OB2BARLIST=alma) ' ;

backup
incremental level 0
(tablespace COSTS current controlfile

format 'alma<credo %s:%t>.dbf');

The set maxcorrupt command determines the number of corrupted
blocks per datafile that can be tolerated by RMAN before a particular
backup will fail.

If a backup specification named alma backs up the database and allows
for up to 10 corrupted blocks per datafile /oracle/datal.dbs (UNIX
systems) or C:\oracle\datal.dbs (Windows systems), then the
appropriate RMAN script would be:

run {

allocate channel 'dev 0' type 'sbt tape'
parms'ENV= (OB2BARTYPE=0Oracle8, OB2APPNAME=credo, OB2BARLIST=alma) ' ;

allocate channel 'dev 1' type 'sbt tape'
parms'ENV= (OB2BARTYPE=0Oracle8, OB2APPNAME=credo, OB2BARLIST=alma) ' ;
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allocate channel 'dev 2' type 'sbt tape'
parms'ENV= (OB2BARTYPE=0Oracle8, OB2APPNAME=credo, OB2BARLIST=alma) ' ;

backup

incremental level 0

format 'alma<credo %s:%t>.dbf'
database;

set maxcorrupt for datafile

'/oracle/datal.dbs' to 10;}

run {

allocate channel 'dev 0' type 'sbt tape'
parms'ENV= (OB2BARTYPE=0Oracle8, OB2APPNAME=credo, OB2BARLIST=alma) ' ;

allocate channel 'dev 1' type 'sbt tape'
parms'ENV= (OB2BARTYPE=0Oracle8, OB2APPNAME=credo, OB2BARLIST=alma) ' ;

allocate channel 'dev 2' type 'sbt tape'
parms'ENV= (OB2BARTYPE=0Oracle8, OB2APPNAME=credo, OB2BARLIST=alma) ' ;

backup

incremental level 0

format 'alma<credo %s:%t>.dbf'
database;

set maxcorrupt for datafile

'C:\oracle\datal.dbs' to 10;}
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Restoring an Oracle Database

You can restore the database objects using one of the following tools
within Data Protector:

Restore Methods Data Protector GUI. See “Restoring Oracle Using the Data Protector

GUTI” on page 74.

¢ Oracle Recovery Manager (RMAN). See “Restoring Oracle Using
RMAN” on page 91.

Restorable Iltems It is possible to restore the following database objects using both the
Data Protector GUI or RMAN.

¢ Control files
¢ Datafiles
e Tablespaces
¢ Databases
MS Cluster Server Before you start restoring a cluster-aware Oracle server, take the Oracle

Clients Database resource offline using, for example, the Cluster
Administrator utility. See Figure 1-16.
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resource group and Do not restart for the <Oracle SID>.world
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When restoring the database from a backup performed on a virtual host,
you should set either the OB2BARLIST or OB2BARHOSTNAME
environment variable in the RMAN script. For example:

run {
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allocate channel devl type 'sbt tape'
parms ' ENV= (OB2BARHOSTNAME=virtual .domain.com) ';

restore datafile '/opt/ora9i/oradata/MAKI/example02.dbf’';

release channel devl;

}

Restoring Oracle Using the Data Protector GUI

For the restore, RMAN scripts are generated with necessary commands,
depending on selections made in the GUI. If you want to perform
additional actions, you cannot edit the RMAN restore script, but you can
perform them manually from RMAN itself.

Restoring Database Items in a Disaster Recovery

In a disaster recovery situation, database objects must be restored in a
certain order. The following list shows you in which order database items
must be restored. Under normal conditions it is possible to restore
database items in any order.

e If the recovery catalog was used:

1. Restore the recovery catalog database (if it was lost)
2. Restore the control file
3. Restore the entire database or data items

e If the recovery catalog was not used:

— Oracle8/8i:

Refer to “The Recovery Catalog was lost and the control file cannot
be restored from Data Protector managed backup.” on page 138.

— Oracle9i/10g:

1. Restore the control file from automatic backup.

If no automatic backup of the control file is available, refer to
“The Recovery Catalog was lost and the control file cannot be
restored from Data Protector managed backup.” on page 138

2. Restore the database or data items.

74 Chapter 1



Table 1-1

Integrating Oracle and Data Protector
Restoring an Oracle Database

Changing The Database State

Before you restore any database item you need to ensure that the
database is in the correct state. The following table tells you which state
the database needs to be in to restore a particular type of database item.

Required Database States

Item to restore Database state
Control file NoMount (started)
All other items Mount

To put the database into the correct state carry out the following
procedure:

Open a command window and enter the following:

sqglplus /nolog

In the SQL> prompt, enter:

SQL>connect <user>/<password>@<service> as sysdba;
SQL>shutdown immediate;

If you are restoring a control file put the database into NoMount state.
SQL>startup nomount;

If you are restoring any other database item put the database in Mount
state.

SQL>startup mount;

Restoring the Recovery Catalog Database

The Oracle recovery catalog database is exported using the Oracle export
utility to a binary file and backed up by Data Protector. This file has to
be restored back to the disk and then imported into the Oracle database
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using the Oracle import utility. Data Protector provides a facility to do
this automatically using the Oracle integration. Carry out the following
procedure to restore the recovery catalog database:

If the recovery catalog uses a character set that is not the same as the
character set used by the Oracle database that was backed up, the
NLS_LANG variable must be set in the Oracle instance configuration file.
See “Setting, Retrieving, and Listing Data Protector Oracle
Configuration Files Parameters Using the CLI” on page 16 for more
information on how to do that.

1.

Ensure the recovery catalog database exists and is empty. To check if
the recovery catalog database was used as a repository during backup
execute the following from the command line on the client system:

# ./util cmd -getconf Oracle8 <SID>

If the recovery catalog database was selected as one of the Data
Protector backup options when the original database backup was
configured, this command returns the following output:

ORACLE_HOME='/app/oracle9i/product/9.2.0.1.0';
TGTLogin='EIBBKIBBEIBBQDBBOHBBCHBBPHBBBIBBCHBBEIRBB
FBBFGBBFFBBDFBB' ;
RCVLogin='DIBBOHBBCHBBPHBRQDBBDIBBOHBBCHBBPH
FBBFGBBFFBBDFBB' ;

ORACLE VERSION='9.2.0"';

Configuration read/write operation successful.

If the RCVLogin entry is present in the output, the recovery catalog
database was used.

Identify the recovery catalog database owner and the instance name
of the recovery catalog database using the Data Protector GUI.

Ensure that the recovery catalog database is in the Open state. Run
the following command:

sqlplus /nolog
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In the SQL> prompt, enter

SQL>connect <user>/<password>@<CATALOG SERVICE NAME> as
sysdba;

SQL>select status from v$instance;
If the database is not open, perform one of the following steps:
e Ifthe database is shut down, start it:

SQL>startup;

e Ifthe database is in nomount state, mount the database and then
open it:

SQL>alter database mount;
SQL>alter database open;

e Ifthe database is mounted, open it:
SQL>alter database open;

4. In the Data Protector GUI, switch to the Restore context and select
the Oracle server and Oracle instance for which you need to restore
the recovery catalog database.

5. In the Results Area, select Recovery Catalog. If you want to change
or enter the recovery catalog login strings, right-click on the
Recovery Catalog and select Change Settings.
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6. Enter the recovery catalog database login strings in the Recovery
Catalog Settings dialog.

7. Select the Options pane on the Data Protector GUI. Select the
Session ID from the Session ID drop-down list. For further
information, see “Restore and Recovery Options” on page 86.

8. Enter the user name and password to the recovery catalog database
in the User name and User group fields on the Options pane.

9. Click the Restore button. At this point the recovery catalog database
is restored. You can now proceed to restore your control file.

Restoring the Control File

The control file contains all the information about the database
structure. If the control file has been lost, you must restore it before you
can restore any other part of the database.

Depending on the type of the control file backup, the following types of
restore are possible when restoring the control file:

¢ Restoring from Data Protector managed control file backup
(CONTROLFILE FROM DP MANAGED BACKUP)
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The control file was backed up automatically by ob2rman.exe at the
end of a backup session. The recovery catalog is not required for this
option.

The control files (ctrl1<ORACLE SID>.dbf) are restored to
/var/opt/omni/tmp (HP-UX and Solaris systems),
/usr/opt/omni/tmp (other UNIX systems), or <Oracle homes>\tmp
(Windows systems). After the restore, run the following script:

run {

allocate channel 'dev0' type disk;
replicate controlfile from '<TMP FILENAME>';
release channel 'dev0';

}

Where <TMP FILENAME> is the location to which the file was restored.

¢ Restoring from RMAN autobackup (CONTROLFILE FROM RMAN
AUTOBACKUP)

This type of restore is not available with Oracle8/8i.

The control file was automatically backed up by RMAN and the
recovery catalog is not available. The database must be in the
nomount state.

Ensure that you have properly configured the RMAN autobackup and
that the correct backup version is available. If the RMAN autobackup
session is not found during the restore, the procedure is aborted. Refer to
the Oracle9i/10g documentation on how to set up RMAN
AUTOBACKUP.

¢ Restoring from RMAN backup set (CONTROLFILE FROM RMAN
BACKUPSET)

This type of restore is available if you selected the control file in the
backup specification.

The recovery catalog is required and the database must be in
nomount state.

A backup session can contain more than one type of the control file
backup.
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The procedure for restoring the control file is as follows:

1. Open an sqglplus (for Oracle9i/10g) or svrmgrl (for Oracle8/81)
window and put the database in the nomount state.

2. In the Data Protector GUI switch to the Restore context. Expand
Restore and select the Oracle Server and the Oracle instance for
which you need to restore the control file.

Optionally, to restore the control file to another client, click on the
Options tab and select the name of the client from the Restore to
client drop-down list. If the target instance requires different
connection parameters, click on Settings and enter the username,
password and service in the dialog box.

3. In the Restore Action drop-down list, select Perform RMAN
Repository Restore.

In the Results area select the control file.

Set the required options. Refer to “Restore and Recovery Options” on
page 86 for a more detailed description of available options.

4. Click Restore.

You must now proceed to recover the Oracle database or items within the
database.

Restoring Oracle Database Objects

Before you restore Oracle database objects you need to ensure that you
have an up-to-date version of the recovery catalog database and the
control file. These contain the database structure information. If you do
not already have up-to-date versions of these files, you need to restore
them. See “Restoring the Recovery Catalog Database” on page 75 and
“Restoring the Control File” on page 78 for more information.

To restore Oracle database items, proceed as follows:

1. First ensure that the database is in the correct state before you begin
to restore database items. Details of this can be found in “Changing
The Database State” on page 75.

2. In the Context List, select Restore.

In the Data Protector GUI switch to the Restore context. Expand
Restore and select the Oracle Server and the Oracle instance for
which you need to restore the control file.
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Optionally, to restore the database objects to another client, click on
the Options tab and select the name of the client from the Restore
to client drop-down list. If the target instance requires different

connection parameters, click on Settings and enter the username,

password and service in the dialog box.

3. In the Restore action drop-down list, select the type of restore
action you wish to perform. For more details on these options, see
“Restore and Recovery Options” on page 86.

If you do not select Perform Restore & Recovery or Perform Recovery
Only in the Restore action drop-down list you will have to recover

database items manually from the command line. For more information
about using RMAN refer to “Restoring Oracle Using RMAN” on page 91.
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4. In the Results Area, click on the items you would like to restore. If
you are restoring datafiles, it is possible to restore the files to a new
location by right-clicking on the filename. A dialog will appear into
which you can enter the new datafile location.

If you select to restore the datafile to another location or with a
different name, the datafile will be restored to the selected location. If
you want Oracle to use the datafile under the new name, you must
issue a switch statement afterwards using Oracle tools. For more
details refer to “Recovery Manager User’s Guide and Reference”.

5. In the Options pane, enter the restore or recovery details. See
“Restore and Recovery Options” on page 86 for more information

about the fields in this pane.
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Figure 1-20 Options Pane
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6. In the Devices pane, select the devices to be used for the restore. You
can select devices from which to restore the database other than those
which were used for the original backup, although Data Protector
defaults to the original device on which the backup was made. For
more information on the Devices pane, press F1.
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7. If you would like to change the device from which an item is restored,
select your desired device and click Change.

8. After selecting all the devices, click Restore. The restore procedure
starts.

Once you have restored the lost database objects you need to ensure that
the database is in the correct state.

If you used one of the options on the Source pane containing the word
“Recovery” then the database will automatically be put into Open state
by Data Protector.

If you are performing an Oracle database restore and recovery until
point in time, and the session has finished successfully, reset the
database in order to register the new incarnation of database in the
recovery catalog.

Connect to the target and recovery catalog database using RMAN and
reset the database:

rman target <Target Database Login> rcvcat
<Recovery Catalog Login>RMAN> RESET DATABASE;
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RMAN> exit

If you did not choose to use Data Protector to Recover database items,
you need to carry out the following procedure after the database has been
restored:

Open a command line window and enter the following commands:
sqlplus /nolog

SQL>recover database;

SQL>connect <user>/<password>@<service> sysdba;

SQL>alter database open;

Restoring Tablespaces and Datafiles
You can restore tablespaces and datafiles as follows:

1. Open a command line window and enter the following commands if
you have the database in the Open state:

sqlplus /nolog

SQL>connect <users>/<passwords>@<service> as sysdba;
SQL>alter database datafile '<datafile name>' offline;
If you are restoring a tablespace enter:

SQL>alter tablespace '<tablespace name>' offline;

2. When the restore has been completed put the datafiles and
tablespaces back online with the following procedures:

Open a command line window and enter the following commands:
sqlplus /nolog

SQL>connect <users>/<passwords>@<service> as sysdba

If you are restoring a datafile enter:

SQL>alter database datafile '<datafile name>' online;
If you are restoring a tablespace enter:

SQL>alter tablespace '<tablespace name>' online;
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Restore and Recovery Options

The following describes each of the options on the Source pane. This
pane is used to define the combination of Restore and Recovery you
would like to perform with the GUI.

In the context of Data Protector “Restore” means to restore the datafiles.
Users can select which database, tablespace or datafiles they would like
to restore and up to which point in time they would like them to be
restored. “Recover” means applying the redo logs. The user can select
which redo logs to apply according to SCN number, logseq, or can apply
all the redo logs to the time of the last backup.

The options below are available on the Restore action drop-down list.
Perform Restore

This option specifies that the user will restore the
database objects using Data Protector and will then
perform the recovery manually using RMAN. For
information on how to recover database items using
RMAN see “Restoring Oracle Using RMAN” on
page 91.

Perform Restore and Recovery

This option means that the user will perform both the
Restore and the Recovery from the GUI.

Perform Recovery Only

The option specifies that the user will perform the
recovery only using the GUI.

This option is meant to be used after Instant Recovery
has been successfully completed.

Perform RMAN Repository Restore

This option is used to restore the recovery catalog or
the control file if the database objects are not available
in the Source property page.

The Source window allows you to specify another location to which to
restore an Oracle database file. This is done using the Restore As
dialog which appears when you right-click the mouse on a database item
listed in the Results Area.
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The following describe each of the fields on the Options pane.
Restore to client

This option specifies the name of the Oracle server to
which the user wants to restore the database item. This
defaults to the original backup server.

When restoring to another client, you should select the database SID on
the Source pane and then select the client to which to restore the
database on the Options pane. At this point Data Protector
automatically restores the control file and then all the objects in the
database.

User name (UNIX systems only)

Use this field to enter the Oracle User Name. The user
needs to be a member of the DBA group.

User group (UNIX systems only)

The User group the user in the User name field
belongs to. This has to be the Oracle DBA group.

The User name and the User group must be the same as defined in the
backup ownership. See “Configuring an Oracle User in Data Protector on
UNIX Systems” on page 29 for more information on this user and on how
to identify it.

Parallelism

This field is used to specify the number of concurrent
data streams that can read from the backup device. If
you do not enter a value, the number of parallel
streams defaults to one.

To optimize restore performance, specify the same
number of data streams as were used during the
backup. If, for example you set the backup concurrency
to 3 then set the number of parallel data streams to 3
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Restore mode

Restore until

as well. Note that if a very high number of parallel data
streams are specified this may result in a resource
problem because too much memory is being used.

This drop-down list allows you to specify which type of
restore you would like perform. The options are:

e Normal

This option should be used when either a non-ZDB
or ZDB using the backup set method was made of

the database, such as ZDB using a version of Data
Protector which is older than 5.0.

¢ Proxy copy

This option should be used when the original Oracle
backup was made using the Oracle proxy-copy
method, such as ZDB of Oracle8i/9i using Data
Protector version 5.1.

This option is disabled when you are performing a
restore after Instant Recovery.

The options in this drop-down list allow you to specify
to which point in time you would like the restore to be
performed.

This option is disabled when you are performing a
restore after Instant Recovery.

e Now

This is the default option. Data Protector restores
the database to the most recent time possible.

e Selected time

Using this option you can specify an exact time to
which Data Protector restores database objects.
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Selected logseq/thread number

A logseq number is a redo log sequence number. You
can enter a particular redo log sequence and a
thread number which will act as an upper limit of
redo logs to restore.

Selected SCN number

This option allows you to enter the SCN number to
which to perform the restore.

The options in this drop-down list allow you to specify
to which point in time you would like the recovery to be
performed.

Now

This is the default option. Data Protector starts
RMAN to restore the database to the most recent
time possible by applying all archive redo logs.

Selected time

Using this option you can specify an exact time to
which the archive logs are applied.

Selected logseq/thread number

A logseq number is a redo log sequence number. You
can enter a particular redo log sequence and a
thread number which will act as an upper limit of
redo logs to recovery.

Selected SCN number

This option allows you to enter the SCN number to
which to perform the recovery.

If you reset the logs, also reset the database, otherwise
Oracle will during the next backup try to use the logs
that were already reset and the backup will fail. Login
to the target and recovery catalog database and run the
following:

rman target <Target Database Login> rcvcat
<Recovery Catalog Logins>
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RMAN> RESET DATABASE;

RMAN> exit
Open database after recovery

Opens the database after a recovery is performed.
Reset logs

Resets the archive logs after the database is opened.

The following are recommendations on when to reset
the logs. Always reset the logs:

¢ After an incomplete recovery, that is if not all
archive redo logs will be applied.

e Ifabackup of a control file is used in recovery.

Do not reset the logs:

e After a complete recovery where the backup of a
control file is not used in recovery.

e Ifthe archive logs are used for a standby database.
If you must reset the archive logs, then you have to
recreate the standby database.

If you select to reset the logs when the Restore until
option is set to Now, a warning is displayed, stating that
you should reset the logs only if you use a backup of the
control file for restore.

NOTE Oracle recommends that you perform a complete backup immediately
after a database was opened with the Reset Logs option.

Target DB login

This option lets you change the target database login
information, i.e. the username and password of the
user who has SYSDBA privileges and the service name
to which Data Protector should connect.
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Restoring Oracle Using RMAN

Data Protector acts as a media management utility for the Oracle
system, therefore the Oracle Recovery Manager (RMAN) can be used for
a restore.

Refer to the Oracle8i Recovery Manager User’s Guide and References for
detailed information on how to perform database, tablespace, control file,
and datafile restore and recovery.

This section only describes examples of how you can perform a restore.
The examples provided do not apply to all situations where a restore is
needed. For additional information on how you can restore an Oracle
database using the RMAN utility, refer to the Oracle documentation.

This section provides some examples of how you can restore an Oracle
database. The following examples of restore are given:

e “Example of Full Database Restore” on page 94
e “Example of Point-in-Time Restore” on page 95
e “Example of Tablespace Restore” on page 97

e “Example of Datafile Restore” on page 99

e “Example of Archive Log Restore” on page 101

The restore and recovery procedure of Oracle control files is a very
delicate operation, which depends on whether you are using the recovery
catalog or control file as a central repository and on the version of the
Oracle database you are using. For detailed steps to perform the restore
of control files, please refer to the Recovery Manager User’s Guide and
Reference.

Preparing the Oracle Database for Restore

The restore of an Oracle database can be performed when the database is
in a mount (quiescent) mode. However, when you are performing the
restore of tablespaces or datafiles, only a part of the Oracle database can
be put offline.
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The following requirements must be met before you start a restore of an
Oracle database:

If you are using a recovery catalog database, make sure that the
recovery catalog database is open. If the recovery catalog database
cannot be brought online, you will probably need to restore the
database. Refer to “Restoring an Oracle Database” on page 72 for
details on how to restore the recovery catalog database.

If you are using control files, they must be accessible in order to
perform the restore. If the control files are not available, you will
probably need to restore them. Refer to the Recovery Manager User’s
Guide and Reference for more details.

If you have to perform a restore of the recovery catalog database or
control files, you must perform this restore first. Only then can you
perform a restore of other parts of the Oracle database.

When you are sure that the recovery catalog database or control files
are in place, start the recovery catalog database and the listener.

Make sure that the following environment variables are set:
ORACLE BASE

ORACLE HOME

ORACLE_TERM

ORACLE SID

PATH

NLS_LANG

AN N N N Y NN

NLS_DATE_FORMAT

ORACLE_BASE=/opt/oracle
ORACLE_HOME=/opt/oracle/product/8.1.6
ORACLE_TERM=hp

ORACLE_ SID=PROD

PATH=$PATH: /opt/oracle/product/8.1.6/bin
NLS_LANG=american

NLS DATE FORMAT='Mon DD YYYY HH24:MI: ss'
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ORACLE_BASE=<Oracle home>

ORACLE HOME=<Oracle home>\product\8.1.6
ORACLE_TERM=hp

ORACLE_ SID=PROD

PATH=$PATH: <Oracle home>\product\8.1.6\bin

NLS LANG=american

NLS DATE FORMAT='Mon DD YYYY HH24:MI: sg'

Check that the /etc/oratab file has the following line:

— On UNIX: PROD: /opt/oracle/product/8.1.6:N

— On Windows: PROD: <Oracle home>\product\8.1.6:N

The last letter determines whether the database will automatically
start upon bootup (Y) or not (N).

Connection Strings Used in the Examples

In the examples below, the following connection strings are used:

Target connection string for target database:
sys/manager@PROD

where sys is the username, manager is the password and PROD is the
name of the Oracle database.

Recovery catalog connection string for recovery catalog database:
rman/rman@CATAL

where rman is the username and password and CATAL is the name of
the Oracle database.
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Example of Full Database Restore

To perform a full database recovery, you also need to restore and apply
all the archive logs. To perform a full database restore, follow the steps
below:

1.

Log in to the Oracle RMAN:

If you are using the recovery catalog database, run the following
command:

¢ On UNIX: <ORACLE HOME>/bin/rman target sys/manager@PROD
rcvcat rman/rman@CATAL

¢ On Windows: <ORACLE HOME>\bin\rman target
sys/manager@PROD rcvcat rman/rman@CATAL

If you are using control files instead of the recovery catalog database,
run the following command:

¢ On UNIX: <ORACLE HOME>/bin/rman target sys/manager@PROD
nocatalog

¢ On Windows: <ORACLE HOME>\bin\rman target
sys/manager@PROD nocatalog

Start the full database restore:
run{

allocate channel 'devl' type 'sbt tape' parms
'ENV= (OB2BARTYPE=Oracle8, OB2APPNAME=<ORACLE SID>)';

restore database;
recover database;
sql 'alter database open';

release channel 'devl';

}

You can also save the script into a file and perform a full database restore
using the saved files. The procedure in such cases is as follows:

1. Create a file restore database in the /var/opt/omni/tmp (UNIX
systems) or <Data Protector home>\tmp directory.

2. Start the full database restore.
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If you are using the recovery catalog database, run the following
command:

¢ On UNIX: <ORACLE HOME>/bin/rman target sys/manager@PROD
rcvcat rman/rman@CATAL
cmdfile=/var/opt/omni/tmp/restore datafile

¢ On Windows: <ORACLE HOME>\bin\rman target
sys/manager@PROD rcvcat rman/rman@CATAL
cmdfile=<Data Protector homes\tmp\restore datafile

If you are using control files, run the following command:

¢ On UNIX: <ORACLE HOME>/bin/rman target sys/manager@PROD
nocatalog cmdfile=/var/opt/omni/tmp/restore datafile

¢ On Windows: <ORACLE HOME>\bin\rman target
sys/manager@PROD nocatalog
cmdfile=<Data Protector homes\tmp\restore datafile

Example of Point-in-Time Restore

To perform a point-in-time restore, you also need to restore and apply the
archive logs to the specified point in time. To perform a point-in-time
database restore, follow the steps below:

1. Login to the Oracle RMAN:

If you are using the recovery catalog database, run the following
command:

¢ On UNIX: <ORACLE HOME>/bin/rman target sys/manager@PROD
rcvcat rman/rman@CATAL

¢ On Windows: <ORACLE HOME>\bin\rman target
sys/manager@PROD rcvcat rman/rman@CATAL

If you are using control files, run the following command:

¢ On UNIX: <ORACLE HOME>/bin/rman target sys/manager@PROD
nocatalog

¢ On Windows: <ORACLE HOME>\bin\rman target
sys/manager@PROD nocatalog

2. Start the point-in-time restore:

run{
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3.

allocate channel 'devl' type 'sbt tape' parms
'ENV= (OB2BARTYPE=Oracle8, OB2APPNAME=<ORACLE SID>)"';

set until time 'Mar 14 2004 11:40:00';
restore database;

recover database;

sql 'alter database open';

release channel 'devl';

}

After you have performed a point-in-time restore, reset the database
in the Recovery Catalog.

You can also save the script into a file and perform a point-in-time
restore using the saved files. Follow the steps below:

1. Create a file restore PIT in the /var/opt/omni/tmp or
<Data_Protector_home>\tmpdhedmry
2. Start the point-in-time restore.
If you are using the recovery catalog database, run the following
command:
¢ On UNIX: <ORACLE HOME>/bin/rman target sys/manager@PROD
rcvcat rman/rman@CATAL
cmdfile=/var/opt/omni/tmp/restore PIT
¢ On Windows: <ORACLE HOME>\bin\rman target
sys/manager@PROD rcvcat rman/rman@CATAL
cmdfile=<Data Protector home>\tmp\restore PIT
If you are using control files, run the following command:
¢ On UNIX: <ORACLE HOME>/bin/rman target sys/manager@PROD
nocatalog cmdfile=/var/opt/omni/tmp/restore PIT
¢ On Windows: <ORACLE HOME>\bin\rman target
sys/manager@PROD nocatalog
cmdfile=<Data Protector home>\tmp\restore PIT
96 Chapter 1



Integrating Oracle and Data Protector
Restoring an Oracle Database

Example of Tablespace Restore

If a table is missing or corrupted, you need to perform a restore of the
entire tablespace. To restore a tablespace, you may take only a part of
the database offline, so that the database does not have to be in the
mount mode. You can use either a recovery catalog database or control
files to perform a tablespace restore. Follow the steps below:

1. Login to the Oracle RMAN:

If you are using the recovery catalog database, run the following
command:

¢ On UNIX: <ORACLE HOME>/bin/rman target sys/manager@PROD
rcvcat rman/rman@CATAL

¢ On Windows: <ORACLE HOME>\bin\rman target
sys/manager@PROD rcvcat rman/rman@CATAL

If you are using control files, run the following command:

¢ On UNIX: <ORACLE HOME>/bin/rman target sys/manager@PROD
nocatalog

¢ On Windows: <ORACLE HOME>\bin\rman target
sys/manager@PROD nocatalog

2. Start the tablespace restore.

e Ifthe database is in the open state, the script to restore the
tablespace should have the following format:

run{

allocate channel <devl> type 'sbt tape' parms
'ENV= (OB2BARTYPE=Oracle8, OB2APPNAME=<ORACLE SID>)';

sql 'alter tablespace "TEMP" offline immediate';
restore tablespace 'TEMP';

recover tablespace 'TEMP';

sqgl 'alter tablespace "TEMP" online';

release channel devl;

}
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e Ifthe database is in the mount state, the script to restore the
tablespace should have the following format:

run{

allocate channel <devl> type 'sbt tape' parms
'ENV= (OB2BARTYPE=Oracle8, OB2APPNAME=<ORACLE SID>)';

restore tablespace 'TEMP';
recover tablespace 'TEMP';
release channel <devls;

}

You can also save the script into a file and perform a tablespace restore
using the saved files. The procedure in such cases is as follows:

1. Create a file restore TAB in the /var/opt/omni/tmp (UNIX
systems) or <Data Protector home>\tmp (Windows systems)
directory.

2. Start the tablespace restore.

If you are using the recovery catalog database, run the following
command:

¢ On UNIX: <ORACLE HOME>/bin/rman target sys/manager@PROD
rcvcat rman/rman@CATAL
cmdfile=/var/opt/omni/tmp/restore TAB

¢ On Windows: <ORACLE HOME>\bin\rman target
sys/manager@PROD rcvcat rman/rman@CATAL
cmdfile=<Data Protector home>\tmp\restore TAB

If you are using control files, run the following command:

¢ On UNIX: <ORACLE HOME>/bin/rman target sys/manager@PROD
nocatalog cmdfile=/var/opt/omni/tmp/restore TAB

¢ On Windows: <ORACLE HOME>\bin\rman target
sys/manager@PROD nocatalog
cmdfile=<Data Protector home>\tmp\restore TAB
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Example of Datafile Restore

To restore a datafile, you may take only a part of the database offline. To
perform a datafile restore, follow the steps below:

1. Login to the Oracle RMAN:

If you are using the recovery catalog database, run the following
command:

¢ On UNIX: <ORACLE HOME>/bin/rman target sys/manager@PROD
rcvcat rman/rman@CATAL

¢ On Windows: <ORACLE HOME>\bin\rman target
sys/manager@PROD rcvcat rman/rman@CATAL

If you are using control files, run the following command:

¢ On UNIX: <ORACLE HOME>/bin/rman target sys/manager@PROD
nocatalog

¢ On Windows: <ORACLE HOME>\bin\rman target
sys/manager@PROD nocatalog

2. Start the datafile restore:

e Ifthe database is in an open state, the script to restore the datafile
should have the following format:

run{

allocate channel devl type 'sbt tape' parms
'ENV= (OB2BARTYPE=Oracle8, OB2APPNAME=<ORACLE SID>)';

sgl "alter database datafile
"' /opt/oracle/data/oradata/DATA/temp0l.dbf'' offline";

restore datafile
' /opt/oracle/data/oradata/DATA/temp0l.dbf"';

recover datafile
' /opt/oracle/data/oradata/DATA/temp0l.dbf"';

sgl "alter database datafile
' /opt/oracle/data/oradata/DATA/temp0l.dbf' online";

release channel devl;

}

run{
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allocate channel devl type 'sbt tape' parms
'ENV= (OB2BARTYPE=Oracle8, OB2APPNAME=<ORACLE SID>)';

sgl "alter database datafile
"' <Oracle home>\data\oradata\DATA\tempOl.dbf'"
offline";

restore datafile
'<Oracle home>\data\oradata\DATA\tempOl.dbf';

recover datafile
'<Oracle home>\data\oradata\DATA\tempOl.dbf';

sgl "alter database datafile
"' <Oracle home>\data\oradata\DATA\tempOl.dbf'"
online";

release channel devl;

}

e Ifthe database is in a mount state, the script to restore the
datafile should have the following format:

UNIX run{

allocate channel devl type 'sbt tape' parms
'ENV= (OB2BARTYPE=Oracle8, OB2APPNAME=<ORACLE SID>)';

restore datafile
' /opt/oracle/data/oradata/DATA/temp0l.dbf"';

recover datafile
' /opt/oracle/data/oradata/DATA/temp0l.dbf"';

release channel devl;

}

Windows run{

allocate channel devl type 'sbt tape' parms
'ENV= (OB2BARTYPE=Oracle8, OB2APPNAME=<ORACLE SID>)';

restore datafile
'<Oracle home>\data\oradata\DATA\tempOl.dbf';

recover datafile
'<Oracle home>\data\oradata\DATA\tempOl.dbf';

release channel devl;

}
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You can also save the script into a file and perform a datafile restore
using the saved files. The procedure in such cases is as follows:

1. Create a file restore dbf the /var/opt/omni/tmp or
<Data Protector home>\tmp (Windows systems) directory.

2. Start the datafile restore.

If you are using the recovery catalog database, run the following
command:

¢ On UNIX: <ORACLE HOME>\bin\rman target sys/manager@PROD
rcvcat rman/rman@CATAL
cmdfile=<Data Protector homes>\tmp\restore dbf

¢ On Windows: <ORACLE HOME>/bin/rman target
sys/manager@PROD rcvcat rman/rman@CATAL
cmdfile=/var/opt/omni/tmp/restore dbf

If you are using control files, run the following command:

¢ On UNIX: <ORACLE HOME>/bin/rman target sys/manager@PROD
nocatalog cmdfile=/var/opt/omni/tmp/restore dbf

¢ On Windows: <ORACLE HOME>\bin\rman target
sys/manager@PROD nocatalog
cmdfile=<Data Protector homes>\tmp\restore dbf
Example of Archive Log Restore
To restore an archive log, follow the steps below:

1. Login to the Oracle RMAN:

If you are using the recovery catalog database, run the following
command:

¢ On UNIX: <ORACLE HOME>/bin/rman target sys/manager@PROD
rcvcat rman/rman@CATAL

¢ On Windows: <ORACLE HOME>\bin\rman target
sys/manager@PROD rcvcat rman/rman@CATAL

If you are using control files, run the following command:

¢ On UNIX: <ORACLE HOME>/bin/rman target sys/manager@PROD
nocatalog
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¢ On Windows: <ORACLE HOME>\bin\rman target
sys/manager@PROD nocatalog

2. Start the archive log restore:
run{

allocate channel devl type 'sbt tape' parms
'ENV= (OB2BARTYPE=Oracle8, OB2APPNAME=<ORACLE SID>)"';

restore archivelog all;

release channel devl;

}

You can also save the script into a file and perform an archive log restore
using the saved files. The procedure in such cases is as follows:

1. Create a file restore arch in the /var/opt/omni/tmp (UNIX
systems) or <Data Protector home>\tmp (Windows systems)
directory.

2. Start the archive log restore.

If you are using the recovery catalog database, run the following
command:

¢ On UNIX: <ORACLE HOME>/bin/rman target sys/manager@PROD
rcvcat rman/rman@CATAL
cmdfile=/var/opt/omni/tmp/restore arch

¢ On Windows: <ORACLE HOME>\bin\rman target
sys/manager@PROD rcvcat rman/rman@CATAL
cmdfile=<Data Protector homes\tmp\restore arch

If you are using control files, run the following command:

¢ On UNIX: <ORACLE HOME>/bin/rman target sys/manager@PROD
nocatalog cmdfile=/var/opt/omni/tmp/restore arch

¢ On Windows: <ORACLE HOME>\bin\rman target
sys/manager@PROD nocatalog
cmdfile=<Data Protector homes\tmp\restore arch
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Restoring Oracle Using CLI

Restoring the Recovery Catalog

Data Protector can restore the binary file which contains the logical
backups of the Oracle recovery catalog. This file is made using the Oracle
Export utility, which creates it by reading the Oracle database and
writing the output to the binary file, which is then backed up by Data
Protector.

This file can be restored back to the disk and then imported to the Oracle
database by the Oracle Import utility.

To restore the Oracle recovery catalog, proceed as follows:

1.

Login to the Oracle Recovery Catalog Database. Ensure that the
recovery catalog database exists and that the recovery catalog is not
present. If necessary, remove the recovery catalog using the RMAN
command DROP CATALOG.

Identify the Oracle recovery catalog owner. If necessary, create the
Oracle user.

On UNIX, Data Protector determines the Oracle login information for
the recovery catalog from the Data Protector Oracle configuration
files. See “Data Protector Oracle Configuration Files” on page 14.

Set the OB2APPNAME environment variable. Its value must be set to
the Oracle SID of the target database, not of the Oracle recovery
catalog:
¢ if you are using an sh - like shell, enter the following commands:
OB2APPNAME="<ORACLE SID>"
export OB2APPNAME
¢ if you are using a csh - like shell, enter the following commands:

setenv OB2APPNAME "<ORACLE SID>"

set OB2APPNAME=<ORACLE SID>

Run the following command:

¢ On HP-UX and Solaris: /opt/omni/lbin/ocb2rman.exe
-restore catalog -session <session ID> -apphost
<application hostname>
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¢ On other UNIX: /usr/omni/bin/ob2rman.exe
-restore catalog -session <session ID> -apphost
<application hostname>

¢ On Windows: <Data_ Protector home>\bin\ob2rman.exe
-restore catalog -session <Session ID> -apphost
<application hostname>

Provide the Session ID of the backup session. In case of object
copies, do not use the copy session ID, but the object's backup 1D,
which equals the object's backup session ID.

After issuing the above command, the rcvcat.exp file is restored by
the Data Protector obkrestore utility, which is then read by the
Oracle import utility. The Oracle Import utility then restores the file
back to the Oracle database. On UNIX, this file resides in the
/var/opt/omni/tmp directory.

Restoring Using Another Device

Data Protector supports the restore of Oracle database objects from
devices other than those on which the database objects were backed up.

Specify these devices in the /etc/opt/omni/server/cell/restoredev
(UNIX systems) or

<Data_ Protector home>\Config\server\Cell\restoredev
(Windows systems) file in the following format:

"DEV 1" "DEV 2"

where

DEV 1 is the original device and DEV 2 the new device.

On Windows, this file must be in UNICODE format.

Note that this file should be deleted after it is used.

Suppose you have Oracle objects backed up on a device called DAT1. To

restore them from a device named DAT2, specify the following in the
restoredev file:

IIDATllI "DATZ"
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Disaster Recovery

Disaster recovery is a very complex process that involves products from
several vendors. As such, successful disaster recovery depends on all the
vendors involved. The information provided here is intended to be used
as a guideline.

Check the instructions from the database/application vendor on how to
prepare for a disaster recovery. Also see the Disaster Recovery chapter in
the HP OpenView Storage Data Protector Administrator’s Guide for
instructions on how to approach system disaster recovery using Data
Protector.

This is a general procedure for recovering an application:

1. Complete the recovery of the operating system.

2. Install, configure, and initialize the database/application so that data
on the Data Protector media can be loaded back to the system.
Consult the documentation from the database/application vendor for
a detailed procedure and the steps needed to prepare the database.

3. Ensure that the database/application server has the required Data
Protector client software installed and is configured for the
database/application. Follow the procedures in this chapter and in the
section. See also the section of this manual about the Data Protector
Restore GUI for Oracle for information about using this to restore
database items, “Restoring Oracle Using the Data Protector GUI” on
page 74.

4. Start the restore. When the restore is complete, follow the
instructions from the database/application vendor for any additional

steps required to bring the database back online.
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Monitoring an Oracle Backup and Restore

During a backup, system messages are sent to the Data Protector
monitor. You can monitor the backup session from any Data Protector
client on the network where the Data Protector User Interface is
installed.

Monitoring Current Sessions

To monitor a currently running session using the Data Protector GUI,
proceed as follows:

1. In the Context List, click Monitor.
In the Results Area, all currently running sessions are listed.
2. Double-click the session you want to monitor.

To remove all completed or aborted sessions from the Results Area of the
Monitor context, proceed as follows:

1. In the Scoping Pane, click Current Sessions.

2. In the Actions menu, select Clear Sessions. Or click the Clear
Sessions icon on the toolbar.

To remove a particular completed or aborted session from the current
sessions list, right-click the session and select Remove From List.

All completed or aborted sessions are automatically removed from the
Results Area of the Monitor context if you restart the Data Protector
GUL

The progress of backups and restores can also be monitored by querying
the Oracle Target Database using the following SQL statement:

select * from v$SESSION LONGOPS where
compnam="'dbms_backup restore';

For detailed information on a completed or aborted session, see “Viewing
Previous Sessions”.
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Viewing Previous Sessions

To view a previous session using the Data Protector GUI, proceed as
follows:

1. In the Context List, click Internal Database.

2. In the Scoping Pane, expand Sessions to display all the sessions
stored in the IDB.

The sessions are sorted by date. Each session is identified by a session
ID consisting of a date in the YY/MM/DD format and a unique
number.

3. Right-click the session and select Properties to view details on the
session.

4. Click the General, Messages or Media tab to display general
information on the session, session messages, or information on the
media used for this session, respectively.

Details about Oracle backup and restore sessions are also written in the
following logs on the Oracle Server system:

¢ Data Protector writes the logs in the
/var/opt/omni/log/oracle8.log (HP-UX and Solaris systems),
usr/omni/log/oracle8.log (other UNIX systems), or
<Data Protector home>\log\oracle8.log (Windows systems).

¢ Oracle writes the logs in the <Oracle user dump
directory>\sbtio.log file.
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Using Oracle After Removing the Data
Protector Oracle Integration on UNIX

Systems

After uninstalling the Data Protector Oracle integration on an Oracle
server system, the Oracle server software is still linked to the Data
Protector Database Library. You must rebuild (Oracle8) or re-link

(Oracle8i/9i) the Oracle binary to remove this link. If this is not done, the
Oracle server cannot be started after the integration has been removed.

After you have uninstalled the Data Protector Oracle integration on the
Oracle server system, proceed as described in the sections “Removing the
Data Protector Oracle Integration Link on HP-UX Systems” on page 108
or “Removing the Data Pro