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Preface

This book is for knowledgeable system administrators and security administrators who are installing
Solaris™ Trusted Extensions software. The level of trust that is required by your site security policy,
and your level of expertise, determines who can perform the tasks that configure the software.

Note - This Solaris release supports systems that use the SPARC® and x86 families of processor
architectures: UltraSPARC®, SPARC64, AMD64, Pentium, and Xeon EM64T. The supported systems
appear in the Solaris 10 Hardware Compatibility List at http://www.sun.com/bigadmin/hcl. This
document cites any implementation differences between the platform types.

In this document these x86 related terms mean the following:

= “x86” refers to the larger family of 64-bit and 32-bit x86 compatible products.
®  “x64” points out specific 64-bit information about AMD64 or EM64T systems.

m  “32-bit x86” points out specific 32-bit information about x86 based systems.

For supported systems, see the Solaris 10 Hardware Compatibility List.

Implementing Site Security

Successfully configuring Solaris Trusted Extensions (Trusted Extensions) on a system that is
consistent with site security requires understanding the security features of Trusted Extensions and
your site security policy. Before you install the Solaris Trusted Extensions packages, read Chapter 1
for information on how to ensure site security when configuring the software.

Trusted Extensions and the Solaris Operating System

Trusted Extensions installs on top of the Solaris Operating System (Solaris OS). Because Trusted
Extensions software can modify the Solaris OS, Trusted Extensions can require specific settings for
Solaris installation options. For details, see Chapter 3. Also, Solaris Trusted Extensions books
supplement Solaris books. As administrators, you should have access to Solaris books and Solaris
Trusted Extensions books.
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How This Book is Organized

Chapter 1 describes the security issues when configuring Trusted Extensions software on one or
more Solaris systems.

Chapter 2 contains task maps for adding Trusted Extensions software to Solaris systems.

Chapter 3 provides instructions for preparing a Solaris system for Solaris Trusted Extensions
software, and then adding the packages.

Chapter 4 provides step-by-step instructions for configuring Trusted Extensions software on a
system with a monitor.

Chapter 5 provides step-by-step instructions for configuring LDAP for Trusted Extensions.

Chapter 6 describes how to configure and administer Trusted Extensions software on a headless
system.

Chapter 7 describes procedures and administration tools that are specific to Trusted Extensions
software. These utilities are used when configuring the software.

Appendix A addresses site security policy and places Trusted Extensions in the context of wider
organizational and site security.

Appendix B provides a checKklist for the install team when configuring Trusted Extensions.

Glossary defines selected terms and phrases that are used in this book.

How the Solaris Trusted Extensions Books Are Organized

The Solaris Trusted Extensions 1.0 documentation set supplements the documentation for the
Solaris 10 11/06 release. Obtain a copy of both sets for a complete understanding of Solaris Trusted
Extensions. The Solaris Trusted Extensions documentation set consists of the following books.

Book Title Topics Audience
Solaris Trusted Extensions Transition Provides an overview of the differences between Trusted Solaris 8 All
Guide software, Solaris 10 11/06 software, and Solaris Trusted

Extensions 1.0 software.

Solaris Trusted Extensions Reference Provides Solaris Trusted Extensions man pages. All
Manual
Solaris Trusted Extensions User’s Guide ~ Describes the basic features of Solaris Trusted Extensions. This End users,
book contains a glossary. administrators, and
developers
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Book Title Topics Audience
Solaris Trusted Extensions Release Notes  Lists known problems and describes workarounds for Solaris Administrators,
Trusted Extensions 1.0 software. developers

Solaris Trusted Extensions Installation Describes how to plan for, install, and configure Solaris Trusted ~ Administrators,

and Configuration Extensions. developers
Solaris Trusted Extensions Provides detailed information for performing specific Administrators,
Administrator’s Procedures administration tasks. developers
Solaris Trusted Extensions Developer’s Describes how to develop applications with Solaris Trusted Developers,
Guide Extensions. administrators
Solaris Trusted Extensions Label Provides information on specifying label components in the label ~Administrators
Administration encodings file.

Compartmented Mode Workstation Describes the syntax used in the label encodings file. The syntax ~ Administrators
Labeling: Encodings Format enforces the various rules for well-formed labels for a system.

Related Books from Sun Microsystems

The following books contain information that is useful when installing Solaris Trusted Extensions
software.

Solaris Books

Solaris Express Installation Guide: Basic Installations: Provides guidance on installation options for
the Solaris OS.

Solaris Express Installation Guide: Custom JumpStart and Advanced Installations: Provides guidance
on disk space requirements, installation methods, and configuration options.

System Administration Guide: Basic Administration — Describes basic administrative tasks in the
Solaris OS, such as creating and mounting file systems.

System Administration Guide: Advanced Administration — Describes more advanced administrative
tasks in the Solaris OS, such as print management.

System Administration Guide: IP Services — Describes network configuration tasks in the Solaris OS.

System Administration Guide: Naming and Directory Services (DNS, NIS, and LDAP) — Describes the
naming services in the Solaris OS.

System Administration Guide: Security Services — Describes the security features in the Solaris OS.

System Administration Guide: Solaris Containers-Resource Management and Solaris Zones —
Describes the containment features in the Solaris OS.
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Books From Elsewhere

Your site security policy document — Describes the security policy and security procedures at your
site.

Solaris Common Desktop Environment: Advanced User’s and System Administrator’s Guide —
Describes the Common Desktop Environment (CDE).

The administrator guide for your currently installed operating system — Describes how to back up
system files.

Related Third-Party Web Site References

Third party URLs are referenced in this document and provide additional, related information.

Note - Sun is not responsible for the availability of third-party Web sites that are mentioned in this
document. Sun does not endorse and is not responsible or liable for any content, advertising,
products, or other materials that are available on or through such sites or resources. Sun will not be
responsible or liable for any actual or alleged damage or loss caused by or in connection with the use
of or reliance on any such content, goods, or services that are available on or through such sites or
resources.

Documentation, Support, and Training

Sun Function URL Description

Documentation http://www.sun.com/documentation/ Download PDF and HTML
documents, and order printed
documents

Supportand http://www.sun.com/supportraining/ Obtain technical support,

Training download patches, and learn

about Sun courses

Typographic Conventions

The following table describes the typographic changes that are used in this book.
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TABLE P-1 Typographic Conventions

Typeface or Symbol Meaning

Example

AaBbCc123 The names of commands, files, and directories,
and onscreen computer output

Edit your . login file.
Use 1s -a to list all files.

machine_name% you have mail.

AaBbCc123 What you type, contrasted with onscreen machine_names su
computer output
Password:
aabbecl23 Placeholder: replace with a real name or value The command to remove a file is rm
filename.
AaBbCc123 Book titles, new terms, and terms to be Read Chapter 6 in the User’s Guide.
emphasized

Perform a patch analysis.
Do not save the file.

[Note that some emphasized items
appear bold online.]

Shell Prompts in Command Examples

The following table shows the default system prompt, role prompt, and superuser prompt for the

C shell, Bourne shell, and Korn shell.

TABLE P-2 Shell Prompts

Shell Prompt

C shell prompt machine_name%
C shell superuser prompt machine_name#
Profile shell prompt $

Bourne shell and Korn shell prompt $

Bourne shell and Korn shell superuser prompt #







L R R 4 CHAPTER 1

Security Overview

Solaris Trusted Extensions implements a portion of your site’s security policy in software. This
chapter provides an overview of the security aspects and the administrative aspects of configuring
the software.

® “Planning for Security” on page 17
® “Installation Results from an Administrator’s Perspective” on page 27

Planning for Security

This section outlines the planning required before installing and configuring Trusted Extensions
software.

® “Understanding Trusted Extensions” on page 18

® “Understanding Your Site’s Security Policy” on page 18
“Devising an Administration Strategy” on page 19
“Devising a Label Strategy” on page 19

“Planning System Hardware and Capacity” on page 20
“Planning Your Network” on page 20

“Planning for Auditing” on page 23

“Planning User Security” on page 23

“Devising an Installation and Configuration Strategy” on page 25
“Collecting Information” on page 26

“Backing Up the System” on page 26

“Installing Solaris Trusted Extensions Software” on page 27

For a checklist of Trusted Extensions configuration tasks, see Appendix B. If you are interested in
localizing your site, see “For International Customers” on page 20. If you are interested in running
an evaluated configuration, see “Understanding Your Site’s Security Policy” on page 18.
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Understanding Trusted Extensions

Installation and configuration of Solaris Trusted Extensions involves more than loading executable
files, entering your site’s data, and setting configuration variables. It requires considerable
background. Trusted Extensions software provides a labeled environment that is based on the
following concepts:

= Capabilities that in most UNIX® environments are assigned to superuser are available to discrete
administrative roles.

= Inaddition to UNIX permissions, access to data is controlled by special security tags. These tags
are called sensitivity labels. Labels are assigned to users, processes, and objects, such as data files
and directories.

= The ability to override security policy can be assigned to specific users and applications.

Understanding Your Site’s Security Policy

Trusted Extensions effectively enables you to integrate your site’s security policy with the Solaris OS.
Thus, you need to have a good feel for the scope of your policy and the ability of Trusted Extensions
software to accommodate it. A good configuration should provide a balance between consistency
with your site security policy and convenience for those working on the system.

Trusted Extensions is configured by default to conform with the Common Criteria for Information
Technology Security Evaluation (ISO/IEC 15408) at Assurance Level EAL4 against the following
protection profiles:

= Labeled Security Protection Profile
= Controlled Access Protection Profile
m  Role-Based Access Control Protection Profile

To meet these evaluated levels, you must configure LDAP as the naming service. Note that your
configuration might no longer conform with the evaluation if you do any of the following:

= Change the kernel switch settings in the /etc/system file.
= Turn off auditing or device allocation.
= Change the default entries in the following configurable files:

/usr/openwin/server/etc/*
/usr/dt/app-defaults/C/Dt
/usr/dt/app-defaults/C/Dtwm
/usr/dt/app-defaults/C/SelectionManager
/usr/dt/bin/Xsession

/usr/dt/bin/Xtsolsession
/usr/dt/bin/Xtsolusersession
/usr/dt/config/sel config
/usr/X11/1ib/X11/xserver/TrustedExtensionsPolicy
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For more information on Common Criteria, see the Common Criteria
(http://commoncriteriaportal.org/) web site.

Devising an Administration Strategy

The root user or the System Administrator role is responsible for loading the packages from the
Solaris Trusted Extensions installation media.

= The security administrator is responsible for security-related tasks, such as setting up and
assigning sensitivity labels, configuring auditing, and setting password policy.

= The system administrator is responsible for the non-security aspects of setup, maintenance, and
general administration.

®  The primary administrator is responsible for creating rights profile for the security administrator,
and for fixing things when the security and system administrators do not have the power.

= More limited roles can be configured. For example, an “oper” for operator could be responsible
for backing up files.

As part of your administration strategy, you need to make the following decisions:

= Which users are handling which administration responsibilities

®  Which non-administrative users are allowed to run trusted applications, that is, are permitted to
override security policy when necessary

= Which users have access to which groups of data

Devising a Label Strategy

Planning labels requires setting up a hierarchy of sensitivity levels and a categorization of
information in your system. The label encodings file contains this type of information for your
organization. You can use one of the label_encodings files that are supplied on the Solaris Trusted
Extensions installation media. You could also modify one of the supplied files, or create a new label
encodings file that is specific to your site. The file should include the Sun-specific local extensions, at
least the COLOR NAMES section, when used with Trusted Extensions.

Caution - You must have the final version of the label_encodings(4) file ready prior to adding the
Solaris Trusted Extensions packages. The file should be on removable media.

Planning labels also involves planning label configuration. After installation, you need to decide if
the system can run at a single label only; or if the system can run at multiple labels. If all of your
non-administrative users can operate at the same security label, select a single-label system.

Iflabels display and which label names are displayed can also be configured. For more information,
see Solaris Trusted Extensions Label Administration. You can also refer to Compartmented Mode
Workstation Labeling: Encodings Format.
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For International Customers

When localizing a label_encodings file, international customers should localize the label names
only. The administrative label names, ADMIN_HIGH and ADMIN_LOW, must not be localized. All labeled
hosts that you contact, from any vendor, must have label names that match the label names in the
your label_encodings file.

Trusted Extensions supports fewer locales than does the Solaris OS. When you are working in a
locale that Trusted Extensions does not support, items that are specific to Trusted Extensions are not
translated into your locale. Solaris software continues to be translated into your locale.

Planning System Hardware and Capacity

System hardware includes the system itself and its attached devices. Such devices include tape drives,
microphones, CD-ROM drives, and disk packs. Hardware capacity includes system memory,
network interfaces, and disk space.

= Follow the recommendations for installing a Solaris release, as described in “System
Requirements and Recommendations” in Solaris Express Installation Guide: Basic Installations.
Trusted Extensions features can add to those requirements: Memory over the minimum is
required on the following systems:

= Systems that run the Solaris Management Console, a required administrative GUI
= Systems that run at more than one sensitivity label
= Systems that are used by users who can assume an administrative role

= More disk space is required on the following systems:

= Systems that store files at more than one label
= Systems whose users can assume administrative roles

Planning Your Network

For help in planning network hardware, see Chapter 2, “Planning Your TCP/IP Network (Tasks),” in
System Administration Guide: IP Services.

Asin any client-server network, you need to identify hosts by their function, that is, server or client,
and configure the software appropriately. For assistance in planning, see Solaris Express Installation
Guide: Custom JumpStart and Advanced Installations.

Trusted Extensions software recognizes two host types, labeled and unlabeled. Each host type has a
default security template, as shown in Table 1-1.
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TABLE 1-1 Default Host Templates in Trusted Extensions

Host Type Template Name Purpose

unlabeled admin_low At initial boot, labels the global zone.

After initial boot, for hosts that send unlabeled packets.

cipso cipso For hosts or networks that send CIPSO packets. CIPSO
packets are labeled.

If your network is open to other networks, you need to specify accessible domains and hosts, and
identify which Trusted Extensions hosts are going to be gateways. You need to identify the label
accreditation range for these gateways, and the sensitivity label at which data from other hosts can be
viewed.

The tnrhtp(4) man page gives a complete description of each host type with several examples.

Planning for Zones

Trusted Extensions software is added to the global zone, that is, to the Solaris OS. You then configure
non-global zones that are labeled. You can create one labeled zone for every unique label, though you
do not have to create a zone for every label.

Trusted Extensions Zones and Solaris 10 Zones

Labeled zones differ from typical Solaris 10 zones. Labeled zones are primarily used to segregate data.
In Trusted Extensions, ordinary users cannot remotely log in to a labeled zone. The only interactive
interface to a labeled zone is by using the zone console. Only root can gain access to the zone console.

Zone Creation

To create a labeled zone involves copying an entire operating system, and then starting the services
for the Solaris OS in every zone. The process can be time-consuming. A faster process is to create one
zone, then copy that zone or clone the contents of that zone. The following table describes your
options when creating zones in Trusted Extensions.

Zone Creation Method Effort Required Characteristics of This Method

Create each labeled zone from  Configure, initialize, ®  This method is supported, and is useful

scratch. install, customize, and when creating one or two additional
boot each labeled zone.

zones. The zones can be upgraded.

®  This method is time-consuming.
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Zone Creation Method Effort Required Characteristics of This Method

Create additional labeled zones  Configure, initialize, B This method is supported, and is faster

from a copy of the first labeled install, and customize one than creating zones from scratch. The

zone. zone. Use this zone as a zones can be upgraded. Use the Copy
template for other labeled

Zone method if you want Sun Support to

zones. help you with any zone difficulties.

®  This method uses UFS. UFS does not offer
the additional isolation for the zones that

ZFS offers.
Create additional labeled zones ~ SetupaZFSpoolfroma  ®  This method uses ZFS. This is the fastest
from a ZFS snapshot of the first  partition that you set aside method. This method makes every zone a
labeled zone. during Solaris installation. file system, and thus provides more
Configure, initialize, isolation than UFS. ZFS uses much less
install, and customize one disk space.
zone. Use this zone as a -

If you are testing Trusted Extensions, and
ZFS snapshot for other

can reinstall the zones rather than
labeled zones.

upgrade, this method might be a good
choice. It can be useful on systems whose
contents are not volatile, because the
system can quickly be reinstalled to a
usable state.

®  This method is not supported. Zones that
are created by using this method cannot be
upgraded.

Solaris zones affect package installation and patching. For more information, see Chapter 24, “About
Packages and Patches on a Solaris System With Zones Installed (Overview),” in System
Administration Guide: Solaris Containers-Resource Management and Solaris Zones.

Planning for Multilevel Access

Typically, printing and NFS are configured as multilevel services. To access multilevel services, a
properly configured system requires that every zone is able to access one or more network addresses.
The following configurations provide multilevel services:

= Asin the Solaris OS, one IP address is assigned for every zone, including the global zone. A
refinement of this configuration is to assign a separate network information card (NIC) to each
zone. Such a configuration is used to physically separate the single-label networks that are
associated with each NIC.

= One all-zones address is assigned. One or more zones can have zone-specific addresses.
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A system that satisfies the following two conditions cannot provide multilevel services:

= OneIP address is assigned that the global zone and the labeled zones share.
= No zone-specific addresses are assigned.

If users in labeled zones are not supposed to have access to a local multilevel printer, and you do not
need NFS exports of home directories, then you can assign one IP address to a system that you
configure with Trusted Extensions. On such a system, multilevel printing is not supported, and home
directories cannot be shared.

Planning for the LDAP Naming Service

If you are planning to install one or two labeled systems that are not networked to each other, then
you can skip this section.

If you are installing a network of systems, LDAP is used by Trusted Extensions as a naming service. A
populated Sun Java™ System Directory Server (LDAP server) is required when configuring several
machines. If your site has an existing LDAP server, you can populate the server with Trusted
Extensions databases. To access the information, you can set up an LDAP proxy on a Trusted
Extensions system.

If your site does not have an existing LDAP server, you should plan to create an LDAP server on a
system that is running Trusted Extensions software. The procedures are described in Chapter 5.

Planning for Auditing

Trusted Extensions turns on auditing. So, by default, root login and root logout are audited. To
audit the users who are configuring the system, you can create roles early in the configuration
process. For the procedure, see “Creating Roles and Users” on page 66.

Planning auditing is the same in Trusted Extensions as in the Solaris OS. For details, see Part VII,
“Solaris Auditing,” in System Administration Guide: Security Services. While Trusted Extensions adds
classes, events, and audit tokens, the software does not change the way that auditing is administered.
For Trusted Extensions additions to auditing, see Chapter 18, “Trusted Extensions Auditing,” in
Solaris Trusted Extensions Administrator’s Procedures

Planning User Security

The software ships with reasonable security defaults for users. The security defaults are listed in the
following table. Where two values are listed, the first value is the default. The security administrator
can modify these defaults to reflect the site’s security policy. After the security administrator has set
the defaults, the system administrator can create all the users, who inherit the established defaults.
For descriptions of the keywords and values for these two files, see the label_encodings(4) and
policy.conf(4) man pages.
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The system administrator can set up a standard user template that sets appropriate system defaults
for every user. For example, by default each user’s initial shell is a Bourne shell. The system
administrator can set up a template that gives each user a C shell by default. For more information,
see the Solaris Management Console online help for User Accounts.

TABLE 1-2 Solaris Trusted Extensions Security Defaults for User Accounts

24

Filename Keyword Value
/etc/security/policy.conf IDLECMD lock | logout
IDLETIME 30
LABELVIEW showsl | hidesl
CRYPT_ALGORITHMS_ ALLOW 1,2a,md5
CRYPT_DEFAULT _unix_
LOCK_AFTER_RETRIES no | yes
PRIV _DEFAULT basic
PRIV_LIMIT all

AUTHS_GRANTED

PROFS_GRANTED

solaris.device.cdrw

Basic Solaris User

LOCAL DEFINITIONS section of

Default User Clearance

/etc/security/tsol/label_encodings

Default User Sensitivity Label

CNF NEED TO KNOW

PUBLIC
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Devising an Installation and Configuration Strategy

As in the Solaris OS, Solaris Trusted Extensions software is initially loaded by the root user.
However, configuring the software by root is not a secure strategy. The following list describes the
installation and configuration strategies from the most secure strategy to the least secure strategy.

A two-person installation team installs and configures the software. The configuration process is
audited.

Two persons are at the computer when the software is loaded. Early in the configuration process,
this team creates local users and roles. The team also sets up auditing to audit events that are
executed by roles. Once roles have been assigned to users, and the computer is rebooted, the
software enforces task division by role. The audit trail provides a record of the configuration
process. For an illustration of a secure configuration process, see Figure 1-1.

One person installs and configures the software by assuming the appropriate role. The
configuration process is audited.

Early in the configuration process, the root user creates a local user and roles. This user also sets
up auditing to audit events that are executed by roles. Once roles have been assigned to the local
user, and the computer is rebooted, the software enforces task division by role. The audit trail
provides a record of the configuration process.

One person installs and configures the software by assuming the appropriate role. The
configuration process is not audited.

By using this strategy, no record is kept of the configuration process.
root installs and configures the software. The configuration process is audited.

You set up auditing to audit every event that root performs during configuration. With this
strategy, you must determine which events to audit. The audit trail does not include the name of
the user who is acting as root.

root installs and configures the software.

Task division by role is shown in the following figure. The security administrator sets up auditing,
protects file systems, sets device policy, determines which programs require privilege to run, and
protects users, among other tasks. The system administrator shares and mounts file systems, installs
software packages, and creates users, among other tasks.
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1) Collects information.

2) Makes configuration decisions.

3) Installs or upgrades Solaris OS.

4) Adds Trusted Extensions packages.

5) Checks and installs label encodings file.

6) Reboots.

7) Creates administrative roles, and users to assume the roles.
8) Establishes LDAP, zones, network databases, routing, etc.

Security System

Administrator Administrator
Logs on, assumes role. Logs on, assumes role.
Configures information security, Configures and maintains
such as labels. Configures rights systems, such as home directory
security, such as user passwords mounts, software installation,
and privileges on actions. and user ID assignment.

\ /

FIGURE 1-1 Two Roles Administering a System

Collecting Information

As when configuring Solaris, collect machine, user, network, and label before configuring Trusted
Extensions. For details, see “Collect System Information Before Installing Trusted Extensions”
on page 36.

Backing Up the System

If your system has files that should be saved, make sure to perform a backup. The safest way to back
up files is to do a level 0 dump. If you do not have a backup procedure in place, see the
administrator’s guide to your current operating system for instructions.
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Note - If you are migrating from a Trusted Solaris 8 release, you can restore your data only if the
Trusted Extensions labels are identical to the Trusted Solaris 8 labels. Because Trusted Extensions
does not create multilevel directories, each file and directory on backup media is restored to a zone
whose label is identical to the file label in the backup. Backup must be completed before installing the
Solaris Trusted Extensions release.

Installing Solaris Trusted Extensions Software

Installing Trusted Extensions software means installing packages on a Solaris system. For security
reasons, some of the options that are available for Solaris installation should not be chosen. For
details, see “Installing or Upgrading the Solaris OS for Trusted Extensions (Tasks)” on page 33.

Installation Results from an Administrator’s Perspective

After installing Trusted Extensions software, the following security features are in place. Many
features are configurable by the security administrator.

= Auditing is enabled.
= ASunlabel_encodings file is configured and installed.
®  CDE creates four labeled workspaces in the global zone.

= Asin the Solaris OS, rights profiles for roles are defined. As in the Solaris OS, roles are not
defined.

For roles to administer Trusted Extensions, you must create the roles. During configuration, you
create the Security Administrator role.

®»  Three Trusted Extensions network databases, tnrhdb, tnrhtp, and tnzonecfg are installed. The
databases are administered by using the Security Templates tool and the Trusted Network Zones
tool in the Solaris Management Console.

= Trusted Extensions provides GUIs to administer the system. Some GUISs are extensions to a
Solaris GUIL

®  In CDE, administrative actions are provided in the Trusted_Extensions folder. Some of these
actions are used when initially configuring Trusted Extensions. The tools are introduced in
Chapter 7. For a thorough description of the tools, see Chapter 2, “Trusted Extensions
Administration Tools,” in Solaris Trusted Extensions Administrator’s Procedures.

= Atrusted editor enables administrators to modify local administrative files. In CDE, the
Admin Editor action invokes a trusted editor.

®  The Device Allocation Manager manages attached devices.

= The Solaris™ Management Console provides Java-based tools to manage local and network
administrative databases. The use of these tools is required for managing the trusted network,
zones, and users.
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L R R 4 CHAPTER 2

Installation and Configuration Roadmap

This chapter outlines the tasks for installing and configuring Solaris Trusted Extensions software.

Task Map: Preparing the Solaris OS for Trusted Extensions

Ensure that the Solaris OS on which you are installing Trusted Extensions supports the features of
Trusted Extensions that you plan to use.

Do One of the Following Tasks For Instructions

Prepare an existing or upgraded Solaris installation for Trusted | “Prepare an Installed Solaris OS for Trusted Extensions” on page 35
Extensions.

Answer Solaris installation questions with Trusted Extensions | “Answer Solaris Installation Questions for Trusted Extensions”
features in mind. on page 34

Task Map: Preparing For and Installing Trusted Extensions

Task For Instructions
Complete the preparation of your Solaris system. “Task Map: Preparing the Solaris OS for Trusted Extensions” on page 29
Back up a Trusted Solaris 8 system. Back up your systems as described in the documentation for your release.

Alabeled backup can be restored to each identically labeled zone.

Back up a Solaris system. System Administration Guide: Basic Administration
Gather information and make decisions about your “Collecting Information and Making Decisions Before Installing Trusted
system and your Trusted Extensions network. Extensions (Tasks)” on page 36
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Task Map: Configuring Trusted Extensions

Task

For Instructions

Load the Trusted Extensions software packages.

“Add the Solaris Trusted Extensions Packages” on page 39

Task Map: Configuring Trusted Extensions

For secure installation, create roles early in the configuration process. The order of tasks when

configuring as a role is shown in the following task map.

Task

Description

For Instructions

1. Protect the hardware.

Machine hardware can be protected by
requiring a password to change hardware
settings.

“Controlling Access to System Hardware” in
System Administration Guide: Security Services

2. Configure labels.

Labels must be configured for your site. If you
plan to use the default label_encodings file,
you can skip this task.

“Check and Install Your Label Encodings File”
on page 42

3. Enable IPv6 networking.

If you are running an IPv6 network, you modify
a system file to enable IP to recognize labeled
packets.

“Enable IPv6 Networking” on page 44

4. Reboot and log in.

After logging in, you are in the global zone. The
system is using the label_encodings file to
enforce mandatory access control (MAC).

“Reboot and Log In” on page 44

5. Create administrative roles and
users for those roles locally.

Create the Security Administrator role, and
other roles that you plan to use locally. You
create these roles just as you would create them
in the Solaris OS.

You can delay this task until the end. For the
effects of a delay, see “Devising an Installation
and Configuration Strategy” on page 25.

“Creating Roles and Users” on page 66
“Verify That the Roles Work” on page 70

6a. Configure LDAP service for
the trusted domain.

If you plan to use files to administer Trusted
Extensions, you can skip the LDAP steps.

If you have an existing Sun Java System
Directory Server (LDAP server), you add
Trusted Extensions databases to the server.
Then you make your first Trusted Extensions
system a proxy of the LDAP server.

If you do not have an LDAP server, then you
configure your first system as the server.

Chapter 5
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Task

Description

For Instructions

6b. Configure the Solaris
Management Console to work
with the Sun Java System
Directory Server.

You manually set up an LDAP toolbox for the
Solaris Management Console. The toolbox can
modify Trusted Extensions attributes on
network objects.

“Configuring the Solaris Management Console
for LDAP (Tasks)” on page 91

6¢. Make the global zone an LDAP
client.

For systems that are not the LDAP server or
proxy server, make them an LDAP client.

“Make the Global Zone an LDAP Client”
on page 45

6d. Create administrative roles
and users for those roles on the
network.

In the LDAP scope, create the Security
Administrator role, and other roles that you
plan to use.

You can delay this task until the end. For pros
and cons, see “Devising an Installation and
Configuration Strategy” on page 25.

“Creating Roles and Users” on page 66

“Verify That the Roles Work” on page 70

7a. Identify zone interfaces,
names, and labels.

Before creating the first labeled zone, identify
the IP addresses, labels, and names of all the
labeled zones that you plan to create.

“Preparing to Create Zones (Tasks)” on page 54

7b. Create labeled zones.

You have three options for creating multiple
labeled zones. The options differ in speed of
creation, disk space requirements, and
robustness.

If you decide to use the Clone Zone creation
method, create a ZFS pool.

Create your first labeled zone, then create the
rest by the method that you have chosen.

“Creating the Labeled Zones (Tasks)” on page
59

8. Configure labeled networking.

Identify additional remote hosts that require a
label, one or more multilevel ports, and a
different control message policy.

“Specify Labels for Network Interfaces”
on page 57

9. Configure home directories.

Create a multilevel home directory server, then
automount the installed zones.

“Creating Home Directories” on page 71

10. Do other system and network
configuration tasks.

Configure auditing, mount file systems, and do
other tasks before enabling users to log in to the
system.

“Finishing Up Trusted Extensions
Configuration (Task Map)” on page 77

11. Add a user to an existing
Trusted Extensions network.

Add users from a NIS environment to your
LDAP server.

“Add a NIS User to the LDAP Server” on page
75

12. Add a host to an existing
Trusted Extensions network.

Add a host and its labeled zones to the LDAP
server.

“Add a Host to the LDAP Server” on page 77

Chapter2 - Installation and Configuration Roadmap
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Task Map: Configuring Trusted Extensions on a Headless System

Task Map: Configuring Trusted Extensions on a Headless

System

Task

For Instructions

Enable a headless system to be administered remotely.

“Enable Remote Login” on page 98

Enable a headless system to be configured by using CDE actions
from a desktop system.

“Use dtappsession to Log In to a Headless System” on page 100

Enable a headless system to be configured remotely from a

desktop system that is running the Solaris Management Console.

“Set Up Remote Solaris Management Console Login to a Headless
System” on page 101

Enable a headless system to be administered over a serial line.

“Set Up Administration by Serial Login” on page 102
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Installing Solaris Trusted Extensions Software

This chapter describes how to prepare the Solaris Operating System (Solaris OS) for Trusted
Extensions installation. This chapter also describes what information you should have before adding
the Trusted Extensions packages, and then how to add the packages.

= “Install Team Responsibilities” on page 33

= “Collecting Information and Making Decisions Before Installing Trusted Extensions (Tasks)”
on page 36

= “Installing or Upgrading the Solaris OS for Trusted Extensions (Tasks)” on page 33

» “Installing the Solaris Trusted Extensions Packages (Tasks)” on page 39

Install Team Responsibilities

Solaris Trusted Extensions software is designed to be installed and configured by two people with
distinct responsibilities. However, the installation program does not enforce two-role task division.
Task division is enforced by roles. Because roles and users are not created until after installation, it is
good practice to have an install team of at least two persons present when installing Trusted
Extensions software.

Installing or Upgrading the Solaris OS for Trusted Extensions
(Tasks)

The choice of Solaris installation options can affect the use and security of Trusted Extensions.

= To properly install Trusted Extensions, you should install the underlying Solaris OS securely. For
Solaris installation choices that affect Trusted Extensions, see “Answer Solaris Installation
Questions for Trusted Extensions” on page 34.

= Ifyou have been using the Solaris OS, check your current configuration against the requirements
for Trusted Extensions. For configuration choices that affect Trusted Extensions, see “Prepare an
Installed Solaris OS for Trusted Extensions” on page 35.
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Installing or Upgrading the Solaris OS for Trusted Extensions (Tasks)

v Answer Solaris Installation Questions for Trusted

Extensions

This task applies to fresh installations of the Solaris OS. If you are upgrading, see “Prepare an
Installed Solaris OS for Trusted Extensions” on page 35

D Take the recommended action on the following installation choices.

The choices are presented in the order of Solaris installation questions. Installation questions that are
not mentioned in this table do not affect Trusted Extensions.

Solaris Option

Trusted Extensions Behavior

Recommended Action

NIS naming service

NIS+ naming service

Trusted Extensions supports files and
LDAP for a naming service. For host
name resolution, DNS can be used.

Do not choose NIS or NIS+. You can choose
None, which is equivalent to files. Later, you
can configure LDAP to work with Trusted
Extensions.

Upgrade

Trusted Extensions installs labeled
zones with particular security
characteristics.

If you are upgrading, go to “Prepare an
Installed Solaris OS for Trusted Extensions”
on page 35.

root password

Administration tools in Trusted
Extensions require passwords. If root
does not have a password, root cannot
configure the system.

Provide a root password. Leave the default
crypt_unix password encryption method.
For details, see “Managing Password
Information” in System Administration
Guide: Security Services.

Developer Group

Trusted Extensions uses the Solaris
Management Console to administer
the network. The End User group and
smaller groups do not install the
packages for the Solaris Management
Console.

On any system that you plan to use to
administer remotely or to administer from,
do not install the End User, Core, or
Reduced Networking Group.

Select Products

You can install Java ES Software from
this screen.

Do not select Solaris 10 Extra Value
Software. You add Trusted Extensions
software later, in “Installing the Solaris
Trusted Extensions Packages (Tasks)”
on page 39.

Custom Install

Because Trusted Extensions installs
zones, you might need more space in
partitions than the default install
supplies.

Choose Custom Install, and lay out the
partitions.

Consider adding extra swap for roles. If you
are going to clone zones, create a 1000MByte
partition for the ZFS pool.

For auditing files, best practice is to create a
dedicated partition.
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v Prepare anInstalled Solaris OS for Trusted Extensions

This task applies to Solaris systems that have been in use, and on which you plan to add Trusted
Extensions packages. Also, if you are upgrading a Solaris 10 system, follow this procedure. Other
tasks that might modify an installed Solaris system can be done after the Trusted Extensions
packages have been added.

1 Ifyoursystemis part of a cluster, Trusted Extensions cannot be installed.

2 Theinstallation of Trusted Extensions into an alternate boot environment (BE) is not supported.
Trusted Extensions can only be installed into the current boot environment.
If live upgrade tools have been used to install the Solaris OS on an alternate BE, the alternate BE

must first be activated, and the system booted from the new BE before Trusted Extensions packages
are added. Live upgrade and BE are explained in the live_upgrade(5) man page.

3 Ifnon-global zones are installed on your system, remove them.

Or, you can re-install the Solaris OS. If you are going to re-install, follow the instructions in “Answer
Solaris Installation Questions for Trusted Extensions” on page 34.

4 Ifyouare notusing the LDAP naming service, plan to configure LDAP for your site.

The NIS and NIS+ naming services cannot be used with Trusted Extensions. If you are installing one
or two systems, use local files. For larger sites, after adding the Trusted Extensions packages, follow
the instructions in Chapter 5 to configure LDAP.

5 Ifyoursystem does not have a root password, create one.
Administration tools in Trusted Extensions require passwords. If root does not have a password, root
cannot configure the system.

Use the default crypt_unix password encryption method. For details, see “Managing Password
Information” in System Administration Guide: Security Services.

Note - Users must not disclose their passwords to another person, as that person might then have
access to the data of the user and will not be uniquely identified or accountable. Note that disclosure
can be direct, through the user deliberately disclosing her/his password to another person, or
indirect, for example, through writing it down, or choosing an insecure password. The Solaris OS
provides protection against insecure passwords, but cannot prevent a user disclosing her or his
password, or from writing it down.

6 Add the Solaris packages for the Solaris Management Console.

Trusted Extensions uses the Solaris Management Console to administer the network. If your system
was installed with the End User group or a smaller group, the system does not have the packages for
the Solaris Management Console. These packages are required only if you plan to administer the site
from this system.
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1"

If you have created an xorg. conf file, you need to modify it.
Add the following line to the end of the xorg. conf file.

load "xtsol"

Note - By default, the xorg. conf file does not exist. Do nothing if this file does not exist.

If you want to clone zones, create a partition for the ZFS pool.

To decide on your zone creation method, see “Planning for Zones” on page 21.

(Optional) Check that your partitions have sufficient space for zones.
Most systems that are configured with Trusted Extensions install labeled zones. Labeled zones can
require more disk space than the installed system has set aside.

However, some Trusted Extensions systems do not require that labeled zones be installed. For
example, a multilevel printing server, a multilevel LDAP server, or a multilevel LDAP proxy server do
not require labeled zones to be installed. These systems might not need the extra disk space.

(Optional) Add extra swap space for roles.

Roles administer Trusted Extensions. Consider adding extra swap for role processes.

(Optional) Dedicate a partition for audit files.

Trusted Extensions enables auditing by default. For audit files, best practice is to create a dedicated
partition.

Collecting Information and Making Decisions Before
Installing Trusted Extensions (Tasks)

36

For each system on which Solaris Trusted Extensions is going to be configured, you need to know
some information, and make some decisions about configuration. For example, because you are
going to create labeled zones, you might want to set aside disk space where the zones can be cloned as
ZFS. ZFS provides additional isolation for the zones.

Collect System Information Before Installing Trusted
Extensions

Determine the machine’s main hostname and IP address.

This is the name of the host on the network, and is the global zone. On a Solaris system, the getent
command returns the hostname, as in:

# getent hosts machinel
192.168.0.11 machinel
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Make the IP address assignments for labeled zones.

A system with two IP addresses can function as a multilevel server. A system with one IP address
must have access to a multilevel server in order to print, or do multilevel tasks. For a discussion of IP
address options, see “Planning for Multilevel Access” on page 22.

Most systems require a second IP address for the labeled zones. For example, on a host with a second
IP address for labeled zones:

# getent hosts machinel-zones
192.168.0.12 machinel-zones

Determine the machine’s ethernet hardware address.

If the machine is already installed, the address can be found in the last line of the output by using the
ifconfig device command.

# ifconfig hme0
hme@: flags=1000843<UP,

ether 8:0:20:cf:8c:4b

The ethernet address is needed if you are installing from the network.

Collect LDAP configuration information.

For the LDAP server that is running Trusted Extensions software, you need the following
information:

= Name of the Trusted Extensions domain that the LDAP server serves
m [P address of the LDAP server
= LDAP profile name that should be loaded

For an LDAP proxy server, you also need the password for the LDAP proxy.

Make System and Security Decisions Before Installing
Trusted Extensions

For each system on which Solaris Trusted Extensions is going to be configured, make these
configuration decisions before installing the packages.

Decide how securely the machine hardware should be protected.

Atasecure site, this step has been done for every installed Solaris system.

®  For SPARC systems, specify a PROM security level and provide a password.
= For x86 systems, protect the BIOS.
= Onall systems, root is protected with a password.

Determine the source of your label_encodings file.

Decide which label_encodings file to use.
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If you have a site-specific label_encodings file, the file must be checked and installed before other
configuration tasks can be started. If your site does not have a label_encodings file, you can use the
default file that Sun supplies. Sun also supplies other label_encodings files, which you can find in
the /etc/security/tsol directory. The Sun files are demonstration files. They might not be suitable
for production systems.

To customize a file for your site, see Solaris Trusted Extensions Label Administration.

From the list of labels in your label_encodings file, make a list of the labeled zones to create.

For the default label_encodings file, the labels are the following, and the zone names can be similar
to the following:

Label Zone Name
PUBLIC public
CONFIDENTIAL : INTERNAL internal
CONFIDENTIAL : NEED TO KNOW needtoknow
CONFIDENTIAL : RESTRICTED restricted

For ease of NFS mounting, the zone name of a particular label should be identical on every system.
Some systems, such as multilevel print servers, do not need to have labeled zones installed. However,
ifyou do install labeled zones on a print server, the zone names should be identical to the zone names
of other systems on your network.

Decide when to create roles.

Your site’s security policy can require you to administer Trusted Extensions by assuming a role. If
your site requires this, or if you are configuring the system to satisfy criteria for an evaluated
configuration, you should create roles early in the configuration process.

If you are not required to configure the system by using roles, you can choose to configure the system
as superuser. This method of configuration is less secure. Audit records do not indicate which user
was superuser during configuration. Superuser can do all tasks on the system, while a role has a more
limited set of tasks. Therefore, configuration is more controlled when being done by roles.

Choose a zone creation method.

You can create zones from scratch, copy zones, or clone zones. These methods differ in speed of
creation, disk space requirements, and robustness. For the trade-offs, see “Planning for Zones”
on page 21.

Plan your LDAP configuration.

Using local files for administration is practical for non-networked systems. LDAP is the name service
for a networked environment. A populated LDAP server is required when configuring several
machines.
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= Ifyou have an existing Sun Java System Directory Server (LDAP server), you can create an LDAP
proxy server on a system that is running Trusted Extensions. The multilevel proxy server handles
communications with the unlabeled LDAP server.

= Ifyou do not have an LDAP server, you can configure a system that runs Trusted Extensions
software as a multilevel LDAP server.

Decide other security issues for each system and for the network.

For example, you might want to consider the following security issues:

®  Specify what devices can be attached to the system and allocated for use

= Identify which printers at what labels are accessible from the system

= Identify any systems that have a limited label range, such as a gateway system or a public kiosk

»  Identify which labeled systems can communicate with particular unlabeled systems

Installing the Solaris Trusted Extensions Packages (Tasks)

Before You Begin

Before you install the packages, you should have completed the tasks in “Installing or Upgrading the
Solaris OS for Trusted Extensions (Tasks)” on page 33 and “Collecting Information and Making
Decisions Before Installing Trusted Extensions (Tasks)” on page 36.

Add the Solaris Trusted Extensions Packages

Packages can be added by using the Java wizard or the pkgadd command. For options to the pkgadd
command, see the pkgadd(1M) man page.

You have completed the appropriate procedure in “Installing or Upgrading the Solaris OS for
Trusted Extensions (Tasks)” on page 33.

Insert the Solaris installation media.

Navigate tothe Trusted Extensions directory.

# cd Solaris_release-number/ExtraValue/CoBundled/Trusted_Extensions

Load all packages.

Choose one of the following two options.

= UsetheJavawizard.

# java wizard
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= From the Packages directory, use the pkgadd command.

# cd Packages
# pkgadd -d .

a. PressReturntoload all the packages.

Press Return

b. Answer yes to all the prompts.

y
y

4 Checkfor proper installation of the packages.

= |nthewizard, click the Details button.

= From the command line, scroll back through the log.

You can also go to the install log directory and read the log.

Tip - You can also use the pkginfo command to see that the packages installed.

# pkginfo |
system
system
system
system
system
system
application
system
system
system

grep Trust
SUNwWdttshelp
SUNWdttsr
SUNWdttsu
SUNWmgts
SUNWtsg
SUNWtsman
SUNWtsmc
SUNWtsr
SUNWtsu
SUNWxwts

Trusted
Trusted
Trusted
Trusted
Trusted
Trusted
Trusted
Trusted
Trusted
Trusted

Extensions, CDE Desktop Help
Extensions, CDE Desktop, (Root)
Extensions, CDE Desktop, (Usr)
Extensions, SMC

Extensions global

Extensions Man Pages

Extensions SMC Server
Extensions, (Root)

Extensions, (Usr)

Extensions, X Window System

Troubleshooting

Java wizard - If the message Exception in thread "main" java.lang.NoClassDefFoundError:

wizard, then you invoked the wizard from the wrong directory.
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CHAPTER 4

Configuring Trusted Extensions

This chapter covers how to configure Trusted Extensions on a system with a monitor. To work
properly, Trusted Extensions software requires label, zones, network, role, and tools configuration.

“Getting Started” on page 41

<

“Preparing to Create Zones (Tasks)” on page 54
“Creating the Labeled Zones (Tasks)” on page 59
“Creating Roles and Users” on page 66
“Creating Home Directories” on page 71

Getting Started

You should already have made decisions about your configuration. For the decisions, see “Collecting
Information and Making Decisions Before Installing Trusted Extensions (Tasks)” on page 36.

“Protecting Hardware, Loading Labels, and Using a Naming Service (Tasks)” on page 41
‘Associating IP Addresses With Zones (Tasks)” on page 47

“Finishing Up Trusted Extensions Configuration (Task Map)” on page 77

Protecting Hardware, Loading Labels, and Using a Naming
Service (Tasks)

Task Description For Instructions

Protect the hardware. | Machine hardware can be protected by requiring a “Controlling Access to System Hardware” in
password to change hardware settings. System Administration Guide: Security Services

Configure labels. Labels must be configured for your site. If you plan to use | “Check and Install Your Label Encodings File”

the default label_encodings file, you can skip this step.

on page 42

41
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Task

Description For Instructions

For IPv6, modify

If your network uses IPv6, this task is required. If your “Enable IPv6 Networking” on page 44

/etc/systenmfile. network uses IPv4, skip this step.
Reboot and log in. Upon login, you are in the global zone, in an “Reboot and Log In” on page 44
environment that recognizes and enforces mandatory
access control (MAC).
Configure LDAP If you have an existing LDAP server, you add Trusted Chapter 5
service for the trusted | Extensions databases to the server. Then you make a
domain. Trusted Extensions host a proxy of the LDAP server.
If you do not have an LDAP server, then you configure a
Trusted Extensions host as the server.
Make the global zone | For systems that are not the LDAP server or proxy server, | “Make the Global Zone an LDAP Client”
an LDAP client. make them an LDAP client. on page 45
Identify zone Before creating the first labeled zone, identify the IP “Preparing to Create Zones (Tasks)” on page 54

interfaces, names, and
labels.

addresses, labels, and names of all the labeled zones that
you plan to create.

v

A\

Before You Begin

42

Check and Install Your Label Encodings File

Your encodings file must be compatible with any Trusted Extensions host with which you are
communicating.

Note - Trusted Extensions installs a default label encodings file. This default file is useful for demos.
However, this file might not be a good choice for your use. If you plan to use the default file, you can
skip this step.

®  Ifyou are familiar with encodings files, you can use the following procedure.

= Ifyouare not familiar with encodings files, consult Solaris Trusted Extensions Label

Administration for requirements, procedures, and examples.

Caution - You must successfully install labels before continuing or the configuration will fail.

You have just added the Trusted Extensions packages, so you are already logged in. “You” refers to
the security administrator.

The security administrator is responsible for editing, checking, and maintaining the
label_encodings file. If you plan to edit the label_encodings file, make sure that the file itself is
writable.

For more information, see the label_encodings(4) man page.
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Allocate the appropriate device.

To allocate a device, see “How to Allocate a Device” on page 109
Load the label encodings file from the allocated device.
Check the syntax of the new label encodings file.

a. Openthe Trusted_Extensions folder.

Click mouse button 3 on the background.
b. Inthe Workspace menu, choose Applications — Application Manager.

¢. Double-click the Trusted_Extensions folder icon.
Double-click the Check Encodings action.

In the dialog box, enter the full path name to the file:
/full-pathname-of-label-encodings-file

Read the contents of the Check Encodings dialog box that is displayed.
The chk_encodings command checks the syntax of the file.

Do one of the following:
CONTINUE Only if Check Encodings reports no errors can you continue configuring.
Goto Step 7.

RESOLVE ERRORS If Check Encodings reports errors, the errors must be resolved before
continuing. For assistance, see Chapter 3, “Making a Label Encodings File
(Tasks),” in Solaris Trusted Extensions Label Administration.

If the file passes the check, click Yes.

The Check Encodings action creates a backup copy of the original file, then installs the checked
version. The action then restarts the label daemon.

Caution - Your label encodings file must pass the Check Encodings test before you continue.

Deallocate the device.

To deallocate the device, see “How to Deallocate a Device” on page 110.
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Troubleshooting

44

Enable IPv6 Networking

When IPv6 is disabled, Trusted Extensions cannot forward IPv6 packets with CIPSO options. To
enable an IPv6 network in Trusted Extensions requires an entry in /etc/system.

Type the following entry into the /etc/systemfile.
set ip:ip6opt_ls = 0x0a

Error messages when booting indicate that your IPv6 configuration is incorrect. To correct the entry,
do the following:

®  Check that the entry is spelled correctly.
= Check that the system has been rebooted after adding the correct entry to the /etc/systemfile.
If you install Trusted Extensions on a Solaris system that currently has IPv6 enabled, but fail to add

the IP entry in /etc/system, you see the following error message: t_optmgmt: Systemerror:
Cannot assign requested address time-stamp

If you install Trusted Extensions on a Solaris system that has not enabled IPv6, and fail to add the IP
entry in /etc/system, you see the following types of error messages:

®  WARNING: IPv6 not enabled via /etc/system
®  Failed to configure IPv6 interface(s): hme0
®  rpcbind: Unable to join IPv6 multicast group for rpc broadcast broadcast-number

Rebootand Log In

At most sites, two or more administrators, an install team, are present when configuring the system.
“You”, in the following procedures, refers to the install team.

Reboot.
# /usr/sbin/reboot

Login.
You are logging in to the Solaris Trusted Extensions (CDE) desktop.

Log in as superuser.
Type root and the root password.

Users must not disclose their passwords to another person, as that person might then have access to
the data of the user and will not be uniquely identified or accountable. Note that disclosure can be
direct, through the user deliberately disclosing his/her password to another person, or indirect, such
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Before You Begin

as through writing it down, or choosing an insecure password. Solaris Trusted Extensions software
provides protection against insecure passwords, but cannot prevent a user disclosing his/her
password or writing it down.

Read the Last Login dialog box.

Last Legint Thu Oct 09 17:05:25 2006 on console
Hessage OF The Day

Sun Microsustems Inc,  Sun0S 5,11 Oct. 10, 2008
Solaris Trusted Extensions

Session Attributes for Lokanath Das

Rights: All

Roles;  root,aduin

Hinimum Label: PUBLIC

Clearance; CONFIDENTIAL INTERMAL LISE DMLY
Current Desktop: Solaris Trusted Extensions (CIE}
Idle Time before session locks 30 minutes

Restrict Session To A Single Label

IIIHHIII

Then click OK to dismiss the box.

Read the Label Builder.
Click OK to accept the default label.

Once the login process is complete, the Trusted Extensions screen appears briefly, and you arein a
CDE session with four workspaces. The Trusted Path symbol is displayed in the trusted stripe.

Note - You must log off or activate the lockscreen functionality before leaving a system unattended.
Otherwise, a person can access the system without having to pass identification and authentication,
and that person would not be uniquely identified or accountable.

Make the Global Zone an LDAP Client

This completes the naming service configuration for the global zone.

The Sun Java System Directory Server, that is, the LDAP server, must exist. The server must be
populated with Trusted Extensions databases, and this system must be able to contact the server. So,
this system must be an entry in the tnrhdb database on the LDAP server, or must be included in a
wildcard entry.
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If an LDAP server that is configured with Trusted Extensions does not exist, you must complete
Chapter 5 before you attempt this procedure.

Save a copy of the original nsswitch. ldapfile.
The standard naming service switch file for LDAP is too restrictive.

# cd /etc
# cp nsswitch.ldap nsswitch.ldap.orig

If you are using DNS, change the entries for the following services in the nsswitch. ldap file.

The correct entries are similar to the following:

hosts: files dns ldap
ipnodes: files dns ldap
networks: ldap files
protocols: 1ldap files
rpc: ldap files
ethers: ldap files
netmasks: ldap files

bootparams: ldap files
publickey: 1ldap files

services: files

Note that Trusted Extensions adds two entries:

tnrhtp: files ldap
tnrhdb: files ldap

Copy the modified nsswitch.ldap filetonsswitch.conf.

# cp nsswitch.ldap nsswitch.conf

Navigate to the Trusted_Extensions folder.

a. Click mouse button 3 on the background.

b. Fromthe Workspace menu, choose Applications — Application Manager.

c. Double-click the Trusted_Extensions folder icon.

This folder contains actions that set up interfaces, LDAP clients, and labeled zones.
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5 Double-click the Create LDAP Client action.

Answer the prompts.

Domain Name: Type the domain name
Hostname of LDAP Server: Type the name of the server

IP Address of LDAP Server: Type the IP address

LDAP Proxy Password: Type the password to the server
Profile Name: Type the profile name

6 When a completion message appears, close the action window.

global zone will be LDAP client of LDAP-server
System successfully configured.

*** Select Close or Exit from the window menu to close this window ***
7  Verify that the information is correct on the server.

a. Openaterminal, and query the LDAP server.
# ldapclient list

The output looks similar to the following:

NS _LDAP_FILE VERSION= 2.0
NS _LDAP BINDDN= cn=proxyagent,ou=profile,dc=domain-name

NS_LDAP BIND TIME= number

b. Correctany errors.

If you get an error, run the Create LDAP Client action with the correct values. For example, the
following error can indicate that the system does not have an entry on the LDAP server:

LDAP ERROR (91): Can’'t connect to the LDAP server.
Failed to find defaultSearchBase for domain domain-name

Check the LDAP server.

Associating IP Addresses With Zones (Tasks)

Do only one of the following tasks. For the trade-offs, see “Planning for Multilevel Access” on page

22.
Task Description For Instructions
Share alogical interface | Map the global zone to one IP address, and all labeled “Specify Two IP Addresses for the System”
zones to a different IP address. on page 48
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Task Description For Instructions
Do not share any IP Assign one IP address to every zone. “Specify One IP Address Per Zone on the
addresses System” on page 49

Do not share any

Assign one network interface card (NIC) to every zone. | “Specify One NIC Per Zone on the System”

interfaces on page 52
Share a physical Map all zones to one IP address. “Specify One IP Address for the System” on page
interface 54

Before You Begin

48

Specify Two IP Addresses for the System

In this configuration, the host’s address applies only to the global zone. Labeled zones share a second
IP address with the global zone. In CDE, an action is provided to simplify this procedure.

You are superuser in the global zone.

Open the Trusted_Extensions folder.
For details, see “Make the Global Zone an LDAP Client” on page 45.

Run the Share Logical Interface action.
Double-click Share Logical Interface and answer the prompts.

Note - The system must already have been assigned two IP addresses. For this action, provide the
second address and a host name for that address. The second address is the shared address.

Hostname: Type the name for your labeled zones interface
IP Address: Type the IP address for the interface

This action configures a host with more than one IP address. The IP address for the global zone is the
name of the host. The IP address for a labeled zone has a different host name. In addition, the IP
address for the labeled zones is shared with the global zone. When this configuration is used, labeled
zones are able to reach a network printer.

Tip - Use a standard naming convention for labeled zones. For example, add - zones to the host name.

(Optional) Verify the results of the action.

Use the ifconfig -a command. For example, the following output shows a shared logical interface,
hme0: 3 on network interface 192.168.0. 12 for the labeled zones. The hme® interface is the unique IP
address of the global zone.
# ifconfig -a
1o0: flags=2001000849<UP,LOOPBACK, RUNNING,MULTICAST,IPv4,VIRTUAL> mtu 8232 index 1
inet 127.0.0.1 netmask ff000000
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Example 4-1

Before You Begin

hme@: flags=1000843<BROADCAST,RUNNING,MULTICAST,IPv4> mtu 1500 index 2
inet 192.168.0.11 netmask ffffff00 broadcast 192.168.0.255

hme@:3 flags=1000843<BROADCAST,RUNNING,MULTICAST,IPv4> mtu 1500 index 2
inet 192.168.0.12 netmask ffffffo00 broadcast 192.168.0.255

Assigning Two Interfaces — One for the Global Zone and One for the Labeled Zones

On a system where the global zone has a unique interface, and labeled zones share a second interface
with the global zone, the /etc/hosts file would appear similar to the following:

# cat /etc/hosts
127.0.0.1 1localhost
192.168.0.11 machinel loghost

192.168.0.12 machinel-zones

In the default configuration, the tnrhdb file would appear similar to the following:

# cat /etc/security/tsol/tnrhdb

127.0.0.1:cipso
192.168.0.11:cipso
192.168.0.12:cipso
0.0.0.0:admin_low

Specify One IP Address Per Zone on the System

If you have an IP address for every labeled zone, follow this procedure. You configure the interfaces
as you would configure them on a Solaris system.

You are superuser in the global zone. You must have decided on the names of every labeled zone, as
described in “Make System and Security Decisions Before Installing Trusted Extensions” on page 37.

Tip - Use a standard naming convention for labeled zones. For example, add -label to the host name.

In a terminal, configure each computer interface.

Use the zonecfg -z zone-name command. For details, see the zonecfg(1M) man page. The
following are examples only. The command is interactive. The interactive display is shown in the first
example.

# zonecfg -z public

zonecfg:public> add net

zonecfg:public:net> set address=10.8.57.131/24
zonecfg:public:net> set physical=ce0
zonecfg:public:net> end
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zonecfg:public> add net

zonecfg:public:net> set address=fe80::130:1/10
zonecfg:public:net> set physical=ce0

zonecfg:public:net> end

zonecfg:public> add net

zonecfg:public:net> set address=2001:a08:3903:1::130:1/64
zonecfg:public:net> set physical=ce0

zonecfg:public:net> end

zonecfg:public> commit

zonecfg:public> exit

# zonecfg -z internal

add net
set address=10.8.57.133/24
set physical=ce0

end

add net
set address=fe80::130:2/10
set physical=ce0

end

add net
set address=2001:a08:3903:1::130:2/64
set physical=ce0

end

commit

exit

# zonecfg -z needtoknow

add net
set address=10.8.57.134/24
set physical=ce0

end

add net
set address=fe80::130:3/10
set physical=ce0

end

add net
set address=2001:a08:3903:1::130:3/64
set physical=ce0

end

commit

exit

# zonecfg -z restricted

add net
set address=10.8.57.135/24
set physical=ce0

end
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add net
set address=fe80::130:4/10
set physical=ce0
end
add net
set address=2001:a08:3903:1::130:4/64
set physical=ce0
end
commit
exit

(Optional) Verify the results of the action.
Use the ifconfig -a command. For example, the following excerpts show the INTERNAL interfaces.

# ifconfig -a
100: flags=2001000849<UP, LOOPBACK,RUNNING,MULTICAST,IPv4,VIRTUAL> mtu 8232 index 1
inet 127.0.0.1 netmask ff000000

100:2: flags=2001000849<UP, LOOPBACK,RUNNING,MULTICAST,IPv4,VIRTUAL> mtu 8232 index 1
zone internal
inet 127.0.0.1 netmask ff000000

ce0: flags=1004843<UP,BROADCAST,RUNNING,MULTICAST,DHCP,IPv4> mtu 1500 index 2
inet 10.8.57.130 netmask ffffffo00 broadcast 10.8.57.255
ether 0:e:c:8:0:fc

ce0:2: flags=1000843<UP,BROADCAST,RUNNING,MULTICAST,IPv4> mtu 1500 index 2
zone internal
inet 10.8.57.133 netmask ffffff00 broadcast 10.8.57.255

1o0: flags=2001000849<UP,LOOPBACK,RUNNING,MULTICAST,IPv6,VIRTUAL> mtu 8252 index 1
inet6 ::1/128

100:2: flags=2001000849<UP, LOOPBACK,RUNNING,MULTICAST,IPv6,VIRTUAL> mtu 8252 index 1
zone internal
inet6 ::1/128

ce0: flags=2000841<UP,RUNNING,MULTICAST,IPv6> mtu 1500 index 2
inet6 fe80::20e:cff:fed8:fc/10
ether 0:e:c:8:0:fc

ce0:3: flags=2000841<UP,RUNNING,MULTICAST,IPv6> mtu 1500 index 2
zone internal
inet6 fe80::130:2/10

ce0:4: flags=2000841<UP,RUNNING,MULTICAST,IPv6> mtu 1500 index 2
zone internal
inet6 2001:a08:3903:1::130:2/64
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v Specify One NIC Per Zone on the System

Before You Begin

52

If you have a separate physical interface for every labeled zone, follow this procedure. In this
configuration, you isolate networks by dedicating a network interface card (NIC) to each network.
Each network is single-label. Therefore, each NIC is dedicated to a zone.

Note - Before you can boot a labeled zone, the zone must be plumbed in the global zone.

You are superuser in the global zone. You must have decided on the names of every labeled zone, as
described in “Make System and Security Decisions Before Installing Trusted Extensions” on page 37.

In the global zone, add each network interface to the hosts and tnrhdb databases.

Follow the procedure in “Specify Labels for Network Interfaces” on page 57.

Create persistent hostname files for the labeled zones interfaces.
The file names must exist so that the labeled zones are plumbed during boot. The files can be empty.

# touch /etc/hostname.interface:n

Create a hostname file for an all-zones interface for the global zone.

The all-zones interface for the global zone requires a separate IP address. The file contains the
separate IP address and the word all-zones. This file ensures that the labeled zones can talk to the X
server.

You have two options when creating this file.

= (Create aninterface name that is based on the physical interface.

# cat /etc/hostname.interface:n
IP-address all-zones

= Create a software-only device that can be reached only by the zones on this system.
For more information, see the vni(7d) man page.

# cat /etc/hostname.vin@
IP-address all-zones

In the global zone, plumb the interfaces that you have created.

Choose one of the following options to plumb the interfaces.
= Reboot.

m  Usetheifconfigcommand.

# ifconfig labeled-zone-interface plumb
# ifconfig global-zone-all-zones-interface plumb
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Example 4-2

Continue with “Creating the Labeled Zones (Tasks)” on page 59.

Configuring Three NICs for Three Separate Networks

In the following example, the administrator is configuring a system that physically separates its
labeled zones by using NICs.

€1000g1 is the interface (NIC) for the global zone

vin® is the all-zones interface for the global zone

€1000g?2 is the interface for the CONFIDENTIAL: INTERNAL USE ONLY zone
€1000g3 is for the interface for the CONFIDENTIAL: RESTRICTED zone

In the global zone, the administrator creates the empty hostname files for the labeled zones
interfaces.

# touch /etc/hostname.el000g2:1
# touch /etc/hostname.el000g3:1

In the global zone, the administrator creates an all-zones interface for the global zone by using a vin@
pseudo device. The following shows the contents of the file.

# cat /etc/hostname.vin0
192.168.0.7 all-zones

After defining the IP addresses in the Solaris Management Console, the tnrhdb database is similar to
the following. The annotation is provided for assistance.

192.168.0.1:cipso #### e1000g1 Global Zone

192.168.0.7:cipso #### €100091:1 or vin@ Global Zone all-zones
192.168.1.1:cipso #### e100092:1 CNF: IUO zone

192.168.2.1:cipso #### e1000g3:1 CNF: R zone
192.168.0.11/24:admin_low  #### el000gl Global Zone network
192.168.1.11/24:iuo0 #### €1000g2 single-label IUO network
192.168.2.11/24:restrict #### e100093 single-label restricted network

The administrator runs the i fconfig command to plumb the interfaces.

# ifconfig el000g2:1 plumb
# ifconfig el000g3:1 plumb
# ifconfig vin@ plumb

The first two ifconfig commands enable the labeled zones to boot after the zones are configured
and are installed. The third ifconfig command enables the labeled zones to communicate with the
X server. The administrator chose the vin@ interface for its security advantage over an e100091: 1
interface. Because the vin® interface has no physical presence, it cannot be seen outside of the zones
on the system.
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v Specify One IPAddress for the System

In this configuration, the host’s address applies to all the zones, including the labeled zones. In CDE,
an action is provided to simplify this procedure.

Before YouBegin  You are superuser in the global zone.

1 Open the Trusted_Extensions folder.
For details, see “Make the Global Zone an LDAP Client” on page 45.

2 Run the Share Physical Interface action.
Double-click Share Physical Interface.

This action configures a host with one IP address. The global zone does not have a unique address.
This system cannot be used as a multilevel print server or an NFS server.

3 (Optional) Verify the results of the action.

The Share Physical Interface action configures all zones to have logical NICs that share a single
physical NIC in the global zone.

Use the ifconfig -a command. For example, the following output shows the shared physical
interface, hme® on network interface 192.168.0. 11 for all the zones.
# ifconfig -a
100: flags=2001000849<UP, LOOPBACK,RUNNING,MULTICAST,IPv4,VIRTUAL> mtu 8232 index 1
inet 127.0.0.1 netmask ff000000
hme0d: flags=1000843<BROADCAST,RUNNING,MULTICAST,IPv4> mtu 1500 index 2
inet 192.168.0.11 netmask ffffffo00 broadcast 192.168.0.255

Preparing to Create Zones (Tasks)

The following task map prepares the system for zone creation. For a discussion of zone creation
methods, see “Planning for Zones” on page 21.

Task Description For Instructions
Name each zone, and link the Name each labeled zone with a version of its label, “Specify Zone Names and Zone Labels”
zone name and the zone label. then associate the name with the label in the Solaris on page 55

Management Console.

Configure the network before Assign alabel to the network interface on every host, | “Specify Labels for Network Interfaces”

creating the zones. and do further configuration. on page 57

Create space for a ZFS snapshot. | Perform this task if you are going to use the Clone “Create ZFS Pool for Cloning Zones”
Zone action to create zones. on page 58
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Task

Description For Instructions

Create labeled zones.

Create your first labeled zone. Then, create the rest by | “Creating the Labeled Zones (Tasks)”
the method that you have chosen. on page 59

v

Specify Zone Names and Zone Labels

You do not have to create a zone for every label in your label_encodings file, but you can. The
tnzonecfg database enumerates the labels that can have zones created for them on this computer.

In the Trusted_Extensions folder, find and run the Configure Zone action.

The action prompts you for a name.

Tip — Give the zone the same name as the zone’s label. So, the name of a zone whose label is public
would be public.

Repeat the Configure Zone action for every zone.
For example, the default label_encodings file contains the following labels:

PUBLIC

CONFIDENTIAL: INTERNAL USE ONLY
CONFIDENTIAL: NEED TO KNOW
CONFIDENTIAL: RESTRICTED
SANDBOX: PLAYGROUND

MAX LABEL

You could run the Configure Zone action six times to create one zone per label. However, because
MAX LABEL is defined to be a clearance, you probably would not create a zone for MAX LABEL. SANDBOX
is defined as a disjoint label for developers. Therefore, many machines would not create a zone for
this label. On a system for an ordinary user, you might create one zone for the PUBLIC label, and three
zones for the CONFIDENTIAL labels.

Use the Trusted Network Zone Configuration tool.

The tools in the Solaris Management Console are designed to prevent user error. These tools check
for syntax errors and automatically run commands in the correct order to update databases.

a. Launch the Solaris Management Console.
# /usr/sbin/smc &

Wait for the Welcome screen.
b. Open the Trusted Extensions toolbox for the local system.
i. Usethe Console — Open Toolbox menuitem.

ii. Select the toolbox that is named This Computer (this-host: Scope=Files, Policy=TSOL).
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Troubleshooting
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iii. ClickOpen.
¢. (Optional) Make this toolbox the Home toolbox.
i. Usethe Console — Preferences menuitem.
ii. Tomake the Trusted Extensions toolbox the Home Toolbox, click Use Current Toolbox.
iii. ClickOK.
d. Click System Configuration.

e. Double-click the Computers and Networks tool.

Provide a password when prompted.
f. Double-click the Trusted Network Zone Configuration tool.
For each zone, associate the appropriate label with a zone name.

a. UsetheAction — Add Zone Configuration menu item.

The dialog box displays the name of a zone that does not have an assigned label.
b. Lookatthezone name before clicking Edit.

¢. IntheLabelBuilder, click the appropriate label for the zone name.

If you click the wrong label, click the label again to deselect it, then click the correct label.

d. Savetheassignment.
Click OK in the Label Builder, then OK in the Trusted Network Zone Properties dialog box.

You are finished when every zone that you want is listed in the panel, or the Add Zone Configuration
menu item opens a dialog box that does not have a value for Zone Name.

If the Trusted Network Zone Properties dialog box does not prompt for a zone that you want to
create, either the zone network configuration file does not exist, or you have already created the file.

= Check that the zone network configuration file does not already exist. Look in the panel for the
name.

= Ifthe file does not exist, run the Configure Zone action to supply the zone name. Then repeat
Step 4 to create the file.
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v Specify Labels for Network Interfaces

Next Steps

You turn your host, and other already-defined hosts into labeled hosts. These hosts are defined as
sending and receiving labeled CIPSO packets. You need only add systems that are not known by your
LDAP server.

Display the computers that are known by the system.

In the Solaris Management Console, navigate to Computers.

This tool is in the Computers and Networks tool set.
In the panel, double-click your host.

Copy the IP address.

Open Security Templates, then cipso.

Explicitly assign the host to the cipso template

a. Clickthe Hosts Assigned to Template tab.

If you completed “Make the Global Zone an LDAP Client” on page 45, the LDAP server is
assigned to the cipso security template.

b. Pastethe host's IP address into the IP Address field.
¢. Typethehost name into the Hostname field.

d. Clickthe Add button.

e. ClickOK.

Repeat Step 1to Step 5 for every host.

In the default configuration, every host that is not explicitly labeled is defined as an unlabeled host.
Every unlabeled host can be contacted at boot at the label ADMIN_LOW. This is not a secure
configuration. To modify the default configuration, see “How to Limit the Hosts That Can Be
Contacted on the Trusted Network” in Solaris Trusted Extensions Administrator’s Procedures.

You can also modify the default configuration by doing some or all of the following:
m  Create remote host templates for labeled hosts.
®  Create remote host templates for unlabeled hosts.

= Removethe 0.0.0.0 wildcard address from the admin_low Unlabeled template, and explicitly
assign the unlabeled computers that can be contacted at ADMIN_LOW.
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SeeAlso  For procedures, see “Configuring Trusted Network Databases (Tasks)” in Solaris Trusted Extensions
Administrator’s Procedures. For overview information, see Chapter 12, “Trusted Networking,” in
Solaris Trusted Extensions Administrator’s Procedures.

v Create ZFS Pool for Cloning Zones

If you plan to use a ZFS snapshot as your zone template, you need to create a ZFS pool from a ZFS file
or a ZFS device. This pool holds the snapshot for cloning each zone.

Before YouBegin  You set aside space during Solaris installation for a Zetabyte file system (ZFS). For details, see
“Planning for Zones” on page 21.

1 Useafile oraZFS device as the source of your pool.

= Usethe /zone device for your ZFS pool.

During installation, you created a /zone partition with sufficient space, about 1000 MBytes.
a. Commentoutthe /zone entryin the vfstabfile.

i. Openthe Admin Editor from the Trusted_Extensions folder.

ii. Type/etc/vfstabinthe Pathname field.

iii. Preventthe /zone entryfrombeingread.
Prefix the entry with a comment sign.

#/dev/dsk/cntndnsn /dev/dsk/cntndnsn /zone ufs 2 yes -
iv. Copy the diskslice, cntndnsn, to the clipboard.
v. Savethefileand close the editor.

b. Unmountthe /zone partition.

# umount /zone

¢. Remove the /zone mount point.

# cd /
# rmdir /zone

d. Usethediskslice to recreate /zone as a ZFS pool.

# zpool create -f zone cntndnsn
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For example, if your /zone entry used disk slice c0t0d@s5, then the command would be
similar to the following:

# zpool create -f zone c0t0d0s5
e. Continue with Step 2.

= From the /export directory, create a ZFS pool.

During installation, you created an /export partition with sufficient space, about 1000 MBytes.
The template for all of your zones is created in this file.

# mkfile 1000m /export/zone
# zpool create zone /export/zone

To verify the health of the zone, see Step 3. Otherwise, continue with Step 2.

2 Createa new file system as the root for one of your configured zones.

# zfs create zone/zonename
# chmod 0700 /zone/zonename

For a configured zone that is named public, the commands would be similar to the following:

# zfs create zone/public
# chmod 0700 /zone/public

3 (Optional) Verify that the ZFS pool is healthy.
Use one of the following commands.

# zpool status -x zone
pool ’'zone’ is healthy

# zpool list

NAME  SIZE USED AVAIL CAP  HEALTH  ALTROOT
/zone 992M 67.4M  92.5M 7%  ONLINE -

For more information, see the zpool(1M) man page.

4 Continue with “Creating the Labeled Zones (Tasks)” on page 59.

Creating the Labeled Zones (Tasks)

For every entry that you made in the Trusted Network Zone Configuration database, one zone can be
created. You completed this task in “Specify Zone Names and Zone Labels” on page 55, by running
the Configure Zone action.
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The Trusted_Extensions folder in the Application Manager contains actions that create labeled zones
for Trusted Extensions.

Configure Zone - Creates a zone configuration file for every zone name.

Install Zone — Adds the correct packages and file systems to the zone.

Zone Terminal Console — Provides a window for watching events in a zone.

Initialize Zone for LDAP — Makes the zone an LDAP client and prepares the zone for booting.

Start Zone - Boots the zone, then starts all the service management framework (SMF) services.

Shut Down Zone - Changes the state of the zone from Started to Halted.

Task

Description

For Instructions

Install and boot one zone.

Create the first labeled zone. Install the packages,
make the zone an LDAP client, and start all services
in the zone.

“Install, Initialize, and Boot a Labeled Zone”
on page 60

Customize the zone.

Remove unwanted services. If you plan to copy or
clone the zone, remove zone-specific information.

“Customize a Booted Zone” on page 62

Create the other zones.

Use one of the following methods to create the other zones. You chose the method in “Make System and
Security Decisions Before Installing Trusted Extensions” on page 37.

Create each zone from scratch.

“Install, Initialize, and Boot a Labeled Zone”
on page 60

“Customize a Booted Zone” on page 62

Copy the first labeled zone to another label. Repeat
for all zones.

“Use the Copy Zone Method” on page 64

Use a ZFS snapshot to clone the other zones from
the first labeled zone.

“Use the Clone Zone Method” on page 65

v Install, Initialize, and Boot a Labeled Zone

Before You Begin

60

Because zone creation involves copying an entire operating system, the process is time-consuming. A
faster process is to create one zone, make the zone a template for other zones, then copy or clone that

zone template.

You have completed “Make the Global Zone an LDAP Client” on page 45.

You have completed “Specify Zone Names and Zone Labels” on page 55.

If you are going to clone zones, you have completed “Create ZFS Pool for Cloning Zones” on page 58.
Install the zone that you prepared.
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1 Double-click the Install Zone action.

a. Typethe name of the zone that you are installing.
This action creates a labeled virtual operating system. This step takes some time to finish. Do not
do other tasks on the system while Install Zone is running.

# Zonename: Install Zone

Preparing to install zone <zonename>

Creating list of files to copy from the global zone

Copying <total> files to the zone

Initializing zone product registry

Determining zone package initialization order.

Preparing to initialize <subtotal> packages on the zone.

Initializing package <number> of <subtotal>: percent complete: percent

Initialized <subtotal> packages on zone.

Zone <zonename> is initialized.

The file /zone/internal/root/var/sadm/system/logs/install_log
contains a log of the zone installation.

*** Select Close or Exit from the window menu to close this window ***
b. Opena console to monitor eventsin the installed zone.

i. When theInstall Zone action finishes, click the Zone Terminal Console action.

ii. Typethe name of the zone that was justinstalled.

2 Double-click the Initialize Zone for LDAP action.

Zone name: Type the name of the installed zone
Host name for the zone: Type the host name for this zone

For examp