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About This Guide

This guide describes how to create and run Java™ 2 Platform, Enterprise Edition (J2EE™
platform) applications that follow the new open Java standards model for Java™ Servlet,
JavaServer Pages™ (JSP™), Enterprise JavaBeans™ (EJB™), and other J2EE components
in the Sun Java™ System Application Server Platform Edition 8 environment. In addition
to describing programming concepts and tasks, this guide offers sample code,
implementation tips, reference material, and a glossary. Topics include application design,
developer tools, security, assembly, deployment, debugging, and creating lifecycle
modules.

This preface contains information about the following topics:
*  Who Should Use This Guide

e Using the Documentation

*  How This Guide Is Organized

* Related Information

»  Documentation Conventions

e Contacting Sun

Who Should Use This Guide

The intended audience for this guide is the person who develops, assembles, and deploys
J2EE applicationsin a corporate enterprise.

This guide assumes you are familiar with the following topics:
»  J2EE specification
« HTML
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Using the Documentation

e Javaprogramming

» JavaAPlsasdefined in the Java™ Servlet, JavaServer Pages™ (JSP™), Enterprise
JavaBeans™ (EJB™), and Java™ Database Connectivity (JDBC™) specifications

»  Structured database query languages such as SQL
» Relationa database concepts

»  Software devel opment processes, including debugging and source code control

Using the Documentation

The Sun Java System Application Server Platform Edition manuals are available as online
filesin Portable Document Format (PDF) and Hypertext Markup Language (HTML).

The following table lists tasks and concepts described in the Sun Java System Application

Server manuals.

Table1l  SunJava System Application Server Documentation Roadmap

For information about

See the following

Late-breaking information about the software and the documentation. Includes a
comprehensive, table-based summary of supported hardware, operating system,
JDK, and JDBC/RDBMS.

Installing the Sun Java System Application Server software and its components,
such as sample applications, the Administration Console, and the high-availability
components. Instructions for implementing a basic high-availability configuration are
included.

Creating and implementing Java™ 2 Platform, Enterprise Edition (J2EE™ platform)
applications intended to run on the Sun Java System Application Server that follow
the open Java standards model for J2EE components and APIs. Includes general
information about application design, developer tools, security, assembly,
deployment, debugging, and creating lifecycle modules. A comprehensive Sun Java
System Application Server glossary is included.

Using J2EE 1.4 platform technologies and APIs to develop J2EE applications and
deploying the applications on the Sun Java System Application Server.

Information and instructions on the configuration, management, and deployment of
the Sun Java System Application Server subsystems and components, from both
the Administration Console and the command-line interface. Topics include cluster
management, the high-availability database, load balancing, and session
persistence. A comprehensive Sun Java System Application Server glossary is
included.

Editing the Sun Java System Application Server configuration file, donai n. xm .

Release Notes

Installation Guide

Developer’s Guide

J2EE 1.4 Tutorial

Administration Guide

Reference
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How This Guide Is Organized

Table1l  SunJavaSystem Application Server Documentation Roadmap (Continued)

For information about

See the following

Migrating your applications to the new Sun Java System Application Server Migrating and Redeploying
programming model, specifically from iPlanet Application Server 6.x and from Server Applications Guide
Netscape Application Server 4.0. Includes a sample migration.

Information on solving Sun Java System Application Server problems. Troubleshooting Guide

Utility commands available with the Sun Java System Application Server; written in Utility Reference Manual

manpage style.

Using the Sun™ Java System Message Queue 3.5 software. The Sun Java System

Message Queue
documentation at:

htt p: // docs. sun. coni db?p=pr od
/ s1. slnsgqu

How This Guide Is Organized

This guide provides a Sun Java System Application Server environment overview for
developing applications, and includes the following topics:

e Partl, “Developing Applications’

u]

[n}

[n}

[n}

u]

Chapter 1, “ Setting Up a Development Environment”
Chapter 2, “Securing J2EE Applications’

Chapter 3, “Assembling and Deploying J2EE Applications”
Chapter 4, “Debugging J2EE Applications’

Chapter 5, “Deployment Descriptor Files”

e Partll, “Developing Application Components”

u]

[n}

[n}

[n}

u]

Chapter 6, “Developing Web Applications”

Chapter 7, “Using Enterprise JavaBeans Technology”

Chapter 8, “Using Container-Managed Persistence for Entity Beans’
Chapter 9, “Developing Java Clients’

Chapter 10, “Developing Lifecycle Listeners”

e Partlll, “Using Servicesand APIS’

u]

Chapter 11, “Using the JIDBC API for Database Access’
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Related Information

o Chapter 12, “Using the Transaction Service”
o Chapter 13, “Using the Java Naming and Directory Interface”
o Chapter 14, “Using the Java M essage Service”
o Chapter 15, “Using the JavaMail API”
Finally, an Index is provided.

Related Information

You can find a directory of URLsfor the official specifications at
install_dir/ docs/ i ndex. ht m Additionally, the following resources may be useful:

General J2EE Information:
The J2EE 1.4 Tutorial:
http://java. sun. conij2ee/ 1. 4/ docs/tutorial / doc/i ndex. ht m

Core J2EE Patterns. Best Practices and Design Strategies by Deepak Alur, John Crupi, &
Dan Malks, Prentice Hall Publishing

Java Security, by Scott Oaks, O’ Reilly Publishing

Programming with Servletsand JSPs;

Java Serviet Programming, by Jason Hunter, O’ Reilly Publishing

Java Threads, 2nd Edition, by Scott Oaks & Henry Wong, O’ Reilly Publishing
Programming with EJB components:

Enterprise JavaBeans, by Richard Monson-Haefel, O’ Reilly Publishing
Programming with JDBC:

Database Programming with JDBC and Java, by George Reese, O’ Reilly Publishing

JDBC Database Access With Java: A Tutorial and Annotated Reference (Java Series), by
Graham Hamilton, Rick Cattell, & Maydene Fisher
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Documentation Conventions

Documentation Conventions

This section describes the types of conventions used throughout this guide:

General Conventions

Conventions Referring to Directories

General Conventions

The following general conventions are used in this guide:

File and directory paths are given in UNIX® format (with forward slashes separating
directory names). For Windows versions, the directory paths are the same, except that
backd ashes are used to separate directories.

URLsaregiven in the format:
http://server .domain/path/file.html

In these URLS, server isthe server name where applications are run; domain is your
Internet domain name; path isthe server’sdirectory structure; and fileisan individual
filename. Italic itemsin URLSs are placeholders.

Font conventionsinclude:

o Thenonospace font is used for sample code and code listings, APl and language
elements (such as function names and class names), file names, pathnames,
directory names, and HTML tags.

o Italictypeisused for code variables.

o Italictypeisalso used for book titles, emphasis, variables and placeholders, and
words used in the literal sense.

o Bold typeisused as either a paragraph lead-in or to indicate words used in the
literal sense.

Installation root directoriesfor most platforms are indicated by install_dir in this
document. Exceptions are noted in “ Conventions Referring to Directories’ on page 24.

By default, the location of install_dir on most platformsis:
o Solarisand Linux file-based installations, non-root user:

user’shomedirectory/ SUNWAppser ver
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Documentation Conventions

o Solarisand Linux file-based installations, root user:
/ opt / SU\WAppser ver

o Windows, all installations:
sysemdrive: \ Sun\ AppSer ver

For the platforms listed above, default_config_dir isidentical to install_dir. See
“Conventions Referring to Directories’ on page 24 for exceptions and additional
information.

» Domain root directoriesare indicated by domain_dir in this document, which by
default is an abbreviation for the following:
ingall_dir/ domai ns/ domain_dir

However, for package-based installations, the directory containing all the domains can
be changed from install_dir/ domai ns/ to another directory during installation. In
configuration files, you may see domain_dir represented as follows:

${ com sun. aas. i nst anceRoot }

»  UNIX-specific descriptions throughout this manual apply to the Linux operating
system as well, except where Linux is specifically mentioned.

Conventions Referring to Directories

By default, when using the Solaris package-based or Linux RPM-based installation, the
application server files are spread across several root directories. This guide uses the
following document conventionsto correspond to the various default installation directories
provided:

« install_dir refersto/ opt/ SUNWappser ver , which is the default location for the static
portion of the installation image. All utilities, executables, and libraries that make up
the application server residein this location.

» default_config_dir refersto/ var/ opt/ SUN\Wappser ver / domai ns, which is the default
location for any domains that are created.
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Contacting Sun

Contacting Sun
Y ou might want to contact Sun Microsystems in order to:
*  Give Us Feedback
e Obtain Training
e Contact Product Support

Give Us Feedback

If you have general feedback on the product or documentation, please send this to
appser ver - f eedback@un. com

Obtain Training

Application Server training courses are available at:
http://training. sun.com US/ cat al og/ ent er pri se/ web_appl i cation. htm/
Visit this site often for new course availability on the Sun Java System Application Server.

Contact Product Support

If you have problems with your system, contact customer support using one of the
following mechanisms:

e The online support web site at:
ht t p: // waw. sun. cond suppor t rai ni ng/
e Thetelephone dispatch number associated with your maintenance contract

Please have the following information available prior to contacting support. This helps to
ensure that our support staff can best assist you in resolving problems:

»  Description of the problem, including the situation where the problem occurs and its
impact on your operation

*  Machine type, operating system version, and product version, including any patches
and other software that might be affecting the problem. Here are some of the
commonly used commands:

o Solaris. pkgi nfo, show ev
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Contacting Sun

o Linux: rpm

o All: asadnin version --verbose
» Detailed steps on the methods you have used to reproduce the problem
» Any error logs or core dumps
e Configuration files such as:

o domain_dir/ confi g/ donai n. xni

o aweb application’ sweb. xm file,
when aweb application isinvolved in the problem

»  For an application, whether the problem appears when it is running in a cluster or
standalone
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Chapter 1

Setting Up a Development
Environment

This chapter gives guidelines for setting up an application development environment in the
Sun Java™ System Application Server. Setting up an environment for creating, assembling,
deploying, and debugging your code involvesinstalling the mainstream version of Sun Java
System Application Server and making use of development tools. In addition, sample
applications are available. These topics are covered in the following sections:

» Installing and Preparing the Server for Devel opment
e Development Tools

»  Sample Applications

Installing and Preparing the Server for
Development

The following components are included in the full installation. For more information, see
the Sun Java System Application Server Installation Guide.

e SunJava System Application Server core, including:
o SunJava™ System Message Queue
o PointBase
o deploytool
o Administration Console
« JOK
e Sample Applications
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Development Tools

After you have installed Sun Java System Application Server, you can further optimize the
server for development in these ways:

» Locate utility classes and libraries so they can be accessed by the proper classloaders.
For more information, see “Using the System Classloader” on page 89 or “Using the
Common Classloader” on page 90.

»  Set up debugging. For more information, see Chapter 4, “ Debugging J2EE
Applications.”

e Configure the Java™ Virtual Machine (JVM ™) software. For more information, see
the Sun Java System Application Server Administration Guide.

Development Tools
The following general tools are provided with Sun Java System Application Server:
*  Theasadmin Command
*  The Administration Console

The following development tools are provided with Sun Java System Application Server or

downloadable from Sun;
e Apache Ant
e deploytool

* Migration Tools

The following third-party tools may also be useful:
»  Debugging Tools

e Profiling Tools

The asadmin Command

The asadm n command allows you to configure alocal or remote server and perform both
administrative and devel opment tasks at the command line. For general information about
asadmi n, see the Sun Java System Application Server Administration Guide.
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Development Tools

The Administration Console

The Administration Console lets you configure the server and perform both administrative
and development tasks using a web browser. For general information about the
Administration Console, see the Sun Java System Application Server Administration Guide.

Apache Ant

Y ou can use the automated assembly features available through Ant, a Java-based build tool
available through the A pache Software Foundation:

http://ant.apache. org/

Ant isajava-based build tool that is extended using Java classes. Instead of using shell
commands, the configuration files are XML -based, calling out a target tree where tasks get
executed. Each task isrun by an object that implements a particul ar task interface.

Apache Ant 1.5.4 is provided with Sun Java System Application Server, and can be
launched from the bi n directory using the command asant . Sun Java System Application
Server also provides server-specific Ant tasks for deployment and administration with the
sample applications. For more information about using Ant with Sun Java System
Application Server, see “ Apache Ant Assembly and Deployment Tool” on page 115.

deploytool

Y ou can use the deploytool, provided with Sun Java System Application Server, to
assembl e J2EE applications and modules, configure deployment parameters, perform
simple static checks, and deploy the final result. For more information about using the
deploytool, see the J2EE 1.4 Tutorial:

http://java. sun. conij2ee/ 1. 4/ docs/ tutorial / doc/i ndex. ht m

Migration Tools

The following automated migration tools are downloadable from Sun:

» TheMigration Tool for Application Servers reassembles J2EE applications and
modul es devel oped on these servers:

o IBM Websphere Application Server 4.0
o BEA WebLogic Server 5.1, 6.0, and 6.1

Chapter 1 Setting Up a Development Environment 31


http://ant.apache.org/
http://java.sun.com/j2ee/1.4/docs/tutorial/doc/index.html

Development Tools
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u]

JBoss 3.0

J2EE 1.3.1 Reference |mplementation
Tomcat Web Server 4.1

Sun ONE Application Server 6.5 and 7
Sun ONE Web Server 6.0

Y ou can download the Migration Tool from here:

http://java. sun.conmj2ee/tool s/ asnt_14dr. ht m

e TheMigration Toolbox helps you migrate applications devel oped on NetDynamics and
Netscape Application Servers.

For more information, see Sun Java System Application Server Migrating and Redeploying
Server Applications.

Debugging Tools

Y ou can use several debuggers with the Sun Java System Application Server. For more
information, see Chapter 4, “ Debugging J2EE Applications.”

Profiling Tools

Y ou can use severa profilers with the Sun Java System Application Server. For more
information, see “Profiling” on page 139.
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Sample Applications

Sample Applications

Sample applications that you can examine and deploy are included with the full installation
of the Sun Java System Application Server. Y ou can also download these samples
separately if you installed the Sun Java System Application Server without them initially.

If installed with the Sun Java System Application Server, the samples are in the
install_dir/ sanpl es directory. The samples are organized in categories such asej b, j dbc,
connect or s, i 18n, and so on. Each sample category is further divided into subcategories.
For example, under the ej b category arest at el ess, st at ef ul , securi ty, mdb, bnp, and
cnp subcategories.

Most Sun Java System Application Server samples have the following directory structure:
» Thedocs directory containsinstructions for how to use the sample.
» Thesrc directory contains:

o Source code

o Thebuild. xm file, which definesasant targets for the sample (see “ Apache
Ant” on page 31)

o Deployment descriptors

e Thebuil d, assenbl e, andj avadocs directories are generated as a result of targets
specified inthe bui | d. xn file.

Theinstall_dir/ sanpl es/ conmon. xni file defines properties common to all sample
applications and implements targets needed to compile, assemble, deploy and undeploy
sample applications. In most sample applications, the bui | d. xm file includes
common. xm .

NOTE Before using the samples under install_dir/ sanpl es/ webser vi ces, make
sure to copy the Java XML Pack JAR filesintothej re/ I i b/ endor sed
directory to override the files bundled with the JDK.
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The following figure shows the structure of the hel | owor | d sample:

Figure 1-1 Thehel | owor | d sample
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After you deploy the sample in Sun Java System Application Server, you can invoke it
using the following URL.:

http:// server: port/ hel | owor | d

For a detailed description of the sample and how to deploy and run it, see the associated
documentation at:

ingall_dir/ sanpl es/ ej b/ st at el ess/ si npl e/ docs/ i ndex. ht m
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Chapter 2

Securing J2EE Applications

This chapter describes how to write secure J2EE applications, which contain components
that perform user authentication and access authorization for servlets and EJB business
logic. For information about administrative security for the server, see the Sun Java System
Application Server Administration Guide.

This chapter contains the following sections:

e SunJava System Application Server Security Goals

e SunJava System Application Server Specific Security Features
e SunJava System Application Server Security Model

»  Security Responsihilities Overview

e Common Security Terminology

» Container Security

e Guideto Security Information

e Realm Configuration

* JACC Support

»  Pluggable Audit Module Support

* Theserver.policy File

*  Programmatic Login

e User Authentication for Single Sign-on

e Defining Roles

e Authenticating an Application Client Using the JAAS Module
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Sun Java System Application Server Security
Goals

In an enterprise computing environment, there are many security risks. The Sun Java
System Application Server's goal isto provide highly secure, interoperable, and distributed
component computing based on the J2EE security model. Security goalsinclude:

Full compliance with the J2EE security model (for more information, see the J2EE
specification, v1.4 Chapter 3 Security)

Full compliance with the EJB v2.1 security model (for more information, see the
Enterprise JavaBean specification v2.1 Chapter 15 Security Management). This
includes EJB role-based authorization.

Full compliance with the Java Servlet v2.3 security model (for more information, see
the Java Servlet specification, v2.3 Chapter 11 Security). Thisincludes servlet
role-based authorization.

Support for single sign-on across all Sun Java System Application Server applications
within asingle security domain.

Security support for ACC Clients.

Support for severa underlying authentication realms, such as simple file and LDAP.
Certificate authentication is also supported for SSL client authentication. For Solaris,
OS platform authentication is supported in addition to these.

Support for declarative security via Sun Java System Application Server specific
XML-based role mapping.

Support for JACC (Java Authorization Contract for Containers) pluggable
authorization asincluded in the J2EE 1.4 specification and defined by JSR-115.

Sun Java System Application Server Specific
Security Features

The Sun Java System Application Server supports the J2EE v1.4 security model, aswell as
the following features which are specific to the Sun Java System Application Server:
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Single sign-on across al Sun Java System Application Server applications within a
single security domain

Programmatic login

A GUI-based deploytool for building XML files containing the security information.
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Sun Java System Application Server Security

Model

Secure applications require a client to be authenticated as a valid application user and have
authorization to access servlets, JSPs, and EJB businesslogic. Sun Java System Application
Server supports security for web, ACC, web service, and IMS clients.

Applications with secure web and EJB containers may enforce the following security
processes for clients:

e Authenticate the caller
» Authorize the caller for access to the EJB business methods

The following diagram shows the Sun Java System Application Server security model.

Browser » Web Server |- >
X (optional) |
Servlet/ >
b JSP <
We - R
Service > Web_Server - >
Client | (optional) |«
1 Realm
A
ACC . N
Client <« EB P
2
A
JMS JMS N
Client < Provider < MDB | ¢

Sun Java System Application Server

Web Application and URL Authorizations

Secure web applications may have authentication and authorization properties. The web
container supports three types of authentication: basic, certificate, and form-based. When a
browser requests the main application URL, the web container collects the user
authentication information (for example, username and password) and passesit to the
security service for authentication.
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Sun Java System Application Server consults the security policies (derived from the
deployment descriptors) associated with the web resource to determine the security roles
used to permit resource access. The web container tests the user credentials against each
role to determine if it can map the user to therole.

Invocation of Enterprise Bean Methods

Once the browser client has been authenticated and authorized by the web container and the
servlet or JSP performs a method call to the EJB component, the user’s credentials
(gathered during the authentication process) are propagated to the EJB container. A secure
EJB container has a deployment descriptor with authorization properties, which are used to
enforce access control on the bean method. The EJB container uses role information
received from the EJB JAR deployment descriptors to decide whether it can map the caller
to the role and allow access to the bean method.

ACC Client Invocation of Enterprise Bean
Methods

For ACC clients, a secure EJB container consults its security policies (obtained from the
deployment descriptors) to determine if the caller has the authority to access the bean
method. This process is the same for both web and ACC clients.

Security Responsibilities Overview
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A J2EE platform’s primary goal isto isolate the developer from the security mechanism
details and facilitate a secure application deployment in diverse environments. Thisgoal is
addressed by providing mechanisms for the application security specification requirements
declaratively and outside the application.

Application Developer

The application devel oper is responsible for the following:
e Specifying application roles.

»  Defining role-based access restrictions for the application components (Servlets/ JSPs
and EJB components).
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e |f programmatic security is used, verifying the user roles and authorizing access to
features based on these rol es. (Programmatic security management is discouraged since
it hard codes the security login in the application instead of allowing the containers to
manage it.)

Application Assembler

The application assembler or application component provider must identify all security
dependencies embedded in a component including:

e All role names used by the componentsthat call i sCal | er I nRol e or i sUser | nRol e.
» Referencesto all external resources accessed by the components.

» Referencesto all intercomponent calls made by the component.

Application Deployer

The Sun Java System Application Server deploytool is used to map the views provided by
the assembler to the policies and mechanisms specific to the operational environment. The
security mechanisms configured by the application deployer are implemented by the
containers on behalf of the components hosted in the containers.

The application deployer takes all component security views provided by the assembler and
uses them to secure a particular enterprise environment in the application, including:

e Assigning users or groups (or both) to security roles.

» Refinesthe privileges required to access component methods to suit the requirements
of the specific deployment scenario.

Common Security Terminology

The most common security processes are authentication, authorization, realm assignment,
and role mapping. The following sections define this terminology.
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Authentication

Authentication verifies the user. For example, the user may enter a username and password
in aweb browser, and if those credentials match the permanent profile stored in the active
realm, the user is authenticated. The user is associated with a security identity for the
remainder of the session.

Authorization

Authorization permits a user to perform the desired operations, after being authenticated.
For example, a human resources application may authorize managersto view personal
employee information for all employees, but allow employeesto only view their own
personal information.

Realms

A realm, also called a security policy domain or security domain in the J2EE specification,
is a scope over which acommon security policy is defined and enforced by the security
administrator of the security service. Supported realms in Sun Java System Application
Server arefil e, | dap,certificate, andsol ari s. For information about how to
configure arealm, see “Realm Configuration” on page 44.

Role Mapping

A client may be defined in terms of a security role. For example, acompany might use its
employee database to generate both a company wide phone book application and to
generate payroll information. Obviously, while all employees might have access to phone
numbers and email addresses, only some employees would have access to the salary
information. Employees with the right to view or change salaries might be defined as
having a special security role.

A roleisdifferent from a user group in that arole defines afunction in an application, while
agroup isaset of userswho are related in some way. For example, members of the groups
astronauts, scientists, and (occasionaly) politicians all fit into the role of
FoaceShuttlePassenger.

The EJB security model describes roles (as distinguished from user groups) as being
described by an application devel oper and independent of any particular domain. Groups
are specific to a deployment domain. It is up to the deployer to map roles into one or more
groups for each application or module.
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Container Security

In the Sun Java System Application Server, roles correspond to users or groups (or both)
configured in the active realm.

Container Security

The component containers are responsible for providing J2EE application security. There
are two security forms provided by the container:

e Programmatic Security
e Declarative Security

Programmatic Security

Programmatic security iswhen an EJB component or servlet uses method callsto the
security AP, as specified by the J2EE security model, to make business logic decisions
based on the caller or remote user’ s security role. Programmatic security should only be
used when declarative security alone isinsufficient to meet the application’s security
model.

The J2EE specification, v1.4 defines programmatic security as consisting of two methods of
the EJB EJBCont ext interface and two methods of the servlet H t pSer vl et Request
interface. The Sun Java System Application Server supports these interfaces as specified in
the specification.

For more information on programmatic security, see the following:
e Section 3.3.6, Programmatic Security, in the 2EE Specification,v1.4
* “Programmatic Login” on page 62

Declarative Security

Declarative security means that the security mechanism for an application is declared and
handled externally to the application. Deployment descriptors describe the J2EE
application’s security structure, including security roles, access control, and authentication
requirements.

The Sun Java System Application Server supports the DTDs specified by J2EE v1.4 and
has additional security elementsincluded in its own deployment descriptors. Declarative
security is the application deployer’ s responsibility.
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There are two levels of declarative security, asfollows:
» Application Level Security
e Component Level Security

Application Level Security

The application XML deployment descriptor (appl i cat i on. xm ) contains authorization
descriptors for all user roles for accessing the application’s servlets and EJB components.
On the application level, al roles used by any application container must belisted in a
rol e- nanme element in this file. The role names are scoped to the EJB XML deployment
descriptors (ej b-j ar. xn and sun-ej b-j ar. xm files) and to the serviet XML
deployment descriptors (web. xni and sun-web. xn files). The sun-appl i cati on. xni
file must also contain matching securi ty-r ol e- mappi ng elementsfor each r ol e- nane
used by the application.

Component Level Security
Component level security encompasses web components and EJB components.

A secure web container authenticates users and authorizes access to a servlet or JSP by
using the security policy laid out in the serviet XML deployment descriptors (web. xm and
sun-web. xm files). Once the user has been authenticated and authorized, the servlet passes
on user credentials to an EJB component to establish a secure association with the bean.

The EJB container is responsible for authorizing access to a bean method by using the
security policy laid out in the EJB XML deployment descriptors (ej b-j ar . xmi and
sun-ej b-jar. xm files).

Guide to Security Information
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Each information type below is shown with a short description, the location where the
information resides, how to create the information, how to access the information, and
where to look for further information.

e User Information

*  Security Roles
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User Information

User name, password, and so on.

Location:
The location of the user information depends on the realm being used:

» Forthefil e realm, the users and groups are listed in the key file, which islocated in
domain_dir/ confi g.

e For thel dap realm, the users and groups are stored in an external LDAP directory.

e Forthecertificate ream, the user identities are obtained from cryptographically
verified client certificatesinthe cacert s. j ks and keyst or e. j ks files. Thesefiles
are located in domain_dir/ conf i g by default.

e Forthesol aris ream, the users and groups are stored in the underlying Solaris user
database, as determined by the system’s PAM configuration.

For more information about these realms, see “Realm Configuration” on page 44.

How to Create:

How to create users and define groups is specific to the realm being used. The Sun Java
System Application Server does not provide administration capabilities for external realms
such as Solaris/PAM or LDAP. Consult your Solaris or LDAP server documentation for
details.

Security Roles

Role that defines an application function, made up of a number of users, groups, or both.
The relationship between users and groups is determined by the specific realm
implementation being used.

Location:
Roles are defined in the J2EE application deployment descriptors.

How to Create:
Use the Sun Java System Application Server Administration Console, the deploytool, or the
asadm n depl oy command for application assembly and deployment.

How To Access:

Usei sCal | er I nRol e() totest for auser’srole membership. For example, inthefollowing
code, if secur edMet hod() can be accessed by the Manager role, the call to

sctx.isCall erl nRol e("Manager") returnstr ue.
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public class SecTestEJB i npl enents Sessi onBean

{
private SessionContext sctx = null;
public void set Sessi onCont ext ( Sessi onCont ext sc)
{
sctx = sc;
}
public void securedMet hod( )
{
Systemout.printIn( sctx.isCallerlnRole( "Mnager" ) );
}
}

Realm Configuration
This section covers the following topics:
e How to Configure a Realm and Set the Default Realm
* How to Set aRealm for an Application or Module
e Supported Realms

How to Configure a Realm and Set the Default
Realm

Y ou can configure arealm in one of these ways:
e Using the Administration Console

»  Using the asadmin Command

»  Editing the domain.xml File

If you use the Administration Console or edit the domai n. xm file, you can set the default
realm.
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Using the Administration Console
To configure arealm using the Administration Console:

1.

10.
11.
12.
13.

Login to the Administration Console by going to the following URL in your web
browser:

htt p:// hod: port/ asadm n

For example:

http://1 ocal host: 4848/ asadmi n

Open the Security component.

Open the Realms component under the Security component.
Go to the Realms page.

Click on the check boxes of the realms you wish to activate.

Use the New and Delete buttons to add and remove realms. To edit aream, click onits
name.

If you are adding or editing arealm, enter the realm’ s name and classname.

To add a property, click the Add Property button and enter the property name and
value. To delete properties, check the properties you want to delete, then click the
Delete Properties button.

For thefi | e realm, you can click on the Manage Users button to add, delete, or edit
users. See “file” on page 48.

Select the Save button to finish adding or editing the realm.
Go to the Security page.
Select a default realm, then select the Save button.

Restart the server.

Using the asadmin Command
Y ou can use the asadnmi n command to configure realms on local servers.

asadmin create-auth-realm

Theasadni n creat e- aut h- r eal mcommand configures arealm. The syntax is as
follows, with defaults shown for optional parameters that have them:

asadm n create-auth-real m--user usr --classname realm dass
[--isdefaul t=true] [--property (name=value)[: name=valueg] *] realm name
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For more information about the optional general asadmi n parameters (- - passwor d,
--passwordfile,--host,--port,--secure,--terse,--echo,and--interactive),
see the Sun Java System Application Server Administration Guide.

For example, the following command configuresthecerti fi cat e ream:

asadnmin create-auth-real m--user joeuser --classname
comsun.enterprise.security.auth.realmecertificate. CertificateReal mcertificate

asadmin delete-auth-realm

Theasadnm n del et e- aut h- r eal mcommand deactivates arealm. The syntax isas
follows, with defaults shown for optional parameters that have them:

asadm n del et e-auth-real m--user user realm name
For exampl e, the following command deactivatesthecerti fi cat e ream:
asadm n del ete-auth-real m--user joeuser certificate

asadmin list-auth-realms

Theasadni n |i st -aut h-real ns command listsall realms. The syntax isasfollows, with
defaults shown for optional parameters that have them:

asadnmin |ist-auth-real ms --user user [ config name
For example, the following command lists al realms:

asadnmin |ist-auth-real ms --user joeuser

Editing the domain.xml File

Behind the scenes, the default realm is set inthe securi t y- servi ce element in the
domai n. xm file. Thesecuri ty- servi ce configuration looks like this:

<security-service default-real m="file">
<aut h-real m nane="fil e"
cl assnane="com sun. enterprise.security.auth.realmfile.FileReal >
<property nane="file" val ue="domain dir/ confi g/ keyfile"/>
<property nane="jaas-context" val ue="fil eReal n{/>
</ aut h-real n»

</ security-service>

Thedef aul t - r eal mattribute pointsto the realm the server isusing. It must point to one of
the configured aut h- r eal mnames. The default isthefi | e realm.

The audit flag determines whether auditing information islogged. If set tot r ue, the server
logs audit messages for all authentication and authorization events.
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If you change the realm configuration, you must restart the server for the change to take
effect.

For more information about the domai n. xn file, see the Sun Java System Application
Server Reference.

How to Set a Realm for an Application or Module

The following deployment descriptor elements have optional r eal mor r eal m nane data
subelements that override the domain’s default realm:

e sun-applicationéeementinsun-application.xm
e web- app element inweb. xm
* sun-ej b-jar elementinsun-gj b-jar. xm

If modules within an application specify conflicting realms, these are ignored. If present,
the realm defined in sun- appl i cati on. xm isused, otherwise the domain’s default realm
isused.

For example, arealm is specified in sun- appl i cat i on. xm asfollows:

<sun-appl i cati on>

<real np| dap</real n»
</ sun-appl i cati on>

For more information about the deployment descriptor files and elements, see Chapter 5,
“Deployment Descriptor Files.”

Supported Realms

The following realms are supported in Sun Java System Application Server:
e file

e ldap

» certificate

e solaris

e Creating a Custom Realm
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file
Thefil e realmisthe default realm when you first install the Sun Java System Application
Server. It has the following configuration characteristics:

* Name-file
e Classname-comsun. enterprise.security.auth.realmfile.FileReal m
Required properties are as follows:

e file-Thenameof thefilethat stores user information. By default thisfileis named
keyfil e andisinthe domain root directory, typically
install_dir/ domai ns/ domain_dir/ confi g.

e jaas-context - Thevalue must befil eReal m

The user information fileisinitially empty, so you must add users before you can use the
fil e ream. You can configure usersin one of these ways:

» Using the Administration Console

»  Using the asadmin Command

Using the Administration Console

To configure auser inthefi | e realm using the Administration Console:

1. Login to the Administration Console by going to the following URL in your web
browser:

htt p: // hogt: port/ asadm n
For example:
http://1 ocal host: 4848/ asadmi n
2. Open the Security component.
3. Open the Realms component under the Security component.
4. Gotothefile page.
5. Click on the Manage Users button.
6. To activate auser, check the box by the user’s name.

7. Toadd anew user, click on the New button. To modify information for a user, click on
the user’snamein the list. In either case, enter the following information:

o User ID (required if new) - The name of the user.

o Password (required) - The user’s password.
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o Retype Password (required) - The user’s password again, for verification.
o Group List (optional) - A comma-separated list of the groups the user belongs to.
8. Click on the Save button.

9. You do not need to restart the server.

Using the asadmin Command

Theasadnin create-fil e-user command createsone user inthefi | e ream. Its syntax
is asfollows, with defaults shown for optional parameters that have them:

asadmn create-file-user --user user [--userpassword user_passnord]
[--aut hreal mame auth realm name] [--groups user_group| : user_group] *] user_name

For more information about the optional general asadmi n parameters (- - passwor d,
--passwordfile,--host,--port,--secure,--terse,--echo,and--interactive),
see the Sun Java System Application Server Administration Guide.

For example, the following command adds user dsanchez to thefi | e realm and assigns
secr et asthisuser’s password. The - - user parameter specifies the administrative user.

asadm n create-file-user --user joeuser --userpassword secret dsanchez

Theasadn n del ete-fil e-user command removes one user from thefi | e ream. Its
syntax is as follows, with defaults shown for optional parameters that have them:

asadnmin del ete-file-user --user usx user_name

For example, the following command removes user dsanchez fromthefil e realm. The
- -user parameter specifies the administrative user.

asadm n delete-file-user --user joeuser dsanchez

Theasadni n updat e-fi |l e-user command changesinformation for one user inthefil e
realm. Its syntax is as follows, with defaults shown for optional parameters that have them:

asadm n update-file-user --user use [--userpassword user_passmord] [ --groups
user_group| : user_group] *] user_name

For example, the following command changes the password for user dsanchez topri vat e.
The - - user parameter specifies the administrative user.

asadm n update-file-user --user joeuser --userpassword private dsanchez

Theasadnin list-file-users command listsusersinthefil e realm. Its syntax isas
follows, with defaults shown for optional parameters that have them:

asadmn list-file-users --user user [ config name
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For example, the following command listsfi | e realm users. The - - user parameter
specifies the administrative user.

asadmn list-file-users --user joeuser

Theasadnin list-file-groups command listsgroupsinthefil e realm. Itssyntax isas
follows, with defaults shown for optional parameters that have them:

asadmn list-file-groups --user user [--nane user_name] [ config name]

For example, the following command listsfi | e realm groups for user dsanchez. The
- - user parameter specifies the administrative user.

asadmn list-file-groups --user joeuser --name dsanchez

Idap

Thel dap ream allows you to use an LDAP database for user security information. It has
the following configuration characteristics:

e Name-Idap

e Classname-com sun. enterprise. security. auth.real m| dap. LDAPReal m
Required properties are as follows:

 directory - TheLDAP URL toyour server.

* base-dn - Thebase DN for the location of user data. This base DN can be at any level
above the user data, since atree scope search is performed. The smaller the search tree,
the better the performance.

e jaas-context - Thevalue must bel dapReal m
Y ou can add the following optional properties to tailor the LDAP realm behavior.

e search-filter - Thesearch filter to use to find the user. The default isui d=% (%
expands to the subject name).

* group- base- dn - Thebase DN for thelocation of groups data. By default it is same as
the base- dn, but it can be tuned if necessary.

» group-search-filter - Thesearchfilter to find group memberships for the user.
The default is uni quenenber =% (% expands to the user element DN).

* group-target - The LDAP attribute name that contains group name entries. The
default is ON.

e search-bi nd-dn - An optional DN used to authenticate to the directory for
performing thesear ch-fi | t er lookup. Only required for directoriesthat do not allow
anonymous search.
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e search- bi nd- passwor d - The LDAP password for the DN givenin
sear ch- bi nd- dn.

Y ou must create the user(s) in your LDAP directory. Y ou can do this from the Sun Java™
System Directory Proxy Server 52004Q2 console in the Users & Groups main tab, or
through any other administration tool which supports LDAP and your directory’s schema.

Thepri nci pal - nanme used in the deployment descriptors must correspond to your LDAP
user information.

For example, suppose an LDAP user, j oe | ava, isdefined in your LDAP directory as
follows:

ui d=j j ava, ou=Peopl e, dc=acne, dc=com
ui d=jjava

gi venNane=j oe

obj ect d ass=t op

obj ect d ass=per son

obj ect d ass=or gani zat i onal Person
obj ect A ass=i net or gper son

sn=j ava

cn=j oe java

The required propertiesin the dap realm configuration would be as follows:
» Thedirect ory would be the LDAP URL to your server, for example:
| dap: //1 dap. acne. com 389

*  Thebase- dn could be ou=Peopl e, dc=acne, dc=com Notethat it could also be rooted
at a higher point, for example dc=acne, dc=com but searches would traverse alarger
part of the tree, impacting performance.

e Thej aas-cont ext must bel dapReal m

certificate

Thecertifi cat e realm supports SSL authentication. This realm sets up the user identity
in the Sun Java System Application Server’s security context, and populates it with user
data obtained from cryptographically verified client certificatesin thecacerts. j ks and
keyst ore. j ks files, which are located in domain_dir/ conf i g by default. The 2EE
containers then handle authorization processing based on each user’s DN from his or her
certificate. Thisream has the following configuration characteristics:

e Name-certificate
e Classname -

comsun.enterprise.security.auth.real mcertificate. CertificateReal m
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Y ou can add the following optional property to tailor the certificate realm behavior.

» assign-groups - If thisproperty is set, its value is taken to be a comma-separated list
of group names. All clients who present valid certificates are assigned membership to
these groups for the purposes of authorization decisions in the web and EJB containers.

When you deploy an application, you must specify CLI ENT- CERT as the authentication
mechanism in theweb. xm file asfollows:

<l ogi n-confi g>
<aut h- met hod>CLI ENT- CERT</ aut h- net hod>
</l ogi n-confi g>

Y ou must obtain a client certificate and install it in your browser to complete the setup for
client certificate authentication. For details on how to set up the server and client
certificates, see the Sun Java System Application Server Administration Guide.

Y ou can configure SSL authentication in these ways:

e Configureanssl subelement of anhttp-1istener oriiop=listener elementin
domai n. xni , then restart the server. For more information about the donai n. xni file,
see the Sun Java System Application Server Reference.

*  Usethe Administration Console, as follows:

a. Login tothe Administration Console by going to the following URL in your web
browser:

htt p:// hog: port/ asadm n
For example:
http://1 ocal host: 4848/ asadmi n
b. Openthe HTTP Service or ORB component.
c. OpentheHTTP Listenersor 11OP Listeners component.
d. Select thelistener for which you want to configure SSL.
e. Editthe SSL3/TLS Settings for the listener.
f.  Select the Save button.
g. Restart the server.
Y ou can change the location of thecacert s. j ks and keyst or e. j ks filesasfollows:

1. Setthe STRUSTSTORE and $KEY STORE system variables to the locations of the
cacerts. j ks and keyst ore. j ks files.
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2. Login to the Administration Console by going to the following URL in your web
browser:

htt p:// hod: port/ asadm n

For example:

http://1 ocal host: 4848/ asadmi n
3. Gotothe Application Server page.

4. Select the WM Settings tab and the General option (WM™ is an abbreviation of
Java™ Virtual Machine).

5. Add the following to the Debug Options field:

-D avax. net . ssl . t rust St or e=$TRUSTSTORE
- D avax. net . ssl . keySt or e=$KEYSTCRE

6. Click Save.

7. Restart the server.

solaris

Thesol ari s realm allows authentication using Solaris user nane+passwor d data. This
realm is only supported on Solaris 9. It has the following configuration characteristics:

* Name-solaris

» Classname-
comsun.enterprise.security.auth.real msolaris. Sol ari sReal m

Required properties are as follows:

e jaas-context - Thevalue must besol ari sReal m

NOTE The Solaris realm invokes the underlying PAM infrastructure for
authenticating. If the configured PAM modules require root privileges, the
domain must run as root to use this realm. For details, see the “Using
Authentication Services (Tasks)” chapter in the Solaris 9 Systems
Administrators Guide: Security Services.

Solaris supports an enhanced method for controlling access to resources
called Role Based Access Control (RBAC). Sun Java System Application
Server includes RBAC fecilities for its administrative commands. For
details, see the “ Role-Based Access Control (Overview)” chapter in the
Solaris 9 Systems Administrators Guide: Security Services.
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Creating a Custom Realm

Y ou can create a custom realm by providing a Java Authentication and Authorization
Service (JAAS) login module and arealm implementation. Note that client-side JAAS|ogin
modules are not suitable for use with Sun Java System Application Server. For more
information about JAAS, refer to the JAAS specification for Java 2 SDK, v 1.4, available
here:

http://]ava. sun. com product s/ j aas/

A sample application that uses a custom realm is available with the Sun Java System
Application Server here:

ingall_dir/ sanpl es/ security/real ms

Custom realms must extend the

com sun. enterprise. security. auth. | ogi n. Passwor dLogi nMbdul e class. Thisclass
extendsj avax. securi ty. aut h. spi . Logi nhbdul e. Custom realms must not extend
Logi nModul e directly.

Custom login modules must provide an implementation for one abstract method defined in
Passwor dLogi nMbdul e:

abstract protected void authenticate() throws Logi nException

This method performs the actual authentication. The custom login module must not
implement any of the other methods, such as! ogi n(), | ogout (), abort (), conmit (), or
initialize().Defaultimplementations are provided in Passwor dLogi nMbdul e which
hook into Sun Java System Application Server infrastructure.

The custom login module can access the following protected object fields, which it inherits
from Passwor dLogi nModul e. These contain the user name and password of the user to be
authenticated:

protected String _usernang;
protected String _password,;

The aut hent i cat e() method must end with the following sequence:

String[] grpList;

/1 populate grpList with the set of groups to which

/1 _username belongs in this realm if any

return commtAut hentication(_usernanme, _password, _currentRealm grpList);

Custom realms must also implement a Real mclass which extends the
com sun. enterprise. security. auth. real m | ASReal mclass.
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Custom realms must implement the following methods:

public void init(Properties props) throws BadReal nExcepti on,
NoSuchReal nExcept i on

This method is invoked during server startup when the realm isinitially loaded. The pr ops
argument contains the properties defined for thisrealm in donai n. xnl . The realm can do
any initialization it needs in this method. If the method returns without throwing an
exception, Sun Java System Application Server assumes the realm is ready to service
authentication regquests. If an exception isthrown, the realm is disabled.

public String getAut hType()

This method returns a descriptive string representing the type of authentication done by this
realm.

public abstract Enuneration get G oupNanes(String usernane) throws
I nval i dQperati onException, NoSuchUser Exception

This method returns an Enurrer at i on (of St ri ng objects) enumerating the groups (if any)
to which the given user nane belongsin thisrealm.

JACC Support

JACC (Java Authorization Contract for Containers) is part of the J2EE 1.4 specification and
defined by JSR-115. JACC defines an interface for pluggabl e authorization providers. This
providesthird parties with amechanism to develop and plug in modules that are responsible
for answering authorization decisions during J2EE application execution. The interfaces
and rules used for developing JACC providers are defined in the JACC 1.0 specification.

The Sun Java System Application Server provides a simple file-based JACC-compliant
authorization engine as adefault JACC provider. As part of specifying an aternate
provider, you can configure the provider in the Sun Java System Application Server in one
of these ways:

e Using the Administration Console

e Editing the domain.xml File

Using the Administration Console
To specify an alternate JACC provider using the Administration Console:

1. Login to the Administration Console by going to the following URL in your web
browser:

htt p: // hod: port/ asadm n
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For example:
http://1 ocal host: 4848/ asadmi n
2. Open the Security component.
3. Open the JACC Providers component under the Security component.
4. Go tothe JACC Providers page.
5. Click on the check boxes of the JACC providers you wish to activate.

6. Usethe New and Delete buttons to add and remove JACC providers. To edit aJACC
provider, click on its name.

7. If you are adding or editing a JACC provider, enter the following information:
o Name - The application name as displayed in the deployed application list

o Policy Configuration - The name of the class that implements the policy
configuration factory

o Policy Provider - The name of the class that implements the policy factory
8. Select the Save button.
9. Restart the server.

Editing the domain.xml File

Behind the scenes, the JACC provider isset inthesecuri ty- servi ce element in the
domai n. xm file. Thesecuri ty- servi ce configuration looks like this:

<security-service jacc="defaul t">

<j acc- provi der
name="def aul t"
pol i cy- provi der ="com sun. ent erpri se. security. provider. Pol i cyWapper"
pol i cy-configurati on-factory-provi der="com sun. enterprise.security.
provi der. Pol i cyConfi gurationFact oryl npl ">
<property nane="repository"
val ue="domain_dir/ gener at ed/ pol i cy"/ >
</ jacc- provi der >

</ security-service>

For more information about the domai n. xn file, see the Sun Java System Application
Server Reference.
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Pluggable Audit Module Support

Y ou can create a custom audit module. This section covers the following topics:
»  Configuring an Audit Module
* TheAuditModule Class

Configuring an Audit Module

To configure an audit module, you can perform one of the following tasks:
» Using the Administration Console
e Using the asadmin Command

e Editing the domain.xml File

Using the Administration Console
To specify an audit module using the Administration Console:

1. Login to the Administration Console by going to the following URL in your web
browser:

htt p:// hod: port/ asadm n
For example:

http://1 ocal host : 4848/ asadm n

2. Open the Security component.
3. Open the Audit Modules component under the Security component.
4. Go tothe Audit Modules page.

5. Click on the check boxes of the audit modules you wish to activate.

6. Usethe New and Delete buttons to add and remove audit modules. To edit an audit
module, click on its name.

7. If you are adding or editing an audit module, enter the following information:
o Name - The application name as displayed in the deployed application list
o Classname - The fully qualified name of the class that implements this module

8. Select the Save button.
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9. Restart the server.

Using the asadmin Command
Y ou can use the asadnmi n command to configure realms on local servers.

asadmin create-audit-module

Theasadnm n creat e- audi t - modul e command configures an audit module. The syntax
is asfollows, with defaults shown for optional parameters that have them:

asadm n create-audit-nodul e --user user --classname audit module class
[--property (name=value) [ : name=valug] *] audit_module_name

For more information about the optional general asadmi n parameters (- - passwor d,
--passwordfile,--host,--port,--secure,--terse,--echo,and--interactive),
see the Sun Java System Application Server Administration Guide.

For example:

asadnmin create-audit-nodul e --user joeuser --classnane
comsun.enterprise.security.Audit auditl

asadmin delete-audit-module

Theasadni n del et e- audi t - modul e command deactivates an audit module. The syntax
is asfollows, with defaults shown for optional parameters that have them:

asadm n del et e-audi t-nodul e --user user audit module name
For example:
asadm n del et e-audi t-nodul e --user joeuser auditl

asadmin list-audit-modules

Theasadn n |i st-audit-nodul es command lists al audit modules. The syntax is as
follows, with defaults shown for optional parameters that have them:

asadmn |ist-audit-nodul es --user use [ config namel
For exampl e, the following command lists audit modules.

asadnmin |ist-audit-mdul es --user joeuser
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Editing the domain.xml File

Behind the scenes, an audit module can be set inthe securi t y- servi ce element in the
domai n. xm file. Thesecuri ty- servi ce configuration looks like this:

<security-service>

<audi t - nodul e
name="def aul t"
cl assnane="com sun. enterprise. security. Audi t">
<property nane="audi tn" val ue="fal se"/>

</ audi t - modul e>

</ security-service>
Thecl assnane must extend com sun. appserv. securi ty. Audi t Modul e.

For more information about the domai n. xn file, see the Sun Java System Application
Server Reference.

The AuditModule Class

Y ou can create a custom audit module by implementing a class that extends

com sun. appserv. security. Audi t Modul e. The Audi t Modul e class provides default
“no-op” implementations for each of the following methods, which your custom class can
override.

public void init(Properties props)

This method isinvoked during server startup when the audit module isinitialy loaded. The
pr ops argument contains the properties defined for this module in domai n. xni . The
module can do any initialization it needs in this method. If the method returns without
throwing an exception, Sun Java System Application Server assumes the module realm is
ready to service audit requests. If an exception is thrown the module is disabled.

public void authentication(String user, String real m bool ean success)

This method is invoked when an authentication request has been processed by arealm for
the given user. The success flag indicates whether the authorization was granted or denied.

public voi d webl nvocation(String user, HtpServletRequest req, String type,
bool ean success)

Thismethod isinvoked when aweb container call has been processed by authorization. The
success flag indicates whether the authorization was granted or denied. Ther eq object is
the standard H: t pSer vl et Request object for thisrequest. Thet ype string is one of
hasUser Dat aPer mi ssi on or hasResour cePer mi ssi on (see JSR-115).
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public void ejblnvocation(String user, String ejb, String method, bool ean
success)

This method isinvoked when an EJB container call has been processed by authorization.
The success flag indicates whether the authorization was granted or denied. Theej b and
met hod strings describe the EJB component and its method that is being invoked.

public void shutdown()

This method isinvoked once, during normal server shutdown. It provides the audit module
an opportunity to record server shutdown events and to perform any necessary internal
cleanup.

The server.policy File

Each Sun Java System Application Server domain has its own standard J2SE policy file,
located in the domain root directory, typically install_dir/ domai ns/ domain_dir/ confi g.
Thefileisnamed server. pol i cy.

Sun Java System Application Server is a J2EE 1.4-compliant application server. Assuch, it
follows the requirements of the J2EE specification, including the presence of the security
manager (the Java component that enforces the policy) and alimited permission set for
J2EE application code.

This section covers the following topics:
» Default Permissions

»  Changing Permissions for an Application

Default Permissions

Internal server codeis granted all permissions. These are covered by the Al | Per ni ssi on
grant blocks to various parts of the server infrastructure code. Do not modify these entries.

Application permissions are granted in the default grant block. These permissions apply to
all code not part of theinternal server code listed previously. Sun Java System Application
Server does not distinguish between EJB and web module permissions. All code is granted
the minimal set of Web component permissions (which is a superset of the EJB minimal
set).

A few permissions above the minimal set are also granted in the default ser ver . pol i cy
file. These are necessary dueto variousinternal dependencies of the server implementation.
J2EE application developers must not rely on these additional permissions.
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One additional permission is granted specifically for using connectors. If connectors are not
used in a particular domain, you should remove this permission, because it is not otherwise
necessary.

Changing Permissions for an Application

The default policy for each domain limits the permissions of J2EE deployed applications to
the minimal set of permissions required for these applications to operate correctly. If you
develop applications that require more than this default set of permissions, you can edit the
server. pol i cy fileto add the custom permissions that your applications need.

Y ou should add the extra permissions only to the applications that require them, not to al
applications deployed to adomain. Do not add extra permissions to the default set (the grant
block with no codebase, which appliesto all code). Instead, add a new grant block with a
codebase specific to the application requiring the extra permissions, and only add the
minimally necessary permissionsin that block.

NOTE Donot addj ava. security. Al | Perni ssi on totheserver. policy file
for application code. Doing so completely defeats the purpose of the
security manager, yet you still get the performance overhead associated
with it.

As noted in the J2EE specification, an application should provide documentation of the
additional permissions it needs. If an application requires extra permissions but does not
document the set it needs, contact the application author for details.

Asalast resort, you can iteratively determine the permission set an application needs by
observing AccessCont r ol Except i on occurrencesin the server log. If thisis not
sufficient, you can add the - Oj ava. securi ty. debug=al | JVM option to the domain. For
details, see the Sun Java System Application Server Administration Guide or the Sun Java
System Application Server Reference.

Y ou can use the J2SE standard pol i cyt ool or any text editor to edit the ser ver. pol i cy
file. For more information, see:

http://java. sun. coni docs/ books/ t utori al / securityl.2/tour2/index. ht m

For detailed information about the permissions you can set in the ser ver . pol i cy file, see:
http://java. sun. conij2se/ 1. 4/ docs/ gui de/ securi ty/ per m ssi ons. ht m

The Javadoc for the Per ni ssi on classis here:

http://java. sun.comj2se/ 1. 4/ docs/ api/j aval securi ty/ Perm ssi on. ht n
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Programmatic Login

Programmatic Login

Programmatic login allows a deployed J2EE application to invoke alogin method. If the
login is successful, aSecuri t yCont ext isestablished asif the client had authenticated
using any of the conventional J2EE mechanisms.

Programmatic login is useful for an application that has special needs which cannot be
accommodated by any of the J2EE standard authentication mechanisms.

NOTE Programmatic login is specific to Sun Java System Application Server and
not portable to other application servers.

This section contains the following topics:
»  Precautions
»  Granting Programmatic Login Permission

»  The ProgrammaticL ogin Class

Precautions

The Sun Java System Application Server is not involved in how the login information
(user, passwor d) is obtained by the deployed application. Programmatic login places the
burden on the application devel oper with respect to assuring that the resulting system meets
their security requirements. If the application code reads the authentication information
across the network, it is up to the application to determine whether to trust the user.

Programmatic login allows the application developer to bypass the application
server-supported authentication mechanisms and feed authentication data directly to the
security service. While flexible, this capability should not be used without some
understanding of security issues.

Since this mechanism bypasses the container-managed authentication process and
sequence, the application developer must be very careful in making sure that authentication
is established before accessing any restricted resources or methods. It is also the application
developer’ s responsibility to verify the status of the login attempt and to ater the behavior
of the application accordingly.

The programmatic login state does not necessarily persist in sessions or participatein single
sign-on.
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Lazy authentication is not supported for programmatic login. If an access check is reached
and the deployed application has not properly authenticated via the programmatic login
method, access is denied immediately and the application may fail if not properly coded to
account for this occurrence.

Granting Programmatic Login Permission

The Pr ogr ammat i cLogi nPer ni ssi on permission is required to invoke the programmatic
login mechanism for an application. This permission is not granted by default to deployed
applications because thisis not a standard J2EE mechanism.

To grant the required permission to the application, add the following to the
domain_dir/ confi g/ server. poli cy file

grant codeBase "fil e:jar_file path" {
per i ssi on com sun. appserv. security. Programati cLogi nPerm ssi on
"l ogin";

b

Thejar_file pathisthe path to the application’s JAR file.

For more information about the ser ver . pol i cy file, see “The server.policy File” on
page 60.

The ProgrammaticLogin Class

The com sun. appserv. securi ty. Programmat i cLogi n class enables a user to perform
login programmatically. This class has four | ogi n methods, two for servlets or JSPs and
two for EJB components.

The login methods for servlets or JSPs have the following signatures:

public Bool ean login(String user, String password,
javax.servlet.http. HtpServl et Request request,
javax.servlet.http. HtpServl et Response response)

public Boolean login(String user, String password, String realm
javax.servlet.http. HtpServl et Request request,

javax.servlet.http. HtpServl et Response response, bool ean errors) throws
Exception

The login methods for EJB components have the following signatures:

public Bool ean login(String user, String password)
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public Bool ean login(String user, String password, String realm bool ean
errors) throws Exception

All of thesel ogi n methods:
e Perform the authentication
* Returntrue if login succeeded, f al se if login failed

The methods with er r or s flags propagate to the caller any exceptions encountered during
the authentication and return t r ue upon a successful authentication. The login occurs on
ther eal mspecified unlessit is null, in which case the domain’s default realm isused. The
methods with no r eal mparameter use the domain’s default realm.

The logout method for servlets or JSPs has the following signature:

public Bool ean login(String user, String password, String realm
H t pServl et Request request, HtpServl et Response response, bool ean errors)
throws Exception

The logout method for EJB components has the following signature:

public Bool ean login(String user, String password, String realm bool ean
errors) throws Exception

Theerrors flags are used to propagate to the caller any exceptions encountered during the
logout. These methods return t r ue upon a successful logout. The logout occurs on the
r eal mspecified unlessit isnull, in which case the domain’s default realm is used.

User Authentication for Single Sign-on

64

The single sign-on across applications on the Sun Java System Application Server is
supported by the Sun Java System Application Server servlets and JSPs. This feature allows
multiple applications that require the same user sign-on information to share this
information between them, rather than having the user sign-on separately for each
application. These applications are created to authenticate the user one time, and when
needed this authentication information is propagated to all other involved applications.

An exampl e application using the single sign-on scenario could be a consolidated airline
booking service that searches all airlines and provides links to different airline web sites.
Once the user signs on to the consolidated booking service, the user information can be
used by each individual airline site without requiring another sign-on.
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Single sign-on operates according to the following rules:

Single sign-on applies to web applications configured for the same realm and virtual
server. Therealm is defined by the r eal m nane element in theweb. xm file. For
information about virtual servers, see the Sun Java System Application Server
Administration Guide or the Sun Java System Application Server Reference.

Aslong as users access only unprotected resources in any of the web applications on a
virtual server, they are not challenged to authenticate themselves.

As soon as a user accesses a protected resource in any web application associated with
avirtual server, the user is challenged to authenticate himself or herself, using thelogin
method defined for the web application currently being accessed.

Once authenticated, the roles associated with this user are used for access control
decisions across all associated web applications, without challenging the user to
authenticate to each application individually.

When the user logs out of one web application (for example, by invalidating or timing
out the corresponding session if form based login is used), the user’ s sessionsin all web
applications are invalidated. Any subsequent attempt to access a protected resource in

any application requires the user to authenticate himself or herself again.

The single sign-on feature utilizes HTTP cookies to transmit a token that associates each
request with the saved user identity, so it can only be used in client environments that
support cookies.

To configure single sign-on, set the following propertiesin thevi rt ual - ser ver element
of thedonai n. xni file:

sso- enabl ed - If f al se, single sign-on is disabled for this virtual server, and users
must authenticate separately to every application on the virtual server. The default is
true.

$s0- nax-i nact i ve- seconds - Specifies the time after which a user’ s single sign-on
record becomes eligible for purging if no client activity isreceived. Since single
sign-on applies across several applications on the same virtual server, access to any of
the applications keeps the single sign-on record active. The default value is 5 minutes
(300 seconds). Higher values provide longer single sign-on persistence for the users at
the expense of more memory use on the server.

sso-reap-i nterval - seconds - Specifiesthe interval between purges of expired
single sign-on records. The default valueis 60.
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Here is an example configuration with all default values:

<virtual -server id="serverl" ... >

<property nane="sso-enabl ed" val ue="true"/>

<property nane="sso-nmax-i nactive-seconds" val ue="300"/>

<property nane="sso-reap-interval -seconds" val ue="60"/>
</virtual -server>

Defining Roles

Y ou define rolesin the J2EE deployment descriptor file, web. xni , and the corresponding
role mappings in the Sun Java System Application Server deployment descriptor file,
sun-appl i cation. xm (or sun-web. xm for individually deployed web modules).

For more information regarding web. xm elements, see Chapter 13, “ Deployment
Descriptor,” of the Java Servlet Specification, v2.3. For more information regarding
sun-web. xm and sun- appl i cati on. xm elements, see Chapter 5, “Deployment
Descriptor Files.”

Each securit y-rol e- mappi ng element inthe sun- appl i cati on. xm or sun-web. xm
file maps a role name permitted by the web application to principals and groups. For
example, asun-web. xn filefor anindividually deployed web module might contain the
following:

<sun- web- app>
<security-rol e- mappi ng>
<r ol e- nane>nanager </ r ol e- nane>
<pri nci pal - name>j gar ci a</ pri nci pal - name>
<pri nci pal - name>mwebst er </ pri nci pal - nane>
<gr oup- nane>t eam | eads</ gr oup- name>
</ security-rol e- mappi ng>
<security-rol e- mappi ng>
<r ol e- nane>adni ni strat or </r ol e- nane>
<pri nci pal - name>dsm t h</ pri nci pal - nane>
</ security-rol e- mappi ng>
</ sun- web- app>

Note that ther ol e- name in this example must match ther ol e- nane in the
security-rol e element of the corresponding web. xmi file.
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Note that for J2EE applications (EAR files), all security role mappings for the application
modules must be specified in the sun- appl i cati on. xm file. For individually deployed
web modules, the roles are always specified in the sun- web. xni file. A role can be mapped
to either specific principals or to groups (or both). The principal or group names used must
be valid principals or groups in the current default realm.

Authenticating an Application Client Using the
JAAS Module

Using the JAAS module, you can provide security in your application client code by
creating aLogi nvbdul e that describes the interface implemented by authentication
technology providers. For genera information about application clients, see Chapter 9,
“Developing Java Clients.”

The following steps are involved in creating a Logi nhvbdul e:
1. Writethe Logi nMobdul e interface.

public class dientPasswordLogi nMbdul e inpl ements Logi nModul e{
private static Logger _|ogger=null;
static{
_l ogger =LogDonai ns. get Logger ( LogDonai ns. SECURI TY_LOGCER) ;
}
}

private Subject subject;

private Cal | backHandl er cal | backHandl er;
private Map sharedState;

private Map options;

}

The standard JAAS package required by thisclassisj avax. securi ty. The codeline
below illustrates how you can import the package in your client application:

inport javax.security.*;
2. Initialize the Logi nModul e interface that you just created.
public void initialize(Subject subject, CallbackHandl er
cal | backHandl er, Map sharedState, Map options) {
this. subject = subject;
thi s. cal | backHandl er = cal | backHandl er;

thi s.sharedState = sharedState;
this.options = options;
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o The parameter subj ect , isthe subject to be authenticated.

o cal | backHandl er, for communicating with the end user which prompts for the
username and password.

o sharedSt at e, isthe shared Logi nMbdul e state.
o options, the options specified in the configuration file of the Logi nMbdul e.

Usel ogi n() method to fetch the login information from the client application and
authenticate the user.

public bool ean | ogin() throws Logi nException {
if (uname '= null) {
username = new String (unane);
pswd = Systemget Property (LO3d N_PASSWORD);

}
Thelogin information is fetched using the Cal | BackHandl er .

Cal I back[] cal I backs = new Cal | back[ 2];

cal | backs[ 0] = new
NameCal | back( | ocal Strings. get Local String("l ogin. username",
“dient Passwor dMbdul e usernane: "));

cal | backs[ 1] = new
Passwor dCal | back( | ocal Strings. get Local String("l ogin. password",
“dient PasswordMbdul e password: "), false);

username = ((NaneCal | back) cal | backs[0]) . get Nane();
char[] tnpPassword = ((PasswordCal | back) cal | backs[1]). get Password();

Thel ogi n() method tries to connect to the server using the login information that is
fetched. If the connection is established, the method returns the value true.

Useconmmi t () method to set the subject in the session to the user name that is verified
by the login method. If the commit method returns a value true, then this method
associates Pri nci pal | npl with the subj ect located in the Logi nModul e. If this
LoginModul€e' s own authentication attempt is failed, then this method removes any
state that was originally saved.

public boolean conmt() throws Logi nException {
if (succeeded == false) {
return fal se;
} else {
/1 add a Principal (authenticated identity)to the Subject
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/] assume the user we authenticated is the Principal | npl
user Princi pal = new Principal | npl (usernane) ;

}

5. Usel ogout () method to remove the privilege settings associated with the roles of the
subject.

public bool ean | ogout() throws Logi nException {

subj ect. get Princi pal s(). renove(userPrincipal);

succeeded = fal se;

succeeded = commit Succeeded;

usernane = null;

if (password !'=null) {

for (int i =0; i < password.length; i++)

password[i] =" ;
password = nul | ;

}

user Principal = null;

return true;

}

6. Editthesun-acc. xm deployment descriptor to configure JAAS authentication for
the client.

7. Integrate the Logi nMbdul e with the application server. Edit the deployment descriptor
to make the following changes:

o Configure the server with arealm that uses a specific Logi nMbdul e for security
authentication.

o Map the application realm and roles to the realm and roles defined by the
Logi nvbdul e.

8. Assemble the application client.

Sample Code
The sample code of d i net Logi nPasswor dvbdul e is given below:

package com sun. enterprise.security.auth.login;

inport java.util.*;

inport java.io.|CException;

inport javax.security.auth.*;

inport javax.security.auth. call back. *;

inport javax.security.auth.login.*;

inport javax.security.auth.spi.*;

inport comsun. enterprise.security.auth.login. PasswordCredential;
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inport comsun. enterprise.security.Principallnpl;

i nport comsun. enterprise.security.auth.Logi nContextDriver;
inport comsun.enterprise.util.Local StringManager! npl;
inport java.util.logging.*;

i nport com sun. | ogging. *;

public class dientPasswordLogi nMbdul e inpl ements Logi nModul e {

private static Logger _|ogger=null;
static{
_l ogger =LogDonai ns. get Logger ( LogDonai ns. SECURI TY_LOGCER) ;
}

private static final String DEFAULT _REALMNAME = "defaul t";
private static Local StringManager!npl |ocal Strings =
new Local Stri ngManager | mpl (d i ent Passwor dLogi nMbdul e. cl ass);

/] initial state

private Subject subject;

private Cal | backHandl er cal | backHandl er;
private Map sharedState;

private Map options;

private bool ean debug =
comsun. enterprise.util.logging. Debug. enabl ed;

/] the authentication status

private bool ean succeeded = fal se;
private bool ean comit Succeeded = fal se;

/1 usernane and password

private String usernane;
private char[] password;

private final PasswordCredential passwordCredential =null;
/1 testUser’s Principallnpl

private Principallnpl userPrincipal;
public static String LOA N _NAME = "j 2eel ogi n. nare";
public static String LOd N PASSWRD = "j 2eel ogi n. password";

public void initialize(Subject subject, CallbackHandl er
cal | backHandl er, Map sharedState, Map options) {

this. subject = subject;

thi s. cal | backHandl er = cal | backHandl er;
this.sharedState = sharedState;
this.options = options;
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/] initialize any configured options

debug =
"true". equal sl gnoreCase((String)options. get("debug"));

}

/* Authenticate the user by pronpting for a username and password. @eturn
true in all cases since this <code>Logi nMdul e</ code> shoul d not be
i gnored. */

/* @xception FailedLogi nException if the authentication fails. @xception
Logi nException if this <code>Logi nModul e</ code> is unable to performthe
aut henti cation. */

public bool ean I ogin() throws Logi nException {
/1 pronpt for a username and password
if (callbackHandler == null){

String failure =
| ocal Strings. getLocal String("login.nocal |l back","Error:
no Cal | backHandl er avail abl e to garner authentication
information fromthe user");

throw new Logi nException(failure);

}

String unane = System get Property (LOGd N_NAME);
String pswd;

if (uname !'=null) {

username = new String (unane);
pswd = System get Property (LO3 N_PASSWORD);
char[] dest;
if (pswd == null){
dest = new char[0];
password = new char[0];
} else {
int length = pswd. | ength();
dest = new char[length];
pswd. get Chars(0, |ength, dest, 0);
password = new char [l ength];
}
System arraycopy (dest, 0, password, O, dest.length);
} else {
Cal | back[] cal I backs = new Cal | back[ 2];
cal | backs[ 0] = new
NameCal | back( | ocal Strings. getLocal String("l ogin.username",
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“dient PasswordMbdul e usernare: "));
cal | backs[ 1] = new
Passwor dCal | back(| ocal Strings. get Local String("l ogin. password",
"dient PasswordMbdul e password: "), false);

}

try {
cal | backHandl er . handl e( cal | backs);

username = ((NaneCal | back) cal | backs[ 0]). get Nane() ;
i f(username == nul | ){
String fail =
| ocal Strings. getLocal String("login.nousernane",
"No user specified");
t hrow new Logi nException(fail);

}

char[] tnpPassword =
((Passwor dCal | back) cal | backs[ 1]). get Password() ;

if (tnpPassword == null) {
/] treat a NULL password as an enpty password
t npPassword = new char[0];
}
password = new char [t npPassword. | engt h] ;
System arraycopy(t npPassword, O,
password, 0, tnpPassword.|ength);
((Passwor dCal | back) cal | backs[ 1] ). cl ear Passwor d() ;
} catch (java.io.|CException ioe) {
throw new Logi nException(ioe.toString())
} catch (UnsupportedCal | backException uce) {
String nocal | back =
| ocal Strings. getLocal String("login.callback","Error:
Cal | back not avail able to garner authentication
information fromuser(Cal | backNare):" );

t hrow new Logi nExcept i on( nocal | back +
uce. get Cal | back().toString());

}
/1 print debugging information

if (debug) {

for (int i =0; i < password.length; i++){
/1 Systemout. print(password[i]);

}
/1 Systemout.printin();

}
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/1 by default - the client side login nodule will always say
/1 that the login successful. The actual login will take place
/1 on the server side.
if (debug) {
_logger.log(Level.FINE "[ Qi entPasswor dLogi nModul e] "
+"aut henti cation succeeded");
succeeded = true;
return true;

}

public boolean commt() throws Logi nException {
if (succeeded == false) {
return fal se;
} else {
/1 add a Principal (authenticated identity)to the Subject
/1 assunme the user we authenticated is the Principal | npl
user Princi pal = new Principal | npl (usernane) ;
if (!subject.getPrincipals().contains(userPrincipal))
subj ect. get Princi pal s(). add( userPri nci pal );
if (debug) {
_logger.log(Level.FINE "[QientPasswordLogi nMbdul €] "
+ "added Principal Inpl to Subject");

}

Passwor dCr edential pc = new PasswordCredenti al (user nane,
new String(password), realm;
i f(!subject.getPrivateCedentials().contains(pc))subject.getPrivateC edent
ials().add(pc);

usernane = null;

for (int i =0; i < password.length; i++){
password[i] =" ;
password = nul | ;
commi t Succeeded = true;

return true;

}

public bool ean abort() throws Logi nException {
if (succeeded == false) {
return fal se;
} else if (succeeded == true &% commit Succeeded == fal se) {
/1 login succeeded but overal| authentication failed
succeeded = fal se;
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usernanme = null;
if (password !'=null) {

for (int i =0; i < password.|length; i++)
password[i] =" ;
password = en das ull;
}
user Principal = null;
} else {

/] overall authentication succeeded and conmt succeeded,
/] but soneone else’'s conmt failed

| ogout () ;

}

return true;

}

public bool ean | ogout() throws Logi nException {

subj ect. get Princi pal s(). renove(userPrincipal);

succeeded = fal se;

succeeded = commit Succeeded;

usernane = null;

if (password !'=null) {

for (int i =0; i < password.length; i++)

password[i] =" ';
password = nul | ;

}

user Principal = null;

return true;
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Chapter 3

Assembling and Deploying J2EE
Applications

This chapter describes Sun Java System Application Server modules and how these
modul es are assembled separately or together in an application.

Sun Java System Application Server modules and applications include J2EE standard
elements and Sun Java System Application Server specific elements. Only Sun Java System
Application Server specific elements are described in detail in this chapter.

The following topics are presented in this chapter:
e Overview of Assembly and Deployment

e Assembling Modules and Applications

»  Deploying Modules and Applications

*  Apache Ant Assembly and Deployment Tool

Overview of Assembly and Deployment

Application assembly (also known as packaging) is the process of combining discrete
components of an application into a single unit that can be deployed to a J2EE-compliant
application server. A package can be classified either as amodule or as a full-fledged
application. This section covers the following topics:

* Modules

» Applications

»  J2EE Standard Descriptors

*  SunJava System Application Server Descriptors
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Naming Standards
Directory Structure
Runtime Environments

Classloaders

Modules

A J2EE module is a collection of one or more J2EE components of the same container type
(for example, web or EJB) with deployment descriptors of that type. One descriptor is J2EE
standard, the other is Sun Java System Application Server specific. Types of J2EE modules
areasfollows:

Web Application Archive (WAR): A web application isa collection of servlets,
HTML pages, classes, and other resources that can be bundled and deployed to several
J2EE application servers. A WAR file can consist of the following items: servlets,
JSPs, JSP tag libraries, utility classes, static pages, client-side applets, beans, bean
classes, and deployment descriptors (web. xmi and optionally sun- web. xni ).

EJB JAR File: The EJB JAR fileisthe standard format for assembling enterprise
beans. This file contains the bean classes (home, remote, local, and implementation),
all of the utility classes, and the deployment descriptors (ej b-j ar. xm and

sun-ej b-j ar. xm ). If the EJB component is an entity bean with container managed
persistence, a. dbschena file and a CMP mapping descriptor,

sun- cnp- nappi ng. xm , must be included as well.

Application Client Container JAR File: An ACC client is a Sun Java System
Application Server specific type of J2EE client. An ACC client supports the standard
J2EE Application Client specifications, and in addition, supports direct access to the
Sun Java System Application Server. Its deployment descriptors are
application-client.xm andsun-application-client.xm.

Resour ce RAR File: RAR files apply to J2EE CA connectors. A connector moduleis
like adevice driver. It isa portable way of alowing EJB components to access a
foreign enterprise system. Each Sun Java System Application Server connector has a
J2EE XML file, ra. xm .

Package definitions must be used in the source code of all modules so the class oader can
properly locate the classes after the modul es have been deployed.

Because the information in a deployment descriptor is declarative, it can be changed
without requiring modifications to source code. At run time, the J2EE server reads this
information and acts accordingly.
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Sun Java System Application Server also supports lifecycle modules. See Chapter 10,
“Developing Lifecycle Listeners,” for more information.

EJB JAR and Web modules can also be assembled as separate JAR or WAR files and
deployed separately, outside of any application, asin the following figure.

Figure 3-1 Module Assembly and Deployment

J2EE J2EE Modules
Components (.jar and .war files)

il
moaule
(jar file)

o
J2EE Sun
gjb-jarxml sun-gib-jar.xml

EJB Deployment
\/ tothe
e Application
WEB module Server
JSP (.war file)
J2EE Sun
WEB web.xml sun-web.xml
Serviet
Applications

A J2EE application isalogical collection of one or more J2EE modules tied together by
application deployment descriptors. Components can be assembled at either the module or
the application level. Components can also be deployed at either the module or the
application level.

The following diagram illustrates how components are assembled into modules and then
assembled into a Sun Java System Application Server application EAR file ready for
deployment.
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Figure 3-2 Application Assembly and Deployment
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Each module has a Sun Java System Application Server deployment descriptor and a J2EE
deployment descriptor. The Sun Java System Application Server Administration Console
uses the deployment descriptors to deploy the application components and to register the
resources with the Sun Java System Application Server.
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An application consists of one or more modules, an optional Sun Java System Application
Server deployment descriptor, and a required J2EE application deployment descriptor. All
items are assembled, using the Java ARchive (. j ar) file format, into one file with an
extension of . ear .

J2EE Standard Descriptors

The J2EE platform provides assembly and deployment facilities. These facilities use WAR,
JAR, and EAR files as standard packages for components and applications, and XML -based
deployment descriptors for customizing parameters.

J2EE standard deployment descriptors are described in the J2EE specification, v1.4. You

can find the specification here;

http://java. sun. com product s/

To check the correctness of these deployment descriptors prior to deployment, see “ The
Deployment Descriptor Verifier” on page 92.

The following table shows where to find more information about J2EE standard
deployment descriptors.

Table 3-1  J2EE Standard Descriptors

Deployment Descriptor

Where to Find More Information

appl i cation. xm

web. xm

ej b-jar.xn

application-client.xnl

ra. xm

Java 2 Platform Enterprise Edition Specification, v1.4, Chapter 8, “Application
Assembly and Deployment - J2EE:application XML DTD”

Java Servlet Specification, v2.3 Chapter 13, “Deployment Descriptor,” and
JavaServer Pages Specification, v1.2, Chapter 7, “JSP Pages as XML
Documents,” and Chapter 5, “Tag Extensions”

Enterprise JavaBeans Specification, v2.1, Chapter 16, “Deployment Descriptor”

Java 2 Platform Enterprise Edition Specification, v1.4, Chapter 9, “Application
Clients - J2EE:application-client XML DTD”

Java 2 Enterprise Edition, J2EE Connector Architecture Specification, v1.0,
Chapter 10, “Packaging and Deployment.”
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Sun Java System Application Server Descriptors

Sun Java System Application Server uses additional deployment descriptorsfor configuring
features specific to the Sun Java System Application Server. The sun- appl i cati on. xni

and sun- web. xn files are optional; al the others are required.

The DTD schemafilesfor all the Sun Java System Application Server deployment
descriptors are located in theinstall_dir/ | i b/ dt ds directory. Do not edit these files.

To check the correctness of these deployment descriptors prior to deployment, see “ The
Deployment Descriptor Verifier” on page 92.

The following table lists the Sun Java System Application Server deployment descriptors
and their schemafiles. For complete descriptions of thesefiles, see Chapter 5, “ Deployment
Descriptor Files.”

Table 3-2  Sun Java System Application Server Descriptors

Deployment Descriptor

Schema File

Description

sun-appl i cation. xm

sun-web. xm

sun-ej b-jar. xm

sun- cnp- mappi ngs. xm

sun-appl i cation-client.xm

sun-acc. xn

sun-application_1 4-0.dtd

sun-web-app_2_4-0.dtd

sun-ejb-jar_2 1-0.dtd

sun- cnp- mappi ng_1 1. dtd

sun-application-client_1 4-0.dtd

sun-appl i cation-client-container_1 0.dtd

Configures an entire J2EE
application (EAR file).

Configures a web application
(WAR file).

Configures an enterprise bean
(EJB JAR file).

Configures container-managed
persistence for an enterprise bean.

Configures an Application Client
Container (ACC) client (JAR file).

Configures the Application Client
Container.

NOTE

The Sun Java System Application Server deployment descriptors must be

readable and writable by the file owners.
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Naming Standards

Names of applications and individually deployed EJB JAR, WAR, and connector RAR
modules (as specified by the nane attributesin the domai n. xm file) must be unique within
a Sun Java System Application Server domain. Modules of the same type within an
application must have unique names. In addition, for entity beans that use CMP,. dbschena
file names must be unique within an application.

If you do not explicitly specify aname, the default name isthe first portion of the file name
(without the . war or . j ar extension). Modules of different types can have the same name
within an application, because the directories holding the individual modules are named
with _j ar, _war and _r ar suffixes. Thisis the case when you use the Administration
Console, the asadm n command, or the deploytool to deploy an application or module. See
“Toolsfor Deployment” on page 106.

Make sure your package and file names do not contain spaces or characters that areillegal
for your operating system.

If you are writing your own JSR 88 client to deploy applications to the Sun Java System
Application Server using the following API, the name of the application is taken from the
di spl ay- name entry in the J2EE standard deployment descriptor, because thereis no file
namein this case.

javax. enterprise. depl oy. spi . Depl oynent Manager . di stri bute(Target[],
I nput Stream | nput Streamn

Neither the Administration Console, the asadm n command, nor the deploytool usesthis
API.

For details about domai n. xni , see the Sun Java System Application Server Reference. For
more information about JSR 88, see the JSR 88 page:

http://jcp.org/en/jsr/detail ?i d=88

Directory Structure

When you deploy an application, the application is expanded to an open directory structure,
and the directories holding the individual modules are named with _j ar, _war and _rar
suffixes. If you usethe asadni n depl oydi r command to deploy a directory instead of an
EAR file, your directory structure must follow this same convention.

Module and application directory structures follow the structure outlined in the J2EE
specification. Here is an example directory structure of a simple application containing a
web module, an EJB module, and a client module.
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+ converter_1/

|--- converterdient.jar
| --+ META-| NF/

| |]--- MANIFEST. MF

| |--- application. xm
| '--- sun-application. xm
|--+ war-ic_war/

| |--- index.jsp

| |--+ META-INF/

| | |--- MAN FEST. MF
: '

|

I

I

I

|

|

|

I

I

'--- sun-web. xm
--+ ejb-jar-ic_jar/
|--- Converter.class
| --- Convert erBean. cl ass
| --- Convert er Hore. cl ass

--+ META- I NF/
| --- MAN FEST. MF
|--- ejb-jar.xn

--- sun-gj b-jar.xm
--+ app-client-ic_jar/
|--- Converterdient.class
"--+ META- I NH
|--- MAN FEST. MF
|--- application-client.xn
'--- sun-application-client.xn

Here is an example directory structure of an individually deployed connector module.

M/Connect or /
--- readne. htm
ra.jar
client.jar
win.dll
solaris. so
- -+ META- | NF/
| --- MANI FEST. MF
"--- ra.xm

+
I
|
|
|
I

82  Application Server 8 « Developer's Guide



Overview of Assembly and Deployment

Runtime Environments

Whether you deploy an individual module or an application, deployment affects both the
file system and the server configuration. See the following “M odule runtime environment”
and “ Application runtime environment” figures.

Module Runtime Environment
The following figure illustrates the environment for individually deployed module-based
deployment.

Figure 3-3 Module runtime environment

packagingEJB.jar

A 4 A 4
Configuration: File System:
<ej b- nodul e> domain_dir/ appl i cati ons/j 2ee- nodul es/
element in domai n. xm packagi ngEJB/ *

For file system entries, modules are extracted as follows:

domain dir/ appl i cati ons/j 2ee- nodul es/ module_name
domain_dir/ gener at ed/ ej b/ j 2ee- nodul es/ module_name
domain_dir/ gener at ed/ j sp/ j 2ee- modul es/ module_name

The appl i cat i ons directory contains the directory structures described in “ Directory
Structure” on page 81. The gener at ed/ ej b directory contains the stubs and ties that an
ACC client needs to access the module; the gener at ed/ j sp directory contains compiled
JSPs.

Lifecycle modules (see Chapter 10, “Developing Lifecycle Listeners’) are extracted as
follows:

domain _dir/ appl i cations/|ifecycl e- nodul es/ module name
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Configuration entries are added in the domai n. xm file asfollows:

<server>
<appl i cati ons>
<type- nodul e>
...module configuration...
</ type- nodul e>
</ appl i cations>
</ server>

The type of the modulein domai n. xm canbel i f ecycl e, ej b, web, or connect or . For
details about domai n. xm , see the Sun Java System Application Server Reference.

Application Runtime Environment
The following figure illustrates the environment for application-based deployment.

Figure 3-4 Application runtime environment

packagingApp.ear

packagingEJB.jar

Configuration: File System:
<j 2ee- appl i cati on> domain_dir/ appl i cati ons/j 2ee- apps/
element indonai n. xm packagi ngApp/ packagi ngeEJB/ *

For file system entries, applications are extracted as follows:

domain dir/ appl i cati ons/ | 2ee- apps/ app_name
domain dir/ gener at ed/ ej b/ j 2ee- apps/ app_name
domain dir/ gener at ed/ j sp/ j 2ee- apps/ app_name

Theappl i cat i ons directory contains the directory structures described in “ Directory
Structure” on page 81. The gener at ed/ ej b directory contains the stubs and ties that an
ACC client needs to access the module; the gener at ed/ j sp directory contains compiled
JSPs.
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Configuration entries are added in the domai n. xm file asfollows:

<server>
<appl i cati ons>
<j 2ee-appl i cati on>
...application configuration...
</ j 2ee- appl i cati on>
</ appl i cations>
</ server>

For details about domai n. xni , see the Sun Java System Application Server Reference.

Classloaders

Understanding Sun Java System Application Server classloaders can help you determine
where and how you can position supporting JAR and resource files for your modules and
applications.

In aJava Virtual Machine (JV M), the classloaders dynamically load a specific java class
file needed for resolving a dependency. For example, when an instance of

java. util.Enunerati on needsto be created, one of the class oaders |oads the relevant
classinto the environment. This section includes the following topics:

»  The Classloader Hierarchy
»  Classloader Universes

e Circumventing Classloader Isolation
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The Classloader Hierarchy

Classloaders in the Sun Java System Application Server runtime follow a hierarchy that is
illustrated in the following figure.

Figure 3-5 Clasdloader runtime hierarchy

Bootstrap
Classloader

System
Classloader

Common
Classloader

-

Connector
Classloader

T

EJB LifeCycleModule
Classloader* Classloader

Web
Classloader*

JSP Engine
Classloader*

*There are separate classloader instances for each application
(one of these classloaders is in each application classloader universe).
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Note that thisis not a Java inheritance hierarchy, but a delegation hierarchy. In the
delegation design, a classloader del egates classloading to its parent before attempting to
load aclassitself. A classloader parent can be either the System Classloader or another
custom classloader. If the parent classloader can't load aclass, thef i ndd ass() method is
called on the class oader subclass. In effect, aclassloader is responsible for loading only the
classes not available to the parent.

The Servlet specification recommends that the Web Classloader look in the local
classloader before delegating to its parent. Y ou can make the Web Classloader follow the
delegation model in the Servlet specification by setting del egat e="f al se" inthe

cl ass- | oader element of the sun-web. xm file. It's safeto do this only for aweb module
that does not interact with any other modules.

The default valueisdel egat e="tr ue", which causes the Web Classloader to delegate in
the same manner as the other classloaders. Y ou must use del egat e="t r ue" for aweb
application that accesses EJB components or that acts as a web service client or endpoint.
For details about sun- web. xn , see “The sun-web.xml File” on page 151.

The following table describes Sun Java System Application Server class oaders.

Table 3-3  Sun Java System Application Server Class oaders

Classloader Description
Bootstrap The Bootstrap Classloader loads all the JDK classes.
System The System Classloader loads most of the core Sun Java System Application

Server classes. It is created based on the cl asspat h- prefi x,

server-cl asspat h, and cl asspat h- suf fi x attributes of the j ava- confi g
element in the donai n. xmi file. The environment classpath is included if
env-cl asspat h-i gnored="f al se" is setin the j ava- confi g element.

Common The Common Classloader loads classes in the domain_dir/ | i b/ cl asses
directory, followed by JAR and ZIP files in the domain_dir/ | i b directory. No
special classpath settings are required. The existence of these directories is
optional; if they don’t exist, the Common Classloader is not created.

Connector The Connector Classloader is a single classloader instance that loads
individually deployed connector modules, which are shared across all
applications.

LifeCycleModule The LifeCycleModule Classloader is the parent classloader for lifecycle
modules. Each lifecycle module’s classpath is used to construct its own
classloader.

EJB The EJB Classloader loads the enabled EJB classes in a specific enabled EJB
module or J2EE application. One instance of this classloader is present in
each classloader universe. The EJB Classloader is created with a list of URLs
that point to the locations of the classes it needs to load.
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Table 3-3  Sun Java System Application Server Class oaders (Continued)

Classloader Description

Web The Web Classloader loads the servlets and other classes in a specific
enabled web module or J2EE application. One instance of this classloader is
present in each classloader universe. The Web Classloader is created with a
list of URLSs that point to the locations of the classes it needs to load.

JSP Engine The JSP Engine Classloader loads compiled JSP classes of enabled JSPs.
One instance of this classloader is present in each classloader universe. The
JSP Engine Classloader is created with a list of URLs that point to the
locations of the classes it needs to load.

Classloader Universes

Access to components within applications and modulesinstalled on the server occurswithin
the context of isolated classloader universes, each of which hasits own EJB, Web, and JSP
Engine class oaders.

» Application Universe: Each J2EE application hasits own classloader universe, which
loads the classesin al the modules in the application.

* Individually Deployed M odule Univer se: Each individually deployed EJB JAR, web
WAR, or lifecycle module has its own classloader universe, which loads the classesin
the module.

NOTE A resource such as afile that is accessed by a servlet, JSP, or EIJB
component must be in a directory pointed to by the classloader’s classpath.
For example, the web classloader’ s classpath includes these directories:

module_name/ VEB- | NF/ ¢l asses
module name/ VEB- | NF/ | i b

If aservlet accesses aresource, it must be in one of these directories or it
will not be loaded.

NOTE IniPlanet Application Server 6.x, individually deployed modul es shared the
same classloader. In Sun Java System Application Server 8, each
individually deployed module has its own classloader universe.
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Circumventing Classloader Isolation

Since each application or individually deployed module classloader universeisisolated, an
application or module cannot load classes from another application or module. This
prevents two similarly named classes in different applications from interfering with each
other.

To circumvent this limitation for libraries, utility classes, or individually deployed modules
accessed by more than one application, you can include the relevant path to the required
classesin one of these ways:

» Using the System Classloader

»  Using the Common Classloader

e Using the Java Optional Package Mechanism

e Packaging the Client JAR for One Application in Another Application
Using the System Classloader

To use the System Classloader, do one of the following, then restart the server:
*  Usethe Administration Console:

a. Login tothe Administration Console by going to the following URL in your web
browser:

htt p: // hod: port/ asadm n
For example:
http://1 ocal host : 4848/ asadm n
b. Gotothe Application Server page.
c. Selectthe VM Settings tab and the Path Settings option.
d. Edit the Classpath Suffix field.
e. Select Save.

» Editthecl asspat h- suf fi x attribute of thej ava- confi g element in the
domai n. xm file. For details about domai n. xn , see the Sun Java System Application
Server Reference.

Using the System Classloader makes an application or module accessible to any other
application or module across the domain.
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Using the Common Classloader

To use the Common Class oader, copy the JAR and ZIP filesinto the domain_dir/1i b
directory or copy the. cl ass filesinto thedomain_dir/ 1 i b/ cl asses directory, then
restart the server.

Using the Common Classloader makes an application or module accessible to any other
application or module across the domain.

Using the Java Optional Package Mechanism

To use the Java optional package mechanism, copy the JAR and ZIP filesinto the
domain_dir/ i b/ ext directory, then restart the server.

Using the Java optional package mechanism makes an application or module accessible to
any other application or module across the domain. For example, thisis the recommended
way of adding JDBC driversto the Sun Java System Application Server.

Packaging the Client JAR for One Application in Another Application

By packaging the client JAR for one application in a second application, you allow an EJB
or web component in the second application to call an EJB component in the first
(dependent) application, without making either of them accessible to any other application
or module.

Asan alternative for a production environment, you can have the Common Classl oader |oad
client JAR of the dependent application as described in “Using the Common Classloader”
on page 90. Server performance is better, but you must restart the server to make the
dependent application accessible, and it is accessible across the domain.

To package the client JAR for one application in another application:
1. Deploy the dependent application.
2. Add the dependent application’s client JAR file to the calling application.

o Foracaling EJB component, add the client JAR file at the same level asthe EJB
component. Then add ad ass- Pat h entry to the MANI FEST. M file of the calling
EJB component. The d ass- Pat h entry has this syntax:

A ass- Pat h: filepathl. j ar filepath2. jar ...

Each filepath isrelative to the directory or JAR file containing the MANI FEST. M-
file. For details, see the J2EE specification, section 8.1.1.2, “ Dependencies.”

o For acaling web component, add the client JAR file under the WVEB- I NF/ 1'i b
directory.
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For most applications, packaging the client JAR file with the calling EJB component
should suffice. Y ou do not need to package the client JAR file with both the EJB and
web components unless the web component is directly calling the EJB component in
the dependent application. If you need to package the client JAR with both the EJB and
web components, set del egat e="true" inthecl ass- | oader element of the
sun-web. xm file. This changes the Web Classloader so it follows the standard
classloader delegation model and delegates to its parent before attempting to load a

classitself.

Deploy the calling application.

NOTE

The calling EJB or web component must specify initssun-ej b-j ar. xni

or sun-web. xm file the INDI name of the EJB component in the
dependent application. Using an ej b- | i nk mapping does not work when
the EJB component being called resides in another application.

Assembling Modules and Applications

Assembling (or packaging) modules and applicationsin Sun Java System Application
Server conformsto all of the customary J2EE-defined specifications. The only differenceis
that when you assemble in Sun Java System Application Server, you include Sun Java
System Application Server-specific deployment descriptors (such as sun- web. xm and
sun-ej b-j ar. xm ) that enhance the functionality of the application server.

This section covers the following topics:

Toolsfor Assembly

Assembling aWAR Module

Assembling an EJB JAR Module
Assembling a Lifecycle Module
Assembling an Application

Assembling an ACC Client

Assembling a 2EE CA Resource Adapter
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Tools for Assembly

The Sun Java System Application Server provides these methods for assembling a module
or an application:

*  deploytool
* Apache Ant
e The Deployment Descriptor Verifier

deploytool

Y ou can use the deploytool, provided with Sun Java System Application Server, to
assembl e J2EE applications and modules, configure deployment parameters, perform
simple static checks, and deploy the final result. For more information about using the
deploytool, see the J2EE 1.4 Tutorial:

http://java. sun. conij2ee/ 1. 4/ docs/tutorial / doc/i ndex. ht m

Apache Ant

Ant can help you assemble and deploy modules and applications. For details, see “ Apache
Ant Assembly and Deployment Tool” on page 115.

The Deployment Descriptor Verifier

The verifier tool validates both J2EE and Sun Java System Application Server specific
deployment descriptors against their corresponding DTD files and gives errors and
warnings if amodule or application is not J2EE and Sun Java System Application Server
compliant. You can verify deployment descriptorsin EAR, WAR, RAR, and JAR files.

The verifier tool isnot simply an XML syntax verifier. Rules and interdependencies
between various elements in the deployment descriptors are verified. Where needed, user
application classes are introspected to apply validation rules.

The verifier isintegrated into Sun Java System Application Server deployment, the
deploytool, and the sun- appser v- depl oy Ant task. You can aso run it as a stand-alone
utility from the command line.

When you run the verifier during Sun Java System Application Server deployment, the
output of the verifier iswritten to the tempdir/ veri fi er-resul ts/ directory, where
tempdir is the temporary directory defined in the operating system. Deployment failsif any
failures are reported during the verification process. The verifier aso logsinformation
about verification progress to the standard output.
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TIP Using the verifier tool can help you avoid runtime errors that are difficult to
debug.

This section covers the following topics:

e Command Line Syntax

* Ant Integration

e Sample Results Files

Command Line Syntax

The verifier tool’s syntax is as follows:

verifier [optiong file

Thefile can be an EAR, WAR, RAR, or JAR file.

The following table shows the options for theveri fi er tool.

Table 3-4  Verifier Options

Short Form Long Form Description

-V --verbose Turns on verbose mode.

-d output_dir --destdir Writes test results to the output_dir, which must already exist. By default, the
results files are created in the current directory.

-1 level --reportlevel level Sets the output report level to one of the following values:
« aorall - Reports all results. This is the default in both verbose and non

verbose modes.

e wor war ni ngs - Reports only warning and failure results.
« f orfailures - Reports only failure results.

-n --noti mest anp Does not append the timestamp to the output file name.

-hor-? --help Displays help for the verifier command. If you use this option, you do not need
to specify an EAR, WAR, RAR, or JAR file.

-V --version Displays the verifier tool version. If you use this option, you do not need to
specify an EAR, WAR, RAR, or JAR file.

-u --gui Opens a graphical interface for performing verification. If you use this option,

you do not need to specify an EAR, WAR, RAR, or JAR file. For more
information, see the verifier online help.
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For exampl e, the following command runs the verifier in verbose mode and writes all the
results of static verification of theej b. j ar fileto the output directory Resul tsDir:

verifier -v -r a -d ResultsDr ejb.jar

Theresultsfilesareej b. j ar _veri fi er. timestamp. t xt and
ej b.jar_verifier. timestamp. xni . The format of the timestamp is yyyyMMddhhmmss.

If the verifier runs successfully, aresult code of 0 is returned. This does not mean that no
verification errors occurred. A non-zero error code is returned if the verifier fails to run.

Ant Integration

Y ou can integrate the verifier into an Ant build file as atarget and use the Ant call feature to
call the target each time an application or module is assembled. Thisis because the mai n
method incom sun. enterprise.tool s.verifier.Verifier iscallablefrom user Ant
scripts. The mai n method accepts the arguments described in the “ Verifier Options” table.

Example code for an Ant verify target is as follows:

<target nanme="verify">
<echo message="Verification Process for ${testfile}"/>
<java cl assname="comsun. enterprise.tools.verifier.Verifier"
fork="yes">
<sysproperty key="com sun. enterprise. horme"
val ue="${ appserv. hone}"/ >
<sysproperty key="verifier.xsl"
val ue="${ appserv. hone}/verifier/config" />
<I'-- uncomment the following for verbose output -->
<I--<arg val ue="-v"/>-->
<arg val ue="${assenbl e}/ ${ej bjar}" />
<cl asspat h pat h="${appserv. cpat h}: ${j ava. cl ass. path}"/>
</java>
</target>

Sample Results Files
Hereisasampleresults XML file:

<static-verification>
<ej b>
<fail ed>
<test>

<t est - nane>

tests. ej b. sessi on. Transacti onTypeNul | For Cont ai ner TX
</t est - name>
<t est-assertion>

Sessi on bean with bean managed transaction denarcation test
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For [ TheGeeter | Error: Session Beans [ TheGeeter ] with [ Bean ] managed
transaction denarcation should not have contai ner transactions defined.

</test-description>
</test>
</failed>
</ ejb>

</static-verification>
Hereisasample results TXT file:

# of Failures : 3
# of Warnings : 6
# of Errors : 0

Test Nane : tests. ejb.session. TransactionTypeNul | For Cont ai ner TX
Test Assertion : Session bean with bean nanaged transacti on denarcation

test

Test Description : For [ TheQGeeter ]

Error: Session Beans [ TheGeeter | with [ Bean ] managed transaction
demar cat i on shoul d not have container transactions defined.

Test Nane : tests. ejb.session.ejbcreat enet hod. Ej bOr eat eMet hodSt ati ¢
Test Assertion : Each session Bean nust have at | east one non-static
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ej bOreate nethod test

Test Description : For [ TheGeeter | For EJB dass |

sanpl es. hel loworl d.ej b. GeeterEIB ] method [ ejbCreate | |

sanpl es. hel l owor | d. ej b. G eeterEJB | properly declares non-static
ej bOreate(...) method.

Test Nane : tests.ejb. businessnet hod. Busi nessMet hodExcept i on

Test Assertion : Enterprise bean business nethod throws ReroteException
test

Test Description :

Test Nane : tests.ejb.ias.beanpool .| ASE bBeanPool

Test Assertion :

Test Description : WARNING [ AS-EJB ejb] : bean-pool should be defined for
Statel ess Session and Message Driven Beans

Test Nane : tests.ejb.entity.pkmultiplefield. PrimryKeyd assFi el dsOp

Test Assertion : Ejb primary key class properly declares all class fields
wi thin subset of the nanes of the container-nanaged fields test.

Test Description : For [ TheGeeter | class
comsun.enterprise.tools.verifier.tests.ejb.entity.pkmultiplefield. Prinmary
Keyd assFi el dsCp expected Entity bean, but called with Session.

Test Nane : tests.ejb.entity.ejbcreatenethod. Ej bCreat eMet hodRet urn

Test Assertion : Each entity Bean may have zero or nore ej bCreate nethods
which return primary key type test

Test Description : For [ TheGeeter | class
comsun.enterprise.tools.verifier.tests.ejb.entity.ejbcreatenethod. E bCea
teMet hodRet urn expected Entity bean, but called with Session bean.
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RESULTS FOR OTHER XM.- RELATED TESTS

Test Nane : tests.dd. ParseDD

Test Assertion : Test parses the depl oyment descriptor using a SAX parser to
avoi d the dependency on the DOL

Test Description : PASSED [EJB] : [ remdte ] and [ home ] tags present.
PASSED [ EJB]: session-type is Statel ess.

PASSED [EJB]: trans-attribute i s Not Supported.

PASSED [ EJB]: transaction-type is Bean.

Assembling a WAR Module

To assemble a WAR module, follow these steps:
1. Create aworking directory, and copy the contents of your web module into it.

2. Create two deployment descriptor files with these names: web. xm (required) and
sun-web. xm (optional). For more information about sun- web. xni , see Chapter 5,
“Deployment Descriptor Files.”

TIP Thefirst time, you can assemble the WAR module and create the
deployment descriptors using the deploytool. The resulting WAR file can
be extracted to yield the depl oyment descriptors.

3. Execute thiscommand to create the WAR file:

jar -cvf module name war *

TIP The assembly process can be automated using the Ant tool. To learn more,
see “ Apache Ant Assembly and Deployment Tool” on page 115.
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Assembling an EJB JAR Module

To assemble an EJB JAR module, follow these steps:
1. Create aworking directory, and copy the contents of your moduleinto it.

2. Create two deployment descriptor files with these names: ej b-j ar. xm and
sun-ej b-j ar. xm (both required). If the EJB component is an entity bean with
container-managed persistence, you must also create a. dbschena fileand a
sun- cnp- nappi ng. xm file. For more information about sun- ej b-j ar. xm and
sun- cnp- nappi ng. xm , see Chapter 5, “ Deployment Descriptor Files.”

TIP Thefirst time, you can assemble the EJB JAR module and create the
deployment descriptors using the deploytool. The resulting EJB JAR file
can be extracted to yield the deployment descriptors.

3. Execute this command to create the JAR file:

jar -cvf module name jar *

TIP The assembly process can be automated using the Ant tool. To learn more,
see “ Apache Ant Assembly and Deployment Tool” on page 115.

NOTE According to the J2EE specification, section 8.1.1.2, “ Dependencies,” you
cannot package utility classeswithin an individually deployed EJB module.
Instead, package the EJB module and utility JAR within an application
using the JAR Extension Mechanism Architecture. For other alternatives,
see “ Circumventing Classloader Isolation” on page 89.

Assembling a Lifecycle Module

To assemble alifecycle module, follow these steps:

1. Create aworking directory, and copy the contents of your module into it.
2. Execute this command to create the JAR file:

jar -cvf module name jar *
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TIP The assembly process can be automated using the Ant tool. To learn more,
see “ Apache Ant Assembly and Deployment Tool” on page 115.

For general information about lifecycle modules, see Chapter 10, “Developing Lifecycle
Listeners.”

Assembling an Application

To assemble an application, follow these steps:

1. Create aworking directory, and copy the contents of your application into it, including
all modules.

2. Create two deployment descriptor files with these names: appl i cati on. xn
(required) and sun- appl i cati on. xm (optional). For more information about
sun-appl i cati on. xm , see Chapter 5, “ Deployment Descriptor Files.”

TIP Thefirst time, you can assembl e the application and create the deployment
descriptors using the deploytool. The resulting EAR file can be extracted to
yield the deployment descriptors.

3. Execute this command to create the J2EE application EAR file:

jar -cvf app name ear *

TIP The assembly process can be automated using the Ant tool. To learn more,
see “ Apache Ant Assembly and Deployment Tool” on page 115.
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Assembling an ACC Client

This section provides some brief pointers for assembling ACC clients. For more detailed
information, see Chapter 9, “Developing Java Clients.” To assemble an ACC client JAR
module, follow these steps:

1. Create aworking directory, and copy the contents of your module into it.

2. Create deployment descriptor files with these names: appl i cati on-client.xn and
sun-appl i cation-client.xn (both required). For more information about
sun-appl i cation-client.xnl, see”“The sun-application-client.xml file” on
page 237

TIP Thefirst time, you can assemble the client JAR module and create the
deployment descriptors using the deploytool. The resulting client JAR file
can be extracted to yield the deployment descriptors.

3. Execute this command to create the client JAR file:

jar -cvfm module name. j ar META- | NF/ MANI FEST. M- *

TIP The assembly process can be automated using the Ant tool. To learn more,
see “ Apache Ant Assembly and Deployment Tool” on page 115.

For a brief description of how to deploy an ACC client and prepare the client machine, see
“Deploying an Application Client” on page 113.

Assembling a J2EE CA Resource Adapter

This section provides some brief pointers for assembling J2EE CA resource adapters. To
assembl e a connector RAR module, follow these steps:

1. Create aworking directory, and copy the contents of your moduleinto it.

2. Create the deployment descriptor file with thisname: ra. xnl . Thera. xni fileis
required for deploying a connector to the application server. Thisfileis based on the
J2EE CA specification and is packaged with the connector.
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TIP Thefirst time, you can assemble the RAR module and create the
deployment descriptors using the deploytool. The resulting RAR file can be
extracted to yield the deployment descriptors.

3. Execute thiscommand to create the RAR file:

jar -cvf module name rar *

TIP The assembly process can be automated using the Ant tool. To learn more,
see “ Apache Ant Assembly and Deployment Tool” on page 115.

Deploying Modules and Applications

This section describes the different ways to deploy J2EE applications and modulesto the
Sun Java System Application Server. It covers the following topics:

»  Deployment Errors

e The Deployment Life Cycle

e Toolsfor Deployment

»  Deployment by Module or Application

» DeployingaWAR Module

»  Deploying an EJB JAR Module

» Deploying aLifecycle Module

»  Deploying an Application Client

e Deploying a 2EE CA Resource Adapter

* Access to Shared Frameworks

Deployment Errors

If an error occurs during deployment, the application or moduleis not deployed. If amodule
within an application contains an error, the entire application is not deployed. This prevents
apartial deployment that could leave the server in an inconsistent state.
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The Deployment Life Cycle

After an application isinitially deployed, it may be modified and rel oaded, redeployed,
disabled, re-enabled, and finally undeployed (removed from the server). This section covers
the following topics related to the deployment life cycle:

*  Dynamic Deployment

» Disabling a Deployed Application or Module
e Dynamic Reloading

e Automatic Deployment

Dynamic Deployment

Y ou can deploy, redeploy, and undeploy an application or module without restarting the
server. Thisis called dynamic deployment.

Although primarily for devel opers, dynamic deployment can be used in operational
environments to bring new applications and modules online without requiring a server
restart. Whenever aredeployment is done, the sessions at that transit time become invalid.
The client must restart the session.

NOTE Y ou can overwrite a previously deployed application by using the- - f or ce
option of asadm n depl oy or by checking the appropriate box in the
Administration Console during deployment. However, you must remove a
preconfigured resource before you can update it.

Disabling a Deployed Application or Module

Y ou can disable a deployed application or module without removing it from the server.
Disabling an application makes it inaccessible to clients.

To disable an application or module, you can do one of the following:

e Setenabl ed="fal se" for the application or module in the domai n. xm file. For
details about domai n. xm , see the Sun Java System Application Server Reference.

* Usethe Administration Console;

a. Login tothe Administration Console by going to the following URL in your web
browser:

htt p:// hog: port/ asadm n
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For example:
http://1 ocal host: 4848/ asadmi n
b. Open the Applications component.

c. Gotothe page for the type of application or module. For example, for aweb
application, go to the Web Applications page.

d. Click onthe name of the application or module you wish to disable.
e. Uncheck the Status Enabled box.
f. Click Save.

Dynamic Reloading

If dynamic reloading is enabled (it is by default), you do not have to redeploy an application
or module when you change its code or deployment descriptors. All you have to do is copy
the changed JSP or class filesinto the deployment directory for the application or module.
The server checks for changes periodically and redeploys the application, automatically and
dynamically, with the changes.

Thisisuseful in a development environment, because it allows code changes to be tested
quickly. In a production environment, however, dynamic reloading may degrade
performance. In addition, whenever areload is done, the sessions at that transit time become
invalid. The client must restart the session.

To enable dynamic reloading, you can do one of the following:
* Usethe Administration Console:

a. Login tothe Administration Console by going to the following URL in your web
browser:

htt p:// hod: port/ asadm n
For example:
http://1 ocal host: 4848/ asadmi n
b. Open the Applications component.
c. Gotothe Applications page.
d. Check the Reload Enabled box to enable dynamic rel oading.

e. Enter anumber of secondsin the Reload Poll Interval field to set the interval at
which applications and modules are checked for code changes and dynamically
reloaded. The default is 2.
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f.  Click on the Save button.

For details, see the Sun Java System Application Server Administration Guide.
»  Edit the following attributes of the domai n. xm fil€' sappl i cati ons element:

o dynani c-rel oad- enabl ed="t rue" enables dynamic rel oading.

o dynanic-rel oad-pol | -i nterval -i n-seconds setstheinterval at which
applications and modules are checked for code changes and dynamically rel oaded.

For details about donai n. xni , see the Sun Java System Application Server Reference.

In addition, to load new servlet files, reload EJB related changes, or reload deployment
descriptor changes, you must do the following:

1. Create an empty file named . r el oad at the root of the deployed application:
domain dir/ appl i cations/ j 2ee- apps/ app_name . rel oad
or individually deployed module:
domain _dir/ appl i cati ons/ j 2ee- nodul es/ module name . r el oad

2. Explicitly updatethe. r el oad file'stimestamp (t ouch . rel oad in UNIX) each time
you make the above changes.

Automatic Deployment

Automatic deployment, also called autodeployment, involves copying an application or
modulefile (JAR, WAR, RAR, or EAR) into aspecial directory, where it is automatically
deployed by the Sun Java System Application Server. To undeploy an automatically
deployed application or module, simply remove itsfile from the specia autodeployment
directory. Thisis useful in adevelopment environment, because it allows new code to be
tested quickly.

Autodeployment is enabled by default. To enable and configure or to disable
autodeployment, you can do one of the following:

e Usethe Administration Console:

a. Login tothe Administration Console by going to the following URL in your web
browser:

htt p: // hos: port/ asadm n

For example:

http://I ocal host : 4848/ asadm n
b. Open the Applications component.
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Go to the Applications page.

Check the Auto Deploy Enabled box to enable autodeployment, or uncheck this
box to disable autodeployment.

Enter a number of secondsin the Auto Deploy Poll Interval field to set the interval
at which applications and modul es are checked for code changes and dynamically
reloaded. The default is 2.

Y ou can change the Auto Deploy Directory if you like. The default is
domain_dir/ aut odepl oy. You can enter an absolute or relative path. A relative
path isrelative to domain_dir.

Y ou can check the Verifier Enabled box to verify your deployment descriptor files.
Thisisoptional. For details about the verifier, see “ The Deployment Descriptor
Verifier” on page 92.

Check the Precompile Enabled box if you would like any JSPs to be precompiled.
Click on the Save button.

For details, see the Sun Java System Application Server Administration Guide.

Edit the following attributes of the domai n. xm file'sappl i cati ons element:

u]

u]

[n}

aut odepl oy- enabl ed="t r ue" enables autodeployment; f al se disablesit.

aut odepl oy- pol | i ng-i nt erval -i n- seconds setstheinterval at which the
autodeployment directory is checked for changes.

aut odepl oy- di r setsthelocation of the autodepl oyment directory. Y ou can enter
an absloute or relative path. A relative path isrelative to domain_dir.

aut odepl oy- veri fi er-enabl ed verifies your deployment descriptor files. This
is optional. For details about the verifier, see “ The Deployment Descriptor
Verifier” on page 92.

aut odepl oy- j sp- preconpi | ati on- enabl ed precompiles any JSPs.

For details about domai n. xmi , see the Sun Java System Application Server Reference.
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Tools for Deployment

This section discusses the various tools that can be used to deploy modules and
applications. The deployment tools include:

*  Apache Ant

*  Thedeploytool

+ JSR88

e The FastJavac Compiler
*  Theasadmin Command

*  The Administration Console

Apache Ant

Ant can help you assemble and deploy modules and applications. For details, see “ Apache
Ant Assembly and Deployment Tool” on page 115.

The deploytool

Y ou can use the deploytool, provided with Sun Java System Application Server, to
assembl e J2EE applications and modules, configure deployment parameters, perform
simple static checks, and deploy the final result. For more information about using the
deploytool, see the J2EE 1.4 Tutorial:

http://java. sun. conj2ee/ 1. 4/ docs/tutorial / doc/i ndex. ht m

JSR 88

Y ou can write your own JSR 88 client to deploy applications to the Sun Java System
Application Server. For more information, see the JSR 88 page:

http://jcp.org/en/jsr/detail ?i d=88
See “Naming Standards’ on page 81 for application and module naming considerations.

The FastJavac Compiler

By default, Sun Java System Application Server uses the built-in JDK compiler to compile
applications during deployment. Y ou can also use Sun ONE Studio’ s FastJavac compiler,
which has a faster compilation rate, during deployment.

To use the FastJavac compiler, you must configure the administration server’ sdonai n. xni
file with the path to the compiler. Edit thej ava- confi g element as follows:
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<j ava-confi g java-home="/indall_dir/ j dk" server-cl asspat h="dasgpath" ... >

<jvmoptions>
- Dcom sun. aas. depl oyrent . j ava. conpi | er =/ indall_dir/ st udi 05/ bi n/ f astj avac/ f astj avac. sun
</jvmoptions>

<property name="com sun. aas. depl oynent . j ava. conpi | er. opti ons"
val ue="-j dk /ingall_dir/j dk" />

</java-config>

The asadmin Command

Y ou can use the asadni n command to deploy or undeploy applications and individually
deployed modules on local servers. This section describes the asadm n command only
briefly. For full details, see the Sun Java System Application Server Administration Guide.

To deploy alifecycle module, see “Deploying a Lifecycle Module” on page 111.

asadmin deploy

Theasadni n depl oy command deploysaWAR, JAR, RAR, or EARfile. The syntax isas
follows, with defaults shown for optional parameters that have them:

asadm n depl oy --user usx [--virtual servers virtual_servers [--contextroot
contextroot] [--force=true] [--preconpilejsp=false] [--verify=false] [--nane
component_name] [ --upl oad=true] [--retrieve loca _dirpath] [--dbvendorname
dbvendorname] [ --creat et abl es=fal se] --dropandcreat et abl es=f al se]

[ - - uni quet abl enames=f al se] [--enabl e=true] [--depl oyment pl an deployment_plan]

filepath

For more information about the - - dbvendor nane, - - cr eat et abl es,
- - dropandcr eat et abl es, and - - uni quet abl enanes parameters, see “ Automatic
Mapping Options’ on page 308.

For more information about the optional general asadni n parameters (- - passwor d,
--passwordfile,--host,--port,--secure,--terse,--echo,and--interactive),
see the Sun Java System Application Server Administration Guide.

For exampl e, the following command deploys an individual EJB module;
asadm n depl oy --user joeuser packagi ngEJB.j ar

If upl oad isset tof al se, the filepath must be an absolute path on the server machine.

Chapter 3 Assembling and Deploying J2EE Applications 107



Deploying Modules and Applications

108

asadmin deploydir

Theasadni n depl oydi r command deploys an application or modulein an open directory
structure. The structure must be as specified in “ Directory Structure” on page 81. The
location of the dirpath under domain_dir/ appl i cati ons/ j 2ee- apps or

domain_dir/ appl i cati ons/j 2ee- nodul es determines whether it is an application or
individually deployed module.

The syntax is as follows, with defaults shown for optional parameters that have them:

asadm n depl oydir --user user [--virtual servers virtua_servers] [--cont extroot
contextroot] [--force=true] [--preconpilejsp=false] [--verify=false] [--nane
component_name] [ - - dbvendor nane dovendorname] [ - - cr eat et abl es=f al se]
--dropandcr eat et abl es=fal se] [--uni quet abl enanes=fal se] dirpath

For more information about the - - dbvendor nane, - - cr eat et abl es,
--dropandcr eat et abl es, and - - uni quet abl enanes parameters, see “ Automatic
Mapping Options’ on page 308.

For exampl e, the following command deploys an individual EJB module;
asadm n depl oydir --user joeuser packagi ngeJB

If upl oad isset tof al se, the filepath must be an absolute path on the server machine.

NOTE On Windows, if you are deploying a directory on amapped drive, you must
be running Sun Java System Application Server as the same user to which
the mapped drive isassigned, or Sun Java System Application Server won't
see the directory.

asadmin undeploy

The asadnm n undepl oy command undeploys an application or module. The syntax is as
follows, with defaults shown for optional parameters that have them:

asadm n undepl oy --user user [--droptabl es=fal se] [--cascade=fal se]
conmponent_name

For more information about the - - dr opt abl es parameter, see “ Automatic Mapping
Options” on page 308.

For exampl e, the following command undeploys an individual EJB module:

asadm n undepl oy --user joeuser packagi ngEJB
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The Administration Console

Y ou can use the Administration Console to deploy modules and applications to both local
and remote Sun Java System Application Server sites. To use thistool, follow these steps:

1.

10.

11.

12.

13.

Login to the Administration Console by going to the following URL in your web
browser:

htt p:// hod: port/ asadm n

For example:

http://1 ocal host: 4848/ asadmi n
Open the Applications component.

Go to the page for the type of application or module. For example, for aweb
application, go to the Web Applications page.

Click on the Deploy button. (Y ou can also undeploy, enable, or disable an application
or module from this page.)

If your application or moduleisin an archive file rather than an open directory
structure, click Y es next to Upload File.

Enter the full path to the module or application directory or archive file (or click on
Browse to find it), then click on the Next button.

Enter the modul e or application name.
For an application or web module, enter the context root.

Assign the application or web module to one or more virtual servers by entering the
virtual server names.

Y ou can also redeploy the module or application if it aready exists (called forced
deployment) by checking the If Exists Redeploy box. Thisis optional.

Y ou can check the Verifier Enabled box to verify your deployment descriptor files.
Thisisoptional. For details about the verifier, see “ The Deployment Descriptor
Verifier” on page 92.

Other fields are displayed depending on the type of module. Check appropriate boxes
and enter appropriate values. Required fields are marked with asterisks (*).

Click on the Finish button.

To deploy alifecycle module, see “Deploying a Lifecycle Module” on page 111.
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Deployment by Module or Application

Y ou can deploy applications or individual modules that are independent of applications.
The runtime and file system implications of application-based or individual modul e-based
deployment are described in “Runtime Environments’ on page 83.

Individual module-based deployment is preferable when components need to be accessed
by:

*  Other modules

e J2EE Applications

e ACC clients (Module-based deployment allows shared access to a bean from an ACC
client, aservlet, or an EJB component.)

Modules can be combined into an EAR file and then deployed as a single module. Thisis
similar to deploying the modules of the EAR independently.

Deploying a WAR Module

Y ou deploy aWAR module as described in “Tools for Deployment” on page 106.

Y ou can precompile JSPs during deployment by checking the appropriate box in the
Administration Console or by using the - - pr econpi | ej sp option of theasadni n depl oy
or asadm n depl oydi r command. The sun- appser v- depl oy and sun- appser v-j spc
Ant tasks also allow you to precompile JSPs.

Y ou can keep the generated source for JSPs by adding the - keepgener at ed flag to the

j sp-confi g element in sun-web. xni . If you include this property when you deploy the
WAR module, the generated source iskept in

domain_dir/ gener at ed/ j sp/ j 2ee- apps/ app_name/ module nameif itisinan
application or domain_dir/ gener at ed/ j sp/ j 2ee- nodul es/ module nameif itisinan
individually deployed web module.

For more information about JSP precompilation, see “ Compiling JSPs: The Command-Line
Compiler” on page 280. For more information about the - keepgener at ed property, see
“JSP Elements’ on page 178.
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Deploying an EJB JAR Module

Y ou deploy an EJB JAR module as described in “ Tools for Deployment” on page 106.

Y ou can keep the generated source for stubs and ties by adding the - keepgener at ed flag
tother m c- opt i ons attribute of thej ava- confi g element indonai n. xni . If you include
this flag when you deploy the EJB JAR module, the generated source iskept in
domain_dir/ gener at ed/ ej b/ j 2ee- apps/ app_name/ module_name if it isin an
application or domain_dir/ gener at ed/ ej b/ j 2ee- nodul es/ module_nameif itisinan
individually deployed EJB JAR module. For more information about the - keepgener at ed
flag, see the Sun Java System Application Server Reference.

Generation of stubs and tiesis performed asynchronously, so unless you request their
generation during deployment (for example, using the- - r et ri eve option of theasadm n
depl oy command), stubs and ties are not guaranteed to be available immediately after
deployment. You can usetheasadm n get - cl i ent - st ubs command to retrieve the stubs
and ties whether or not you requested their generation during deployment. The syntax isas
follows:

asadmn get-client-stubs --user use --appnane app_name local_dirpath

Deploying a Lifecycle Module

For general information about lifecycle modules, see Chapter 10, “Developing Lifecycle
Listeners.”

Y ou can deploy alifecycle module using the following tools:
*  Theasadmin Command

e The Administration Console

The asadmin Command

To deploy alifecycle module, usetheasadmi n create-1ifecycl e- nodul e command.
The syntax is as follows, with defaults shown for optional parameters that have them:

asadm n create-lifecycle-nodul e --user user --classnane dassname [ --cl asspath
daspath] [--1oadorder load order number] [--fail urefatal =fal se]

[--enabl ed=true] [--description text desription] [--property

(name=value) [ : name=valug] *] modulename

For more information about the optional general asadni n parameters (- - passwor d,
--passwordfile,--host,--port,--secure,--terse,--echo,and--interactive),
see the Sun Java System Application Server Administration Guide.
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For example:

asadnmin create-lifecycle-nodul e --user joeuser --classnane RM Server
M/RM Ser ver

To undeploy alifecycle module, usetheasadni n del ete-1i f ecycl e- nodul e command.
The syntax is as follows, with defaults shown for optional parameters that have them:

asadnin del ete-1ifecycle-nodul e --user user module name
For example:
asadnin del ete-1ifecycle-nodul e --user joeuser M/RM Server

To list the lifecycle modules that are deployed, use the asadni n
list-1ifecycle-nmodul es command. The syntax is as follows, with defaults shown for
optional parameters that have them:

asadnmin list-lifecycle-nodul es --user user
For example:

asadmn list-lifecycle-nodul e --user joeuser

The Administration Console

Y ou can aso use the Administration Console to deploy alifecycle module. Follow these
steps:

1. Login to the Administration Console by going to the following URL in your web
browser:

htt p:// hog: port/ asadm n
For example:
http://1 ocal host: 4848/ asadmi n
2. Open the Applications component.
3. GototheLifecycle Modules page.
4. Click on the New button.
5. Enter the following information:
o Name (required) - The name of the lifecycle module.

o Class Name (required) - The fully qualified name of the lifecycle modul€’s class
file.

o Classpath (optional) - The classpath for the lifecycle module. Specifies where the
module is located. The default location is under the application root directory.
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o Load Order (optional) - Determines the order in which lifecycle modules are
loaded at startup. Modules with smaller integer values are loaded sooner. Values
can range from 101 to the operating system’s MAXI NT. Valuesfrom 1 to 100 are
reserved.

o OnLoad Failure Prevent Server Startup (optional) - Determines whether the server
is shut down if the lifecycle module fails. The default isf al se.

o Status Enabled (optional) - Determines whether the lifecycle module is enabled.
The defaultist r ue.

o Description (optional) - A text description of the lifecycle module.

Click on the OK button.

Deploying an Application Client

Deployment is only necessary for application clients that communicate with EJB
components. To deploy an application client:

1.

Assemble the necessary client files (as described in “ Assembling an ACC Client” on
page 100).

Assemble the EJB components to be accessed by the client.
Package the client and EJB components together in an application.

Deploy the application as described in “Tools for Deployment” on page 106. Y ou can
usethe--retrieve optionto get theclient JAR file.

You can also usetheasadm n get - cl i ent - st ubs command to retrieve the stubs and
ties whether or not you requested their generation during deployment. The syntax isas
follows:

asadm n get-client-stubs --user user --appnane app_name loca_dirpath

The client JAR contains the ties and necessary classes for the ACC client. Copy this
fileto the client machine, and set the APPCPATH environment variable on the client to
point to this JAR.

If you wish to execute the client on the Sun Java System Application Server machineto test
it, you can use the appcl i ent script intheinstall_dir/ bi n directory. The only required
optionis-cl i ent . For example:

appclient -client converterdient.jar

The - xn parameter specifies the location of the sun- acc. xm file.
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Before you can execute an ACC client on a different machine, you must prepare the client
machine;

1. Youcan usethe package- appcl i ent scriptintheinstall_dir/ bi n directory to create
the ACC package JAR file. Thisis optional. This JAR fileis created in the
install_dir/1i b/ appcl i ent directory.

2. Copy the ACC package JAR file to the client machine and unjar it.

3. Configurethesun-acc. xni file, located in the
appcl i ent/ appserv/ i b/ appclient directory by default if you used the
package- appcl i ent script.

4. Configuretheasenv. conf (asenv. bat on Windows) file, located in
appcl i ent / appser v/ bi n by default if you used the package- appcl i ent script.

5. Copy theclient JAR fileto the client machine. Y ou are now ready to execute the client.

For more detailed information about the appcl i ent and package- appcl i ent scripts, see
Chapter 9, “Developing Java Clients.”

Deploying a J2EE CA Resource Adapter

Y ou deploy a connector module as described in “ Tools for Deployment” on page 106. After
deploying the module, you must configure it as described in the following document:

htt p: // devel opers. sun. coni prodt ech/ appser ver/ref erence/ t echart/as8_connect or s

Access to Shared Frameworks

When J2EE applications and modules use shared framework classes (such as utility classes
and libraries) the classes can be put in the path for the System Classloader or the Common
Classloader rather than in an application or module. If you assemble alarge, shared library
into every modul e that usesit, the result is ahuge file that takes too long to register with the
server. In addition, several versions of the same class could exist in different classloaders,
which is awaste of resources. For more information, see “ Circumventing Classloader
Isolation” on page 89.
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Apache Ant Assembly and Deployment Tool

Y ou can use the automated assembly features available through Ant, a Java-based build tool
available through the Apache Software Foundation:

http://ant.apache. org/

Ant is a Java-based build tool that is extended using Java classes. Instead of using shell
commands, you declare the assembly steps using an XML document. Each task isrun by an
object that implements a particular task interface.

Apache Ant 1.5.4 is provided with Sun Java System Application Server. The sample
applications provided with Sun Java System Application Server have Ant bui | d. xni files;
see “ Sample Applications’ on page 33.

Make sure you have done these things before using Ant:

e Includeinstall_dir/ bi n inthe PATH environment variable. The Ant script provided
with Sun Java System Application Server, asant , islocated in this directory. For
details on how to use asant , see the sample applications documentation in the
install_dir/ sanpl es/ docs/ ant . ht mi file.

o If you are executing platform-specific applications, such asthe exec or cvs task,
the ANT_HOME environment variable must be set to the Ant installation
directory.The ANT_HOME environment variable for al platformsis
install_dir/ i b.

This section covers the following Ant-rel ated topics:

* Ant Tasksfor Sun Java System Application Server 8

*  Reusable Subelements

For information about standard Ant tasks, see the Ant documentation:

http://conputing. ee. et hz. ch/ sepp/ ant - 1. 5. 4- ke/ manual / i ndex. ht m

Ant Tasks for Sun Java System Application
Server 8

Use the Ant tasks provided by Sun Java System Application Server for assembling,
deploying, and undeploying modules and applications, and for configuring the server. The
tasks are asfollows:

e sun-appserv-deploy
*  sun-appserv-undeploy
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*  sun-appserv-component
*  sun-appserv-admin
*  sun-appserv-jspc

*  sun-appserv-update

sun-appser v-deploy
Deploys any of the following.

e Enterprise application (EAR file)

*  Web application (WAR file)

e Enterprise JavaBean (EJB-JAR file)
»  Enterprise connector (RAR file)

* Application client

Subelements

The following table describes subelements for the sun- appser v- depl oy task. These are
objects upon which this task acts.

Table 3-5  sun- appser v- depl oy Subelements

Element Description

conponent A component to be deployed.

fileset A set of component files that match specified parameters.
Attributes

The following table describes attributes for the sun- appser v- depl oy task.

Table 3-6  sun- appser v- depl oy Attributes

Attribute Default Description

file none (optional if a conponent or fil eset subelementis
present, otherwise required) The component to deploy. If
this attribute refers to a file, it must be a valid archive. If
this attribute refers to a directory, it must contain a valid
archive in which all components have been exploded. If
upl oad is set to f al se, this must be an absolute path on
the server machine.
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Table 3-6  sun- appser v- depl oy Attributes (Continued)

Attribute Default Description
nane file name (optional) The display name for the component being
without deployed.
extension
type determined (optional) The type of component being deployed. Valid
from the file types are appl i cati on, €] b, web, and connect or . If not
or directory specified, the file (or directory) extension is used to
name determine the component type: . ear for appl i cat on,
extension .jar forejb,.war forweb, and . rar for connector. If
it's not possible to determine the component type using
the file extension, the default is appl i cati on.
force true (optional) If t r ue, the component is overwritten if it
already exists on the server. If f al se,
sun- appser v- depl oy fails if the component exists.
retrievestubs client stubs (optional) The directory where client stubs are saved. This
not saved attribute is inherited by nested conponent elements.
preconpi |l ej sp fal se (optional) If t r ue, all JISPs found in an enterprise
application (. ear ) or web application (. war) are
precompiled. This attribute is ignored for other component
types. This attribute is inherited by nested conponent
elements.
verify fal se (optional) If t r ue, syntax and semantics for all
deployment descriptors are automatically verified for
correctness. This attribute is inherited by nested
conponent elements.
cont ext r oot file name (optional) The context root for a web module (WAR file).
without This attribute is ignored if the component is not a WAR
extension file.
upl oad true (optional) If t r ue, the component is transferred to the

virtual servers

user

passwor d

defaultvirtual
server only

adm n

none

server for deployment. If the component is being deployed
on the local machine, set upload to f al se to reduce
deployment time. If a directory is specified for
deployment, upload must be f al se.

(optional) A comma-separated list of virtual servers to be
deployment targets. This attribute applies only to
application (. ear ) or web (. war ) components and is
ignored for other component types.

(optional) The user name used when logging into the
application server.

The password used when logging into the application
server.

Chapter 3 Assembling and Deploying J2EE Applications

117



Apache Ant Assembly and Deployment Tool

118

Table 3-6  sun- appser v- depl oy Attributes (Continued)

Attribute Default Description
host | ocal host (optional) Target server. When deploying to a remote
server, use the fully qualified host name.
port 4848 (optional) The administration port on the target server.
sunonehone see (optional) The installation directory for the local Sun Java
description System Application Server 8 installation, which is used to

find the administrative classes. If not specified, the
command checks to see if the sunone. hone parameter
has been set. Otherwise, administrative classes must be
in the system classpath.

Examples
Here is a simple application deployment script with many implied attributes:

<sun- appser v- depl oy

file="${assenbl e}/si npl eapp. ear"
passwor d="${ passwor d}" />

Hereis an equivalent script showing al the implied attributes:

<sun- appser v- depl oy

file="${assenbl e}/si npl eapp. ear"
name="si npl eapp"
type="application"
force="true"

preconpi | ej sp="f al se"
verify="fal se"

upl oad="t r ue"

user ="adm n"

passwor d="${ passwor d} "

host ="I ocal host "

port =" 4848"

sunonehone="${ sunone. hone}" />

This exampl e deploys multiple components to the same Sun Java System Application
Server running on a remote server:
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<sun- appser v-depl oy password="${password}" host="greg. sun. conf
sunonehome="/opt / sun" >
<conponent file="${assenbl e}/ si npl eapp. ear"/>
<conponent file="${assenbl e}/sinpl eservl et.war"
contextroot="test"/>
<conponent file="${assenbl e}/sinpl ebean.jar"/>
</ sun- appser v-depl oy>

This exampl e deploys the same components as the previous example because the three
components match thef i | eset criteria, but note that it’s not possible to set some
component-specific attributes. All component-specific attributes (nane, t ype, and
cont ext r oot ) use their default values.

<sun- appser v- depl oy passwor d="${password}" host="greg. sun. conf
sunonehorme="/opt/ sun" >
<fileset dir="${assenble}" includes="**/* 2ar" />
</ sun- appser v- depl oy>

sun-appser v-undeploy
Undeploys any of the following.

» Enterprise application (EAR file)

*  Web application (WAR file)

e Enterprise JavaBean (EJB-JAR file)
e Enterprise connector (RAR file)

e Application client

Subelements

Thefollowing table describes subelementsfor the sun- appser v- undepl oy task. These are
objects upon which this task acts.

Table 3-7  sun- appser v- undepl oy Subelements

Element Description

conponent A component to be deployed.

fileset A set of component files that match specified parameters.
Attributes

The following table describes attributes for the sun- appser v- undepl oy task.
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Table 3-8  sun- appser v- undepl oy Attributes
Attribute Default Description
nane file name (optional if a conponent or fil eset subelement is present
without or the fi | e attribute is specified, otherwise required) The
extension display name for the component being undeployed.
file none (optional) The component to undeploy. If this attribute refers
to a file, it must be a valid archive. If this attribute refers to a
directory, it must contain a valid archive in which all
components have been exploded.
type determined (optional) The type of component being undeployed. Valid
from the file types are appl i cati on, ej b, web, and connect or . If not
or directory specified, the file (or directory) extension is used to determine
name the component type: . ear for appl i caton, . j ar for ej b,
extension .war forweb, and . rar for connect or. If it's not possible to
determine the component type using the file extension, the
default is appl i cati on.
user adm n (optional) The user name used when logging into the
application server.
passwor d none The password used when logging into the application server.
host | ocal host (optional) Target server. When deploying to a remote server,
use the fully qualified host name.
port 4848 (optional) The administration port on the target server.
sunonehone see (optional) The installation directory for the local Sun Java
description System Application Server 8 installation, which is used to find
the administrative classes. If not specified, the command
checks to see if the sunone. hone parameter has been set.
Otherwise, the administrative classes must be in the system
classpath.
Examples

Here is a simple application undeployment script with many implied attributes:

<sun- appser v- undepl oy nane="si npl eapp" password="${password}" />

Hereis an equivalent script showing all the implied attributes:

<sun- appser v- undepl oy
name="si npl eapp"
type="application"
user ="adm n"
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passwor d="${ passwor d} "

host ="l ocal host "

port="4848"

sunonehore="${ sunone. hone}" />

This example demonstrates using the archive files (EAR and WAR, in this case) for the
undeployment, using the component name and type (for undeploying the EJB component in
this example), and undeploying multiple components.

<sun- appser v- undepl oy passwor d="${ password}">
<conponent file="${assenbl e}/ si npl eapp. ear"/>
<conponent file="${assenbl e}/sinpl eservlet.war"/>
<conponent name="si npl ebean" type="ejb"/>

</ sun- appser v- undepl oy>

sSun-appser v-component
Enables or disables the following J2EE component types that have been deployed to Sun
Java System Application Server 8.

» Enterprise application (EAR file)

*  Web application (WAR file)

e Enterprise JavaBean (EJB-JAR file)
e Enterprise connector (RAR file)

* Application client

Y ou don’t need to specify the archive to enable or disable acomponent: only the component
nameis required. Y ou can use the component archive, however, because it implies the
component name.

Subelements

The following table describes subelements for the sun- appser v- conponent task. These
are objects upon which this task acts.

Table 3-9  sun- appser v- conponent Subelements

Element Description
conponent A component to be deployed.
fileset A set of component files that match specified parameters.
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Attributes

The following table describes attributes for the sun- appser v- conponent task.

Table 3-10 sun- appser v- conponent Attributes
Attribute Default Description
action none The control command for the target application server. Valid
values are enabl e and di sabl e.
nane file name (optional if a conponent or fil eset subelementis present
without or the fi | e attribute is specified, otherwise required) The
extension display name for the component being enabled or disabled.
file none (optional) The component to enable or disable. If this attribute
refers to a file, it must be a valid archive. If this attribute refers
to a directory, it must contain a valid archive in which all
components have been exploded.
type determined (optional) The type of component being enabled or disabled.
from the file Valid types are appl i cati on, ej b, web, and connect or . If
or directory not specified, the file (or directory) extension is used to
name determine the component type: . ear for applicaton,.jar
extension for ej b, . war forweb, and . rar for connect or. If it's not
possible to determine the component type using the file
extension, the default is appl i cati on.
user adm n (optional) The user name used when logging into the
application server.
passwor d none The password used when logging into the application server.
host | ocal host (optional) Target server. When enabling or disabling a remote
server, use the fully qualified host name.
port 4848 (optional) The administration port on the target server.
sunonehone see (optional) The installation directory for the local Sun Java
description System Application Server 8 installation, which is used to find
the administrative classes. If not specified, the command
checks to see if the sunone. hone parameter has been set.
Otherwise, the administrative classes must be in the system
classpath.
Examples

Here isasimple example of disabling a component:

<sun- appser v- conponent
acti on="di sabl e"
name="si npl eapp"
passwor d="${ password}" />
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Here isa simple example of enabling a component:

<sun- appser v- conponent
action="enabl e"
name="si npl eapp"
passwor d="${ passwor d}" />

Hereis an equivalent script showing al the implied attributes:

<sun- appser v- conponent
action="enabl e"
narme="si npl eapp"
type="application”
user="adm n"
passwor d="${ passwor d} "
host ="| ocal host "
port ="4848"
sunonehone="${ sunone. hone}" />

This example demonstrates disabling multiple components using the archive files (EAR and
WAR, in this case) and using the component name and type (for an EJB component in this
example).

<sun- appser v- conponent acti on="di sabl " password="${ password}">
<conponent file="${assenbl e}/sinpl eapp. ear"/>
<conponent file="${assenbl e}/sinpl eservl et.war"/>
<conponent name="si npl ebean" type="ejb"/>

</ sun- appser v- conponent >

sun-appserv-admin

Enables arbitrary administrative commands and scripts to be executed on the Sun Java
System Application Server 8. Thisis useful for cases where a specific Ant task hasn’t been
developed or a set of related commands are in a single script.

Subelements
none

Attributes
The following table describes attributes for the sun- appser v- admi n task.
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Table 3-11

sun- appser v- adm n Attributes

Attribute

Default

Description

command

comandfile

expl

user

i citcomand

passwor d

host

port

sunonehone

none

none

none

adm n

none

| ocal host

4848

see
description

(exactly one of these is required: comrand,

commandfi | e, or expl i ci t conmand) The command to
execute. If the user, passwor d, host, or por t
attributes are also specified, they are automatically
inserted into the command before execution. If any of
these options are specified in the command string, the
corresponding attribute values are ignored.

(exactly one of these is required: comrand,

conmmandfi | e, or expl i ci t command) The command
script to execute. If commandfi | e is used, the values of
all other attributes are ignored. Be sure to end the script
referenced by commandf i | e with the exi t command, if
you omit exi t , the Ant task may appear to hang after
the command script is called.

(exactly one of these is required: comrand,

commandfi | e, or expl i ci t command) The exact
command to execute. No command processing is done,
and all other attributes are ignored.

(optional) The user name used when logging into the
application server.

(optional) The password used when logging into the
application server.

(optional) Target server. If it is a remote server, use the
fully qualified host name.

(optional) The administration port on the target server.

(optional) The installation directory for the local Sun
Java System Application Server 8 installation, which is
used to find the administrative classes. If not specified,
the command checks to see if the sunone. hone
parameter has been set. Otherwise, the administrative
classes must be in the system classpath.
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Sun-appserv-J§pc
Precompiles JSP source code into Sun Java System Application Server compatible Java
codefor initia invocation by Sun Java System Application Server. Usethistask to speed up
access to JSP pages or to check the syntax of JSP source code. Y ou can feed the resulting
Javacodeto thej avac task to generate class files for the JSPs.

Subelements
none

Attributes

Apache Ant Assembly and Deployment Tool

The following table describes attributes for the sun- appser v- j spc task.

Table 3-12 sun- appserv-j spc Attributes

Attribute Default Description

destdir The destination directory for the generated Java source files.

srcdir (exactly one of these is required: srcdi r or webapp) The
source directory where the JSP files are located.

webapp (exactly one of these is required: srcdi r or webapp) The
directory containing the web application. All JSP pages within
the directory are recursively parsed. The base directory must
have a WEB- | NF subdirectory beneath it. When webapp is
used, sun- appser v-j spc hands off all dependency
checking to the compiler.

ver bose 2 (optional) The verbosity integer to be passed to the compiler.

cl asspat h (optional) The classpath for running the JSP compiler.

cl asspat href (optional) A reference to the JSP compiler classpath.

uri base / (optional) The URI context of relative URI references in the
JSP pages. If this context does not exist, it is derived from the
location of the JSP file relative to the declared or derived
value of uri r oot . Only pages translated from an explicitly
declared JSP file are affected.

uriroot see (optional) The root directory of the web application, against

description which URI files are resolved. If this directory is not specified,

the first JSP page is used to derive it: each parent directory of
the first JSP page is searched for a EB- | NF directory, and
the directory closest to the JSP page that has one is used. If
no VEEB- | NF directory is found, the directory

sun- appser v-j spc was called from is used. Only pages
translated from an explicitly declared JSP file (including tag
libraries) are affected.
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Table 3-12 sun- appser v-j spc Attributes (Continued)

Attribute Default Description

package (optional) The destination package for the generated Java
classes.

failonerror true (optional) If t r ue, JSP compilation fails if errors are
encountered.

sunonehone see (optional) The installation directory for the local Sun Java

description System Application Server 8 installation, which is used to find
the administrative classes. If not specified, the command
checks to see if the sunone. hone parameter has been set.
Otherwise, the administrative classes must be in the system
classpath.

Example

The following example uses the webapp attribute to generate Java source files from JSP
files. The sun- appser v-j spc task isimmediately followed by aj avac task, which
compiles the generated Javafilesinto classfiles. Thecl asspat h valuein thej avac task
must be all on one line with no spaces.

<sun- appser v-j spc
dest di r="${assenbl e. war}/ gener at ed"
webapp="${ assenbl e. war }"
cl asspat h="${ assenbl e. war } / WEB- | NF/ c| asses"
sunonehore="${ sunone. hone}" />
<j avac
srcdi r="${assenbl e. war }/ WEB- | NF/ gener at ed"
dest di r="${assenbl e. war }/ VEB- | NF/ gener at ed"
debug="on"
cl asspat h="${assenbl e. war }/ VVEB- | NF/ cl asses: ${ sunone. hore}/ | i b/
appserv-rt.jar: ${sunone. hone}/lib/ appserv-ext.jar">
<incl ude name="**/*_ java"/>
</javac>

sun-appserv-update

Enables deployed applications (EAR files) and modules (EJB JAR, RAR, and WAR files)
to be updated and rel oaded for fast iterative development. This task copies modified class
files, XML files, and other contents of the archive files to the appropriate subdirectory of
the domain_dir/ appl i cat i ons directory, then touchesthe. r el oad file to cause dynamic
reloading to occur.

Thisisalocal task and must be executed on the same machine as the application server.
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Subelements
none

Attributes
The following table describes attributes for the sun- appser v- updat e task.

Table 3-13 sun- appser v- updat e Attributes

Attribute Default Description
file none The component to update, which must be a valid archive.
domai n domai nl (optional) The domain in which the application has been

previously deployed.

Example
The following example updates the J2EE application f 0o. ear , which is deployed to the
default domain, domai nl.

<sun- appserv-update file="foo.ear"/>

Reusable Subelements

Reusable subelements of the Ant tasks for Sun Java System Application Server 8 are as
follows. These are objects upon which the Ant tasks act.

i component

o fileset

component

Specifies a 2EE component. Allows a single task to act on multiple components. The
conponent attributes override corresponding attributes in the parent task; therefore, the
parent task attributes function as default values.

Subelements
none

Attributes
The following table describes attributes for the conponent element.
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Table 3-14 conponent Attributes

Attribute Default Description
file none (optional if the parent task is sun- appser v- undepl oy or
sun- appser v- conponent ) The target component. If this
attribute refers to a file, it must be a valid archive. If this
attribute refers to a directory, it must contain a valid archive in
which all components have been exploded. If upl oad is set to
f al se, this must be an absolute path on the server machine.
nane file name (optional) The display name for the component.
without
extension
type determined (optional) The type of component. Valid types are
from the file  appl i cati on, ej b, web, and connect or . If not specified, the
or directory  file (or directory) extension is used to determine the
name component type: . ear for appl i caton,.jar forejb, . war
extension for web, and . rar for connect or. If it's not possible to
determine the component type using the file extension, the
default is appl i cati on.
force true (applies to sun- appser v- depl oy only, optional) If t r ue, the
component is overwritten if it already exists on the server. If
f al se, the containing element’s operation fails if the
component exists.
preconpi | ej sp fal se (applies to sun- appser v- depl oy only, optional) If t r ue, all
JSPs found in an enterprise application (. ear) or web
application (. war ) are precompiled. This attribute is ignored
for other component types.
retrievestubs client stubs (applies to sun- appser v- depl oy only, optional) The
not saved directory where client stubs are saved.
cont ext r oot file name (applies to sun- appser v- depl oy only, optional) The context
without root for a web module (WAR file). This attribute is ignored if
extension the component is not a WAR file.
verify fal se (applies to sun- appser v- depl oy only, optional) If t r ue,
syntax and semantics for all deployment descriptors is
automatically verified for correctness.
Examples

Y ou can deploy multiple components using a single task. This example deploys each
component to the same Sun Java System Application Server running on a remote server.
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<sun- appser v-depl oy password="${password}" host="greg. sun. conf
sunonehome="/opt/ slas8" >
<conponent file="${assenbl e}/ si npl eapp. ear"/>
<conponent file="${assenbl e}/sinpl eservl et.war"
contextroot="test"/>
<conponent file="${assenbl e}/sinpl ebean.jar"/>
</ sun- appser v-depl oy>

Y ou can al so undeploy multiple components using asingle task. This example demonstrates
using the archive files (EAR and WAR, in this case) and the component name and type (for
the EJB component).

<sun- appser v- undepl oy passwor d="${ password}">
<conponent file="${assenbl e}/si npl eapp. ear"/
<conponent file="${assenbl e}/sinpl eservlet.war"/>
<conponent name="si npl ebean" type="ejb"/>

</ sun- appser v- undepl oy>

Y ou can enable or disable multiple components. This example demonstrates disabling
multiple components using the archive files (EAR and WAR, in this case) and the
component name and type (for the EJB component).

<sun- appser v- conponent acti on="di sabl " password="${password}">
<conponent file="${assenbl e}/sinpl eapp. ear"/>
<conponent file="${assenbl e}/sinpl eservl et.war"/>
<conponent name="si npl ebean" type="ejb"/>

</ sun- appser v- conponent >

fileset

Selects component files that match specified parameters. Whenfi | eset isincluded asa
subelement, the nane and cont ext r oot attributes of the containing element must use their
default values for each fileinthefi | eset . For more information, see:

http://conputing. ee. et hz. ch/ sepp/ ant - 1. 5. 4- ke/ manual / Cor eTypes/ fi | eset . ht ni
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Chapter 4

Debugging J2EE Applications

This chapter gives guidelines for debugging applications in Sun Java System Application
Server. It includes the following sections:

Enabling Debugging

JPDA Options

Generating a Stack Trace for Debugging
The Java Debugger

Using the Sun ONE Studio IDE for Debugging
Using the NetBeans IDE for Debugging
Using the JBuilder IDE for Debugging

Sun Java System M essage Queue Debugging
Enabling Verbose Mode

Logging

Profiling

The domai n. xm file described in this chapter is located at
domain_dir/ confi g/ domai n. xm . For more information about thisfile, see the Sun Java
System Application Server Reference.

Enabling Debugging

When you enabl e debugging, you enable both local and remote debugging. To start the
server in debug mode, use the - - debug option as follows:

asadnmin start-donain --debug [ domain_name]
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Y ou can then attach to the server from the debugger at its default JPDA port, which is 1044.
For example, for UNIX systems:

jdb -attach 1044
For Windows:
jdb -connect comsun.jdi.Socket Attach: port=1044

Y ou can enable debugging even when the application server is started without the - - debug
option. Thisis useful if you start the application server from the Windows Start Menu or if
you want to make sure that debugging is always turned on. Y ou can set the server to
automatically start up in debug mode in one of these ways:

» Using the Administration Console
e Editing the domain.xml File

Sun Java System Application Server debugging is based on the JPDA (Java Platform
Debugger Architecture). For more information, see “JPDA Options” on page 133.

Using the Administration Console

To enable debugging for each server restart:

1. Login to the Administration Console by going to the following URL in your web
browser:

htt p: // hos: port/ asadm n

For example:

http://I ocal host : 4848/ asadm n

Go to the Application Server page.

Select the VM Settings tab and the General option.
Check the Debug Enabled box.

A WD

5. To specify adifferent port (from 1044, the default) to use when attaching the VM to a
debugger, specify addr ess=port_number in the Debug Options field.

6. |If youwishto add JPDA options, add any desired JPDA debugging optionsin Debug
Options. See “JPDA Options’ on page 133.

7. Select the Save button.
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Editing the domain.xml File

To enable debugging for each server restart, set the following attributes of the
j ava- conf i g element inthe domai n. xm file:

*  Set debug- enabl ed="t rue" to turn on debugging.

» To specify adifferent port (from 1044, the default) to use when attaching the VM to a
debugger, specify addr ess=port_number in the debug- opt i ons attribute.

e Addany desired JPDA debugging optionsin the debug- opt i ons attribute. See “ JPDA
Options” on page 133.

For details about the domai n. xm file, see the Sun Java System Application Server
Reference.

JPDA Options

The default JPDA optionsin Sun Java System Application Server are as follows:
- Xdebug - Xrunj dwp: t ransport =dt _socket, server =y, suspend=n, addr ess=1044
For Windows, you must change dt _socket todt _shrmem

If you substitute suspend=y, the VM startsin suspended mode and stays suspended until a
debugger attaches to it. Thisis helpful if you want to start debugging as soon as the VM
starts.

To specify adifferent port (from 1044, the default) to use when attaching the VM to a
debugger, specify addr ess=port_number.

Y ou can include additional options. A list of JPDA debugging optionsis available here;

http://java. sun. com product s/ j pda/ doc/ conni nv. ht ni #l nvocat i on

Generating a Stack Trace for Debugging

Y ou can generate a Java stack trace for debugging as described here if the Sun Java System
Application Server isin verbose mode (see “Enabling Verbose Mode” on page 138):

http:// devel oper. java. sun. coni devel oper/techni cal Articl es/ Programm ng/ St ackt race/

The stack trace goes to the domain_dir/ | ogs/ ser ver . | og file and also appears on the
command prompt screen.
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The Java Debugger

If the- Xrs flag is set (for reduced signal usage) in the domai n. xm file (under

<j vm opt i ons>), comment it out before generating the stack trace. If the- Xr s flag is used,
the server may simply dump core and restart when you send the signal to generate the trace.
For more about the domai n. xm file, see the Sun Java System Application Server
Reference.

The Java Debugger

The Java Debugger (j db) helps you find and fix bugs in Java language programs. When
using thej db debugger with Sun Java System Application Server, you must attach to the
server from the debugger at its default JPDA port, which is 1044. For example, for UNIX
systems:

jdb -attach 1044

For Windows:

jdb -connect comsun.jdi. Socket Attach: port=1044

For more information about thej db debugger, see the following links:
http://java. sun. con product s/ j pda/ doc/ sol j db. ht n

http://java. sun. con product s/ j pda/ doc/ conni nv. ht ni #JDB
http://java. sun. com product s/ j dk/ 1. 2/ debuggi ng/ JDBTut ori al . ht m

Using the Sun ONE Studio IDE for Debugging

To use the Sun ONE Studio 5 debugger with Sun Java System Application Server:

1. Start Sun ONE Studio, and mount the directory that contains the application source
code you want to debug.

2. Select the Debug menu and the Attach... option.
Change the Connector:text field to SocketAttach.

Eal

Type the host name of the Application Server in the Host text box.

5. Type the port number you specified when you enabled debugging in the Sun Java
System Application Server in the Port text box (the default is 1044), then select OK.

Y ou should be able to debug your Java classes now using Sun ONE Studio.
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Using the NetBeans IDE for Debugging

For help on debugging applications with Sun ONE Studio, select Help, select Contents,
then select Debugging Java Programs. Y ou can also consult the Sun ONE Studio
documentation.

Using the NetBeans IDE for Debugging

To use the NetBeans 3.5.1 IDE with the Sun Java System Application Server:

1.
2.

Download the latest version of NetBeans from www. net beans. or g.

Set up the classpath in NetBeans to compile J2EE applications using the standard J2EE
1.4 AP libraries provided with the Sun Java System Application Server. Perform the
following stepsin the NetBeans IDE:

a. IntheMenu bar, click on the File menu and select Mount Filesystem.

b. Inthewizard dialog box, select Archive Files as the Filesystem type and click
Next.

c. Navigate the file chooser to the Sun Java System Application Server directory
install_dir/ i b.

d. Selectj 2ee.jar. If you plan to use Sun-specific public APIs provided in the Sun
Java System Application Server, you should also select the appser v-ext . j ar
archive. Click Finish.

Thej 2ee. | ar file should appear in the list of mounted file systems under the Editing
pane inside the Filesystems tab of the NetBeans IDE. Y ou can now import J2EE 1.4
API packagesin your source files and compile the source files.

Build your application in the NetBeans IDE.

Assemble your application into aJJ2EE archivefile (WAR, JAR, RAR or EARfile) and
deploy it to the Sun Java System Application Server.

Start the Sun Java System Application Server with debugging enabled. See “Enabling
Debugging” on page 131.

Attach to the Sun Java System Application Server using the Netbeans IDE debugger:
a. Click onthe Debug menu, select Start Session, then select Attach.

b. Inthe Attach dialog box, make sure the host (default | ocal host ) and port (default
1044) correspond to the host and JPDA debug port of the Sun Java System
Application Server. Click OK.
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Using the JBuilder IDE for Debugging

The Output Window of the Debugger Console should display the message
Connection established.

7. Set break pointsin your source file in the NetBeans IDE as usual, and run the
application.

8. When finished with debugging, detach from the server by clicking Finish in the Debug
menu.

Using the JBuilder IDE for Debugging

To use the JBuilder X Developer or JBuilder X Enterprise debugger with the Sun Java
System Application Server:

1. Start JBuilder X.

2. If you are using JBuilder X Developer, create alibrary that holds the J2EE interfaces.
This step is not necessary if you are using JBuilder X Enterprise.

a. Select the Configure Librariesitem from the Tools menu. This opensthe
Configure Libraries dialog box.

b. Pressthe New button. This opensthe New Library Wizard.

c. Enter alibrary name and location.

d. Pressthe Add button. This opens afile/directory chooser dialog box.
e. Navigate through the chooser to select install_dir/ i b/ 2ee. jar.

f.  If you plan to use Sun-specific public APIs provided with the Sun Java System
Application Server, you should also include the
install_dir/|i b/ appserv-ext.jar archiveinthislibrary.

g. PressOK to accept the selection and dismiss the chooser.

h. Press OK to accept and dismissthe New Library Wizard.

i. PressOK to accept and dismiss the Configure Libraries dialog box.
3. Create aproject for the application source code.
4. Addthelibrary created in Step 2 to the project created in Step 3.

a. Select the Project Properties item from the Project menu. This opens the Project
Properties dialog box.

b. Select the Paths node in the tree on the | eft side of the dialog box.
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10.

11.

12.

13.

14.

15.

16.

Sun Java System Message Queue Debugging

c. Select the Required librariestab that appears on right side of the dialog box.

d. Pressthe Add button. This opens atree chooser dialog box. The library that was
created in Step 2 should appear in thelist of libraries.

e. Select thelibrary created in Step 2.

f. Press OK to accept the selection and dismiss this dialog box.

g. PressOK to accept and dismiss the Project Properties dialog box.
Open the project created in Step 3.

Select the Configurations item from the Run menu. This opens the Runtime
Configurations dialog box.

Use the New button to create a runtime configuration to be used for debugging your
application code. This opens the New Runtime Configuration dialog box.

Give the configuration a unique name.

Expand the Debug node in the tree on the left side of the dialog box.
Select the Remote node.

Set Enable remote debugging to true.

Set the action to Attach.

In the Transport panel, make sure the address (default | ocal host ) and port (default
1044) correspond to the host and JPDA debug port of the Sun Java System Application
Server. Select OK.

Assemble your application into aJJ2EE archivefile (WAR, JAR, RAR or EARfile) and
deploy it to the Sun Java System Application Server.

Start the Sun Java System Application Server with debugging enabled. See “Enabling
Debugging” on page 131.

To use the remote debugging capabilities of the JBuilder X debugger by attaching to
the running server process, press Shift+Fo.

Sun Java System Message Queue Debugging

Sun Java System Message Queue has a broker logger, which can be useful for debugging
JMS, including message-driven bean, applications. Y ou can adjust the logger’ s verbosity,
and you can send the logger output to the broker’ s console using the broker’s -t t y option.
For more information, see the Sun Java System Message Queue Administrator’s Guide.
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If you want to see the server logs and messages printed to Syst em out or System err on
your command prompt screen, you can start the server in verbose mode. This makesit easy
to do simple debugging using print statements, without having to view the ser ver . | og file
every time.

When the server isin verbose mode, messages are logged to the client in addition to the log
file. In addition, pressing Ctrl-C stops the server and pressing Ctrl-\ prints a thread dump.
To start the server in verbose mode, usethe - - ver bose option as follows:

asadm n start-domain --verbose [ domain_name

Y ou can enable verbose mode even when the application server is started without the

- -ver bose option. Thisisuseful if you start the application server from the Windows Start
Menu or if you want to make sure that verbose mode is always turned on. Y ou can set the
server to automatically start up in verbose mode in one of these ways:

e Using the Administration Console

e Editing the domain.xml File

Using the Administration Console

To enable verbose mode for each server restart:

1. Login to the Administration Console by going to the following URL in your web
browser:

htt p: // hos: port/ asadm n

For example:

http://I ocal host : 4848/ asadm n

Go to the Application Server page.

Select the Logging tab and the General option.

d WD

Check the Log Messages to Standard Error box.
5. Select the Save button.
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Editing the domain.xml File

To enable verbose mode for each server restart, set the attributes of the | og- ser vi ce
element in the domai n. xm file.

Y ou can send exceptionsto the client in addition to thelog file. Set the following parameter
indomai n. xm . If the client is a browser, exceptions are displayed in the browser.

<l og-service ... log-to-console=true ... />

For details about the domai n. xm file, see the Sun Java System Application Server
Reference.

Logging
Y ou can use the Sun Java System Application Server’slog files to help debug your
applications. For general information about logging, see the Sun Java System Application

Server Administration Guide. For information about configuring logging in the
domai n. xm file, see the Sun Java System Application Server Reference.

Profiling

Y ou can use a profiler to perform remote profiling on the Sun Java System Application
Server to discover bottlenecks in server-side performance. This section describes how to
configure these profilers for use with Sun Java System Application Server:

«  The HPROF Profiler

*  The Optimizeit Profiler
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The HPROF Profiler

HPROF is asimple profiler agent shipped with the Java2 SDK. It isa dynamically linked
library that interacts with the VM PI and writes out profiling information either to afile or
to asocket in ASCII or binary format.

HPROF can present CPU usage, heap allocation statistics, and monitor contention profiles.
In addition, it can also report complete heap dumps and states of all the monitors and
threads in the Java virtual machine. For more details on the HPROF profiler, see the JDK
documentation at:

http://java. sun. con product s/ j pda/ doc/ sol j db. ht n

Once HPROF is enabled using the following instructions, its libraries are loaded into the
server process. To use HPROF profiling on UNIX, follow these steps:

1. Configure Sun Java System Application Server in one of these ways:

o Usethe Administration Console;

Login to the Administration Console by going to the following URL in your
web browser:

htt p:// hod: port/ asadm n

For example:

http://1 ocal host: 4848/ asadmi n
Go to the Application Server page.

. Select the WM Settings tab and the Profiler option.

Edit the following fields:

Profiler Name: hpr of

Profiler Enabled: t r ue

Classpath: (leave blank)

Native Library Path: (leave blank)

JVM Option: For each of these options, select Add, type the option in the
Value field, then check its box:

- Xrunhprof : fil e=l og. t xt, options

Select the Save button.
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v Editthedonai n. xni file as appropriate:

<l-- hprof options -->
<profiler name="hprof" enabl ed="true">
<j vm opti ons>
- Xrunhprof: file=log.txt, options
</jvmoptions>
</profiler>

NOTE Do not usethe - Xr s flag.

Here is an example of options you can use:

-Xrunhprof: file=log.txt,thread=y, dept h=3

Thefi | e option determines where the stack dump iswritten in Step 2.

The syntax of HPROF optionsis as follows:

- Xrunhprof [: hel p]| [: option=value, option2=value2, ...]

Using hel p lists options that can be passed to HPROF. The output is as follows:

Hor of usage: -Xrunhprof[:help]|[:<option>=<val ue>, ...]

Option Name and Value  Description Def aul t

heap=dunp| si tes| al | heap profiling all

cpu=sanpl es| ol d CPU usage of f

format=a| b ascii or binary output a

file=<fil e> wite data to file j ava. hpr of
(.txt for ascii)

net =<host >; <port > send data over a socket wite to file

dept h=<si ze> stack trace depth 4

cut of f =<val ue> out put cutof f point 0. 0001

|'i neno=y| n line nunber in traces? vy

thread=y| n thread in traces? n

doe=y|n dunp on exit? y

2. Restart the Application Server. This writes an HPROF stack dump to the file you
specified using thef i | e HPROF option in Step 1.
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The Optimizeit Profiler

Y ou can purchase Optimizeit™ 4.2 from Intuitive Systems at:
http://ww optim zeit.conindex. ht m

Once Optimizeit is enabled using the following instructions, its libraries are loaded into the
server process. To enable remote profiling with Optimizeit, do one of the following:

1. Configure your operating system:

o OnSolaris, add Optimizeit_dir/ 1 i b tothe LD_LIBRARY _PATH environment
variable.

o OnWindows, add Optimizeit_dir/ | i b to the PATH environment variable.
2. Configure Sun Java System Application Server in one of these ways:
o Usethe Administration Console:

I.  Login to the Administration Console by going to the following URL in your
web browser:

htt p: // hod: port/ asadm n
For example:
http://1 ocal host : 4848/ asadm n
Il.  Gotothe Application Server page.
I. Select the VM Settings tab and the Profiler option.
IV. Edit thefollowing fields:
«  Profiler Name: opt i ni zei t
«  Profiler Enabled: t rue
«  Classpath: Optimizeit_dir/ | i b/ optit.jar
« Native Library Path: Optimizeit_dir/ I i b

«  JVM Option: For each of these options, select Add, type the option in the
Value field, then check its box:

- DOPTI THOVE=Optimizeit_dir
- Xrunpri
- Xboot cl asspat h/ Optimizait_dir/ | i b/ oi bcp. j ar

V. Select the Save button.

142  Application Server 8 « Developer’s Guide


http://www.optimizeit.com/index.html

Profiling

v Editthedonai n. xni file as appropriate:

<I-- ptimzeit options -->
<profiler name="optimzeit" classpath="0Optimzit dir/lib/optit.jar"
native-|ibrary-pat h="0Optimzit_dir/| i b" enabl ed="t rue">
<j vm opt i ons>- DOPTI T_HOME=Optimizeit_dir</ j vm opt i ons>
<j vmoptions>- Xrunpri </ jvm opti ons>
<j vm opt i ons>- Xboot cl asspat h/ Optimizet_dir/ | i b/ oi bcp. j ar</j vm opt i ons>
</profiler>

3. Inaddition, you may have to set the following in your ser ver . pol i cy file. For more
information about the ser ver . pol i cy file, see“ The server.policy File” on page 60.

grant codeBase "fil e: Optimzat dir/lib/optit.jar" {
pernm ssion java.security. Al Perni ssion;
b
4. Restart the Application Server.

When the server starts up with this configuration, you can attach the profiler. For further
details, see the Optimizeit documentation.

NOTE If any of the configuration options are missing or incorrect, the profiler
may experience problems that affect the performance of the Sun Java
System Application Server.
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Chapter 5

Deployment Descriptor Files

This chapter describes deployment descriptor files specific to Sun Java System Application
Server in the following sections:

*  SunJava System Application Server Descriptors
e The sun-application.xml File

*  Thesun-web.xml File

e Thesun-gb-jar.xml File

*  The sun-cmp-mappings.xml File

»  The sun-application-client.xml file

*  Thesun-acc.xml File

*  Web Service Elements

Sun Java System Application Server Descriptors

Sun Java System Application Server uses deployment descriptors in addition to the J2EE
standard descriptors for configuring features specific to the Sun Java System Application
Server. Thesun- appl i cati on. xm and sun-web. xn filesare optional; al the othersare
required.

Each deployment descriptor (or XML) file has a corresponding schema (or DTD) file,
which defines the elements, data, and attributes that the deployment descriptor file can
contain. For example, thesun- appl i cati on_1_4- 0. dt d schemafile defines the structure
of the sun- appl i cati on. xn file. All of the DTD files are located in the

install_dir/ i b/ dt ds directory.
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NOTE Do not edit the DTD files; their contents change only with new versions of
Sun Java System Application Server.

For general information about DTD filesand XML, seethe XML specification at:
http: // waw w3. or g/ TR REG xni

The following table lists the Sun Java System Application Server deployment descriptors
and their DTD schemafiles.

Table 5-1  Sun Java System Application Server Descriptors

Deployment Descriptor DTD Schema File Description

sun-appl i cati on. xn sun-application_1 4-0.dtd Configures an entire J2EE
application (EAR file).

sun-web. xm sun-web-app_2_4-0.dtd Configures a web application
(WAR file).
sun-ej b-j ar. xm sun-ejb-jar_2 1-0.dtd Configures an enterprise bean

(EJB JAR file).

sun- cnp- mappi ngs. xm sun-cnp- mapping_1_1.dtd Configures container-managed
persistence for an enterprise bean.
sun-application-client.xm  sun-application-client_1 4-0.dtd Configures an Application Client
Container (ACC) client (JAR file).
sun-acc. xm sun-appl i cation-client-container_1 0.dtd Configures the Application Client
Container.
NOTE The Sun Java System Application Server deployment descriptors must be

readable and writable by the file owners.

In each deployment descriptor file, subelements must be defined in the
order in which they are listed under each Subelements heading unless
otherwise noted.
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The sun-application.xml File

This section describes the XML elementsin the sun- appl i cati on. xn file and provides
an examplefile in the following sections:

e sun-application

* web

e web-uri

e context-root

* pass-by-reference
e unique-id

e security-rol e-nmappi ng
* role-nane

e principal -nanme

*  group-nane

e realm

»  Sample sun-application.xml File

sun-application

Defines Sun Java System Application Server specific configuration for an application. This
isthe root element; there can only be one sun- appl i cati on elementina

sun-appl i cation. xm file.

Subelements
The following table describes subelements for the sun- appl i cat i on element.

Table 5-2  sun-appl i cati on Subelements

Element Required Description

web zero or more  Specifies the application’s web tier
configuration.

pass- by-ref erence zero or one Determines whether EJB modules use

pass-by-value or pass-by-reference semantics.

uni que-id zero or one Contains the unique ID for the application.
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Table 5-2  sun-appl i cat i on Subelements (Continued)

Element Required Description

security-rol e- mappi ng zero or more  Maps a role in the corresponding J2EE XML
file to a user or group.

real m zero or one Specifies an authentication realm.

web

Specifies the application’s web tier configuration.

Subelements
The following table describes subelements for the web element.

Table 5-3  web Subelements

Element Required Description

web- uri only one Contains the web URI for the application.

cont ext - r oot only one Contains the web context root for the application.
web-uri

Contains the web URI for the application. Must match the corresponding element in the
appl i cation. xni file.

Subelements
none

context-root

Contains the web context root for the application. Overrides the corresponding element in
theappl i cation. xnm file.

If you are setting up load balancing, web module context roots must be unique within a
cluster. See the Sun Java System Application Server Administration Guide for more
information about load balancing.

Subelements
none
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pass-by-reference

Specifies the passing method used by a servlet or enterprise bean calling aremote interface
method in another bean that is co-located within the same process.

» If fal se (thedefault if this element is not present), this application uses pass-by-value
semantics.

* If true, thisapplication uses pass-by-reference semantics.

NOTE Thepass- by- r ef er ence element only appliesto remote calls. As defined
in the EJB 2.1 specification, section 5.4, callsto local interfaces use
pass-by-reference semantics.

If the pass- by-r ef er ence element isset to its default value of f al se, the
passing semantics for calls to remote interfaces comply with the EJB 2.1
specification, section 5.4. If set to t r ue, remote callsinvolve
pass-by-reference semanticsinstead of pass-by-value semantics, contrary
to this specification.

Portable programs should not assume that a copy of the object is made
during such acall, and thusthat it's safe to modify the original. Nor should
they assume that a copy is not made, and thusthat changesto the object are
visibleto both caller and callee. When thiselement isset to t r ue,
parameters and return values should be considered read-only. The behavior
of aprogram that modifies such parameters or return values is undefined.

When aservlet or enterprise bean calls aremote interface method in another bean that is
co-located within the same process, by default the Sun Java System Application Server
makes copies of all the call parametersin order to preserve the pass-by-value semantics.
Thisincreases the call overhead and decreases performance.

However, if the calling method does not mutate the object being passed as a parameter, itis
safe to pass the object itself without making a copy of it. To do this, set the
pass-by-reference valuetot r ue.

The setting of thiselement inthe sun- appl i cati on. xm fileappliesto all EJB modulesin
the application. For an individually deployed EJB module, you can set the same element in
thesun-ej b-j ar. xnm file. If you want to use pass- by- r ef er ence at both the bean and
application level, the bean level takes precedence. For more information about the

sun-ej b-jar. xm file, see “The sun-gjb-jar.xml File” on page 184.

Subelements
none
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unique-id
Contains the unique ID for the application. This value is automatically updated each time
the application is deployed or redeployed. Do not edit this value.

Subelements
none

security-role-mapping
Maps rolesto users and groups. At least one principal or group nameisrequired, but you do
not need to have one of each.

Subelements
The following table describes subelements for the securi t y-r ol e- mappi ng element.

Table 5-4  security-rol e- mappi ng Subelements

Element

Required Description

rol e- nane

pri nci pal - name

gr oup- nane

only one Contains the r ol e- nane in the security-role
element of the appl i cati on. xm file.

one or more if no gr oup- nane, Contains the principal (user) name.
otherwise zero or more

one or more if no pri nci pal - nane, Contains the group name.
otherwise zero or more

role-name
Containsther ol e- nane inthesecuri ty-rol e element of theappl i cation. xn file.

Subelements
none

principal-name
Containsthe principal (user) name.

Subelements
none
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group-name
Contains the group name.

Subelements
none

realm

Contains the name of the realm used to process all authentication requests associated with
this application. If this element is not specified or does not match the name of a configured
realm, the default realm is used. For more information about realms, see “Realm
Configuration” on page 44.

Subelements
none

Sample sun-application.xml File

<?xm version="1.0" encodi ng="UTF- 8" ?>

<! DOCTYPE sun-application PUBLIC'-//Sun M crosystens, Inc.//DID
Application Server 8.0 J2EE Application 1.4//EN
"http://ww sun. com sof t war e/ appser ver/ dt ds/ sun-application_1 _4-0.dtd' >

<sun-appl i cati on>
<uni que-i d>67488732739338240</ uni que-i d>

</ sun-appl i cati on>

The sun-web.xml File

This section describesthe XML elementsin the sun- web. xm file and provides an example
filein the following sections:

*  General Elements
»  Security Elements
*  Session Elements
*  Reference Elements

e Caching Elements

Chapter 5  Deployment Descriptor Files 151



The sun-web.xml File

»  Classloader Elements

* JSPElements

* Internationalization Elements
*  Web Service Elements

e Sample sun-web.xml File

General Elements

General elements are as follows:
* sun-web-app

* property

e description

i cont ext - r oot

sun-web-app
Defines Sun Java System Application Server specific configuration for aweb module. This
isthe root element; there can only be one sun- web- app element in asun-web. xni file.

Subelements
The following table describes subelements for the sun- web- app element.

Table 5-5  sun-web- app Subelements

Element Required Description

cont ext - r oot zero or one Contains the web context root for the web
application.

security-rol e- mappi ng zero or more  Maps roles to users or groups in the currently
active realm.

servl et zero or more  Specifies a principal name for a servlet, which
is used for the r un- as role defined in
web. xm .

sessi on-config zero or one Specifies session manager, session cookie,

and other session-related information.

ej b-ref zero or more  Maps the absolute JNDI name to the ej b-r ef
in the corresponding J2EE XML file.
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sun- web- app Subelements (Continued)

Element

Required

Description

resour ce-ref

resour ce- env-r ef

service-ref

cache

cl ass- | oader

j sp-config
| ocal e-charset-info

property

nmessage- desti nati on

webservi ce-description

Zero or more

Zero or more

Zero or more

Zero or one

Zero or one

Zero or one

Zero or one

Zero or more

Zero or more

Zero or more

Maps the absolute JNDI name to the
resour ce-r ef in the corresponding J2EE
XML file.

Maps the absolute JNDI name to the
resour ce- env-r ef in the corresponding
J2EE XML file.

Specifies runtime settings for a web service
reference.

Configures caching for web application
components.

Specifies classloader configuration
information.

Specifies JSP configuration information.
Specifies internationalization settings.

Specifies a property, which has a name and a
value.

Specifies the name of a logical message
destination.

Specifies a name and optional publish location
for a web service.

Attributes
none

Properties

The following table describes properties for the sun- web- app element.

Table 5-6  sun-web- app Properties
Property Default Description
crossCont ext Al | owed true If t r ue, allows this web application to

access the contexts of other web
applications using the
Ser vl et Cont ext . get Cont ext () method.
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Table 5-6  sun-web- app Properties (Continued)

Property Default Description
tenmpdir domain_dir/ gener at ed/ j 2ee  Specifies a temporary directory for use by
- apps/ app_name this web module. This value is used to

construct the value of the
javax. servl et. context.tenpdir

domain_dir/ gener at ed/ j 2ee  context attribute. Compiled JSPs are also
- modul es/ module_name placed in this directory.

or

si ngl eThr eadedSer vl et Pool Si ze 5 Specifies the maximum number of servlet
instances allocated for each
Si ngl eThr eadMbdel servlet in the web
application.

property
Specifies a property, which has a name and avalue. A property adds configuration
information to its parent element that is one or both of the following:

e Optiona with respect to Sun Java System Application Server

*  Needed by a system or object that Sun Java System Application Server doesn’t have
knowledge of, such asan LDAP server or a Javaclass

For example, amanager - pr opert i es element can include pr oper t y subelements:

<manager - properti es>
<property nane="reapl nterval Seconds" val ue="20" />
</ manager - properti es>

Which properties amanager - pr opert i es element uses depends on the value of the parent
sessi on- nanager element’ sper si st ence-t ype attribute. For details, see the description
of the sessi on- manager element.

Subelements
The following table describes subelements for the pr opert y element.

Table 5-7  property Subelements

Element Required Description
descri ption zero or one Specifies an optional text description of a property.
Attributes

The following table describes attributes for the pr opert y element.
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Table 5-8  property Attributes

Attribute Default Description

nanme none Specifies the name of the property.
val ue none Specifies the value of the property.
description

Contains data that specifies atext description of the containing element.

Subelements
none

Attributes
none

context-r oot

Containsthe web context root for the web application. Overrides the corresponding element
intheweb. xm file.

If you are setting up load balancing, web modul e context roots must be unique within a
cluster. See the Sun Java System Application Server Administration Guide for more
information about load balancing.

Subelements
none

Security Elements

Security elements are as follows:
e security-rol e-nmappi ng
e servlet

e servlet-name

* role-name

e principal -nanme

e group-nane
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security-role-mapping
Maps roles to users or groups in the currently active realm. See “Realm Configuration” on
page 44 for how to define the currently active realm.

Subelements
The following table describes subelements for the securi t y-r ol e- mappi ng element.

Table 5-9  security-rol e- mappi ng Subelements

Element Required Description

rol e- nane only one Contains the role name.

princi pal - name requires at least one pri nci pal -nane  Contains a principal (user)
or gr oup- nane name in the current realm.

gr oup- nane requires at least one pri nci pal -nane  Contains a group name in the
or gr oup- nane current realm.

Attributes

none

servlet

Specifies a principal name for a servlet, which isused for ther un- as role defined in

web- xni .

Subelements
The following table describes subelements for the ser vl et element.

Table 5-10 servl et Subelements

Element Required Description

servl et - nane only one Contains the name of a servlet, which is matched to a
servl et - nane in web. xni .

princi pal - name zero or one Contains a principal (user) name in the current realm.

webservi ce-endpoi nt  zero or more Specifies information about a web service endpoint.

Attributes
none
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servlet-name

Contains data that specifies the name of a servlet, which is matched to aser vl et - nane in
web. xm . This name must be present in web. xn .

Subelements
none

Attributes
none

role-name

Contains data that specifiesther ol e- nane inthesecuri ty-rol e element of theweb. xni
file.

Subelements
none

Attributes

none

principal-name

Contains data that specifies aprincipal (user) name in the current realm.

Subelements
none

Attributes
none

group-name
Contains data that specifies a group name in the current realm.

Subelements
none

Attributes
none
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Session Elements

Session elements are as follows:
e session-config

* sessi on- manager

* manager-properties

e store-properties

* session-properties

e cookie-properties

session-config
Specifies session configuration information. Overrides the web container settings for an
individual web application.

Subelements
The following table describes subelements for the sessi on- confi g element.

Table 5-11 sessi on- confi g Subelements

Element Required Description

sessi on- nanager Zero or one Specifies session manager configuration
information.

sessi on-properties zero or one Specifies session properties.

cooki e-properties Zero or one Specifies session cookie properties.

Attributes

none

SESS ON-manager
Specifies session manager information.

Subelements
The following table describes subelements for the sessi on- manager element.
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Table 5-12 sessi on- manager Subelements

Element Required Description

nmanager - properties zero or one Specifies session manager properties.
store-properties zero or one Specifies session persistence (storage) properties.
Attributes

The following table describes attributes for the sessi on- manager element.

Table 5-13 sessi on- manager Attributes

Attribute Default Description

per si st ence-type nenor y (optional) Specifies the session persistence
mechanism. Allowed values are nenory and fi | e.

The ha and cust omvalues are not implemented and
should not be used.

manager -properties
Specifies session manager properties.

Subelements
The following table describes subelements for the manager - pr operti es el ement.

Table 5-14 nanager - properti es Subelements

Element Required Description

property zero or more  Specifies a property, which has a name and a value.

Attributes
none

Properties
The following table describes properties for the manager - pr operti es element.
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Table 5-15 manager - properti es Properties

Description

Property Default

r eapl nt er val Seconds 60

maxSessi ons -1

sessi onFi | enarre none; state is not
preserved across
restarts

Specifies the number of seconds between checks for expired
sessions.

If the per si st ence- t ype attribute of the sessi on- manager
element isfi | e, sessions are passivated if maxSessi ons has
been exceeded.

You should set this value lower than the frequency at which
session data changes to prevent data inconsistency. For
example, this value should be as low as possible (1 second) for a
hit counter servlet on a frequently accessed website, or you
could lose the last few hits each time you restart the server.

Specifies the maximum number of sessions that can be in cache,
or - 1 for no limit. After this, an attempt to create a new session
causes an | | | egal St at eExcept i on to be thrown.

If the per si st ence- t ype attribute of the sessi on- manager
element is fi | e, the session manager passivates sessions to
the persistent store when this maximum is reached.

Specifies the absolute or relative path to the directory in which
the session state is preserved between application restarts, if
preserving the state is possible. A relative path is relative to the
temporary directory for this web application.

Applicable only if the per si st ence- t ype attribute of the
sessi on- nanager elementis nenory.

store-properties

Specifies session persistence (storage) properties.

Subelements

The following table describes subelements for the st or e- pr opert i es element.

Table 5-16 st ore-properties Subelements

Element Required Description

property zero or more  Specifies a property, which has a name and a value.

Attributes
none
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Properties
The following table describes properties for the st or e- pr opert i es element.

Table 5-17 store-properties Properties

Property Default Description

directory domain_dir/ gener at ed/ j Specifies the absolute or relative pathname of the
sp/ j 2ee- apps/ directory into which individual session files are written. A
appname/ appname_war relative path is relative to the temporary work directory

for this web application.

Applicable only if the per si st ence- t ype attribute of
the sessi on- manager elementisfil e.

session-properties
Specifies session properties.

Subelements
The following table describes subelements for the sessi on- properti es e ement.

Table 5-18 sessi on- properti es Subelements

Element Required Description

property zero or more  Specifies a property, which has a name and a value.

Attributes
none

Properties
The following table describes properties for the sessi on- properti es element.
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Table 5-19 sessi on- properti es Properties

Property

Default Description

t i neout Seconds

enabl eCooki es

600 Specifies the default maximum inactive interval (in seconds) for all
sessions created in this web module. If set to O or less, sessions in this
web module never expire.

If a sessi on-ti meout element is specified in the web. xni file, the
sessi on-ti nmeout value overrides any t i meout Seconds value. If
neither sessi on-ti neout norti neout Seconds is specified, the
ti meout Seconds default is used.

Note that the sessi on-ti neout elementin web. xm is specified in
minutes, not seconds.

true Uses cookies for session tracking if setto t r ue.

enabl eURLRewri ting true Enables URL rewriting. This provides session tracking via URL

i dLengt hByt es

rewriting when the browser does not accept cookies. You must also
use an encodeURL or encodeRedi r ect URL call in the servlet or JSP.

16 Specifies the number of bytes in this web module’s session ID.

cookie-properties
Specifies session cookie properties.

Subelements
The following table describes subelements for the cooki e- properti es element.

Table 5-20 cooki e- properti es Subelements

Element Required Description

property zero or more  Specifies a property, which has a name and a value.

Attributes
none

Properties
The following table describes properties for the cooki e- properti es element.
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Table 5-21 cooki e- properti es Properties

File

Property Default Description

cooki ePat h Context path at which Specifies the pathname that is set when the cookie is
the web module is created. The browser sends the cookie if the pathname for
installed. the request contains this pathname. If setto / (slash), the

browser sends cookies to all URLs served by the Sun Java
System Application Server. You can set the path to a
narrower mapping to limit the request URLs to which the
browser sends cookies.

cooki eMaxAgeSeconds -1 Specifies the expiration time (in seconds) after which the
browser expires the cookie.
cooki eDonai n (unset) Specifies the domain for which the cookie is valid.
cooki eConment Sun Java System Specifies the comment that identifies the session tracking
Application Server cookie in the cookie file. Applications can provide a more
Sessi on Tracking specific comment for the cookie.
Cooki e

Reference Elements

Reference elements are as follows:
e resource-env-ref

e resource-env-ref-nane

* resource-ref

e res-ref-nane

e defaul t-resource-principal
* name

e password

e ejb-ref

e ¢ejb-ref-nanme

* nmessage-destination

* nmessage-destinati on- nanme

e jndi-name
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r esour ce-env-r ef

Maps ther es- r ef - name in the corresponding J2EE web. xmi filer esour ce- env-r ef
entry to the absolute j ndi - nare of aresource.

Subelements
The following table describes subelements for ther esour ce- env-r ef element.

Table 5-22 resour ce-env-ref Subelements

Element Required Description

resour ce- env-r ef - nane only one Specifies the r es-r ef - nane in the
corresponding J2EE web. xni file
resour ce- env-ref entry.

j ndi - nane only one Specifies the absolute j ndi - nanme of a
resource.

Attributes

none

r esour ce-env-r ef-name

Contains data that specifiesther es- r ef - nane in the corresponding J2EE web. xni file
resour ce-env-ref entry.

Subelements
none

Attributes
none

r esour ce-r ef

Maps ther es- r ef - narre in the corresponding J2EE web. xmi filer esour ce-ref entry to
the absolute j ndi - name of aresource.

Subelements
The following table describes subelements for ther esour ce-r ef element.
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Table 5-23 resour ce-ref Subelements

Element Required Description

res-ref - name only one Specifies the r es-r ef - nane in the corresponding
J2EE web. xm file r esour ce-ref entry.

j ndi - nane only one Specifies the absolute j ndi - nanme of a resource.

def aul t-resource-p zero or one Specifies the default principal (user) for the resource.
rinci pal

Attributes
none

res-ref-name

Contains data that specifiesther es- r ef - nane in the corresponding J2EE web. xni file
resour ce-ref entry.

Subelements
none

Attributes
none

default-resour ce-principal
Specifies the default principal (user) for the resource.

If this element is used in conjunction with a JIM S Connection Factory resource, the nane
and passwor d subelements must be valid entriesin the Sun Java™ System Message Queue
broker user repository. See the “ Security Management” chapter in the Sun Java System
Message Queue Administrator’s Guide for details.

Subelements

The following table describes subelements for the def aul t - r esour ce- pri nci pal
element.

Table 5-24 defaul t-resource-princi pal Subelements

Element Required Description

nane only one Contains the name of the principal.
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Table 5-24 defaul t-resource-princi pal Subelements (Continued)

Element Required Description

passwor d only one Contains the password for the principal.
Attributes

none

name

Contains data that specifies the name of the principal .

Subelements
none

Attributes
none

password
Contains data that specifies the password for the principal.

Subelements
none

Attributes
none

ejb-ref
Maps the ej b- r ef - name in the corresponding J2EE web. xni fileej b-r ef entry to the
absolutej ndi - nane of aresource.

Subelements
The following table describes subelements for the ej b-r ef element.

Table 5-25 ej b-ref Subelements

Element Required Description

ej b-ref - nane only one Specifies the ej b-r ef - name in the corresponding J2EE
web. xm file ej b-ref entry.

j ndi - nane only one Specifies the absolute j ndi - nare of a resource.
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Attributes
none

g b-ref-name
Contains data that specifiesthe ej b- r ef - nane in the corresponding J2EE web. xni file
ej b-ref entry.

Subelements
none

Attributes
none

message-destination

Specifies the name of alogical message- dest i nat i on defined within an application. The
nmessage- dest i nati on- nanme matches the corresponding message- dest i nat i on- nane
intheweb. xm file.

Subelements
The following table describes subelements for the nessage- dest i nat i on element.

Table 5-26 nessage- desti nati on subelements

Element Required Description

nessage- desti nati on- name only one Specifies the name of a logical message destination defined
within the corresponding web. xm file.

j ndi - name only one Specifies the j ndi - name of the associated entity.

Attributes
none

message-destination-name

Contains data that specifies the name of alogical message destination defined within the
corresponding web. xm file.

Subelements
none
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Attributes
none

jndi-name
Contains data that specifies the absolutej ndi - nanme of a URL resource or aresource in the
domai n. xni file.

Subelements
none

Attributes
none

Caching Elements

For details about response caching asit pertainsto servlets and JSP caching, see “ Caching
Servlet Results” on page 268 and “ JSP Caching” on page 276.

Caching elements are as follows:
e cache

e cache- hel per

e default-hel per

e cache- mappi ng

e url-pattern

* timeout

e http-nethod

e key-field

* constraint-field

e value

cache
Configures caching for web application components.

Subelements
The following table describes subelements for the cache element.
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Element Required Description

cache- hel per zero or more  Specifies a custom class that implements the
CacheHel per interface.

def aul t - hel per zero or one Allows you to change the properties of the default, built-in
cache- hel per class.

property zero or more  Specifies a cache property, which has a name and a
value.

cache- nappi ng zero or more  Maps a URL pattern or a servlet name to its cacheability
constraints.

Attributes

The following table describes attributes for the cache element.

Table 5-28 cache Attributes

Attribute Default Description

max-entries 4096 (optional) Specifies the maximum number of entries
the cache can contain. Must be a positive integer.

timeout -i n- seconds 30 (optional) Specifies the maximum amount of time in
seconds that an entry can remain in the cache after
it is created or refreshed. Can be overridden by a
ti meout element.

enabl ed fal se (optional) Determines whether servlet and JSP
caching is enabled.

Properties

The following table describes properties for the cache element.

Table 5-29 cache Properties

Property

Default

Description

cached assNane

com sun. appserv. web
. cache. LruCache

Specifies the fully qualified name of the class that
implements the cache functionality. The “cacheClassName
Values” table below lists possible values.
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Table 5-29 cache Properties (Continued)

Property Default Description

Mul ti LRUSegnent Si ze 4096 Specifies the number of entries in a segment of the cache
table that should have its own LRU (least recently used)
list. Applicable only if cached assNane is set to
com sun. appserv. web. cache. Mul ti LruCache.

MaxSi ze unlimited; Specifies an upper bound on the cache memory size in
Long. MAX_VALUE bytes (KB or MB units). Example values are 32 KB or
2 MB. Applicable only if cached assNane is set to
com sun. appser v. web. cache. BoundedMul ti LruCache.

Cache Class Names
The following table lists possible values of the cached assNane property.

Table 5-30 cached assNane Values

Value Description

com sun. appser v. web. cache A bounded cache with an LRU (least recently used) cache replacement policy.
. LruCache

com sun. appserVv. web. cache An unbounded cache suitable if the maximum number of entries is known.
. BaseCache

com sun. appser v. web. cache A cache suitable for a large number of entries (>4096). Uses the

.Ml tiLruCache Ml ti LRUSegment Si ze property.
com sun. appserVv. web. cache A cache suitable for limiting the cache size by memory rather than number of
. BoundedMul ti LruCache entries. Uses the MaxSi ze property.

cache-helper

Specifiesaclassthat implementsthe CacheHel per interface. For details, see“ CacheHel per
Interface” on page 271.

Subelements
The following table describes subelements for the cache- hel per element.

Table 5-31 cache- hel per Subelements

Element Required Description

property zero or more  Specifies a property, which has a name and a value.
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Attributes
The following table describes attributes for the cache- hel per element.

Table 5-32 cache- hel per Attributes

Attribute Default Description

nanme def aul t Specifies a unique name for the helper class, which is
referenced in the cache- mappi ng element.

cl ass- nane none Specifies the fully qualified class name of the cache helper,
which must implement the
com sun. appser Vv. web. CacheHel per interface.

default-helper

Allows you to change the properties of the built-in def aul t cache- hel per class.

Subelements
The following table describes subelements for the def aul t - hel per element.

Table 5-33 def aul t - hel per Subelements

Element Required Description

property zero or more  Specifies a property, which has a name and a value.
Attributes

none

Properties

The following table describes properties for the def aul t - hel per element.
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Table 5-34 def aul t - hel per Properties

Property

Default

Description

cacheKeyGener at or At t r Nane

Uses the built-in def aul t

cache- hel per key
generation, which
concatenates the servlet
path with key-fi el d
values, if any.

The caching engine looks in the

Ser vl et Cont ext for an attribute with a name
equal to the value specified for this property to
determine whether a customized
CacheKeyCener at or implementation is used.
An application may provide a customized key
generator rather than using the def aul t
helper. See “CacheKeyGenerator Interface”
on page 273.

172

cache-mapping

Maps a URL pattern or a servlet name to its cacheability constraints.

Subelements
The following table describes subelements for the cache- mappi ng element.

Table 5-35

cache- mappi ng Subelements

Element

Required

Description

servl et - nane

url-pattern

cache- hel per - r ef

ti neout

refresh-field

requires one
servl et - nane or
url-pattern

requires one
servl et - nane or
url-pattern

required if t i meout,
refresh-field,

ht t p- net hod,
key-fiel d, and
constraint-field
are not used

zero or one if
cache- hel per-ref is
not used

zero or one if
cache- hel per-ref is
not used

Contains the name of a servlet.

Contains a servlet URL pattern for which
caching is enabled.

Contains the nane of the cache- hel per
used by the parent cache- nappi ng
element.

Contains the cache- mappi ng specific
maximum amount of time in seconds that an
entry can remain in the cache after it is
created or refreshed.

Specifies a field that gives the application
component a programmatic way to refresh a
cached entry.
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Table 5-35 cache- mappi ng Subelements (Continued)

Element Required Description

ht t p- met hod zero or more if Contains an HTTP method that is eligible for
cache- hel per-ref is caching.
not used

key-field zero or more if Specifies a component of the key used to
cache- hel per-ref is look up and extract cache entries.
not used

constraint-field zero or more if Specifies a cacheability constraint for the
cache-hel per-ref is givenurl -patternorservlet-name
not used

Attributes

none

url-pattern

Contains data that specifies a servliet URL pattern for which caching is enabled. See the
Servlet 2.3 specification section SRV. 11.2 for applicable patterns.

Subelements
none

Attributes
none

cache-helper-ref

Contains data that specifiesthe nane of the cache- hel per used by the parent
cache- mappi ng €l ement.

Subelements
none

Attributes
none
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timeout

Contains data that specifiesthe cache- mappi ng specific maximum amount of timein
seconds that an entry can remain in the cache after it is created or refreshed. If not specified,
the default isthe value of thet i neout attribute of the cache element.

Subelements
none

Attributes
The following table describes attributes for thet i meout element.

Table 5-36 ti meout Attributes

Attribute  Default Description

nane none Specifies the timeout input parameter, whose value is
interpreted in seconds. The field's type must be
java.l ang. Long orj ava. | ang. | nt eger.

scope request.attribute (optional) Specifies the scope from which the input
parameter is to be retrieved. Allowed values are
context.attribute, request. header,
request . paranet er, r equest . cooki e,
request.attribute, and session. attribute.

refresh-field

Specifies afield that gives the application component a programmatic way to refresh a
cached entry.

Subelements
none

Attributes
The following table describes attributes for ther ef resh-fi el d element.

Table 5-37 refresh-fi el d Attributes

Attribute  Default Description

nane none Specifies the input parameter name.
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Table 5-37 refresh-fi el d Attributes (Continued)
Attribute  Default Description

scope request . par anet er (optional) Specifies the scope from which the input
parameter is to be retrieved. Allowed values are
context.attribute,request. header,
request . paranet er, request . cooki e, sessi on. i d,
and session. attri bute.

http-method
Contains data that specifies an HTTP method that is eligible for caching. The default is GET.

Subelements
none

Attributes
none

key-field
Specifies a component of the key used to look up and extract cache entries. The web
container looks for the named parameter, or field, in the specified scope.

If this element is not present, the web container uses the Servlet Path (the path section that
corresponds to the servlet mapping that activated the current request). See the Servlet 2.3
specification, section SRV 4.4, for details on the Servlet Path.

Subelements
none

Attributes
The following table describes attributes for the key- fi el d element.

Table 5-38 key-fi el d Attributes

Attribute Default Description
nane none Specifies the input parameter name.
scope request . par anet er (optional) Specifies the scope from which the input

parameter is to be retrieved. Allowed values are
context.attribute, request. header,

request. paranet er, r equest . cooki e, sessi on. i d,
and session. attri bute.

Chapter 5  Deployment Descriptor Files 175



The sun-web.xml File

constraint-field

Specifies a cacheability constraint for the givenur | - patt ern or ser vl et - nane.

All constraint-fi el d constraints must pass for aresponse to be cached. If there are
val ue constraints, at least one of them must pass.

Subelements
The following table describes subelements for the const rai nt - fi el d el ement.

Table 5-39 constraint-fi el d Subelements

Element Required Description
val ue zero or more  Contains a value to be matched to the input parameter value.
Attributes

The following table describes attributes for the const rai nt - f i el d element.

Table 5-40 constraint-fi el dAttributes

Attribute Default Description
nane none Specifies the input parameter name.
scope request . paraneter (optional) Specifies the scope from which the input parameter is to be

cache-on-mat ch

cache-on-mat ch
-failure

retrieved. Allowed values are cont ext . attri bute,
request . header, request . par anet er, r equest . cooki e,
request.attribute, andsession. attribute.

true (optional) If t r ue, caches the response if matching succeeds.
Overrides the same attribute in a val ue subelement.

fal se (optional) If t r ue, caches the response if matching fails. Overrides the
same attribute in a val ue subelement.

value

Contains data that specifies a value to be matched to the input parameter value. The
matching is case sensitive. For example:

<val ue mat ch-expr="i n-range">1-60</ val ue>

Subelements
none
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Attributes
The following table describes attributes for the val ue element.

Table 5-41 val ue Attributes

Attribute Default Description

mat ch- expr equal s (optional) Specifies the type of comparison performed with the
value. Allowed values are equal s, not - equal s, great er,
| esser, andin-range.

If mat ch- expr is great er orl esser, the value must be a
number. If mat ch- expr isi n-range, the value must be of the
form n1- n2, where nl1 and n2 are numbers.

cache-on-natch true (optional) If t r ue, caches the response if matching succeeds.

cache-on-nmatch fal se (optional) If t r ue, caches the response if matching fails.
-failure

Classloader Elements

Classloader elements are as follows:

* class-I| oader
class-loader
Configures the classloader for the web module.

Subelements
none

Attributes
The following table describes attributes for the cl ass- | oader element.

Table 5-42 cl ass-| oader Attributes

Attribute Default Description
extra-class-path null (optional) Specifies additional classpath settings for this web
module.
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Table 5-42

cl ass- | oader Attributes (Continued)

Attribute

Default

Description

del egat e

true

(optional) If t r ue, the web module follows the standard
classloader delegation model and delegates to its parent
classloader first before looking in the local classloader. You
must set this to t r ue for a web application that accesses EJB
components or that acts as a web service client or endpoint.

If f al se, the web module follows the delegation model
specified in the Servlet specification and looks in its classloader
before looking in the parent classloader. It's safe to set this to
fal se only for a web module that does not interact with any
other modules.

NOTE

If thedel egat e element isset to f al se, the classloader delegation

behavior complies with the Servlet 2.3 specification, section 9.7.2. If set to
its default value of t r ue, classes and resources residing in container-wide
library JAR filesareloaded in preference to classes and resources packaged
within the WAR file.

Portable programs that use this element should not be packaged with any
classes or interfaces that are a part of the J2EE specification. The behavior
of aprogram that includes such classes or interfacesin its WAR file is
undefined.

JSP Elements

JSP elements are as follows:

jsp-config

jsp-config

Specifies JSP configuration information.

Subelements
The following table describes subelements for thej sp- confi g element.
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Table 5-43 j sp-confi g Subelements

Element Required Description

property zero or more  Specifies a property.

Attributes
none

Properties

The default property values are tuned for devel opment of JSP pages at the cost of
performance. To maximize performance, set j sp- conf i g properties to these non-default
values:

e devel opnent -fal se
 reloading-false
 mappedfile-fal se

e trinBpaces-true

e suppressSmap -true

« fork-fal se (onSolaris)
e classdebuginfo-fal se

The following table describes properties for thej sp- conf i g element.

Table 5-44 | sp-confi g Properties

Property

Default Description

iedassld

j avaEncodi ng

cl assdebugi nf o

cl si d: BADICB40-  Specifies the Java plug-in COM class ID for Internet Explorer. Used by
044E- 11D1- B3E9-  the <j sp: pl ugi n> tags.
00805F499D93

UTF8 Specifies the encoding for the generated Java servlet. This encoding
is passed to the Java compiler used to compile the servlet as well. By
default, the web container tries to use UTF8. If that fails, it tries to use
the j avaEncodi ng value.

For encodings you can use, see:
http://java. sun. contj 2se/ 1. 4/ docs/ gui de/ i nt1/encodi ng. doc. ht n

true Specifies whether the generated Java servlets should be compiled
with the debug option set (- g for j avac).
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Table 5-44 | sp-confi g Properties (Continued)

Property Default Description

keepgener at ed true If setto t r ue, keeps the generated Java files. If f al se, deletes the
Java files.

mappedfil e true If setto t r ue, generates static content with one print statement per
input line, to ease debugging.

scratchdir The default work  Specifies the working directory created for storing all the generated

checkl nt erval

conpi | er

cl asspath

devel opnent
enabl ePool i ng

fork

tri nBpaces

rel oadi ng

suppr essSmap

dunpSmap

genStrAsChar Array

error OnUseBeanl nval i d

QassAttribute

xpower edBy

directory for the
web application

300

j avac

created
dynamically
based on the
current web
application

true
true
true

fal se

true

fal se

fal se

fal se

fal se

true

code.

Specifies the time in seconds between checks to see if a JSP page
needs to be recompiled. Applicable if devel opnent is f al se and
rel oadi ng is t rue, which enables background recompiles.

Specifies the compiler Ant uses to compile JSP pages. See the Ant
documentation for more information:

http://conputing. ee. et hz. ch/ sepp/ ant - 1. 5. 4- ke/ manual / i ndex. ht n

Specifies the classpath to use when compiling generated servlets.

If set to t rue, checks JSP pages for modification on every access.
If set to t rue, tag handler pooling is enabled.

Specifies that Ant forks compiles of JSP pages so that a separate JVM
is used for JSP page compiles from the one in which Tomcat is
running.

If set to t r ue, trims white spaces in template text between actions or
directives.

If set to t rue, checks for modified JSP pages.

If setto t r ue, generation of SMAP information for JSR 45 debugging is
suppressed.

If settot rue, dumps SMAP information for JSR 45 debugging to a file.
Set to f al se if suppressSmap istrue.

If set to t r ue, generates text strings as char arrays, which improves
performance in some cases.

If setto t r ue, issues an error when the value of the cl ass attribute in a
useBean action is not a valid bean class.

If set to t rue, the X-Powered-By response header is added by the
generated servlet.
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Internationalization Elements

Internationalization elements are as follows:
J | ocal e-charset-info
* |ocal e-charset-map

e paraneter-encodi ng

locale-char set-info
Specifies information about the application’s internationalization settings.

Subelements
The following table describes subelements for the | ocal e- char set - i nf o element.

Table 5-45 | ocal e-char set - i nf o Subelements

Element Required Description

| ocal e-charset-nmap oneor more Maps alocale and an agent to a character encoding.
Provided for backward compatibility. Used only for
request processing, and only if no par anet er - encodi ng
is defined.

par anet er-encodi ng zeroorone Determines the default request character encoding and
how the web container decodes parameters from forms
according to a hidden field value.

Attributes
The following table describes attributes for the | ocal e- char set - i nf o element.

Table 5-46 | ocal e-char set -i nf o Attributes

Attribute Default Description

default-local e none Although a value is required, the value is ignored. Use the
def aul t - char set attribute of the par anet er - encodi ng element.
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locale-char set-map

Maps local es and agents to character encodings. Provided for backward compatibility. Used
only for request processing. Used only if the character encoding is not specified in the
request and cannot be derived from the optional par anet er - encodi ng €lement.

For encodings you can use, see;

http://java. sun. comj2se/ 1. 4/ docs/ gui de/ i nt|/encodi ng. doc. ht m

Subelements
The following table describes subelements for thel ocal e- char set - map element.

Table 5-47 | ocal e- char set - map Subelements

Element Required Description
descri ption zero or one Specifies an optional text description of a mapping.
Attributes

The following table describes attributes for the | ocal e- char set - map element.

Table 5-48 | ocal e- char set - map Attributes

Attribute Default Description

| ocal e none Specifies the locale name.

agent none (optional) Specifies the type of client that interacts with the application
server. For a given locale, different agents may have different preferred
character encodings. The value of this attribute must exactly match the
value of the user - agent HTTP request header sent by the client. See the
“Example agent Attribute Values” table for more information.

charset none Specifies the character encoding to which the locale maps.

Example Agents
The following table specifies example agent attribute values.

Table 5-49 Exampleagent Attribute Vaues

Agent

user-agent Header and agent Attribute Value

Internet Explorer 5.00 for Windows 2000 Mbzilla/4.0 (conpatible; M E 5.01; Wndows NT 5.0)

Netscape 4.7.7 for Windows 2000 Mozillal/4.77 [en] (Wndows NT 5.0; U
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Table 5-49 Exampleagent Attribute Values (Continued)

Agent user-agent Header and agent Attribute Value

Netscape 4.7 for Solaris Mzilla/4.7 [en] (X11; u; Sun CS 5.6 sundu)

parameter-encoding

Specifies the default request character encoding and how the web container decodes
parameters from forms according to a hidden field value.

For encodings you can use, see:

http://java. sun. conij2se/ 1. 4/ docs/ gui de/ i nt|/encodi ng. doc. ht m

Subelements
none

Attributes
The following table describes attributes for the par anet er - encodi ng element.

Table 5-50 par anet er - encodi ng Attributes

Attribute Default Description

formhint-field none (optional) The name of the hidden field in the form that
specifies the character encoding the web container uses for
request . get Par anet er and r equest . get Reader calls when
the charset is not set in the request’s cont ent - t ype header.

defaul t-charset |S0-8859-1 (optional) The default request character encoding.

Sample sun-web.xml File

<?xm version="1.0" encodi ng="UTF- 8" ?>

<! DOCTYPE sun-web-app PUBLIC '-//Sun Mcrosystens, Inc.//DID Application
Server 8.0 Servlet 2.4//EN
"http://ww sun. con sof t war e/ appser ver/ dt ds/ sun-web-app_2_4-0.dtd' >

<sun- web- app>
<sessi on-confi g>
<sessi on- manager/ >

</ sessi on- confi g>
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<resource-ref>
<res-ref - name>nai | / Sessi on</res-r ef - nane>
<j ndi - name>mai | / Sessi on</ j ndi - narme>
</resource-ref>
<j sp-config/ >

</ sun- web- app>

The sun-ejb-jar.xml File

This section describes the XML elementsin the sun- ej b-j ar. xn file and provides an
example filein the following sections:

*  General Elements

* Role Mapping Elements

* Reference Elements

»  Messaging Elements

e Security Elements

*  Persistence Elements

*  Pooling and Caching Elements
* Class Elements

*  Web Service Elements

e Samplesun-gjb-jar.xml File

NOTE If any configuration for an enterprise bean is not specified in the
sun-ej b-jar. xm file, it can default to a corresponding valuein the
ej b- cont ai ner element of the domai n. xm fileif an equivalency exists.
Y ou can change the default valuesin the donmai n. xn file; these changes
will be reflected in any enterprise bean that does not have that value
defined.

184  Application Server 8 « Developer’s Guide



The sun-ejb-jar.xml File

General Elements

General elements are as follows:

description

ejb

ej b- nane

ent er pri se- beans

i s-read-onl y-bean

name

property

refresh- peri od-in-seconds
sun-¢gj b-jar

uni que-id

val ue

description
Contains data that specifies atext description of the containing element.

Subelements
none

gb
Defines runtime properties for a single enterprise bean within the application. The
subelements listed below apply to particular enterprise beans as follows:

All types of beans: ej b- nane, ej b-ref , resour ce-ref, resource-env-ref, cnp,
i or-security-config,gen-classes,jndi - name

Statel ess session beans and message-driven beans. bean- pool
Stateful session beans and entity beans: bean- cache

Entity beans: conmi t - opt i on, bean- cache, bean- pool , i s-read- onl y- bean
(BMP only), r ef r esh- peri od- i n- seconds (BMP only)

Message-driven beans. ndb- connecti on-factory,
j ms- dur abl e- subscri pti on- nane, j ns- nax- nessages- | oad, bean- pool
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Subelements

The following table describes subelements for the ej b element.

Table 5-51 ej b Subelements

Subelement Required Description

€] b-nane only one Matches the ej b- nane in the corresponding ej b-j ar. xm file.
j ndi - nare zero or more  Specifies the absolute j ndi - nane.

ej b-ref zero or more  Maps the absolute INDI name to the ej b-r ef elementin the

resource-ref

resour ce- env-r ef

servi ce-ref

pass- by-reference

cnp

princi pal

mdb- connecti on-factory

j ms-dur abl e- subscri pti on- name

j ms- max- nessages- | oad

ior-security-config

i s-read-onl y- bean

ref resh-peri od-i n- seconds

comit-option

cnt -ti meout -i n- seconds

use-t hr ead- pool -i d

Zero or more

Zero or more

Zero or more

Zero or one

Zero or one

Zero or one

Zero or one

Zero or one

Zero or one

Zero or one

Zero or one

Zero or one

Zero or one

Zero or one

Zero or one

corresponding J2EE XML file.

Maps the absolute JNDI name to the r esour ce-r ef in the
corresponding J2EE XML file.

Maps the absolute JNDI nhame to the r esour ce- env-ref in
the corresponding J2EE XML file.

Specifies runtime settings for a web service reference.

Specifies the passing method used by an enterprise bean
calling a remote interface method in another bean that is
co-located within the same process.

Specifies runtime information for a container-managed
persistence (CMP) EntityBean object for EJB1.1 and EJB2.1
beans.

Specifies the principal (user) name in an enterprise bean that
has the r un- as role specified.

Specifies the connection factory associated with a
message-driven bean.

Contains data that specifies the durable subscription
associated with a message-driven bean.

Specifies the maximum number of messages to load into a
Java Message Service session at one time for a
message-driven bean to serve. The default is 1.

Specifies the security information for the IOR.
Specifies that this bean is read-only (BMP only).

Specifies the rate at which a read-only-bean must be
refreshed from the data source.

Contains data that has valid values of B or C. Default value is
B.

Contains data that overrides the Transaction Timeout setting
of the Transaction Service for an individual bean.

This element is not implemented.
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Table 5-51 ej b Subelements (Continued)

Subelement Required Description
gen-cl asses zero or one Specifies all the generated class names for a bean.
bean- pool zero or one Specifies the bean pool properties. Used for stateless
bean- pool session beans, entity beans, and message-driven bean
pools.
bean- cache zero or one Specifies the bean cache properties. Used only for stateful
bean- pool session beans and entity beans
mdb- r esour ce- adapt er zero or one Specifies runtime configuration information for a
message-driven bean.
webser vi ce- endpoi nt zero or more  Specifies information about a web service endpoint.
Example
<ej b>

<ej b- nane>Cust onmer EJB</ ej b- name>
<j ndi - name>cust oner </ j ndi - name>
<resource-ref >
<res- r ef - name>j dbc/ Si npl eBank</ r es-r ef - nane>
<j ndi - name>j dbc/ Poi nt Base</ j ndi - name>
</resource-ref>
<i s-read- onl y- bean>f al se</i s-read- onl y- bean>
<conmi t - opt i on>B</ commi t - opt i on>
<bean- pool >
<st eady- pool - si ze>10</ st eady- pool - si ze>
<resi ze-quantity>10</resi ze-quantity>
<max- pool - si ze>100</ max- pool - si ze>
<pool -i dl e-ti meout - i n- seconds>600</ pool -i dl e-ti meout -i n- seconds>
</ bean- pool >
<bean- cache>
<max- cache- si ze>100</ max- cache- si ze>
<resi ze-quantity>10</resi ze-quanti ty>
<renoval - ti meout -i n- seconds>3600</ renoval - t i neout - i n- seconds>
<vi cti msel ection-policy>LRU</ vi ctimsel ection-policy>
</ bean- cache>
</ ej b>
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g b-name
Matches the e] b- nane in the corresponding ej b-j ar . xm file. The name must be unique
among the names of the enterprise beansin the same EJB JAR file.

There is no architected relationship between the ej b- name in the deployment descriptor
and the INDI name that the deployer assigns to the EJB component’ s home.

Subelements
none

Example
<ej b- nane>Enpl oyeeSer vi ce</ ej b- nane>

enter prise-beans
Specifies al the runtime properties for an EJB JAR file in the application.

Subelements
The following table describes subelements for the ent er pri se- beans el ement.

Table 5-52 ent er pri se- beans Subelements

Subelement Required Description
name zero or one Specifies the name string.
uni que-id zero or one Specifies a unique system identifier. This data

is automatically generated and updated at
deployment/redeployment. Developers should
not specify or edit this value.

ejb zero or more  Defines runtime properties for a single
enterprise bean within the application.

pm descriptors zero or one Specifies one or more persistence manager
descriptors, but only one of them must be in
use at any given time. If none are specified, the
Sun CMP persistence manager is used.

cnp-resource zero or one Specifies the database to be used for storing
container-managed persistence (CMP) beans
in an EJB JAR file.

message- destination zero or more  Specifies the name of a logical message
destination.
webser vi ce- descri ption zero or more  Specifies a name and optional publish location

for a web service.
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Example
<enterpri se- beans>
<ej b>
<ej b- nane>Cust onmer EJB</ ej b- name>
<j ndi - name>cust oner </ j ndi - name>
<resource-ref >
<r es- r ef - name>j dbc/ Si npl eBank</ r es-r ef - nane>
<j ndi - name>j dbc/ Poi nt Base</ j ndi - name>
</resource-ref>
<i s-read- onl y- bean>f al se</i s-read- onl y- bean>
<conmi t - opt i on>B</ commi t - opt i on>
<bean- pool >
<st eady- pool - si ze>10</ st eady- pool - si ze>
<resi ze-quantity>10</resi ze-quantity>
<max- pool - si ze>100</ max- pool - si ze>
<pool -i dl e-ti meout - i n- seconds>600</ pool -i dl e-ti meout -i n- seconds>
</ bean- pool >
<bean- cache>
<max- cache- si ze>100</ max- cache- si ze>
<resi ze-quantity>10</resi ze-quanti ty>
<renoval -ti meout -i n- seconds>3600</ r enoval - t i neout - i n- seconds>
<vi cti msel ection-policy>LRU/ victimsel ection-policy>
</ bean- cache>
</ ej b>
</ enterprise-beans>

is-read-only-bean
Specifies that this bean isaread-only bean (BMP only).

Subelements
none

Example
<i s-read- onl y-bean>f al se</i s-read- onl y- bean>

name
Contains data that specifies the name of the entity.

Subelements
none
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property

Specifies the name and value of a property.

Subelements
The following table describes subelements for the pr opert y element.

Table 5-53 property subelements

Element Required Description
name only one Specifies the name of the entity.
val ue only one Specifies the value of the entity.

r efr esh-period-in-seconds

Specifies the rate at which aread-only-bean must be refreshed from the data source. If the
value islessthan or equal to zero, the bean is never refreshed; if the value is greater than
zero, the bean instances are refreshed at specified intervals. Thisrate isjust ahint to the
container. Default is O (no refresh).

Subelements
none

sun-gb-jar

Defines the Sun Java System A pplication Server-specific configuration for an EJB JAR file
in the application. Thisisthe root element; there can only be one sun- ej b-j ar element in
ansun-ej b-jar. xni file.

Refer to “ Sample sun-web.xml File” on page 183 for example of thisfile.

Subelements
The following table describes subelements for the sun- ej b-j ar element.

Table 5-54 sun-ej b-j ar Subelements

Subelement Required Description

security-rol e- mappi ng zero or more  Maps a role in the corresponding J2EE XML
file to a user or group.

ent erpri se-beans only one Describes all the runtime properties for an EJB
JAR file in the application.
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unique-id
Specifies a unique system identifier. This data is automatically generated and updated at
deployment/redeployment. Devel opers should not specify or edit this value.

Subelements
none

value
Contains data that specifies the value of the entity.

Subelements
none

Role Mapping Elements

The role mapping el ement maps arole, as specified in the EJB JART ol e- nane entries, to a
environment-specific user or group. If it mapsto a user, it must be a concrete user which
existsin the current realm who can log into the server using the current authentication
method. If it mapsto a group, the realm must support groups and it must be a concrete
group which existsin the current realm. To be useful, there must be at |east one user in that
realm who belongs to that group.

Role mapping elements are as follows:
e group-nane

e principal

e principal-name

* role-nanme

e security-rol e-mapping

. Server - nane

group-name
Specifies the group name.

Subelements
none
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principal

Defines anode that specifies a user name on the platform.

Subelements
The following table describes subelements for the pri nci pal element.

Table 5-55 pri nci pal Subelements

Subelement Required Description

nane only one Specifies the name of the user.

principal-name
Specifies the principal (user) name in an enterprise bean that has the r un- as role specified.

Subelements
none

role-name
Specifiesther ol e- name inthesecuri ty-rol e element of theej b-j ar. xni file.

Subelements
none

Example
<r ol e- name>enpl oyee</r ol e- nane>

security-role-mapping
Maps roles to users and groups.

Subelements
The following table describes subelements for the securi t y-r ol e- mappi ng €element.

Table 5-56 security-rol e- mappi ng Subelements

Subelement Required Description

rol e- nane only one Specifies the r ol e- nare from the ej b-j ar . xni
file being mapped.
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Table 5-56 security-rol e- mappi ng Subelements (Continued)

Subelement

Required Description

pri nci pal - nane

gr oup- nane

requires at least one Specifies the principal (user) name in a bean that
princi pal -name or  has the run-as role specified.
gr oup- name

requires at least one Specifies the group name.
pri nci pal - nanme or
gr oup- nane

server-name

Specifies the name of the server where the application is being deployed.

Subelements
none

Reference Elements

Reference elements are as follows:

e gjb-ref
e gjb-ref-name

e jndi-nane

e pass-by-reference

e res-ref-nane

i resour ce- env-ref

. resour ce- env-ref - nane

e resource-ref

e nessage-destination

e nessage-destination-nanme

gb-ref

Maps the absolute j ndi - nane nameto the ej b-ref element in the corresponding J2EE
XML file, ej b-jar. xm . Theej b-ref element isused for the declaration of areferenceto
an EJB’s home. Applies to session beans or entity beans.
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Subelements
The following table describes subelements for the ej b-r ef element.

Table 5-57 ej b-r ef Subelements

Subelement Required Description

ej b-ref - nane only one Specifies the ej b- r ef - nane in the corresponding J2EE EJB
JAR file ej b-r ef entry.

j ndi - nane only one Specifies the absolute j ndi - nare.

g b-ref-name
Specifiesthe ej b- r ef - nane in the corresponding J2EE XML fileej b-ref entry. The
name must be unique within the enterprise bean, and should be prefixed with ej b/ .

Subelements
none

Example
<ej b- r ef - name>ej b/ Payr ol | </ €] b- r ef - name>

jndi-name
Specifies the absolute j ndi - nare.

For entity beans and session beans, this value specifies the global INDI name of the
EJBHone object. It isonly needed if the entity or session bean exposes aremote view.

For IM S message-driven beans, this isthe INDI name of the IM S resource from which the
message-driven bean should consume JM S messages. This information can alternatively be
specified within the act i vat i on- confi g subelement of the ndb- r esour ce- adapt er
element. For more information about JM S resources, see Chapter 14, “Using the Java
Message Service.”

Subelements
none

Example
<j ndi - name>ej b/ Or der EJB</ j ndi - name>
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pass-by-reference

Specifies the passing method used by a servlet or enterprise bean calling aremote interface
method in another bean that is co-located within the same process.

» If fal se (thedefault if this element is not present), this application uses pass-by-value
semantics.

* If true, thisapplication uses pass-by-reference semantics.

NOTE Thepass- by- r ef er ence element only appliesto remote calls. As defined
in the EJB 2.1 specification, section 5.4, callsto local interfaces use
pass-by-reference semantics.

If the pass- by-r ef er ence element isset to its default value of f al se, the
passing semantics for calls to remote interfaces comply with the EJB 2.1
specification, section 5.4. If set to t r ue, remote callsinvolve
pass-by-reference semanticsinstead of pass-by-value semantics, contrary
to this specification.

Portable programs should not assume that a copy of the object is made
during such acall, and thusthat it's safe to modify the original. Nor should
they assume that a copy is not made, and thusthat changesto the object are
visibleto both caller and callee. When thiselement isset to t r ue,
parameters and return values should be considered read-only. The behavior
of aprogram that modifies such parameters or return values is undefined.

When aservlet or enterprise bean calls aremote interface method in another bean that is
co-located within the same process, by default the Sun Java System Application Server
makes copies of all the call parametersin order to preserve the pass-by-value semantics.
Thisincreases the call overhead and decreases performance.

However, if the calling method does not mutate the object being passed as a parameter, itis
safe to pass the object itself without making a copy of it. To do this, set the
pass-by-reference valuetot r ue.

To apply pass-by-reference semantics to an entire J2EE application containing multiple
EJB modules, you can set the same element in the sun- appl i cati on. xm file. If you want
to use pass- by- r ef er ence at both the bean and application level, the bean level takes
precedence. For information about the sun- appl i cati on. xn file, see“The
sun-application.xml File” on page 147.

Subelements
none
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res-ref-name

Specifiesther es- r ef - nane in the corresponding J2EE ej b-j ar. xn filer esour ce-r ef
entry. Ther es-r ef - nane element specifies the name of a resource manager connection
factory reference. The name must be unique within an enterprise bean.

Subelements
none

Example
<r es- r ef - name>j dbc/ Si npl eBank</ r es-r ef - nane>

r esour ce-env-r ef

Maps ther esour ce- env-r ef - nane in the corresponding J2EE ej b-j ar. xnl file
resour ce-env-ref entry to an absolutej ndi - nane inther esour ces element in the
domai n. xm file. Theresour ce- env-ref element contains a declaration of an enterprise
bean's reference to an administered object associated with aresource in the bean's
environment.

Used in entity, message-driven, and session beans.

Subelements
The following table describes subelements for ther esour ce- env-r ef element.

Table 5-58 resour ce-env-ref Subelements

Subelement Required Description

resour ce- env-r ef - nane only one Specifies the r esour ce- env-r ef - nare in
the corresponding J2EE ej b-j ar. xm file
resour ce- env-ref entry.

j ndi - nane only one Specifies the absolute j ndi - narre.

Example
<resource-env-ref>

<r esour ce- env-r ef - nane>

j ms/ St ockQueueNane

</ r esour ce- env- r ef - name>

<j ndi - name>j ns/ St ockQueue</ j ndi - name>
</ resour ce-env-ref >
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r esour ce-env-r ef-name

Specifiesther esour ce- r ef - nanme in the corresponding 2EE ej b-j ar. xni file

resour ce- env-ref entry. Ther esour ce- env-r ef - name element specifiesthe name of a
resource environment reference; its value is the environment entry name used in the EJB
code. The name must be unique within an enterprise bean.

Subelements
none

Example
<resour ce- env-r ef - name>j ns/ St ockQueue</ r esour ce- env- r ef - nane>

r esour ce-r ef

Maps ther es- r ef - name in the corresponding J2EE ej b-j ar . xni filer esour ce-r ef
entry to the absolute j ndi - nane inther esour ces element in the domai n. xni file. The
resour ce-ref element contains a declaration of an EJB’ s reference to an external
resource. Used in entity, message-driven, and session beans.

NOTE Connections acquired from JM S connection factories are not shareable in
the current release of the Sun Java System Application Server. The
res-sharing- scope elementintheej b-j ar. xni fileresource-ref
element isignored for IM S connection factories.

Whenr esour ce-ref specifiesa JMS connection factory for the Sun Java
System Message Queue, the def aul t - r esour ce- pri nci pal
(name/password) must exist in the Sun Java System Message Queue user
repository. Refer to the Security Management chapter in the Sun Java
System Message Queue Administrator's Guide for information on how to
manage the Sun Java System Message Queue user repository.

Subelements
The following table describes subelements for ther esour ce-r ef element.

Table 5-59 resour ce-ref Subelements

Subelement Required Description

res-ref - name only one Specifies the r es-r ef - nane in the
corresponding J2EE ej b-j ar. xm file
resour ce-ref entry.

j ndi - nane only one Specifies the absolute j ndi - nane.
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Table 5-59 resource-ref Subelements (Continued)

Subelement Required Description

def aul t-resour ce-principal zero or one Specifies the default sign-on (name/password) to
the resource manager.

Example
<resource-ref >
<r es- r ef - name>j dbc/ Enpl oyeeDBNane</ r es-r ef - nane>
<j ndi - nane>j dbc/ Enpl oyeeDB</ j ndi - name>
</resource-ref>

message-destination

Specifies the name of alogical message- dest i nat i on defined within an application. The
message- dest i nat i on- nane matches the corresponding nessage- dest i nat i on- narme
intheej b-jar.xm file.

Subelements
The following table describes subelements for the nessage- dest i nat i on element.

Table 5-60 nessage- desti nati on subelements

Element Required Description

nessage- desti nati on- name only one Specifies the name of a logical message destination defined
within the corresponding ej b-j ar. xm file.

j ndi - name only one Specifies the j ndi - name of the associated entity.

message-destination-name

Contains data that specifies the name of alogical message destination defined within the
corresponding ej b-j ar. xm file.

Subelements
none
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This section contains the following elements associated with messaging:

activation-config
activation-config-property
activation-config-property-nane
activation-config-property-val ue
j ms- dur abl e- subscri pti on- name

j ms- max- messages- | oad

mdb- connect i on-fact ory

mdb- r esour ce- adapt er

message- destination
message- dest i nati on- nane

resour ce- adapt er-md

activation-config

Specifies an activation configuration, which includes the runtime configuration properties
of the message-driven bean in its operational environment. For example, this may include
information about the name of a physical IM S destination. Matches and overrides the

activation-configelementintheejb-jar. xnl file.

Subelements
The following table describes subelements for the act i vat i on- confi g element.

Table 5-61 activati on-confi g subelements

The sun-ejb-jar.xml File

Element

Required Description

description

zero or one Specifies a text description of the activation configuration.

activation-config-property one or more  Specifies an activation configuration property.
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activation-config-property
Specifies the name and value of an activation configuration property.
Subelements

The following table describes subelements for the act i vat i on- confi g- property
element.

Table 5-62 activati on-confi g- property subelements

Element Required Description
activation-confi g- property-name only one Specifies the name of an activation configuration property.
activation-config-property-value only one Specifies the value of an activation configuration property.

activation-config-property-name
Contains data that specifies the name of an activation configuration property.

Subelements
none

activation-config-property-value
Contains data that specifies the value of an activation configuration property.

Subelements
none

jms-durable-subscription-name

Specifies the durable subscription associated with a message-driven bean class. Only
applies to the Java Message Service Topic Destination type, and only when the
message-driven bean deployment descriptor subscription durability is Durable.

Subelements
none

jms-max-messages-load

Specifies the maximum number of messages to load into a Java M essage Service session at
one time for a message-driven bean to serve. The default is 1.
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Subelements
none

mdb-connection-factory

Specifies the connection factory associated with a message-driven bean. Queue or Topic
type must be consistent with the Java M essage Service Destination type associated with the
message-driven bean class.

Subelements
The following table describes subelements for the ndb- connect i on-f act ory element.

Table 5-63 ndb- connecti on-f act ory Subelements

Subelement Required Description
j ndi - nane only one Specifies the absolute j ndi - nane.
def aul t -resour ce-principal zero or one Specifies the default sign-on (name/password)

to the resource manager.

mdb-r esour ce-adapter
Specifies runtime configuration information for a message-driven bean.

Subelements
The following table describes subelements for the ndb- r esour ce- adapt er element.

Table 5-64 ndb- r esour ce- adapt er subelements

Element Required Description

resource-adapter-md zeroorone  Specifies a resource adapter module ID.

activation-config one or more  Specifies an activation configuration.

resour ce-adapter-mid

Contains data that specifiesthe module ID of the resource adapter that is responsible for
delivering messages to the message-driven bean.

Subelements
none
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Security Elements

This section describes the el ements that are associated with authentication, authorization,
and general security. The following elements are included:

e as-context

e auth-met hod

e caller-propagation

e confidentiality

o defaul t-resource-principa
 establish-trust-in-client
e establish-trust-in-target
e integrity

e ior-security-config

* name

e password

e realm

* required

* sas-context

e transport-config

as-context

Specifies the authentication mechanism that will be used to authenticate the client. If
specified, it will be USERNAVE_PASSWORD.

Subelements
The following table describes subelements for the as- cont ext element.

Table 5-65 as-cont ext Subelements

Subelement Required Description

auth-method onlyone  Specifies the authentication method. The only supported value is
USERNAME_PASSWORD.

real m only one  Specifies the realm in which the user is authenticated.
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Table 5-65 as-cont ext Subelements (Continued)

Subelement Required Description

required only one Specifies if the authentication method specified is required to be used
for client authentication. If so, the EstablishTrustInClient bit will be set
in the target_requires field of as-context. The value is true or false.

auth-method
Specifies the authentication method. The only supported value is USERNAMVE PASSWORD.

Subelements
none

caller-propagation
Specifiesif the target will accept propagated caller identities. The values are NONE,
SUPPORTED, or REQUIRED.

Subelements
none

confidentiality

Specifiesif the target supports privacy-protected messages. The values are NONE,
SUPPORTED, or REQUIRED.

Subelements
none

default-resour ce-principal
Specifies the default sign-on (hame/password) to the resource manager.
Subelements

The following table describes subelements for the def aul t - r esour ce- pri nci pal
element.

Table 5-66 defaul t-resource-principal Subelements

Subelement Required Description

name only one Specifies the default resource principal name used to sign on to a
resource manager.
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Table 5-66 defaul t-resource-principal Subelements(Continued)

Subelement Required Description

passwor d only one  Specifies password of the default resource principal.

establish-trust-in-client
Specifiesif the target is capable of authenticating a client. The values are NONE,
SUPPORTED, or REQUIRED.

Subelements
none

establish-trust-in-target
Specifiesif the target is capable of authenticating to a client. The values are NONE,
SUPPORTED, or REQUIRED.

Subelements
none

integrity
Specifiesif the target supports integrity-protected messages. The values are NONE,
SUPPORTED, or REQUIRED.

Subelements
none

ior-security-config
Specifies the security information for the input-output redirection (I0R).

Subelements
The following table describes subelements for thei or - securi t y- confi g element.

Table 5-67 ior-security-config Subelements

Subelement Required Description
transport-config zero or one Specifies the security information for transport.
as- cont ext zero or one Describes the authentication mechanism that will

be used to authenticate the client. If specified, it
will be USERNAVE_PASSWORD.
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Table 5-67 ior-security-config Subelements(Continued)

Subelement Required Description
sas- cont ext Zero or one Describes the sas-context fields.
name

Specifies the name of an entity.

Subelements
none

password
Specifies the password that security needs to compl ete authentication.

Subelements
none

realm
Specifies the realm in which the user is authenticated.

Subelements
none

required

Specifiesif the authentication method specified is required to be used for client
authentication. If so, the Est abl i shTrust I nd i ent bit will be setinthe
target _requires field of as- cont ext . Thevalueis either true or false.

Subelements
none

sas-context
Describes the sas-context fields.

Subelements
The following table describes subelements for the sas- cont ext element.
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Table 5-68 sas- cont ext Subelements

Subelement Required Description

cal | er-propagati on only one Specifies if the target will accept propagated
caller identities. The values are NONE,
SUPPORTED, or REQUIRED.

transport-config
Specifies the security transport information.

Subelements
The following table describes subelements for thet r ansport - conf i g e ement.

Table 5-69 transport-confi g Subelements

Subelement Required Description

integrity only one Specifies if the target supports integrity-protected messages. The
values are NONE, SUPPORTED, or REQUIRED.

confidentiality only one Specifies if the target supports privacy-protected messages. The
values are NONE, SUPPORTED, or REQUIRED.

establish-trust-in-target only one Specifies if the target is capable of authenticating to a client. The
values are NONE, SUPPORTED, or REQUIRED.

establish-trust-in-client only one Specifies if the target is capable of authenticating a client. The
values are NONE, SUPPORTED, or REQUIRED.

Persistence Elements

This section describes the elements associated with container-managed persistence (CMP),
the persistence manager, and the persistence vendor. For information on using these
elements, refer to Chapter 8, “Using Container-Managed Persistence for Entity Beans.”

The following elements are included:
. cnp

e cnp-resource

e create-tabl es-at-depl oy

» dat abase-vendor - nane
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e drop-tabl es-at-undepl oy
o finder

* is-one-one-cnp

e mappi ng-properties
* nethod- name

* one-one-finders

e pmcl ass-gener at or
« pmconfig

e pmdescriptor

e pmdescriptors

e pmidentifier

e pminuse

e pmmappi ng-factory
* pmversion

o query-filter

e query-ordering

e query-parans

e query-variables

» schenma-generator-properties

cmp
Describes runtime information for a CMP entity bean object for EJB1.1 and EJB2.1 beans.

Subelements
The following table describes subelements for the cnp element.

Table 5-70  cnp Subelements

Subelement Required Description
mappi ng- properties Zero or one This element is not implemented.
i s- one-one-cnp zero or one This element is not implemented.
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Table 5-70  cnp Subelements (Continued)

Subelement Required Description

one-one-finders Zero or one Describes the finders for CMP 1.1 beans.

cmp-resour ce

Specifies the database to be used for storing CMP beans. For more information about this
element, see “ Configuring the Resource Manager” on page 318.

Subelements
The following table describes subelements for the cnp- r esour ce element.

Table 5-71  cnp- r esour ce Subelements

Subelement Required Description

j ndi - nane only one Specifies the absolute j ndi - nane.

def aul t - resour ce-princi pal zero or one Specifies the default runtime bindings of a resource reference.
property zero or more Specifies a property name and value.

creat e-t abl es- at - depl oy zero or one If t rue, specifies that database tables are created for beans

that are automatically mapped by the EJB container.

drop-t abl es- at - undepl oy zero or one If t rue, specifies that database tables that were automatically
created when the bean(s) were last deployed are dropped
when the bean(s) are undeployed.

dat abase- vendor - nanme zero or one Specifies the name of the database vendor for which tables
can be created.

schema- gener at or - properti es zero or one Specifies field-specific type mappings and allows you to set
the use- uni que-t abl e- nanmes property.

create-tables-at-deploy

Contains data that specifies whether database tables are created for beans that are
automatically mapped by the EJB container. If t r ue, creates tablesin the database. If
f al se, does not create tables.

This element can be overridden during deployment. See Table 8-2 on page 310.

Subelements
none
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database-vendor-name

Contains data that specifies the name of the database vendor for which tables can be
created. Allowed values are db2, nssql , or acl e, poi nt base, and sybase,
case-insensitive.

If novalueis specified, a connection is made to the resource specified by thej ndi - nane
subelement of the cnp- r esour ce element, and the database vendor name is read. If the
connection cannot be established, or if the value is not recognized, SQL-92 complianceis
presumed.

This element can be overridden during deployment. See Table 8-2 on page 310.

Subelements
none

drop-tables-at-undeploy

Contains data that specifies whether database tables that were automatically created when
the bean(s) were last deployed are dropped when the bean(s) are undeployed. If t r ue, drops
tables from the database. If f al se, does not drop tables.

This element can be overridden during deployment. See Table 8-2 on page 310.

Subelements
none

finder
Describes the finders for CMP 1.1 with a method name and query.

Subelements
The following table describes subelements for the f i nder element.

Table 5-72  fi nder Subelements

Subelement Required Description

net hod- name only one Specifies the method name for the finder.

query- par ans zero or one Specifies the query parameters for the CMP 1.1
finder.

query-filter zero or one Specifies the query filter for the CMP 1.1 finder.

query-vari abl es zero or one Specifies variables in query expression for the

CMP 1.1 finder.
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Table 5-72  fi nder Subelements (Continued)

Subelement Required Description

query-ordering zero or one Specifies the query ordering for the CMP 1.1
finder.

Is-one-one-cmp

This element is not implemented.

Subelements
none

mapping-properties
This element is not implemented.

Subelements
none

method-name

Specifies the method name for the finder. The met hod- name element contains aname of an
EJB method.

Examples
<met hod- nanme>f i ndTeanmat es</ et hod- nane>

<met hod- nane>* </ net hod- nane>

Subelements
none

one-one-finders
Describes the finders for CMP 1.1 beans.

Subelements
The following table describes subelements for the one- one- fi nder s element.
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Table 5-73 one-one-fi nder s Subdements

Subelement Required Description

finder one or more Describes the finders for CMP 1.1 with a method name and query.

pm-class-gener ator

Specifies which vendor-specific concrete class generator isto be used. Thisis the name of
the class specific to the vendor.

Subelements
none

pm-config
Specifies the vendor-specific configuration file to be used.

Subelements
none

pm-descriptor
Describes the properties of the persistence manager associated with an entity bean.

Subelements
The following table describes subelements for the pm descri pt or element.

Table 5-74 pmdescri pt or Subelements

Subelement Required Description

pmidentifier only one Specifies the vendor who provided the
persistence manager implementation. For
example, this could be Sun Java System
Application Server CMP or a third-party vendor.

pm ver si on only one Specifies which version of the persistence
manager vendor product is to be used.

pmconfig zero or one Specifies the vendor-specific configuration file to
be used.

pm cl ass- gener at or zero or one Specifies which vendor-specific concrete class

generator is to be used. This is the name of the
class specific to the vendor.
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Table 5-74 pm descri pt or Subelements (Continued)

Subelement Required Description

pm mappi ng-f act ory zero or one Specifies which vendor-specific mapping factory
is to be used. This is the name of the class
specific to the vendor.

pm-descriptors
Specifies one or more persistence manager descriptors, but only one of them must be in use
at any given time. If none are specified, the Sun CMP persistence manager is used.

Subelements
The following table describes subelements for the pm descri pt or s element.

Table 5-75 pmdescri pt ors Subelements

Subelement Required Description

pm descri ptor one or more Describes the properties of the persistence
manager associated with an entity bean.

pm i nuse only one Specifies whether this particular persistence
manager must be used or not.

pm-identifier
Specifies the vendor who provided the persistence manager implementation. For example,
this could be Sun Java System Application Server CMP or athird-party vendor.

Subelements
none

pm-inuse
Specifies whether this particular persistence manager must be used or not.

Subelements
The following table describes subelements for the pm i nuse element.
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Table 5-76 pm i nsue Subelements

Subelement Required Description

pmidentifier only one Contains data that specifies the vendor who
provided the persistence manager
implementation. For example, this could be Sun
Java System Application Server CMP or a
third-party vendor.

pm versi on only one Contains data that specifies which version of the
persistence manager vendor product is to be
used.

pm-mapping-factory
Specifies which vendor-specific mapping factory is to be used. Thisisthe name of the class
specific to the vendor.

Subelements
none

pm-version
Specifies which version of the persistence manager vendor product isto be used.

Subelements
none

query-filter
Specifies the query filter for the CMP 1.1 finder.

Subelements
none

query-ordering
Specifies the query ordering for the CMP 1.1 finder.

Subelements
none
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query-params
Specifies the query parameters for the CMP 1.1 finder.

Subelements
none

guery-variables
Specifies variablesin query expression for the CMP 1.1 finder.

Subelements
none

schema-gener ator -properties
Specifies field-specific type mappingsin pr oper t y subelements.

Also alows you to set the use- uni que-t abl e- nanes property. If t r ue, this property
specifies that generated table names are unique within each application server domain. The
default isf al se. This property can be overridden during deployment. See Table 8-2 on
page 310.

Subelements

The following table describes subelements for the schenma- gener at or - properti es
element.

Table 5-77 schena- gener at or - proper ti es Subelements

Subelement Required Description
property zero or more Specifies a property name and value.
Example
<schena- gener at or - properti es>
<property>
<nane>
Enpl oyee. firstName. j dbc-type
</ nane>

<val ue>char </ val ue>
</ property>
<property>
<name>
Enpl oyee. first Nane. j dbc- maxi mum | engt h

214  Application Server 8 « Developer's Guide



The sun-ejb-jar.xml File

</ nane>
<val ue>25</val ue>

</ property>

<property>
<name>

use- uni que-t abl e- nanes

</ name>
<val ue>t rue</ val ue>

</ property>

</ schema- gener at or - properti es>

Pooling and Caching Elements

This section describes the elements associated with cache, timeout, and the EJB pool. These
elements are used to control memory usage and performance tuning. For more information,
refer to the Sun Java System Application Server Performance Tuning Guide.

The following elements are discussed:

* bean-cache

*  bean- pool

o cache-idl e-tineout-in-seconds
e cnt-timeout-in-seconds

e conmt-option

e is-cache-overflowall ovwed

* nmax-cache-size

* max-pool -si ze

e max-wait-time-in-nmllis

e pool -idle-tineout-in-seconds
e renoval -tinmeout -i n-seconds

e resize-quantity

» steady-pool -si ze

e victimselection-policy
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bean-cache
Specifies the entity bean cache properties. Used for entity beans and stateful session beans.

Subelements
The following table describes subelements for the bean- cache element.

Table 5-78 bean- cache Subelements

Subelement Required Description

max- cache- si ze zero or one  Specifies the maximum number of beans allowable in cache.
i s-cache-overfl owal | owed zero or one  Deprecated.

cache-i dl e-ti neout - i n- seconds zero or one  Specifies the maximum time that a stateful session bean or

entity bean is allowed to be idle in cache before being
passivated. Default value is 10 minutes (600 seconds).

renoval -t i neout - i n- seconds zero or one  Specifies the amount of time a bean remains before being
removed. If renoval -t i neout - i n- seconds is less than
i dl e-ti meout , the bean is removed without being
passivated.

resize-quantity zero or one  Specifies the number of beans to be created if the pool is
empty (subject to the max- pool - si ze limit). Values are from
0 to MAX_INTEGER.

vi cti msel ection-policy zero or one  Specifies the algorithm that must be used by the container to
pick victims. Applies only to stateful session beans.

Example
<bean- cache>
<max- cache- si ze>100</ max- cache- si ze>
<cache-resi ze-quant it y>10</ cache-resi ze- quanti ty>
<renoval -ti neout -i n- seconds>3600</ r enoval -t i neout -i n- seconds>
<vi cti msel ection-policy>LRU/ victimsel ection-policy>
<cache-idl e-ti meout - i n- seconds>
600
</ cache-idl e-ti meout -i n- seconds>
<renoval -ti neout -i n- seconds>5400</ r enoval - ti neout -i n- seconds>
</ bean- cache>
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bean-pool

Specifies the pool properties of stateless session beans, entity beans, and message-driven
bean.

Subelements
The following table describes subelements for the bean- pool element.

Table 5-79 bean- pool Subelements

Subelement Required Description

st eady- pool - si ze zero or one  Specifies the initial and minimum number of beans maintained
in the pool. Default is 32.

resize-quantity zero or one  Specifies the number of beans to be created if the pool is
empty (subject to the nax- pool - si ze limit). Values are from
0 to MAX_INTEGER.

max- pool - si ze zero or one  Specifies the maximum number of beans in the pool. Values
are from 0 to MAX_INTEGER. Default is to domai n. xm or 60.

max-wait-tine-in-mllis zero or one  Deprecated.

pool -i dl e-ti meout -i n-seconds zero or one  Specifies the maximum time that a bean is allowed to be idle in

the pool. After this time, the bean is removed. This is a hint to
the server. Default time is 600 seconds (10 minutes).

Example
<bean- pool >

<st eady- pool - si ze>10</ st eady- pool - si ze>

<resi ze-quantity>10</resi ze-quanti ty>

<max- pool - si ze>100</ max- pool - si ze>

<pool -i dl e-ti meout - i n- seconds>600</ pool -i dl e-ti neout -i n- seconds>
</ bean- pool >

cache-idle-timeout-in-seconds

Specifies the maximum time that a bean can remain idle in the cache. After this amount of
time, the container can passivate this bean. A value of 0 specifies that beans may never
become candidates for passivation. Default is 600.

Appliesto stateful session beans and entity beans.

Subelements
none

Chapter 5  Deployment Descriptor Files 217



The sun-ejb-jar.xml File

218

cmt-timeout-in-seconds

Contains data that overrides the Transaction Timeout setting of the Transaction Service for
an individual bean. The default value, 0, specifies that the default Transaction Service
timeout is used. If positive, thisvalueis used for all methods in the bean that start a new
container-managed transaction. Thisvalueis not used if the bean joins aclient transaction.

Subelements
none

commit-option
Specifies the commit option that will be used on transaction completion. Valid values for
the Sun Java System Application Server are B or C. Default value is B.

NOTE Commit option A is not supported for the Sun Java System Application
Server 8 release.

Appliesto entity beans.

Subelements
none

Example
<conmi t - opt i on>B</ commi t - opt i on>

is-cache-over flow-allowed
This element is deprecated and should not be used.

max-cache-size

Specifies the maximum number of beans allowable in cache. A value of zero indicates an
unbounded cache. In redlity, thereisno hard limit. The max-cache-size limit isjust ahint to
the cache implementation. Default is 512.

Applies to stateful session beans and entity beans.

Subelements
none

Example
<max- cache- si ze>100</ max- cache- si ze>
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max-pool-size
Specifies the maximum number of bean instances in the pool. Values are from 0 (1 for

message-driven bean) to MAX_INTEGER. A value of 0 means the pool is unbounded.
Default is 64.

Appliesto all beans.

Subelements
none

Example
<max- pool - si ze>100</ max- pool - si ze>

max-wait-time-in-millis
This element is deprecated and should not be used.

pool-idle-timeout-in-seconds

Specifies the maximum time, in seconds, that a bean instanceis allowed to remainidlein
the pool. When this timeout expires, the bean instance in apool becomes a candidate for
passivation or deletion. Thisisahint to the server. A value of 0 specifiesthat idle beans can
remain in the pool indefinitely. Default value is 600.

Applies to stateless session beans, entity beans, and message-driven beans.

NOTE For a stateless session bean or a message-driven bean, the bean can be
removed (garbage collected) when the timeout expires.

Subelements
none

Example
<pool -i dl e-ti meout - i n- seconds>600</ pool -i dl e-ti neout -i n- seconds>

removal-timeout-in-seconds

Specifies the amount of time a bean instance can remain idle in the container beforeitis
removed (timeout). A value of 0 specifiesthat the container does not removeinactive beans
automatically. The default value is 5400.

Chapter 5  Deployment Descriptor Files 219



The sun-ejb-jar.xml File

220

If renoval - ti neout -i n- seconds islessthan or equal to
cache-i dl e-ti meout -i n- seconds, beans are removed immediately without being
passivated.

Appliesto stateful session beans.

For related information, see cache-i dl e-ti nmeout - i n- seconds.

Subelements
none

Example
<renoval -ti meout -i n- seconds>3600</ r enoval - t i meout -i n- seconds>

resize-quantity
Specifies the number of bean instances to be:

» Created, if arequest arrives when the pool has less than st eady- pool - si ze quantity
of beans (appliesto pools only for creation). If the pool has more than
st eady- pool - si ze minusr esi ze- quant i ty of beans, thenresi ze-quantity is
still created.

* Removed, when the pool -i dl e-ti nmeout -i n- seconds timer expires and a cleaner
thread removes any unused instances.

o For caches, when max- cache- si ze isreached, r esi ze- quant i t y beanswill be
selected for passivation using vi ct i m sel ecti on- pol i cy. In addition, the
cache-idl e-ti meout -i n-seconds or cache-renove-ti neout -i n- seconds
timers will passivate beans from the cache.

o For pools, when the max- pool - si ze isreached, r esi ze- quant i t y beanswill be
selected for removal. In addition the pool -i dI e-ti neout -i n- seconds timer
will remove beans until st eady- pool - si ze isreached.

Vauesarefrom0to MAX_INTEGER. The pool is not resized below the
st eady- pool - si ze. Default is 16.

Applies to stateless session beans, entity beans, and message-driven beans.

For EJB pools, the default value can be the value of the ej b- cont ai ner element
pool -resi ze-quantity inthedomai n. xn file. Default is 16.

For EJB caches, the default value can be the value of the ej b- cont ai ner element
cache-resi ze-quantity inthedomai n. xn file. Default is 32.

For message-driven beans, the default can be the value of the ndb- cont ai ner
pool -resi ze- quant i ty element inthe domai n. xn file. Defaultis 2.
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Subelements
none

Example
<resi ze-quantity>10</resi ze-quantity>

steady-pool-size
Specifiestheinitia and minimum number of bean instances that should be maintained in
the pool. Default is 32. Applies to statel ess session beans and message-driven beans.

Subelements
none

Example
<st eady- pool - si ze>10</ st eady- pool - si ze>

victim-selection-policy

Specifies how stateful session beans are selected for passivation. Possible values are First
In, First Out (FIFO), Least Recently Used (LRU), Not Recently Used (NRU). The default
value isNRU, which is actually pseudo-LRU.

NOTE The user cannot plug in his own victim selection algorithm.

The victims are generally passivated into a backup store (typically afile system or
database). This storeis cleaned during startup, and also by a periodic background process
that removesidle entries as specified by r enoval -t i meout - i n- seconds. The backup
storeis monitored by a background thread (or sweeper thread) to remove unwanted entries.

Appliesto stateful session beans.

Subelements
none

Example
<vi cti msel ection-policy>LRU/ victimsel ection-policy>

Chapter 5  Deployment Descriptor Files 221



The sun-ejb-jar.xml File

Class Elements

This section describes the elements associated with classes. The following elements are
included:

* gen-cl asses

* local -hone-inpl
e local-inpl

e renote-hone-inpl

* renote-inpl

gen-classes
Specifies al the generated class names for a bean.

NOTE Thisisautomatically generated by the server at deployment/redepl oyment
time. It should not be specified by the developer or changed after
deployment.

Subelements
The following table describes subelements for the gen- cl ass element.

Table 5-80 gen-cl asses Subelements

Subelement Required Description

renot e- i npl zero or one Specifies the fully-qualified class name of the
generated EJBOoj ect impl class.

| ocal -i npl zero or one Specifies the fully-qualified class name of the
generated EJBLocal Obj ect impl class.

r enot e- horre- i npl zero or one Specifies the fully-qualified class name of the
generated EJBHome impl class.

| ocal - hone-i npl zero or one Specifies the fully-qualified class name of the
generated EJBLocal Hone impl class.
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local-home-impl
Specifies the fully-qualified class name of the generated EJBLocal Hone i npl class.

NOTE Thisis automatically generated by the server at deployment/redepl oyment
time. It should not be specified by the developer or changed after
deployment.

Subelements
none

local-impl
Specifies the fully-qualified class name of the generated EJBLocal Cbj ect i npl class.

NOTE Thisis automatically generated by the server at deployment/redepl oyment
time. It should not be specified by the developer or changed after
deployment.

Subelements
none

remote-home-impl
Specifies the fully-qualified class name of the generated EJBHone i npl class.

NOTE Thisisautomatically generated by the server at deployment/redepl oyment
time. It should not be specified by the developer or changed after
deployment.

Subelements
none

remote-impl
Specifies the fully-qualified class name of the generated EJBObj ect i npl class.
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NOTE Thisisautomatically generated by the server at deployment/redepl oyment
time. It should not be specified by the developer or changed after
deployment.

Subelements
none

Sample sun-ejb-jar.xml File

For information on these elements, refer to “ The sun-gjb-jar.xml File” on page 184.
<?xm version="1.0" encodi ng="UTF- 8" ?>

<! DOCTYPE sun-ejb-jar PUBLIC '-//Sun Mcrosystens, Inc.//DID Application Server 8.0 EJB
2. 1//EN "http://ww sun. conl sof t war e/ appserver/dtds/ sun-ejb-jar_2 1-0.dtd' >

<sun-ej b-jar>
<di spl ay- name>Fi rst Mdul e</ di spl ay- nane>
<enterpri se- beans>
<ej b>
<ej b- nane>Cust oner EJB</ ej b- nanme>
<j ndi - name>cust orer </ j ndi - nane>
<bean- pool >
<st eady- pool - si ze>10</ st eady- pool - si ze>
<resi ze-quantity>10</resi ze-quanti ty>
<max- pool - si ze>100</ max- pool - si ze>
<pool -i dl e-ti meout - i n- seconds>600</ pool -i dl e-ti meout -i n- seconds>
</ bean- pool >
<bean- cache>
<max- cache- si ze>100</ max- cache- si ze>
<resi ze-quantity>10</resi ze-quantity>
<renoval - ti neout -i n- seconds>3600</ r enoval - ti neout - i n- seconds>
<vi ctimsel ection-policy>LRU/ victimsel ection-policy>
</ bean- cache>
</ ej b>
<cnp- r esour ce>
<j ndi - name>j dbc/ Poi nt Base</ j ndi - nanme>
<creat e-t abl es- at - depl oy>t r ue</ creat e- t abl es- at - depl oy>
<dr op- t abl es- at - undepl oy>t r ue</ dr op- t abl es- at - undepl oy>
</ cnp-resour ce>
</ enterprise-beans>
</sun-ejb-jar>
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This section describes the XML elementsin the sun- cnp- mappi ngs. xm file and provides
database schema and XML file examplesin the following sections:

check-al | -at - conm t
check- nodi fi ed- at - commi t
cnp-fi el d- mappi ng
cnr-fiel d- mappi ng
cnr-fiel d-name

col urm- nane

col um-pai r

consi st ency

ej b- nane

entity-nmappi ng
fetched-with

field-nane

| eve

| ock-when-1 oaded

| ock-when-nodi fi ed
named- gr oup

none

read-only

schema

secondary-tabl e

sun- cnp- nappi ng

sun- cnp- nappi ngs

t abl e- nane

Sample Database Schema Definition
Sample sun-cmp-mappings.xml File
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“Persistence Elements’ on page 206 provides information on persistence-related elements
inthesun-ej b-jar. xn file.

check-all-at-commit
This element is not implemented. Do not use.

Subelements
none

check-modified-at-commit
Checks concurrent modification of fieldsin modified beans at commit time.

Subelements
none

cmp-field-mapping

Thecnp-fi el d- nappi ng element associates afield with one or more columnsthat it maps
to. The column can be from abean’ s primary table or any defined secondary table. If afield
is mapped to multiple columns, the column listed first in this element is used as a source for
getting the value from the database. The columns are updated in the order they appear.
Thereisonecnp-fi el d- mappi ng element for each cnp- fi el d element defined in the

ej b-jar.xn file

Subelements
The following table describes subelements for the cnp- fi el d- mappi ng element.

Table 5-81 cnp-fi el d- mappi ng Subelements

Subelement Required Description

field-name only one Specifies the Java identifier of a field. This identifier must match
the value of the f i el d- nane subelement of the cnp- fi el d that
is being mapped.

col um- nane one or more  Specifies the name of a column from the primary table, or the
qualified table name (TABLE.COLUMN) of a column from a
secondary or related table.

read-only zero orone  Specifies that a field is read-only.

fetched-with zeroorone  Specifies the fetch group for this CMP field’s mapping.
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cmr-field-mapping

A container-managed relationship field has a name and one or more column pairs that
define therelationship. Thereisonecnr - fi el d- mappi ng element for eachcnr-fiel d
elementintheej b-j ar. xn file. A relationship can aso participate in a fetch group.

Subelements
The following table describes subelements for the cnr - f i el d- mappi ng element.

Table 5-82 cnr-fi el d- mappi ng Subelements

Subelement Required Description

cnr-field-name only one Specifies the Java identifier of a field. Must match the value of
the cnr - fi el d- name subelement of the cnr-fi el d that is
being mapped.

col um- pai r one or more Specifies the pair of columns that determine the relationship
between two database tables.

fetched-with zero orone  Specifies the fetch group for this CMR field's relationship.

cmr-field-name

Specifies the Javaidentifier of afield. Must match the value of thecnr - f i el d- name
subelement of thecnr-fi el d elementintheej b-j ar. xni file.

Subelements
none

column-name

Specifies the name of a column from the primary table, or the qualified table name
(TABLE.COLUMN) of a column from a secondary or related table.

Subelements
none

column-pair

Specifies the pair of columns that determine the relationship between two database tables.
Each col urm- pai r must contain exactly two col umm- name subelements, which specify
the column’s names. The first col umm- nane element names the table that thisbean is
mapped to, and the second col uMm- name names the column in the related table.
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Subelements
The following table describes subelements for the col umm- pai r element.

Table 5-83 col umm- pai r Subelements

Subelement Required Description

col um-nane two Specifies the name of a column from the primary table, or the
qualified table name (TABLE.COLUMN) of a column from a
secondary or related table.

consistency

Specifies container behavior in guaranteeing transactional consistency of the data in the
bean.

Subelements

The following table describes subelements for the consi st ency element.

Table 5-84 consi st ency Subelements

Subelement Required Description

check-al | -at-comm t exactlyone This element is not implemented. Do not use.
of these

check- nodi fi ed- at - commi t elements is Checks concurrent modification of fields in
required modified beans at commit time.

| ock-when- | oaded Obtains an exclusive lock when the data is

loaded.
| ock-when-nodi fi ed This element is not implemented. Do not use.
none No consistency checking occurs.

g b-name
Specifiesthe ej b- nane of the entity bean intheej b-j ar. xm file to which the
container-managed persistence (CMP) beans corresponds.

Subelements
none
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Specifies the mapping a bean to database columns.

Subelements

The following table describes subelements for the ent i t y- mappi ng element.

Table 5-85 entity-mappi ng Subelements

Subelement Required Description

ej b- nane only one Specifies the name of the entity bean in the
ej b-j ar.xni file to which the CMP bean
corresponds.

t abl e- nane only one Specifies the name of a database table. The
table must be present in the database schema
file.

cnp-fi el d- mappi ng one or more Associates a field with one or more columns

cnr-fiel d- mappi ng

secondary-tabl e

consi st ency

Zero or more

Zero or more

Zero or one

that it maps to.

A container-managed relationship field has a
name and one or more column pairs that
define the relationship.

Describes the relationship between a bean’s
primary and secondary table.

Specifies container behavior in guaranteeing
transactional consistency of the data in the
bean.

fetched-with

Specifies the fetch group configuration for fields and relationships. Thef et ched-wi t h
element has different default values based on its parent element.

» Ifthereisnof et ched- wi t h subelement of acnp-fi el d- mappi ng, the default value

is assumed to be:

<f et ched- wi t h><| evel >0</ | evel ></ f et ched- wi t h>

The CMP field is placed into a default fetch group, which meansiit is fetched any time
the bean isloaded from a database.

» Ifthereisnof et ched-wi t h subelement of acnr-fi el d- mappi ng, the default value

is assumed to be:

<f et ched- wi t h><none/ ></ f et ched- wi t h>
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The CMR field is placed into a separate fetch group, which meansit is loaded from a
database the first time it is accessed in this transaction.

Subelements
The following table describes subelements for the f et ched- wi t h element.

Table 5-86 f et ched- wi t h Subelements

Subelement Required Description
| evel exactlyone  Specifies the name of a hierarchical fetch group.
of these
naned- gr oup elements is Specifies the name of an independent fetch group.
none required Specifies that this field or relationship is fetched by itself.
field-name

Specifies the Javaidentifier of afield. Thisidentifier must match the value of the
fi el d- name subelement of thecnp-fi el d element intheej b-j ar. xni file.

Subelements
none

level

Specifies the name of a hierarchical fetch group. The name must be an integer. Fields and
relationships that belong to a hierarchical fetch group of equal (or lesser) value are fetched
at the sametime. The value of level must be greater than zero. Only oneis allowed.

Subelements
none

lock-when-loaded

Places a database update lock on the rows corresponding to the bean whenever the bean is
loaded. How the lock is placed is database-dependent. The lock is released when the
transaction finishes (commit or rollback). While the lock is placed, other database users
have read access to the bean.

Subelements
none
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lock-when-modified
This element is not implemented. Do not use.

Subelements
none

named-group

Specifies the name of an independent fetch group. All the fields and relationships that are
part of anamed group are fetched at the same time. A field can only belong to one fetch
group, regardless of what type of fetch group is used. Oneis allowed.

Subelements
none

none

Specifies that thisfield or relationship is fetched by itself, with no other fields or
relationships.

Subelements
none

read-only
Specifiesthat afield isread-only.

Subelements
none

schema

Specifies the file that contains a description of the database schemato which the beansin
this sun- cnp- mappi ngs. xm file are mapped. If this element is empty, the database
schemafile is automatically generated at deployment time. Otherwise, the scherma element
should name a. dbschema file with a pathname relative to the directory containing the
sun- cnp- mappi ngs. xm file, but without the . dbschena extension. For example:

<schena/ > <!-- use automatic schena generation -->
<schema>ConpanySchena</ schema> <!-- use "ConpanySchena. dbschema" -->

See “Capturing the Database Schema Automatically” on page 316.
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Subelements
none

secondary-table
Specifies a bean’s secondary table(s).

Subelements
The following table describes subelements for the secondar y- t abl e element.

Table 5-87 secondary t abl e Subelements

Subelement Required Description
t abl e- nane only one Specifies the name of a database table.
col um- pai r one or more  Specifies the pair of columns that determine the relationship

between two database tables.

sun-cmp-mapping
Specifies beans mapped to a particular database schema.

NOTE A bean cannot be related to a bean that maps to a different database
schema, even if the beans are deployed in the same EJB JAR file.

Subelements
The following table describes subelements for the sun- cnp- mappi ng element.

Table 5-88 sun- cnp- mappi ng Subelements

Subelement Required Description

schema only one Specifies the file that contains a description of the database
schema.

entity-mappi ng one or more  Specifies the mapping of a bean to database columns.
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sun-cmp-mappings
Specifiesthe set of sun- cnp- mappi ng elementsfor all the beansthat are mapped in an EJB
JAR collection.

Subelements
The following table describes subelements for the sun- cnp- mappi ngs € ement.

Table 5-89 sun- cnp- mappi ngs Subelements

Subelement Required Description

sun- cnp- mappi ng one or more Specifies beans mapped to a particular
database schema.

table-name

Specifies the name of a database table. The table must be present in the database schema
file. See “ Capturing the Database Schema Automatically” on page 316.

Subelements
none

Sample Database Schema Definition

create table TEAMEIB (
TEAM D var char 2(256) not nul |,
NAMVE var char2(120) nul |,
A TY char(30) not null,
LEAGUEEIB_LEAGUEI D var char2(256) nul I,
constraint PK TEAVEIB prinary key (TEAM D

)

create table PLAYEREIB (
POSI TI ON var char2(15) nul I,
PLAYER D var char 2(256) not nul |,
NAMVE char (64) nul I,
SALARY nunber (10, 2) not nul |,
constraint PK PLAYEREIB primary key (PLAYERI D)
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create tabl e LEAGUEEIB (
LEAGUE! D var char2(256) not nul |,
NAME var char 2(256) nul |,
SPCRT var char2(256) nul |,
constraint PK_ LEAGUEEIB primary key (LEAGUEID)

)

create tabl e PLAYEREJBTEAMEIB (
PLAYEREJB_PLAYERI D var char2(256) nul |,
TEAVEJB_TEAM D var char 2(256) nul |

)

alter table TEAVEIB
add constraint FK_LEAGUE forei gn key (LEAGUEEIB LEAGUEI D)
ref erences LEAGUEEIB ( LEAGUEI D)

alter table PLAYEREJBTEAMEIB
add constraint FK _TEAVS forei gn key (PLAYEREIB PLAYERI D)
ref erences PLAYEREJB ( PLAYERI D)

alter table PLAYEREJBTEAME]B
add constraint FK PLAYERS foreign key (TEAMEIB_TEAM D)
ref erences TEAVEIB ( TEAM D)

Sample sun-cmp-mappings.xmil File

The following mapping would be in a deployable EJB JAR file's
META- | NF/ sun- cnp- mappi ngs. xnm file:

<?xm version="1.0" encodi ng="UTF- 8" ?>
<sun- cnp- mappi ngs>
<sun- cnp- mappi ng>
<schena>Rost er </ schema>
<entity- mappi ng>
<ej b- nane>TeankEJB</ ej b- name>
<t abl e- nane>TEAMEIB</ t abl e- nane>
<cnp-fi el d- mappi ng>
<fi el d- nane>t eam d</fi el d- nane>
<col umm- nane>TEAMEJB. TEAM D</ col umn- name>
</ cnp-fi el d- mappi ng>
<cnp- fi el d- mappi ng>
<fi el d- name>nane</ fi el d- nane>
<col urm- nane>TEAMEJB. NAMVE9</ col umm- nane>
</ cnp-fi el d- mappi ng>
<cnp- fi el d- mappi ng>
<fi el d-name>ci ty</fi el d- nane>
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<col umm- nane>TEAMEJB. Cl TY</ col umm- nane>
</ cnp-fi el d- mappi ng>
<cnr - fi el d- mappi ng>
<cnr - fi el d- nane>l eague</ cnr - fi el d- nane>
<col um- pai r >
<col um- nane>TEAVE]B. LEAGUEEIB_LEAGUEI D</ col umm- nane>
<col um- nane>LEAGUEE]B. LEAGUE! D</ col urm- name>
</ col urm- pai r >
<f et ched-wi t h>
<none/ >
</fetched-wth>
</cnr-fi el d- mappi ng>
<cnr-fi el d- mappi ng>
<cnr-fiel d-name>pl ayer s</ cnr-fi el d- name>
<col um- pai r >
<col um- nane>TEAME]B. TEAM D</ col umnm- nane>
<col um- nane>PLAYEREJBTEAMEIB. TEAMEJB_TEAM D</ col umm- nane>
</ col urm- pai r >
<col um- pai r >
<col um- nane>PLAYEREJBTEAMEJB. PLAYEREJB_PLAYER! D</ col umm- nane>
<col umm- nane>PLAYEREJB. PLAYER D</ col unm- namre>
</ col urm- pai r >
<f et ched- wi t h>
<none/ >
</fetched-wth>
</cnr-fi el d- mappi ng>
</entity-mappi ng>
<entity- mappi ng>
<ej b- nane>Pl ayer EJB</ €] b- nane>
<t abl e- nane>PLAYEREJB</ t abl e- nane>
<cnp-fi el d- mappi ng>
<fi el d- name>posi ti on</fi el d- nane>
<col umm- nane>PLAYEREJB. PCSI TI ON9</ col umm- nane>
</ cnp-fi el d- mappi ng>
<cnp-fi el d- mappi ng>
<fi el d- nane>pl ayer | d</fi el d- name>
<col umm- nane>PLAYEREJB. PLAYER D</ col unn- narme>
</ cnp-fi el d- mappi ng>
<cnp-fi el d- mappi ng>
<fi el d- name>nane</ fi el d- nane>
<col um- nane>PLAYEREJB. NAME9</ col umm- nanme>
</ cnp-fi el d- nappi ng>
<cnp-fi el d- mappi ng>
<fi el d- name>sal ary</fi el d- name>
<col um- nane>PLAYEREJB. SALARY</ col umm- nane>

Chapter 5  Deployment Descriptor Files

235



The sun-cmp-mappings.xml File

</ cnp-fi el d- mappi ng>
<cnr-fi el d- mappi ng>
<cnr - fi el d- nane>t eans</ cnr-fi el d- name>
<col um- pai r >
<col um- nane>PLAYEREJB. PLAYER D</ col urm- narme>
<col um- nane>PLAYEREJBTEAMEJB. PLAYEREJB_PLAYER! D</ col umm- nane>
</ col umm- pai r >
<col um- pai r >
<col um- name>PLAYEREJBTEAMEIB. TEAMEIB TEAM D</ col umm- nane>
<col umm- nane>TEAMEJB. TEAM D</ col umn- name>
</ col urm- pai r >
<f et ched- wi t h>
<none/ >
</fetched-wth>
</cnr-fi el d- mappi ng>
</entity-mappi ng>
<entity- mappi ng>
<ej b- nane>LeagueE]B</ gj b- name>
<t abl e- nane>LEAGUEEJB</ t abl e- nane>
<cnp-fi el d- mappi ng>
<fi el d- nane>| eaguel d</fi el d- name>
<col umm- nane>LEAGUEE]B. LEAGUEI D</ col unm- namre>
</ cnp-fi el d- mappi ng>
<cnp- fi el d- mappi ng>
<fi el d- name>nane</ fi el d- nane>
<col umm- nane>LEAGUEE]B. NAMES</ col unm- name>
</ cnp-fi el d- mappi ng>
<cnp-fi el d- mappi ng>
<fi el d- name>sport </ fi el d- nane>
<col um- nane>LEAGUEE]B. SPCRT</ col umm- nanme>
</ cnp-fi el d- nappi ng>
<cnr - fi el d- mappi ng>
<cnr-fi el d- nane>t eans</ cnr-fi el d- name>
<col um- pai r >
<col umm- nane>LEAGUEE]B. LEAGUEI D</ col unn- namre>
<col um- name>TEAMEIB. LEAGUEEJB_LEAGQUE! D</ col urm- nanme>
</ col urm- pai r >
<f et ched- wi t h>
<none/ >
</ f et ched-wi t h>
</cnr-fi el d- mappi ng>
</entity-mappi ng>
</ sun- cnp- mappi ng>
</ sun- cnp- mappi ngs>
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The sun-application-client.xml file

This section describesthe XML elementsinthesun- appl i cation-client.xm fileinthe
following sections:

e sun-application-client

* resource-ref

* res-ref-name

e defaul t-resource-principal
* name

e password

e ¢ejb-ref

e ¢ejb-ref-nanme

* resource-env-ref

* resource-env-ref-nanme

e message-destination

* message-destination-name
* jndi-nanme

*  Web Service Elements (ser vi ce-ref and subelements only)

sun-application-client
Thisisthe root element describing all the runtime bindings of a single application client.

Subelements
The following table describes subelements for the sun- appl i cati on-client element.

Table 5-90 sun-application-client subelements

Element Required Description

ej b-ref zero or more  Maps the absolute JNDI name to the ej b-r ef in the
corresponding J2EE XML file.

resour ce-r ef zero or more  Maps the absolute JNDI name to the r esour ce-r ef
in the corresponding J2EE XML file.
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Table 5-90 sun-application-client subelements (Continued)

Element Required Description

resour ce- env-r ef zero or more  Maps the absolute JNDI name to the
resour ce- env-ref in the corresponding J2EE XML
file.

servi ce-ref zero or more  Specifies runtime settings for a web service reference.

nmessage- destination zeroor more Specifies the name of a logical message destination.

r esour ce-r ef

Maps the absolute INDI name to ther esour ce- r ef element in the corresponding J2EE
XML file.

Subelements
The following table describes subelements for ther esour ce-ref element.

Table 5-91 resour ce-ref subelements

Element Required Description

res-ref - name only one Specifies the r es-r ef - nane in the corresponding J2EE
application-client.xm file.

j ndi - name only one Specifies the absolute jndi name of a resource.
defaul t-resource  zeroor more Specifies the default principal (user) that the container
-princi pal uses to access a resource.

res-ref-name

Specifiesther es- r ef - nane in the corresponding J2EE appl i cati on-client.xn file
resour ce-ref entry.

Subelements
none
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default-resour ce-principal
Specifies the default principal (user) that the container uses to access aresource.

If this element is used in conjunction with a JIM S Connection Factory resource, the nane

and passwor d subelements must be valid entries in Sun Java System Message Queue’s
broker user repository. See the “ Security Management” chapter in the Sun Java System
Message Queue Administrator’s Guide for details.

Subelements

The following table describes subelements for the def aul t - r esour ce- pri nci pal
element.

Table 5-92 defaul t-resource-princi pal subelements

Element Required Description

nane only one Specifies the name of the principal.
passwor d only one Specifies the password for the principal.
name

Contains data that specifies the name of the entity.

Subelements
none

password
Contains data that specifies the password for the principal.

Subelements
none

eib-ref
Maps the ej b- r ef - nare in the corresponding J2EE appl i cati on-cl i ent.xn file
ej b-ref entry to the absolutej ndi - narme of a bean.

Subelements
The following table describes subelements for the ej b- r ef element.
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Table 5-93 ej b-r ef subelements

Element Required Description

ej b-ref - nane only one Specifies the name of a ejb reference in the
corresponding J2EE appl i cation-client.xm file.

j ndi - nane only one Specifies the absolute JNDI name of a bean.

g b-ref-name

Contains data that specifiesthe ej b-r ef - nane in the corresponding J2EE
application-client.xn fileejb-ref entry. This element |ocates the name of the EJB
reference in the application.

Subelements
none

resour ce-env-r ef
Specifies the name of aresource env reference.

Subelements
The following table describes subelements for ther esour ce- env-r ef element.

Table 5-94 resour ce-env-ref subelements

Element Required Description

resour ce- env-ref - nane only one Specifies the r es- r ef - name in the corresponding J2EE
appl i cation-client.xn fileresource-env-ref entry.

def aul t-resource-princi pal onlyone Specifies the default principal (user) that the container uses to
access a resource.

j ndi - name only one Specifies the jndi-name of the associated entity.

r esour ce-env-ref-name

Contains data that specifiesther es- r ef - nane in the corresponding J2EE
application-client.xnm fileresource-env-ref entry.

Subelements
none
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message-destination

Specifies the name of alogical message- dest i nat i on defined within an application. The
nmessage- dest i nati on- nanme matches the corresponding message- dest i nat i on- nane
intheappl i cation-client.xm file.

Subelements
The following table describes subelements for the nessage- dest i nat i on element.

Table 5-95 nessage- desti nati on subelements

Element Required Description

nessage- desti nati on- name only one Specifies the name of a logical message destination defined
within the corresponding appl i cati on-cli ent . xni file.

j ndi - name only one Specifies the j ndi - name of the associated entity.

message-destination-name

Contains data that specifies the name of alogical message destination defined within the
corresponding appl i cation-client.xni file

Subelements
none

jndi-name
Contains data that specifies the absolutej ndi - nanme of a URL resource or aresource in the
application-client.xn file

Subelements
none

The sun-acc.xml File

This section describes the XML elementsin the sun- acc. xni file:
e client-container
e target-server

e description
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+ client-credential
* log-service

* Security

e ssl

+ cert-db

e auth-realm

e property

client-container

Defines Sun Java System Application Server specific configuration for the ACC. Thisisthe
root element; there can only be onecl i ent - cont ai ner elementin asun-acc. xni file.

Subelements
The following table describes subelements for thecl i ent - cont ai ner element.

Table 5-96 cl i ent-cont ai ner subeements

Element Required Description

t ar get - server only one Specifies the IIOP listener configuration of the target
server.

aut h-real m zero or one Specifies the optional configuration for JAAS

authentication realm.

client-credential zero or one Specifies the default client credential that will be sent
to the server.

| og-servi ce zero or one Specifies the default log file and the severity level of
the message.

property zero or more  Specifies a property which has a name and a value.

Attributes
The following table describes attributes for thecl i ent - cont ai ner element.
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Table 5-97 client-cont ai ner attributes

Attribute Default Description

send- passwor d true If t rue, specifies that client authentication credentials
should be sent to the server. Without authentication
credentials, all access to protected EJB components
results in exceptions.

target-server
Defines the 110OP listener configuration of the target server.

Subelements
The following table describes subelements for thet ar get - ser ver element.

Table 5-98 target-server subelements

Element Required Description
description zero or one Specifies the description of the target server.
security zero or one Specifies the security configuration for the IIOP/SSL

communication with the target server.

Attributes
The following table describes attributes for thet ar get - ser ver element.

Table 5-99 target-server attributes

Attribute Default Description

name none Specifies the name of the application server instance accessed by the
client container.

address none Specifies the host name or IP address (resolvable by DNS) of the server
this client should attach to.

port none Specifies the naming service port number (or b. port in domai n. xni ) of the
server this client should attach to.

For a new server instance, you need to assign a port number other than
3700. You can change the port number in the Administration Console. See
the Sun Java System Application Server Administration Guide for more
information.
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description
Contains data that specifies atext description of the containing element.

Subelement
none

Attributes
none

client-credential

Default client credential sthat are sent to the server. If thiselement is present, the credentials
are automatically sent to the server, without prompting the user for the user name and
password on the client side.

Subelements
The following table describes subelements for thecl i ent - credenti al element.

Table 5-100 client-credential subeement

Element Required Description
property zero or more  Specifies a property, which has a name and a value.
Attributes

The following table describes attributes for thecl i ent - cr edent i al element.

Table 5-101 client-credential attributes

Attribute Default Description

user - nane none The user name used to authenticate the Application
client container.

passwor d none The password used to authenticate the Application
client container.

real m the default (optional) The realm (specified by name) where
realm for the credentials are to be resolved.
domain
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log-service
Specifies configuration settings for thelog file.

Subelements
The following table describes subelements for the | og- servi ce element.

Table 5-102 | og- servi ce subelement

Element Required Description
property zero or more  Specifies a property, which has a name and a value.
Attributes

The following table describes attributes for the | og- ser vi ce element.

Table 5-103 | og- ser vi ce attributes

Attribute  Default Description

log-file your_ACC_ dir/logs/client.log (optional) Specifies the file where the application
client container logging information is stored.

I evel SEVERE (optional) Sets the base level of severity.
Messages at or above this setting get logged to
the log file.

security

Defines SSL security configuration for 11OP/SSL communication with the target server.

Subelements
The following table describes subelements for thesecurity element.

Table 5-104 security subelement

Element Required Description

ssl only one Specifies the SSL processing parameters.

cert-db  only one Specifies the location and authentication to read the certification
database.
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Attributes
none

sl

Defines SSL processing parameters.

Subelements
none

Attributes

The following table describes attributes for the SSL element.

Table 5-105 ssl attributes

Attribute

Default

Description

cert-ni cknane

ssl 2- enabl ed

ssl 2-ci phers

ssl 3- enabl ed

ssl 3-tl s-ci phers

tls-enabl ed

tls-roll back-enabl ed

none

fal se

none

true

none

true

true

(optional) The nickname of the server certificate in the
certificate database or the PKCS#11 token.In the
certificate, the name format is tokenname: nickname.
Including the tokenname: part of the name in this attribute
is optional.

(optional) Determines whether SSL2 is enabled.

(optional) A space-separated list of the SSL2 ciphers used
with the prefix + to enable or - to disable. For example,
+rc4. Allowed values are r c4, rcdexport, rc2,
rc2export, idea, des, desede3.

(optional) Determines whether SSL3 is enabled.

(optional) A space-separated list of the SSL3 ciphers
used, with the prefix + to enable or - to disable, for
example +r sa_des_sha. Allowed SSL3 values are

rsa rc4_128 md5, , rsa_des_sha,

rsa rc4_40_nd5, rsa_rc2_40_nd5, rsa_nul | _nmd5.
Al'l oned TLS val ues are rsa_des_56_sha,
rsa_rc4 _56_sha.

(optional) Determines whether TLS is enabled.

(optional) Determines whether TLS rollback is
enabled.TLS rollback should be enabled for MicroSoft
Internet Explorer 5.0 and 5.5.
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If both SSL2 and SSL 3 are enabled, the server tries SSL 3 encryption first. If that fails, the
server tries SSL 2 encryption. If both SSL2 and SSL 3 are enabled for avirtual server, the
server tries SSL 3 encryption first. If that fails, the server tries SSL2 encryption.

cert-db

L ocation and password to read the certificate database. Sun Java System A pplication Server
provides utilities with which a certificate database can be created. cert uti | , distributed as
part of NSS can also be used to create certificate database.

Subelement
none

Attributes
The following table describes attributes for the cer t - db element.

Table 5-106 cert - db attributes
Attribute  Default Description

pat h none Specifies the absolute path of the certificate database (cert 7. db).
password none Specifies the password to access the certificate database.
auth-realm

JAAS isavailable on the ACC. Defines the optional configuration for JAAS authentication
realm.

Authentication realms require provider-specific properties, which vary depending on what a
particular implementation needs.

For more information about how to define realms, see “Realm Configuration” on page 44.
Here is an example of the default file realm:

<aut h-real m nane="fil e"
cl assnane="com sun. enterprise.security.auth.realmfile.FileReal >
<property nane="file" val ue="domain dir/ confi g/ keyfile"/>
<property nane="jaas-context" val ue="fil eReal n{/>
</ aut h-real m»

Which properties an aut h- r eal melement uses depends on the value of the aut h-r eal m
element’ s name attribute. The filer eal musesfi | e andj aas- cont ext properties. Other
realms use different properties.
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Subelements
The following table describes subelements for the aut h- r eal m element.

Table 5-107 aut h-r eal m subelement

Element Required Description
property zero or more  Specifies a property, which has a name and a value.
Attributes

The following table describes attributes for the aut h- r eal melement.

Table 5-108 aut h- r eal mattributes

Attribute Default Description

nare none Defines the name of this realm.

cl assnane none Defines the Java class which implements this realm.
property

Specifies a property, which has a name and a value.

Subelement

none

Attributes

The following table describes attributes for the pr oper t y element.

Table 5-109 property attributes

Attribute Default Description
nanme none Specifies the name of the property.
val ue none Specifies the value of the property.
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Web Service Elements

The optional web service elements described here apply to the sun- web. xm and
sun-ej b-jar.xm files. Theservi ce-ref element and its subelements also apply to the
sun-appl i cation-client.xm file. Web service elements are as follows:

* webservice-description
e webservice-description-nane
e wsdl - publish-1ocation
* service-ref

» service-ref-name

e port-info

e service-endpoint-interface
e wsdl -port

e namespacelRl

* local part

* stub-property
 call-property

* name

* value

o wsdl-override

* service-inpl-class

e service-gnane

* webservi ce- endpoi nt

e port-conponent - nane

e endpoi nt - addr ess- ur

e login-config

e auth-met hod

e transport-guarantee

e tie-class
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e servlet-inpl-class

webservice-description
Specifies a name and optional publish location for aweb service.

Subelements
The following table describes subelements for the webser vi ce- descri pti on element.

Table 5-110 webser vi ce- descri pti on subelements

Element Required Description

webservi ce-descri pti on-nane only one Specifies a unique name for the web service within a web or EJB
module.

wsdl - publ i sh-1ocation Zero or one Specifies the URL of a directory to which a web service’s WSDL

should be published during deployment.

webser vice-description-name
Contains data that specifies a unique name for the web service within aweb or EJB module.

Subelements
none

wsdl-publish-location

Specifiesthe URL of adirectory to which aweb service’s WSDL should be published
during deployment. Any required files are published to this directory, preserving their
location relative to the module-specific WSDL directory (META- | NF/ wsdl or

WEB- | NF/ wsdl ). For example, suppose you haveanej b. j ar file whose

webser vi ces. xm file'swsdl - fil e element contains the following reference:

META- | NF/ wsdl / a/ Foo. wsdl
Suppose your sun- ej b-j ar file contains the following element:
<wsdl - publ i sh-1ocation>file:/home/ user1/ publish</wsdl - publish-Iocation>

The final WSDL isstored in/ hone/ user 1/ publ i sh/ a/ Foo. wsdl .

Subelements
none
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Specifies runtime settings for aweb service reference. Runtime information is only needed

in the following cases:

»  To define the port used to resolve a container-managed port

» To define the default Stub/Call property settings for Stub objects

* Todefinethe URL of afina WSDL document to be used instead of the one associated
with the ser vi ce-r ef inthe standard J2EE deployment descriptor

Subelements

The following table describes subelements for the ser vi ce-ref element.

Table 5-111 servi ce-ref subelements

Element Required Description

servi ce-ref - name only one Specifies the web service reference name relative to
j ava: conp/ env.

port-info zero or more  Specifies information for a port within a web service
reference.

cal |l -property zero or more  Specifies JAX-RPC property values that should be set
onajavax.xn .rpc. Cal | object before it is
returned to the web service client.

wsdl - overri de zero or one Specifies a valid URL pointing to a final WSDL

servi ce-inpl-class zeroorone

servi ce- gnane Zero or one

document.

Specifies the name of the generated service
implementation class.

Specifies the WSDL service element that is being
referred to.

service-ref-name

Contains data that specifies the web service reference name relative toj ava: conp/ env.

Subelements
none
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port-info
Specifies information for a port within aweb service reference.

Either aser vi ce- endpoi nt -i nt erf ace or awsdl - port or both should be specified. If
both are specified, wsdl - port specifies the port that the container should choose for
container-managed port selection.

The samewsdl - port value must not appear in more than one port - i nf o element within
thesameservi ce-ref.

If aservi ce-endpoi nt-interface isusing container-managed port selection, its value
must not appear in more than one port - i nf o element within the same servi ce-ref.

Subelements
The following table describes subelements for the por t - i nf o element.

Table 5-112 port - i nf o subelements

Element Required Description

servi ce-endpoi nt-interface zeroorone Specifies the web service reference name relative to
j ava: conp/ env.

wsdl - port zero or one Specifies the WSDL port.

st ub- property zero or more  Specifies JAX-RPC property values that should be set on a
javax. xni . rpc. St ub object before it is returned to the web
service client.

cal |l -property zero or more  Specifies JAX-RPC property values that should be set on a
javax. xnl . rpc. Cal | object before it is returned to the web
service client.

service-endpoint-inter face
Contains data that specifies the web service reference name relative toj ava: conp/ env.

Subelements
none

wsdl-port
Specifiesthe WSDL port.

Subelements
The following table describes subelements for thewsdl - port element.
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Table 5-113 wsdl - port subelements

Element Required Description

nanespaceURl  only one Specifies the namespace URI.

| ocal part only one Specifies the local part of a QNAME.
namespaceURI

Contains data that specifies the namespace URI.

Subelements
none

localpart
Contains data that specifiesthe local part of a QNAME.

Subelements
none

stub-property

Specifies JAX-RPC property values that should be set on aj avax. xm . r pc. St ub object
beforeit isreturned to the web service client. The property names can be any properties
supported by the JAX-RPC St ub implementation.

Subelements
The following table describes subelements for the st ub- pr operty element.

Table 5-114 st ub- pr operty subelements

Element Required Description
nane only one Specifies the name of the entity.
val ue only one Specifies the value of the entity.
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Example
<servi ce-ref>
<servi ce-ref - name>ser vi ce/ FooPr oxy</ servi ce-r ef - nane>
<port-info>
<servi ce- endpoi nt -i nt er f ace>a. FooPort </ ser vi ce- endpoi nt - i nt er f ace>
<wsdl - port >
<nanespaceURl >ur n: Foo</ namespaceURl >
<l ocal part >FooPort </ | ocal part >
</ wsdl - port >
<st ub- pr operty>
<nane>j avax. xm . rpc. servi ce. endpoi nt . addr ess</ name>
<val ue>htt p: / /1 ocal host : 8080/ a/ Foo</ val ue>
</ st ub- property>
</ port-info>
</ service-ref>

call-property

Specifies JAX-RPC property values that should be set on aj avax. xm . rpc. Cal | object
beforeit isreturned to the web service client. The property names can be any properties
supported by the JAX-RPC Cal | implementation.

Subelements
The following table describes subelements for thecal | - property element.

Table 5-115 cal | - pr oper t y subelements

Element Required Description

nane only one Specifies the name of the entity.
val ue only one Specifies the value of the entity.
name

Contains data that specifies the name of the entity.

Subelements
none
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value
Contains data that specifies the value of the entity.

Subelements
none

wsdl-override

Contains data that specifiesavalid URL pointing to afinal WSDL document. If not
specified, the WSDL document associated with the ser vi ce- r ef in the standard J2EE
deployment descriptor is used.

Subelements
none

Example
/] available via HTTP
<wsdl -override>http:// | ocal host: 8000/ nyservi ce/ nyport ?WEDL</ wsdl - overri de>

Il inafile
<wsdl - override>fil e:/hore/ user 1/ nyfinal wsdl . wsdl </ wsdl - overri de>

service-impl-class
Contains data that specifies the name of the generated service implementation class.

Subelements
none

service-gname
Specifiesthe WSDL service element that is being referred to.

Subelements
The following table describes subelements for the ser vi ce- gnane element.

Table 5-116 servi ce- gname subelements

Element Required Description
nanespaceURl  only one Specifies the namespace URI.
| ocal part only one Specifies the local part of a QNAME.
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webser vice-endpoint
Specifies information about a web service endpoint.

Subelements

The following table describes subelements for the webser vi ce- endpoi nt element.

Table 5-117 webser vi ce- endpoi nt subelements

Element Required Description

port - conponent - nane only one Specifies a uniqgue name for a port component within
a web or EJB module.

endpoi nt - address-uri  zero or one Specifies the automatically generated endpoint
address.

| ogi n-config zero or one Specifies the authentication configuration for an EJB
web service endpoint.

transport - guar ant ee zero or one Specifies that the communication between client and
server should be NONE, | NTEGRAL, or CONFI DENTI AL.

servi ce- gnanme zero or one Specifies the WSDL service element that is being
referred to.

tie-class zero or one Specifies the automatically generated name of a tie
implementation class for a port component.

servl et-inpl-class zero or one Specifies the automatically generated name of the

generated servlet implementation class.

port-component-name
Contains data that specifies a unique name for a port component within aweb or EJB

module.

Subelements
none
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endpoint-address-uri

Contains data that specifies the relative path combined with the web server root to form the
fully qualified endpoint address for aweb service endpoint. Thisis arequired element for
EJB endpoints and an optional element for servlet endpoints.

For servlet endpoints, this value is relative to the web application context root. For EJB
endpoints, the URI is relative to root of the web server (the first portion of the URI isa
context root). The context root portion should not conflict with the context root of any web
application deployed to the same web server.

In all cases, this value must be afixed pattern (no ‘*’ allowed).

If the web service endpoint is a servlet that implements only a single endpoint and has only
oneurl - pattern,itisnot necessary to set thisvalue, because the web container can derive
it from theweb. xni file.

Subelements
none

Example
If the web server islistening at htt p: / /| ocal host : 8080, the following
endpoint-address-uri:

<endpoi nt - addr ess- uri >St ockQuot eSer vi ce/ St ockQuot ePor t </ endpoi nt - addr ess- uri >
results in the following target endpoint address:

http://1 ocal host: 8080/ St ockQuot eSer vi ce/ St ockQuot ePor t

login-config

Specifies the authentication configuration for an EJB web service endpoint. Not needed for
servlet web service endpoints. A servlet’s security configuration is contained in the

web. xni file.

Subelements
The following table describes subelements for the | ogi n- conf i g element.

Table 5-118 | ogi n- conf i g subelements

Element Required Description

aut h- net hod only one Specifies the authentication mechanism.
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auth-method

Contains data that specifies the authentication mechanism for the web service endpoint. As
aprerequisite to gaining access to any web resources protected by an authorization
constraint, a user must have authenticated using the configured mechanism.

Subelements
none

transport-guarantee

Contains data specifying that the communication between client and server should be NONE,
| NTEGRAL, or CONFI DENTI AL.

»  NONE means the application does not require any transport guarantees.

* | NTEGRAL means the application requires that the data sent between client and server
be sent in such away that it can't be changed in transit.

»  OONFI DENTI AL means the application requires that the data be transmitted in a fashion
that prevents other entities from observing the contents of the transmission.

In most cases, avalue of | NTEGRAL or CONFI DENTI AL indicates that the use of SSL is
required.

Subelements
none

tie-class

Contains data that specifies the automatically generated name of atie implementation class
for aport component.

Subelements
none

servlet-impl-class
Contains data that specifies the automatically generated name of the servlet implementation
class.

Subelements
none
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Chapter 6

Developing Web Applications

This chapter describes how web applications are supported in Sun Java System Application
Server 8 and includes the following sections:

Introducing Web Applications

Using Servlets

Using JavaServer Pages

Creating and Managing User Sessions

For general information about web applications, see the J2EE tutorial:

http://java. sun. comj2ee/ 1. 4/ docs/ tutori al / doc/ VEbApp. ht m #wp76431

Introducing Web Applications

This section includes summaries of the following topics:

Internationalization Issues

Virtual Servers

Default Web Modules

Configuring Logging in the Web Container
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Introducing Web Applications

Internationalization Issues

This section covers internationalization as it applies to the following:

e The Server
e Servlets
The Server

To set the default locale of the entire Sun Java System Application Server, which
determines the local e of the Administration Console, the logs, and so on, do one of the
following:

e Usethe Administration Console:

a. Login tothe Administration Console by going to the following URL in your web
browser:

htt p: // hog: port/ asadm n

For example:

http://I ocal host ;: 4848/ asadm n
b. Gotothe Application Server page.
c. Click on the Advanced tab.
d. Typeavaueinthe Localefield.
e. Select Save.

» Setthel ocal e attribute of the donai n element inthe dormai n. xm file, then restart the
server. For more information about this file, see the Sun Java System Application
Server Reference.

Servlets

This section explains how the Sun Java System Application Server determines the character
encoding for the servlet request and the servlet response.

For encodings you can use, see;

http://java. sun. conij2se/ 1. 4/ docs/ gui de/ i nt|/encodi ng. doc. ht m
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Servlet Request

When processing a servlet request, the server uses the following order of precedence, first
to last, to determine the request character encoding:

e Theset Charact er Encodi ng() method.

e A hiddenfield in the form, specified by theform hi nt - fi el d attribute of the
par amet er - encodi ng element in the sun-web. xn file.

»  The character encoding set in the def aul t - char set attribute of the
par anet er - encodi ng element in the sun- web. xn file.

 Thedefault, whichis| SO 8859- 1.

For more informati on about the par amet er - encodi ng element, see “ parameter-encoding” on
page 183.

Servlet Response

When processing a servlet response, the server uses the following order of precedence, first
to last, to determine the response character encoding:

* Theset Charact er Encodi ng() or set Cont ent Type() method.
e ThesetLocal e() method.

* Thedefault, whichis| SO 8859- 1.

Virtual Servers

A virtual server, also called avirtual host, isavirtual web server that serves content targeted
for aspecific URL. Multiple virtual servers may serve content using the same or different
host names, port numbers, or IP addresses. The HT TP service can direct incoming web
requests to different virtual servers based on the URL.

When you first install Sun Java System Application Server, adefault virtual server is
created. (You can also assign adefault virtual server to each new HTTP listener you create.
For details, see the Sun Java System Application Server Administration Guide.)

Web applications and J2EE applications containing web components can be assigned to
virtual servers. You can assign virtual serversin either of these ways:

» Using the Administration Console

e Editing the domain.xml File
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Using the Administration Console
To use the Administration Console to assign virtual servers:

1. Deploy the application or web module and assign the desired virtual server to it as
described in “Tools for Deployment” on page 106.

2. Login to the Administration Console by going to the following URL in your web
browser:

htt p:// hog: port/ asadm n
For example:
http://l ocal host ;: 4848/ asadm n
3. Open the HTTP Service component.
4. Openthe Virtua Servers component under the HTTP Service component.
5. Select the virtual server to which you want to assign a default web module.
6. Select the application or web module from the Default Web Module drop-down list.
7. Select the Save button.
For more information, see “Default Web Modules’ on page 265.

Editing the domain.xml File

When aweb moduleis deployed as part of an application, aj 2ee- appl i cati on elementis
created for it in domai n. xm during deployment. When aweb module is deployed as an
individual module, aweb- nodul e element is created for it in domai n. xmi during
deployment. The | 2ee- appl i cat i on and web- nodul e elements both have a

virtual - servers attribute, which specifiesalist of virtua server IDs. The

virtual - servers attribute is empty by default, which means that the web application is
assigned to all virtual servers.

Eachvi rt ual - server element indomai n. xm hasadef aul t - web- nodul e attribute,
which allows you to configure a default web module for each virtual server. A default web
module for the default virtual server is provided at installation. For more information, see
“Default Web Modules’ on page 265.

For more information about domai n. xm and virtual servers, see the Sun Java System
Application Server Reference.
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Default Web Modules

Y ou can assign adefault web module to the default virtual server and to each new virtual
server you create. For details, see“Virtual Servers’ on page 263. To access the default web
module for avirtual server, point your browser to the URL for the virtual server, but do not
supply acontext root. For example:

http://nyvserver: 3184/

A virtual server with no default web module assigned servesHTML or JSP content fromits
document root, which is usually domain_dir/ docr oot . To accessthisHTML or JSP
content, point your browser to the URL for the virtual server, do not supply a context root,
but specify the target file.

For example:

http://nyvserver: 3184/ hel | ot here. j sp

Configuring Logging in the Web Container

Y ou can configure logging in the web container for the entire server in these ways:

* By using the Administration Console; see the Sun Java System Application Server
Administration Guide.

» By editing thedonai n. xni file; see the Sun Java System Application Server
Reference.

Using Servlets

Sun Java System Application Server supports the Java Servlet Specification version 2.4.

NOTE Servlet API version 2.4 is fully backward compatible with version 2.3, so
all existing servlets will continue to work without modification or
recompilation.

To develop servlets, use Sun Microsystems’ Java Servlet API. For information about using
the Java Servlet API, see the documentation provided by Sun Microsystems at:

http://java. sun. com product s/ servl et/index. ht m
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Using Servlets

This section describes how to create effective servlets to control application interactions
running on a Sun Java System Application Server, including standard servlets. In addition,
this section describes the Sun Java System Application Server features to use to augment
the standards.

This section contains the following topics:
» Handling Threading Issues

e Invoking a Servlet with a URL

e Servlet Output

e Caching Servlet Results

* About the Servlet Engine

Handling Threading Issues

By default, servlets are not thread-safe. One way to make a servlet (or ablock within a
servlet) thread-safe isto use thej avax. servl et. Si ngl eThr eadModel classto create a
single-threaded servlet. When a single-threaded servlet is deployed to the Sun Java System
Application Server, the servlet engine creates a servlet instance pool used for incoming
requests (multiple copies of the same servlet in memory).

Y ou can change the number of servlet instances in the pool by setting the

si ngl eThr eadedSer vl et Pool Si ze property of the sun- web- app element in the

sun-web. xm file. For more information on sun- web. xn , see “ The sun-web.xml File” on
page 151.

A single-threaded servlet is slower under |oad because new requests must wait for afree
servlet instance in order to proceed, but thisis not a problem with distributed, |oad-balanced
applications since the load automatically shiftsto aless busy process.

NOTE Thej avax. servl et. Si ngl eThr eadvbdel classis deprecated in the Servlet
API version 2.4.

Invoking a Servlet with a URL

You can call servlets deployed to the Sun Java System Application Server by using URLs
embedded as linksin an application’s HTML or JSP pages. The format of these URLsisas
follows:

ht t p: / / server: port/ context_root/ serviet_name?name=value
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The following table describes each URL section.

Table 6-1 URL Fieldsfor Servlets Within an Application

URL element Description

server: port The IP address (or host name) and optional port number.

To access the default web module for a virtual server, specify only this URL
section. You do not need to specify the context_root or servlet_name unless
you also wish to specify name-value parameters.

context_root For an application, the context root is defined in the cont ext - r oot element
of the appl i cati on. xm orsun-application. xm file. For an individually
deployed web module, you specify the context root during deployment.

serviet_name The ser vl et - nane (or ser vl et - mappi ng if defined) as configured in the
web. xm file.
?name=value. . . Optional servlet name-value parameters.

In thisexample, | ocal host isthe host name, Mor t Pages is the context root, and
cal cMor t gage isthe servlet name:

http://1 ocal host : 8080/ Mort Pages/ cal cMort gage?r at e=8. 0&per =360&bal =180000

Servlet Output

Ser vl et Cont ext . | og messages are sent to the server log.

By default, the Syst em out and Syst em er r output of servlets are sent to the server log,
and during start-up server log messages are echoed to the Syst em er r output. Also by
default, there is no Windows-only console for the Syst em er r output. Y ou can change
these defaults in these ways:

e Using the Administration Console

e Editing the domain.xml File
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Using the Administration Console
Use the Administration Console as follows:

1. Login to the Administration Console by going to the following URL in your web
browser:

htt p:// hog: port/ asadm n

For example:

http://1 ocal host: 4848/ asadmi n
2. Select the Application Server page.
3. Click onthe Logging tab.
4. Check or uncheck these boxes:

o Log Messagesto Standard Error - If checked, Syst em er r output is sent to the
server log.

o Writeto System Log - If checked, Syst em out output is sent to the server log.
5. Select Save.

For more information, see the Sun Java System Application Server Administration Guide.

Editing the domain.xml File
Edit thedonai n. xnl file, entering thedesired t r ue or f al se values, then restart the server:

<l og-service use-system!l oggi ng=true
| og-to-consol e=true />

For more information about domai n. xni , see the Sun Java System Application Server
Reference.

Caching Servlet Results

The Sun Java System Application Server can cache the results of invoking a servlet, a JSP,
or any URL pattern to make subsequent invocations of the same servlet, JSP, or URL
pattern faster. The Sun Java System Application Server caches the request results for a
specific amount of time. In thisway, if another data call occurs, the Sun Java System
Application Server can return the cached data instead of performing the operation again.
For example, if your servlet returns a stock quote that updates every 5 minutes, you set the
cache to expire after 300 seconds.
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Whether to cache results and how to cache them depends on the data involved. For
example, it makes no sense to cache the results of a quiz submission, because the input to
the servlet is different each time. However, you could cache a high level report showing
demographic data taken from quiz results that is updated once an hour.

Y ou can define how a Sun Java System Application Server web application handles
response caching by editing specific fieldsin the sun- web. xm file. In thisway, you can
create portable servlets that still take advantage of this valuable Sun Java System
Application Server feature.

For more information about JSP caching, see “JSP Caching” on page 276.
Therest of this section covers the following topics:

e Caching Features

»  Default Cache Configuration

»  Caching Example

»  CacheHelper Interface

»  CacheKeyGenerator Interface

Caching Features

Sun Java System Application Server 8 has the following web application response caching
capabilities:

e Cachingis configurable based on the servlet name or the URI.

*  When caching is based on the URI, thisincludes user specified parametersin the query
string. For example, aresponse from / gar den/ cat al og?cat egor y=r oses is
different from aresponse from / gar den/ cat al og?cat egory=lilies. These
responses are stored under different keysin the cache.

» Cachesize, entry timeout, and other caching behaviors are configurable.

»  Entry timeout is measured from the time an entry is created or refreshed. Y ou can
override this timeout for an individual cache mapping by specifying the
cache- mappi ng subelement ti neout .

e You can determine caching criteria programmatically by writing a cache hel per class.
For example, if aservlet only knows when a back end data source was last modified,
you can write a hel per class to retrieve the last modified timestamp from the data
source and decide whether to cache the response based on that timestamp. See
“CacheHelper Interface” on page 271.
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Y ou can determine cache key generation programmatically by writing a cache key
generator class. See “ CacheKeyGenerator Interface” on page 273.

All non-ASCII request parameter values specified in cache key elements must be URL
encoded. The caching subsystem attempts to match the raw parameter valuesin the
request query string.

Since newly updated classes impact what gets cached, the web container clears the
cache during dynamic deployment or reloading of classes.

Thefollowing H t pSer vl et Request request attributes are exposed:
o com sun. appserv. web. cachedSer vl et Nane, the cached servlet target

o com sun. appserv. web. cachedURLPat t er n, the URL pattern being cached

Default Cache Configuration

If you enable caching but do not provide any special configuration for a servlet or JSP, the
default cache configuration is as follows:

The default cache timeout is 30 seconds.

Only the HTTP GET method is eligible for caching.

HTTP requests with cookies or sessions automatically disable caching.

No specia consideration is given to Pragna: , Cache-control :, or Vary: headers.
The default key consists of the Servlet Path (minus pat hl nf o and the query string).

A “least recently used” list is maintained to evict cache entries if the maximum cache
Size is exceeded.

Key generation concatenates the servlet path with key field values, if any are specified.

Caching Example
Here is an example cache element in the sun- web. xn file:

<cache max-capacity="8192" ti neout="60">
<cache- hel per name="nyHel per" cl ass- nane="M/CacheHel per"/ >
<cache- mappi ng>
<servl et - name>nyser vl et </ servl et nane
<tinmeout name="tinefield">120</ti neout>
<ht t p- met hod>GET</ ht t p- et hod>
<ht t p- met hod>POST</ ht t p- net hod>
</ cache- mappi ng>
<cache- mappi ng>
<url-pattern> /catal og/* </url-pattern>
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<I-- cache the best selling category; cache the responses to
-- this resource only when the given paranmeters exist. cache
-- only when the catal og parameter has 'lilies' or 'roses'
-- but no other catal og varieti es:
-- [orchard/ catal og?best &at egory="1ilies'
-- [orchard/ cat al og?best &at egor y="'r oses
-- but not the result of
-- [orchard/ catal og?best &at egory="wi | d'
-->
<constraint-field name='best' scope='request.paraneter'/>
<constraint-field name='cat egory' scope='request. paraneter'>
<val ue> roses </val ue>
<value> lilies </val ue>
</constraint-field>
<I-- Specify that a particular field is of given range but the
-- field doesn't need to be present in all the requests -->
<constraint-field name=" SKUnuni scope='request. paraneter' >
<val ue mat ch-expr="in-range' > 1000 - 2000 </val ue>
</constraint-field>
<I-- cache when the category matches with any val ue other than
-- a specific value -->
<constraint-field name="cat egory" scope="request. paraneter>
<val ue mat ch-expr="equal s" cache-on- nat ch-fai | ure="true">bogus</ val ue>
</constraint-field>
</ cache- mappi ng>
<cache- mappi ng>
<servl et-nane> InfoServlet </servlet name>
<cache- hel per - r ef >nyHel per </ cache- hel per - ref >
</ cache- mappi ng>
</ cache>

For more information about the sun- web. xm caching settings, see “ Caching Elements’ on
page 168.

CacheHelper Interface
Hereisthe CacheHel per interface:

package com sun. appserv. web. cache;
inport java.util.Mp

inport javax.servlet. Servl et Cont ext
inport javax.servlet.http.HtpServlet Request

/** CacheHel per interface is an user-extensible interface to custom ze
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*

*/

a) the key generation b) whether to cache the response.

public interface CacheHel per {

272

/1 name of request attributes
public static final String ATTR CACHE MAPPED SERVLET NAME =

"com sun. appserv. web. cachedSer vl et Nane";
public static final String ATTR CACHE MAPPED URL_PATTERN =

"com sun. appserv. web. cachedURLPat t ern”;

public static final int TIMEQUT _VALUE NOT_SET = -2;

[** initialize the hel per

*  @aramcontext the web application context this hel per belongs to
* @xception Exception if a startup error occurs

*/

public void init(ServletContext context, Map props) throws Exception;

/** get CacheKey: generate the key to be used to cache this request

*  @aram request incom ng <code>H t pServl et Request </ code> obj ect

* @eturns the generated key for this requested cacheabl e resource.
*/

public String get CacheKey(Ht pServl et Request request);

/** isCacheabl e: is the response to given request cachebal e?

*  @aramrequest incom ng <code>H t pServl et Request </ code> obj ect

*  @eturns <code>true</code> if the response coul d be cached. or

* <code>fal se</code> if the results of this request must not be cached.
*/

public bool ean i sCacheabl e(H t pServl et Request request);

/** isRefreshNeeded: is the response to given request be refreshed?
*  @aramrequest incom ng <code>H t pServl et Request </ code> obj ect

* @eturns <code>true</code> if the response needs to be refreshed.
* or return <code>fal se</code> if the results of this request

* don't need to be refreshed.

*/

public bool ean isRefreshNeeded(H t pServl et Request request);

/** get timeout for the cached response.

*  @aram request incom ng <code>H t pServl et Request </ code> obj ect

* @eturns the tineout in seconds for the cached response; a return

* value of -1 neans the response never expires and a val ue of -2 indicates
* hel per cannot determne the timeout (container assigns default tineout)
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public int getTimeout(HtpServletRequest request);

/**

* Stop the hel per fromactive use

* @xception Exception if an error occurs
*/

public void destroy() throws Exception;

CacheKeyGenerator Interface

The built-in default CacheHel per implementation allows web applications to customize

the key generation. An application component (in aservlet or JSP) can set up a custom
CacheKeyGener at or implementation as an attribute in the Ser vl et Cont ext .

The name of the context attribute is configurable as the val ue of the
cacheKeyGener at or At t r Nane property in the def aul t - hel per element of the
sun-web. xm deployment descriptor. For more information, see “default-helper” on
page 171.

Hereisthe CacheKeyGener at or interface:

package com sun. appserv. web. cache;

inport javax.servlet. ServletContext;
inport javax.servlet.http. HtpServletRequest;

/** CacheKeyGenerator: a hel per interface to generate the key that
* is used to cache this request.

*

*

Nare of the ServletContext attribute inplementing the
CacheKeyGenerator is configurable via a property of the
def aul t-hel per in sun-web.xm :
<def aul t - hel per >
<property

name="cacheKeyGener at or At t r Nane"

val ue="com acne. web. M/CacheKeyGenerator" />
</ def aul t - hel per >

EREE S T B N

*

Cachi ng engine | ooks up the specified attribute in the servlet

* context; the result of the | ookup must be an inplenentation of the
* CacheKeyGenerator interface.

*/

public interface CacheKeyGenerator {
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* get CacheKey: generate the key to be used to cache the
response.
@aramcontext the web application context
@ar amrequest incom ng <code>H t pServl et Request </ code>
@eturns key string used to access the cache entry.
if the return value is null, a default key is used.

* * * EE .

*/
public String get CacheKey(Servl et Context context,
H t pSer vl et Request request);

About the Servlet Engine

Servlets exist in and are managed by the servlet enginein the Sun Java System Application
Server. The servlet engineisan internal object that handles all servlet metafunctions. These
functions include instantiation, initialization, destruction, access from other components,
and configuration management. This section covers the following topics:

e Instantiating and Removing Servlets
*  Reguest Handling
» Allocating Servlet Engine Resources

Instantiating and Removing Servlets

After the servlet engine instantiates the servlet, the servlet engine runsitsi ni t () method to
perform any necessary initialization. Override this method to perform an initialization
function for the servlet’slife, such asinitializing a counter.

When aservlet is removed from service, the servlet engine callsthe dest r oy() method in
the servlet so that the servlet can perform any final tasks and deall ocate resources. Override
this method to write log messages or clean up any lingering connections that won't be
caught in garbage collection.

Request Handling

When areguest is made, the Sun Java System Application Server hands the incoming data
to the servlet engine. The servlet engine processes the request’ s input data, such as form
data, cookies, session information, and URL name-value pairs, into an

Ht t pSer vl et Request request object type.

The servlet engine also creates an H t pSer vl et Response response object type. The
engine then passes both as parameters to the servlet’sser vi ce() method.
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Inan HTTP servlet, the default servi ce() method routes requests to another method based
on the HTTP transfer method: POST, GET, DELETE, HEAD, OPTI ONS, PUT, or TRACE. For
example, HTTP POST requests are sent to the doPost () method, HTTP GET requests are
sent to the doGet () method, and so on. This enables the servlet to process request data
differently, depending on which transfer method is used. Since the routing takes placein the
service method, you generally do not override ser vi ce() inan HTTP servlet. Instead,
override doGet (), doPost (), and so on, depending on the request type you expect.

To perform the tasks to answer arequest, override the ser vi ce() method for generic
servlets, and the doGet () or doPost () methodsfor HTTP servlets. Very often, this means
accessing EJB components to perform business transactions, collating the information in
the request object or in a JDBC Resul t Set object, and then passing the newly generated
content to a JSP for formatting and delivery back to the user.

Allocating Servlet Engine Resources

By default, the servlet engine creates athread for each new request. Thisislessresource
intensive than instantiating a new servlet copy in memory for each request. Avoid threading
issues, since each thread operates in the same memory space where servlet object variables
can overwrite each other.

If aservlet is specifically written as a single thread, the servlet engine creates a pool of
servlet instances to be used for incoming requests. If arequest arriveswhen all instances are
busy, it is queued until an instance becomes available. The number of pool instancesis
configurablein the sun- web. xn file, in the si ngl eThr eadedSer vl et Pool Si ze property of
the sun- web- app element.

For more information about the sun-web. xni file, see“The sun-web.xml File” on
page 151. For more information on threading issues, see “Handling Threading Issues’ on
page 266.

Using JavaServer Pages
Sun Java System Application Server 8 supports the following JSP features:
e JavaServer Pages (JSP) Specification version 2.0
»  Precompilation of JSPs, which is especially useful for production servers
e JSPtag libraries and standard portable tags
For information about creating JSPs, see Sun Microsystem’ s JavaServer Pages web site at:
http://java. sun. com product s/j sp/index. ht m
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For information about Java Beans, see Sun Microsystem’s JavaBeans web page at:
http://]ava. sun. com beans/ i ndex. ht m

This section describes how to use JavaServer Pages (JSPs) as page templatesin a Sun Java
System Application Server web application. This section contains the following topics:

e JSPTag Libraries and Standard Portable Tags
e JSPCaching
e Compiling JSPs: The Command-Line Compiler

JSP Tag Libraries and Standard Portable Tags

Sun Java System Application Server supports tag libraries and standard portable tags. For
more information, see the JavaServer Pages Standard Tag Library (JSTL) page:

http://java. sun. com products/jsp/jstl/index.|sp

Web applications don’t need to bundle copies of thej sf-i npl . j ar orappserv-jstl.jar
JSP tag libraries (ininstall_dir/ | i b) to use JavaServer™ Faces technology or JSTL,
respectively. These tag libraries are automatically available to all web applications.

However, theinstall_dir/ I i b/ appserv-tags.j ar tag library for JSP caching is not
automatically available to web applications. See “JSP Caching,” next.

JSP Caching

JSP caching lets you cache JSP page fragments within the Java engine. Each can be cached
using different cache criteria. For example, suppose you have page fragments to view stock
quotes, weather information, and so on. The stock quote fragment can be cached for 10
minutes, the weather report fragment for 30 minutes, and so on.

For more information about response caching asit pertainsto servlets, see“ Caching Servlet
Results’ on page 268.

JSP caching isimplemented by atag library packaged into the
install_dir/1i b/ appserv-tags.jar file, which you can copy into the WEB- | NF/ | i b directory
of your web application. The appser v-t ags. t | d tag description fileisin this JAR file.

NOTE Web applications that use thistag library are not portable.
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To alow all web applicationsto share thistag library, change the following element in the
domai n. xni file:

<j vm opt i ons>-Dcom sun. enterpri se. tagli bs=appserv-jstl.jar,jsf-inpl.jar</jvmoptions>

tothis:

<j vm opt i ons>-Dcom sun. enterpri se. tagl i bs=appserv-jstl.jar,jsf-inpl.jar, appserv-tags.jar

</jvmoptions>

For more information about the domai n. xm file, see the Sun Java System Application
Server Reference.

You refer to these tags in your JSP files as follows:
<U@taglib prefix="prefiX" uri="Sun ONE Application Server Tags" %

Subsequently, the cache tags are available as <prefix: cache> and <prefix: f | ush>. For
example, if your prefix is nypf x, the cache tags are available as <nypf x: cache> and
<nypf x: fl ush>.

If you wish to use adifferent URI for thistag library, you can use an explicit <t agl i b>
element in your web. xni file.

Thetags are asfollows:

e cache
« flush
cache

The cache tag caches the body between the beginning and ending tags according to the
attributes specified. The first time the tag is encountered, the body content is executed and
cached. Each subsequent timeit is run, the cached content is checked to seeiif it needsto be
refreshed and if so, it is executed again, and the cached datais refreshed. Otherwise, the
cached datais served.

Attributes
The following table describes attributes for the cache tag.

Table 6-2  cache Attributes
Attribute Default Description

key ServietPath_Suffix (optional) The name used by the container to access the
cached entry. The cache key is suffixed to the servlet path to
generate a key to access the cached entry. If no key is
specified, a number is generated according to the position of
the tag in the page.
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Table 6-2  cache Attributes (Continued)

Attribute Default

Description

ti meout 60s

nocache fal se

refresh fal se

(optional) The time in seconds after which the body of the tag
is executed and the cache is refreshed. By default, this value
is interpreted in seconds. To specify a different unit of time,
add a suffix to the timeout value as follows: s for seconds, m
for minutes, h for hours, d for days. For example, 2h specifies
two hours.

(optional) If set to t r ue, the body content is executed and
served as if there were no cache tag. This offers a way to
programmatically decide whether the cached response should
be sent or whether the body has to be executed, though the
response is not cached.

(optional) If set to t r ue, the body content is executed and the
response is cached again. This lets you programmatically
refresh the cache immediately regardless of the t i meout
setting.

Example

The following example represents a cached JSP page:

<V@taglib prefix="nypfx" uri="Sun ONE Application Server Tags" %

<%
String cachekKey = nul |
if (session !=null)

cacheKey = (String)session.getAttribute("loginld");

/1 check for nocache

bool ean noCache = fal se;
String nc = request. get Paranet er ("nocache");

if (nc !'=null)
noCache = "true";

/] force reload
bool ean rel oad=f al se;

String refresh = request. get Parameter("refresh");

if (refresh !'=null)
reload = true;
%

<nypf x: cache key="<% cacheKey %" nocache="<% noCache %" refresh="<%

rel oad %" tineout="10nm >
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<%
String page = request. get Paraneter("page");
i f (page. equal s("frontPage") {
/1 get headlines from database
} else {
w
</ nypf x: cache>

<nypf x: cache ti meout ="1h">
<h2> Local News </h2>
<%
/1 get the headline news and cache them
%
</ nypf x: cache>

flush

Forces the cache to be flushed. If akey is specified, only the entry with that key is flushed.

If no key is specified, the entire cache is flushed.

Attributes
The following table describes attributes for the f | ush tag.

Table 6-3  fl ush Attributes

Attribute Default Description

key ServietPath_Suffix (optional) The name used by the container to access the
cached entry. The cache key is suffixed to the servlet path to
generate a key to access the cached entry. If no key is
specified, a number is generated according to the position of
the tag in the page.

Examples
To flush the entry with key="f oobar ":

<nypf x: fl ush key="f oobar"/>
To flush the entire cache:

<c:if test="${enpty sessionScope. cl ear Cache}" >
<nypfx: flush />
<fcrif>
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Compiling JSPs: The Command-Line Compiler

Sun Java System Application Server provides the following ways of compiling JSP 2.0
compliant source filesinto servlets:

» JSPsareautomatically compiled at runtime.

* Theasadm n depl oy command has apr econpi | ej sp option; see “asadmin deploy”
on page 107.

e Thesun-appserv-j spc Ant task allows you to precompile JSPs; see
“sun-appserv-jspc” on page 125.

e Thej spc command line tool, described in this section, allows you to precompile JSPs
at the command line.

Thej spc command linetool islocated under install_dir/ bi n (make surethisdirectory isin
your path). The format of thej spc command is as follows:

jspc [ optiong file specifier
The following table shows what file_specifier can bein thej spc command.

Table 6-4  File Specifiersfor thej spc Command

File Specifier Description
files One or more JSP files to be compiled.
-webapp dir A directory containing a web application. All JSPs in the directory

and its subdirectories are compiled. You cannot specify a WAR,
JAR, or ZIP file; you must first extract it to an open directory
structure.

-uriroot dir Same as - webapp.

The following table shows the options for the j spc command.

Table 6-5 j spc Options

Option Description

-d dir Specifies the output directory for the compiled JSPs. Package
directories are automatically generated based on the directories
containing the uncompiled JSPs. The default top-level directory is
the directory from which j spc is invoked.
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Table 6-5 j spc Options (Continued)

Option Description

-p name Specifies the name of the target package for all specified JSPs,
overriding the default package generation performed by the - d
option.

-C name Specifies the target class name of the first JSP compiled.
Subsequent JSPs are unaffected. Useful only with the files file
specifier.

-V Enables verbose mode.

- mapped Generates separate wr i t e calls for each HTML line and comments
that describe the location of each line in the JSP file. By default, all
adjacent wri t e calls are combined and no location comments are
generated.

-di e [ code] Returns the error number specified by code if an error occurs. If the
codeis absent or unparseable it defaults to 1. If the code is not 0, any
exception during precompilation causes a call to
java.l ang. Syst em exi t () with the specified code.

-webi nc file Creates partial servlet mappings for the - webapp option, which can
be pasted into a web. xm file.

-webxm file Creates an entire web. xni file for the - webapp option.

-ieplugin class id

- Xpower edBy

Specifies the Java plug-in COM class ID for Internet Explorer. Used
by the <j sp: pl ugi n> tags.

Causes an X- Power ed- By: JSP/ 2. 0 response header to be added
to JSP generated responses. This may be useful for gathering
statistical information about JSP technology.

For exampl e, this command compiles all the JSP filesin the web application under
webappdi r into class files under webappdi r/ cl asses and createsthe web. xni file;

jspc -d webappdir/classes -webapp webappdir -webxm web. xmi

To use these precompiled JSPs in aweb application, put the classes under
webappdi r/ cl asses into aJAR file, and place the JAR file under VEB- | NF/ | i b.

The presence of both the precompiled classes and the servliet mappingsinweb. xni prevents
the JSP compiler from being invoked when the web application is invoked.
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This chapter describes how to create and manage a session that allows users and transaction
information to persist between interactions.

This chapter contains the following sections:
e Configuring Sessions
»  Session Managers

Configuring Sessions

Y ou can configure whether and how sessions use cookies and URL rewriting by editing the
sessi on- properties and cooki e- properti es elementsinthesun-web. xn filefor an
individual web application. See " session-properties’ on page 161 and “cookie-properties’
on page 162 for more about the properties you can configure.

Session Managers

A session manager automatically creates new session objects whenever anew session starts.
In some circumstances, clients do not join the session, for example, if the session manager
uses cookies and the client does not accept cookies.

Sun Java System Application Server gives you these session management options,
determined by the sessi on- manager element’s per si st ence-t ype attributein the
sun-web. xn file:

»  The memory Persistence Type, the default

» Thefile Persistence Type, which uses afileto store session data

NOTE If the session manager configuration contains an error, the error is written
to the server log and the default (menory) configuration is used.

The memory Persistence Type

This persistence type is not designed for a production environment. It provides no session
persistence. However, you can configure it so that the session state in memory is written to
the file system prior to server shutdown.
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To specify the menor y persistence type for a specific web application, edit the
sun-web. xm file asin the following example. The per si st ence-t ype property is
optional, but must be set to menory if included.

<sun- web- app>

<sessi on-confi g>
<sessi on- manager persi st ence-type=nenory>
<manager - properties>
<property nane="reapl nterval Seconds" val ue="20" />
</ manager - properti es>
</ sessi on- nanager >

</ sessi on- confi g>

</ sun- web- app>

The nenor y persistence type supports al the manager properties listed under
“manager-properties’ on page 159.

For more information about the sun- web. xni file, see “ The sun-web.xml File” on
page 151.

The file Persistence Type

This persistence type provides session persistence to the local file system, and allows a
single server domain to recover the session state after afailure and restart. The session state
is persisted in the background, and the rate at which this occursis configurable. The store
also provides passivation and activation of the session state to help control the amount of
memory used. This option is not supported in a production environment.

To specify thefi | e persistence type for a specific web application, edit the sun- web. xmi
file asin the following example. Note that per si st ence-type must besettofil e.

<sun- web- app>
<sessi on-confi g>
<sessi on- manager persi stence-type=fil e>
<st ore-properties>
<property nane=directory val ue=sessiondir />

</ store-properties>
</ sessi on- nanager >

</ sessi on- confi g>

</ sun- web- app>
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Thefi | e persistence type supports all the manager properties listed under
“manager-properties’ on page 159 except sessi onFi | enane, and thedi r ect ory store
property listed under “store-properties’ on page 160.

For more information about the sun- web. xni file, see “ The sun-web.xml File” on
page 151.
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Using Enterprise JavaBeans
Technology

This section provides an overview of how the Java™ 2 Platform, Enterprise Edition
(J2EE™ platform) Enterprise JavaBeans™ (EJB™) technology works in the application
programming model of the Sun Java™ System Application Server environment. This
section addresses the following topics:

e Summary of EJB 2.1 Changes
* Vaue Added Features

* EJB Timer Service

e Using Session Beans

» Using Read-Only Beans

» Using Message-Driven Beans

» Handling Transactions with Enterprise Beans

Summary of EJB 2.1 Changes

Sun Java System Application Server supports the Sun Microsystems Enterprise JavaBeans
(EJB) architecture as defined by the Enterprise JavaBeans Specification, v2.1 and is
compliant with the Enterprise JavaBeans Specification, v2.0.

NOTE Y ou can deploy existing 2.0 beansin the Sun Java System Application
Server, but new beans should be developed as 2.1 enterprise beans.
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Value Added Features

The changes in the Enterprise JavaBeans Specification, v2.1 that impact enterprise beansin
the Sun Java System Application Server environment are as follows:

» EJB Timer Service: Thisisa container-managed, reliable, and transactional
notification service that provides methods to allow callbacks to be scheduled for
time-based events. See “EJB Timer Service” on page 289.

» Message-driven beans: Thistype of enterprise bean can consume any inbound
messages from a Connector 1.5 inbound resource adapter, primarily but not exclusively
JM'S messages. See “Using Message-Driven Beans’ on page 296.

 EJB Web Services: A statel ess session bean can serve as aweb service endpoaint. In
addition, all EJB component types can act as web service clients. For details, see the
web service elementsin the sun- ej b-j ar. xm file, described in “The sun-gjb-jar.xml
File’ on page 184.

Value Added Features

The Sun Java System Application Server provides anumber of value additions that rel ate to
EJB development. These capabilities are discussed in the following sections (references to
more in-depth material areincluded):

* Read-Only Beans
*  pass-by-reference
»  Pooling and Caching

e Bean-Level Container-Managed Transaction Timeouts

Read-Only Beans

Another feature that the Sun Java System Application Server providesis the read-only
bean, an entity bean that is never modified by an EJB client. Read-only beans avoid
database updates completely. A read-only bean must use bean-managed persistence and is
not portable.

A read-only bean can be used to cache adatabase entry that is frequently accessed but rarely
updated (externally by other beans). When the data that is cached by aread-only bean is
updated by another bean, the read-only bean can be notified to refresh its cached data.
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The Sun Java System Application Server provides anumber of ways by which aread-only
bean’s state can be refreshed. By setting ther ef r esh- per i od- i n- seconds element in the
sun-ej b-jar.xm fileandthetrans-attribute elementintheejb-jar. xn filg itis
easy to configure aread-only bean that is (a) always refreshed, (b) periodically refreshed,
(¢) never refreshed, or (d) programmatically refreshed.

Read-only beans are best suited for situations where the underlying data never changes, or
changes infrequently. For further information and usage guidelines, see “Using Read-Only
Beans’ on page 292.

pass-by-reference

The pass- by-ref erence element in thesun- ¢j b-j ar. xni file allows you to specify the
parameter passing semantics for co-located remote EJB invocations. Thisis an opportunity
to improve performance. Use of this feature can result in non-portable applications. See
“pass-by-reference” on page 195.

Pooling and Caching

The EJB container of the Sun Java System Application Server pools anonymous instances
(message-driven beans, stateless session beans, and entity beans) to reduce the overhead of
creating and destroying objects. The EJB contai ner maintains the free pool for each bean
that is deployed. Bean instances in the free pool have no identity (that is, no primary key
associated) and are used to serve the method calls of the home interface. The free beans are
also used to serve all methods for stateless session beans.

Bean instances in the free pool transition from a Pooled state to a Cached state after
ej bOr eat e and the business methods run. The size and behavior of each pool can be
controlled using pool-related propertiesin the domai n. xni and sun- e b-j ar. xm files.

In addition, the Sun Java System Application Server supports a number of tunable
parameters that can be used to control the number of “stateful” instances (stateful session
beans and entity beans) cached as well as the duration they are cached. Multiple bean
instances that refer to the same database row in a table can be cached. The EJB container
maintains a cache for each bean that is deployed.

To achieve scalability, the container will selectively evicts some bean instances from the
cache, usually when cache overflows. These evicted bean instances return to the free bean
pool. The size and behavior of each cache can be controlled using the cache-related
propertiesin the domai n. xni and sun-ej b-j ar. xni files.

Pooling and caching parameters for the sun- ej b-j ar. xm file are discussed in “Pooling and
Caching Elements’ on page 215.
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Pooling Parameters

One of the most important parameters of Sun Java System Application Server pooling is

st eady- pool - si ze. When st eady- pool - si ze is set to greater than 0, the container not only
pre-popul ates the bean pool with the specified number of beans, but also attempts to ensure
that there is always this many beans in the free pool. This ensures that there are enough
beansin the ready to serve state to process user requests.

This parameter does not necessarily guarantee that no more than st eady- pool - si ze
instances exist at a given time. It only governs the number of instances that are pooled over
along period of time. For example, suppose an idle statel ess session container has a
fully-populated pool with ast eady- pool - si ze of 10. If 20 concurrent requests arrive for
the EJB component, the container creates 10 additional instances to satisfy the burst of
requests. The advantage of thisisthat it prevents the container from blocking any of the
incoming requests. However, if the activity dies down to 10 or fewer concurrent requests,
the additional 10 instances are discarded.

Another parameter, pool -i dl e-ti meout -i n- seconds, allows the administrator to specify,
through the amount of time a bean instance can be idlein the pool. When

pool -i dl e-ti meout - i n- seconds is set to greater than O, the container removes/destroys any
bean instance that isidle for this specified duration.

Caching Parameters

Sun Java System Application Server provides away that completely avoids caching of
entity beans, using commit-C option. Commit-C option is particularly useful if beans are
accessed in large number but very rarely reused. For additional information, refer to
“Commit Options” on page 303.

The Sun Java System Application Server caches can be either bounded or unbounded.
Bounded caches have limits on the number of beans that they can hold beyond which beans
are passivated. For stateful session beans, there are three ways (LRU, NRU and FIFO) of
picking victim beans when cache overflow occurs. Caches can also be configured to
passivate beans that were idle (not accessed for a specified duration) to be passivated.

Bean-Level Container-Managed Transaction
Timeouts

The default transaction timeout for the domain is specified using the Transaction Timeout
setting of the Transaction Service. A transaction started by the container must commit (or
rollback) within this time, regardless of whether the transaction is suspended (and
resumed), or the transaction is marked for rollback.
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Y ou can override this timeout for an individual bean using the optional

cnt-timeout -i n-seconds element in sun-ej b-j ar. xn . The default value, 0, specifies
that the default Transaction Service timeout is used. The value of

cnt-timeout -i n- seconds isused for al methods in the bean that start a new
container-managed transaction. Thisvalueis not used if the bean joins aclient transaction.

EJB Timer Service

The EJB Timer Service uses a database to store persistent information about EJB timers.
By default, the EJB Timer Servicein Sun Java System Application Server is preconfigured
to use an embedded version of PointBase. Y ou can change the EJB Timer Service
configuration to store persistent timer information in any database supported by the Sun
Java System Application Server CMP container. See “ Configurations for Specific JDBC
Drivers’ on page 364.

To change the database used by the EJB Timer Service, set the EJB Timer Service's Timer
Datasource setting to avalid JDBC resource. Y ou must also create the timer database table.
DDL filesfor PointBase (ej bti ner _poi nt base. sql ) and Oracle

(ej btimer_oracle.sql)arelocatedininstall_dir/1ib/i nstall/dat abases.

Using the EJB Timer Service is equivalent to interacting with asingle JDBC resource
manager. If an EJB component or application accesses a database either directly through
JDBC or indirectly (for example, through an entity bean’ s persi stence mechanism), and also
interacts with the EJB Timer Service, its data source must be configured with an XA JDBC
driver.

Y ou can change the following EJB Timer Service settings. Y ou must restart the server for
the changes to take effect.

*  Minimum Délivery Interval - Specifies the minimum time in milliseconds before an
expiration for a particular timer can occur. This guards against extremely small timer
increments that can overload the server. The default is 7000.

*  Maximum Redeliveries - Specifies the maximum number of times the EJB timer
service attemptsto redeliver atimer expiration due for exception or rollback. The
default is 1.

* Reddivery Interval - Specifies how long in milliseconds the EJB timer service waits
after afailed ej bTi meout delivery before attempting aredelivery. The default is 5000.

e Timer Datasource - Specifies the database used by the EJB Timer Service. The default
isjdbc/ _ Ti mer Pool .
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Using Session Beans

This section provides guidelines for creating session beansin the Sun Java System
Application Server 8 environment. This section addresses the following topics:

*  About the Session Bean Containers
e Restrictions and Optimizations

Extensive information on session beansis contained in the chapters 6, 7, and 8 of the
Enterprise JavaBeans Specification, v2.1.

About the Session Bean Containers

Like an entity bean, a session bean can access a database through Java™ Database
Connectivity (JDBC™) calls. A session bean can also provide transaction settings. These
transaction settings and JDBC calls are referenced by the session bean’ s container, allowing
it to participate in transaction managed by the container.

A container managing statel ess session beans has a different charter from a container
managing stateful session beans.

Stateless Container

The statel ess container manages the statel ess session beans, which, by definition, do not
carry client-specific states. Therefore, all session beans (of a particular type) are considered
equal.

A statel ess session bean container uses a bean pool to service requests. The Sun Java
System Application Server-specific deployment descriptor file, sun-ej b-j ar. xni , contains
the properties that define the pool:

e steady- pool -si ze

* resize-quantity

*  nax-pool -si ze

* pool-idle-timeout-in-seconds

For more information about sun- ej b-j ar. xni , see “ The sun-gjb-jar.xml File€” on page 184.
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Stateful Container

The stateful container manages the stateful session beans, which, by definition, carry the
client-specific state. There is a one-to-one relationship between the client and the stateful
session beans. At creation, each stateful session bean is given aunique session ID that is
used to access the session bean so that an instance of a stateful session bean isaccessed by a
single client only.

Stateful session beans are managed using cache. The size and behavior of stateful session
beans cache can be controlled by specifying the following sun- ej b-j ar. xm parameters:

*  max-cache-size

* resize-quantity

e cache-idle-tineout-in-seconds
* renoval -tineout-in-seconds

* victimselection-policy

The max- cache- si ze element specifies the maximum number of session beansthat are held
in cache. If the cache overflows (when the number of beans exceeds nax- cache- si ze), the
container then passivates some beans or writes out the serialized state of the bean into afile.
The directory in which the fileis created is obtained from the donai n. xm file using the
configuration APIs.

For more information about sun- ej b-j ar. xni , see “ The sun-gjb-jar.xml File” on page 184.

The passivated beans are stored on the file system.The Session Store Location setting in the
EJB container allows the administrator to specify the directory where passivated beans are
stored. By default, passivated stateful session beans are stored in application-specific
subdirectories created under domain_dir/ sessi on- st ore.

Restrictions and Optimizations

This section discusses restrictions on developing session beans and provides some
optimization guidelines:

»  Optimizing Session Bean Performance

* Restricting Transactions
Optimizing Session Bean Performance

For stateful session beans, co-locating the stateful beans with their clients so that the client
and bean are executing in the same process address space will improve performance.
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Restricting Transactions

The following restrictions on transactions are enforced by the container and must be
observed as you develop session beans:

e A session bean can participate in, at most, a single transaction at atime.

» |If asession beanis participating in atransaction, aclient cannot invoke amethod on the
bean such that thetrans-attri but e element intheej b-j ar. xm filewould cause the
container to execute the method in a different or unspecified transaction context or an
exception isthrown.

» |f asession bean instance is participating in a transaction, a client cannot invoke the
renove method on the session object’s home or component interface object or an
exception isthrown.

Using Read-Only Beans

A read-only bean is an entity bean that is never modified by an EJB client. The data that a
read-only bean represents may be updated externally by other enterprise beans, or by other
means, such as direct database updates.

NOTE For this release of Sun Java System Application Server, only entity beans
that use bean-managed persistence can be designated as read-only.

Read-only beans are specific to Sun Java System Application Server and
are not part of the Enterprise JavaBeans Specification, v2.1. Use of this
feature results in a non-portable application.

Read-only beans are best suited for situations where the underlying data never changes, or
changes infrequently. The following topics are addressed in this section:

* Read-Only Bean Characteristics and Life Cycle
* Read-Only Bean Good Practices

e Refreshing Read-Only Beans

»  Deploying Read Only Beans
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Read-Only Bean Characteristics and Life Cycle

Read-only beans are best suited for situations where the underlying data never changes, or

changes infrequently. For example, aread-only bean can be used to represent a stock quote
for a particular company, which is updated externally. In such a case, using aregular entity
bean may incur the burden of calling ej bSt or e, which can be avoided by using a read-only
bean.

Read-only beans have the following characteristics:
e Only entity beans can be read-only beans.
e Only bean-managed persistence is allowed.

e Only container-managed transactions are allowed; read-only beans cannot start their
own transactions.

» Read-only beans don’t update any bean state.
» ¢ejbStoreisnever called by the container.

* ¢ejbLoad iscalled only when atransactional method is called or when the bean is
initially created (in the cache), or at regular intervals controlled by the bean’s
refresh- peri od-i n-seconds element in the sun- ej b-j ar. xni file.

e The home interface can have any number of find methods. The return type of the find
methods must be the primary key for the same bean type (or a collection of primary

keys).
» |f the datathat the bean represents can change, thenr ef r esh- peri od- i n- seconds must
be set to refresh the beans at regular intervals. ej bLoad is called at thisregular interval.
A read-only bean comes into existence using the appropriate find methods.

Read-only beans are cached and have the same cache properties as entity beans. When a
read-only bean is selected as a victim to make room in the cache, ej bPassi vat e is called
and the bean is returned to the free pool. When in the free pool, the bean has no identity and
will be used only to serve any finder requests.

Read-only beans are bound to the naming service like regular read-write entity beans, and
clients can look up read-only beans the same way read-write entity beans are looked up.
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Read-Only Bean Good Practices

* Avoid having any cr eat e or r enove methods in the home interface
» Useany of thevalid EJB 2.1 transaction attributes for thet rans- at t ri but e element

The reason for having TX_SUPPCRTED is to allow reading uncommitted data in the same
transaction. Also, the transaction attributes can be used to force ej bLoad.

Refreshing Read-Only Beans

There are several ways of refreshing read-only beans as addressed in the following sections:
» Invoking a Transactional Method

»  Refreshing Periodically

e Refreshing Programmatically

Invoking a Transactional Method
Invoking any transactional method will invoke ej bLoad.

Refreshing Periodically

Read-only beans can be refreshed periodically by specifying the
refresh- peri od-i n-seconds element in the sun- ej b-j ar. xni file.

» |If thevalue specified inref resh- peri od- i n- seconds is zero or not specified, whichis
the default, the bean is never refreshed (unless a transactional method is accessed).

» |If thevalueisgreater than zero, the bean is refreshed at the rate specified.

NOTE Thisisthe only way to refresh the bean state if the data can be modified
externa to the Sun Java System Application Server.

Refreshing Programmatically

Typically, beans that update any datathat is cached by read-only beans need to notify the
read-only beans to refresh their state. Y ou can use ReadOnl yBeanNot i fi er to force the
refresh of read-only beans.
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To do this, invoke the following methods on the Readnl yBeanNot i fi er bean:

public interface ReadOnl yBeanNoti fi er
extends java.rni.Renote

{
refresh(Chj ect PrimaryKey)

throws Renot eExcepti on;

}

The implementation of the ReadOnl yBeanNot i fi er interface is provided by the container.
The user can look up Readnl yBeanNot i fi er using afragment of code such as the following
example:

com sun. appserv. ej b. ReadOnl yBeanHel per hel per = new

com sun. appserv. ej b. ReadOnl yBeanHel per () ;

com sun. appserv. ej b. ReadOnl yBeanNotifier notifier =

hel per. get ReadOnl yBeanNot i fi er ("] ava: conp/ env/ ej b/ ReadOnl yQust orrer ") ;
notifier.refresh(PrimaryKey);

For alocal read-only bean notifier, the lookup has this modification:
hel per. get ReadOnl yBeanLocal Noti fi er ("] ava: conp/ env/ ej b/ Local Readnl yCust orer ") ;

Beans that update any data that is cached by read-only beans need to call therefresh
methods. The next (non-transactional) call to the read-only bean invokes ej bLoad.

Deploying Read Only Beans

Read-only beans are deployed in the same manner as other entity beans. However, in the
entry for the bean in the Sun Java System Application Server-specific XML file, the
i s-read-onl y- bean element must be set to true. That is:

<i s-read- onl y- bean>t rue</i s-read- onl y- bean>

Also, ther ef resh- peri od- i n-seconds element inthesun- ej b-j ar. xni file may be set to
some value that specifies the rate at which the bean is refreshed. If this element is missing,
no refresh occurs.

All requests with the same transaction context are routed to the same read-only bean
instance. The deployer can specify if such multiple requests have to be serialized by setting
theal | ow concurrent - access element to either true (to allow concurrent accesses) or false
(to serialize concurrent access to the same read-only bean). The default is false.

For further information on these elements, refer to the Sun Java System Application Server
Reference.
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This section describes message-driven beans and explains the requirements for creating
them in the Sun Java System Application Server 8 environment. This section contains the
following topics:

»  Message-Driven Bean Configuration
e Restrictions and Optimizations

e Sample Message-Driven Bean XML Files

Message-Driven Bean Configuration

This section addresses the following configuration topics:
e Connection Factory and Destination

e Message-Driven Bean Pool

e Domain-Level Settings

*  Automatic Reconnection to JMS Provider

Connection Factory and Destination

A message-driven bean isa client to a Connector 1.5 inbound resource adapter. The
message-driven bean container uses the IM S service integrated into the Sun Java System
Application Server for message-driven beans that are IMS clients. IMS clients use IMS
Connection Factory- and Destination-administered objects. A IM S Connection Factory
administered object is aresource manager Connection Factory object that is used to create
connections to the JIMS provider.

The ndb- connect i on- f act ory element in the sun-ej b-j ar. xni file for a message-driven
bean can be used to specify the connection factory used by the container to create the
container connection to the JIMS provider.

If the mdb- connect i on-f act ory element is not specified, a default one created at server
startup is used. This provides connection to the built-in Sun Java System Message Queue
broker on the port that is specified in thej ns- ser vi ce element (if enabled) in the

domai n. xni file, using the default user name/password (resource principal) of the Sun Java
System Message Queue. Refer to the Sun Java System Message Queue Developer’s Guide
for more information.
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Thej ndi - nane element of the ej b element in the sun-ej b-j ar. xm file specifies the INDI
name of the administered object for the IMS Queue or Topic destination that is associated
with the message-driven bean.

Message-Driven Bean Pool

The container manages a pool of message-driven beans for the concurrent processing of a
stream of messages. The sun- gj b-j ar. xni file contains the elements that define the pool
(that is, the bean- pool element):

e  steady- pool -si ze

* resize-quantity

*  nmax-pool -si ze

e pool -idle-timeout-in-seconds

For more information about sun- ej b-j ar. xni , see “ The sun-gjb-jar.xml File” on page 184.

Domain-Level Settings

Y ou can control the following domain-level message-driven bean settings in the EJB
container:

e Initial and Minimum Pool Size - Specifiesthe initial and minimum number of beans
maintained in the pool. The default isO.

e Maximum Poal Size - Specifies the maximum number of beans that can be created to
satisfy client requests. The default is 32.

*  Pool Resize Quantity - Specifies the number of beans to be created if arequest arrives
when the pool is empty (subject to the Initial and Minimum Pool Size), or the number
of beansto remove if idle for more than the Idle Timeout. The default is 8.

» IdleTimeout - Specifies the maximum time in seconds that a bean can remainidlein
the pool. After this amount of time, the bean is destroyed. The default is 600 (10
minutes). A value of 0 means a bean can remain idle indefinitely.

For information on monitoring message-driven beans, see the Sun Java System Application
Server Administration Console online help and Administration Guide.

NOTE Running monitoring when it is not need may impact performance, so you
may choose to turn monitoring off using the asadn n command or the
Administration Console when it isnot in use.
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Automatic Reconnection to JMS Provider

When the Sun Java System Application Server is started, for each deployed message-driven
bean that isa JMS client, its container keeps a connection to the IM S provider. When the
connection is broken, the container is not able to receive messages from the IM S provider
and, therefore, isunable to deliver messages to its message-driven bean instances. When the
auto reconnection feature is enabled, the container automatically tries to reconnect to the
JMS provider if the connection is broken.

The ndb- cont ai ner element in the donai n. xm file contains auto reconnection properties.
By default, r econnect - enabl ed is set to f al se and reconnect - del ay- i n- seconds is set to
60 seconds. That is, there is a delay of 60 seconds before each attempt to reconnect, and
reconnect - max-retries isset to 60.

The container logs messages for each reconnect attempt.

NOTE Depending on where the message processing stage is, if the connection is
broken, the onMessage method may not be able to complete successfully, or
the transaction may be rolled back due to a IM S exception. When the
container reestablishes connection to the IM S provider, JM S message
redelivery semantics apply.

Refer to the Sun Java System Application Server Reference for information on auto
reconnect properties of the nmib- cont ai ner element in the donai n. xni file.

Restrictions and Optimizations

This section discusses the foll owing restrictions and performance optimizations that you
should be aware of in devel oping message-driven beans:

*  Pool Tuning and Monitoring
» onMessage Runtime Exception

Pool Tuning and Monitoring

The message-driven bean pool isalso a pool of threads, with each message-driven bean
instance in the pool associating with a server session, and each server session associating
with athread. Therefore, alarge pool size a'so means a high number of threads, which will
impact performance and server resources.
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When configuring message-driven bean pool properties, you must consider factors such as
message arrival rate and pattern, onMessage method processing time, overall server
resources (threads, memory, and so on), and any concurrency requirements and limitations
from other resources that the message-driven bean may access.

Performance and resource usage tuning should also consider potential M S provider
properties for the connection factory that is used by the container (ndb- connect i on-f actory
element in deployment descriptor). For example, the Sun Java System M essage Queue flow
control related properties for connection factory should be tuned in situations where the
message incoming rate is much higher than nax- pool - si ze can handle.

Refer to the Sun Java System Application Server Administration Guide for information on
how to get message-driven bean pool statistics.

onMessage Runtime Exception

Message-driven beans, like other well-behaved Messagelisteners, should not, in general,
throw runtime exceptions. If a message-driven bean’ s onMessage method encounters a
system-level exception or error that does not allow the method to successfully complete, the
Enterprise JavaBeans Specification, v2.1 provides the following guidelines:

» | the bean method encounters a runtime exception or error, it should simply propagate
the error from the bean method to the container.

»  |If the bean method performs an operation that resultsin a checked exception that the
bean method cannot recover, the bean method should throw the
j avax. ej b. EJBExcept i on that wrapsthe original exception.

» Any other unexpected error conditions should be reported using
javax. ej b. EJBExcepti on (j avax. ej b. EJBExcept i on is a subclass of
java. | ang. Runti neExcept i on).

Under container-managed transaction demarcation, upon receiving a runtime exception
from amessage-driven bean’ s onMessage method, the container rolls back the
container-started transaction and the message is redelivered. Thisis because the message
delivery itself is part of the container-started transaction. By default, the Sun Java System
Application Server container closes the container’ s connection to the JMS provider when
the first runtime exception is received from a message-driven bean instance’ s onMessage
method. This avoids potential message redelivery looping and protects server resources if
the message-driven bean’s onMessage method continues misbehaving. This default
container behavior can be changed using the cnt - max- runt i me- except i ons property of the
mub- cont ai ner element in the domai n. xni file.
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The cnt - max-runt i me- except i ons property specifies the maximum number of runtime
exceptions allowed from a message-driven bean’s onMessage method before the container
starts to close the container’s connection to the message source. By default thisvalueis 1;
-1 disables this container protection.

A message-driven bean’s onMessage method can use the j avax. j ns. Message
get IMBRedel i ver ed method to check whether areceived message is a redelivered message.

NOTE Thecnt - max-r unt i ne- except i ons property may be deprecated in the
future.

Sample Message-Driven Bean XML Files

This section includes the following samplefiles:
e Samplegb-jar.xml File
e Samplesun-gjb-jar.xml File

For general information on the sun- ej b-j ar. xni file, see “The sun-gjb-jar.xml File” on
page 184.

Sample ejb-jar.xml File
<?xm version="1.0" encodi ng="UTF- 8" ?>

<I DOCTYPE ej b-jar PUBLIC '-//Sun Mcrosystens, Inc.//DID Enterprise JavaBeans 2.0//EN
"http://java.sun.conidtd/ejb-jar_2 0.dtd >

<ejb-jar>

<enterpri se- beans>

<message- dri ven>
<ej b- nane>MessageBean</ ej b- nane>
<ej b- cl ass>sanpl es. ndb. ej b. MessageBean</ gj b- cl ass>
<transact i on-type>Cont ai ner</transacti on-type>
<nmessage- driven-desti nati on>
<desti nation-type>j avax. j ms. Queue</ desti nati on-type>
</ message-dri ven-desti nati on>
<resource-ref >
<r es- r ef - name>j ns/ QueueConnect i onFact or y</ r es- r ef - nane>
<res-type>j avax. j ns. QueueConnecti onFact ory</res-t ype>
<r es- aut h>Cont ai ner </ r es- aut h>
</resource-ref>

</ message- dri ven>

</ enterprise-beans>
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<assenbl y-descri pt or>
<cont ai ner -t r ansact i on>
<net hod>
<ej b- nane>MessageBean</ ej b- nane>
<net hod- i nt f >Bean</ net hod- i nt f >
<net hod- nane>onMessage</ net hod- nane>
<net hod- par ans>
<net hod- par an®j avax. j ns. Message</ net hod- par an»
</ met hod- par ans>
</ met hod>
<trans-attribut e>Not Supported</trans-attribute>
</ cont ai ner-transacti on>
</ assenbl y- descri pt or
</ejb-jar>

Sample sun-ejb-jar.xml File
<?xm version="1.0" encodi ng="UTF- 8" ?>

<! DOCTYPE sun-ejb-jar PUBLIC '-//Sun Mcrosystens, Inc.//DID Application Server 8.0 EIB
2.1//EN ‘'http://ww sun. com sof t war e/ appserver/dtds/ sun-ejb-jar_2 1-0.dtd' >

<sun-ej b-j ar>
<enterpri se- beans>
<ej b>
<ej b- nane>MessageBean</ ej b- nane>
<j ndi - nane>j ns/ sanpl e/ Queue</j ndi - nane>
<resource-ref >
<r es-r ef - nane>j ns/ QueueConnect i onFact or y</r es- r ef - name>
<j ndi - name>j ns/ sanpl e/ QueueConnect i onFact or y</ j ndi - nanme>
<def aul t - resour ce- pri nci pal >
<nane>guest </ name>
<passwor d>guest </ passwor d>
</ def aul t - resour ce- pri nci pal >
</resource-ref>
<ndb- connect i on- f act ory>
<j ndi - nanme>j ns/ sanpl e/ QueueConnect i onFact or y</ j ndi - nane>
<def aul t - resour ce- pri nci pal >
<nane>guest </ name>
<passwor d>guest </ passwor d>
</ def aul t - resour ce- pri nci pal >
</ mdb- connecti on-f act ory>
</ ej b>
</ enterprise-beans>
</sun-ej b-jar>
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This section describes the transaction support built into the Enterprise JavaBeans (EJBS)
programming model for Sun Java System Application Server 8.

As adeveloper, you can write an application that updates data in multiple databases which
may be distributed across multiple sites. The site may use EJB servers from different
vendors. This section provides overview information on the following topics:

* Flat Transactions
e Globa and Local Transactions
e Commit Options

* Administration and Monitoring

Flat Transactions

The Enterprise JavaBeans Specification, v2.1 requires support for flat (as opposed to
nested) transactions. In aflat transaction, each transaction is decoupled from and
independent of other transactions in the system. Y ou cannot start another transaction in the
same thread until the current transaction ends.

Flat transactions are the most prevalent model and are supported by most commercial
database systems. Although nested transactions offer afiner granularity of control over
transactions, they are supported by far fewer commercial database systems.

Global and Local Transactions

Understanding the distinction between global and local transactionsis crucial in
understanding the Sun Java System Application Server support for transactions. See
“Transaction Scope” on page 380.

Both local and global transactions are demarcated using the

j avax. transacti on. User Transact i on interface, which the client must use. Local
transactions bypass the transaction manager and are faster. For more information, see
“Naming Environment for J2EE Application Components” on page 388.
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Commit Options

The EBJ protocol is designed to give the container the flexibility to select the disposition of
the instance state at the time a transaction is committed. This allows the container to best
manage caching an entity object’s state and associating an entity object identity with the
EJB instances.

There are three commit-time options:

Option A: The container caches aready instance between transactions. The container
ensures that the instance has exclusive access to the state of the object in persistent
storage.

In this case, the container does not have to synchronize the instance’ s state from the
persistent storage at the beginning of the next transaction.

NOTE Commit option A is not supported for Sun Java System Application Server

8.

Option B: The container caches aready instance between transactions, but the
container does not ensure that the instance has exclusive access to the state of the object
in persistent storage. Thisis the default.

In this case, the container must synchronize the instance’ s state by invoking ej bLoad
from persistent storage at the beginning of the next transaction.

Option C: The container does not cache aready instance between transactions, but
instead returns the instance to the pool of available instances after a transaction has
compl eted.

Thelife cycle for every business method invocation under commit option C looks like
this:

ej bActivate->

ej bLoad ->
busi ness net hod ->
ej bStore ->

ej bPassi vate

If there is more than one transactional client concurrently accessing the same entity
EJBMyj ect , the first client gets the ready instance and subsequent concurrent clients get
new instances from the pool.

The Sun Java System Application Server deployment descriptor has an element,
commi t - opt i on, that specifies the commit option to be used. Based on the specified commit
option, the appropriate handler isinstantiated.
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Administration and Monitoring

An administrator can control a number of domain-level Transaction Service settings. For
details, see“ Configuring the Transaction Service” on page 382.

The Transaction Timeout setting can be overridden by a bean. See “Bean-Level
Container-Managed Transaction Timeouts’ on page 288.

In addition, the administrator can monitor transactions using statistics from the transaction
manager that provide information on such activities as the number of transactions
completed, rolled back, or recovered since server startup, and transactions presently being
processed.

For information on administering and monitoring transactions, see the Sun Java System
Application Server Administration Console online help and the Sun Java System
Application Server Administration Guide.
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Using Container-Managed
Persistence for Entity Beans

This section contains information on how container-managed persistence (CMP) worksin
the Sun Java System Application Server environment in the following topics:

*  SunJava System Application Server Support
»  Container-Managed Persistence Mapping

e Configuring the Resource Manager

»  Configuring Queriesfor 1.1 Finders

* Restrictions and Optimizations

Extensive information on CMP is contained in chapters 10, 11, and 14 of the Enterprise
JavaBeans Specification, v2.1.

Sun Java System Application Server Support

Sun Java System Application Server support for CMP includes:
e Full support for the J2EE v 1.4 specification’s CMP model.

o Support for commit options B and C for transactions as defined in the Enterprise
JavaBeans Specification, v2.1. See “Commit Options’ on page 303.

o Theprimary key class must be asubclass of j ava. | ang. Qbj ect . This ensures
portability, and is noted because some vendors allow primitive types (such asi nt )
to be used as the primary key class.
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The Sun Java System Application Server CM P implementation, which provides:

[n}

An Object/Relational (O/R) mapping tool that creates XML deployment
descriptors for EJB JAR files that contain beans that use CMP

Support for compound (multi-column) primary keys
Support for sophisticated custom finder methods
Standards-based query language (EJB QL)

CMP runtime support. For alist of JDBC driver and database combinations that
are supported for Sun Java System Application Server, see “Configurations for
Specific JIDBC Drivers’ on page 364. These combinations have been tested with
the Sun Java System Application Server and are found to be J2EE compatible.
Other drivers have been used with Sun Java System Application Server, but 2EE
compliance tests have not been completed with these drivers.

For an up to date list of the JDBC drivers supported by the Sun Java System
Application Server, see the Sun Java System Application Server Release Notes.

Container-Managed Persistence Mapping

Implementation for entity beans that use CMP is mostly a matter of mapping CMP fields
and CMR fields (relationships) to the database. This section addresses the following topics:
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The Mapping Deployment Descriptor File

Mapping Capabilities

Automatic Mapping Options

Supported Data Types for Mapping
BLOB Support

CLOB Support

Capturing the Database Schema Automatically

Using the capture-schema Utility
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The Mapping Deployment Descriptor File

Each module with CMP beans must have the following files:

* ¢jb-jar.xnl: Containsinformation such as the transactional attributes of the beans
and the fields of abean that are going to be contai ner-managed.

* sun-ejb-jar.xm : The Sun Java System Application Server standard file for
assembling enterprise beans. For a detailed description, see “ The sun-gjb-jar.xml File”
on page 184.

e sun-cnp- mappi ngs. xm : Thefile for mapping CMP. Thisfile can be automatically
generated and does not have to exist prior to deployment. For adetailed description, see
“The sun-cmp-mappings.xml File” on page 225.

The sun- cnp- mappi ngs. xn file maps CMP fields and CMR fields (rel ationships) to the
database. A primary table must be selected for each CMP bean, and optionally, multiple
secondary tables. CMP fields are mapped to columns in either the primary or secondary
table(s). CMR fields are mapped to pairs of column lists (normally, column lists are the list
of columns associated with pairs of primary and foreign keys).

Thesun- cnp- mappi ngs. xm file conformsto the sun- cnp- mappi ng_1_1.dtdfileandis
packaged with the user-defined bean classesin the EJB JAR file under the META- | NF
directory.

The Sun Java System Application Server or the deploytool creates the mappingsin the
sun- crp- nappi ngs. xni fileautomatically during deployment if the fileis not present. For
information on how to use the deploytool for mapping, see the deploytool online help.

Automatic generation of the sun- cnp- mappi ngs. xni file can be controlled by deployment
options specified in the sun- ej b-j ar . xm file and during deployment (see “ Automatic
Mapping Options’ on page 308). If you use automatic mapping, you only need to
understand the Java programming language objects; you do not need to know or understand
the underlying database schema.

Y ou can map the fields and relationships of your entity beans manually, by editing the
sun- cnp- nappi ngs. xni deployment descriptor. Y ou should only do thisif you are
proficient in editing XML.

A listing of the mapping elementsin the CMP deployment descriptorsis contained in “The
sun-cmp-mappings.xml File’ on page 225. A sample XML fileis contained in “ Sample
Database Schema Definition” on page 233.
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The mapping information is developed in conjunction with the database schema

(. dbschema) file, which can be automatically captured when you deploy the bean (see
“Capturing the Database Schema Automatically” on page 316). Y ou can manually generate
the schema using the capt ur e- schema utility (“Using the capture-schema Utility” on

page 316).

Mapping Capabilities

Mapping refers to the ability to tie an object-based model to arelational model of data,
usually the schema of arelational database. The CM P implementation provides the ahility
to tie aset of interrelated beans containing data and associated behaviors to the schema.

Y ou can then use this object representation of the database as part of a Java application.

Y ou can also customize this mapping to optimize these beans for the particular needs of an
application. Theresult is a single datamodel through which you can access both persistent
database information and regular transient program data.

The mapping capabilities provided by the Sun Java System Application Server include:
»  Mapping a CMP bean to one or more tables

*  Mapping CMP fieldsto one or more columns

* Mapping CMP fields to different column types

*  Mapping tables with compound primary keys

*  Mapping CMP relationships to foreign key columns

»  Mapping tables with overlapping primary and foreign keys

Automatic Mapping Options

Y ou can control automatic mapping in the following ways using deployment descriptor
elements or command line options. Y ou can:

»  Create tables during deployment

e Drop tables during undeployment

e Create and drop tables during redepl oyment
»  Specify the database vendor

*  Specify that table names are unique

*  Specify type mappings for individual CMP fields
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The following optional data subelements of the cnp- r esour ce element in the

sun-ej b-j ar. xm file control the automatic creation of database tables at deployment. For
more information about the cnp- r esour ce element, see “ Configuring the Resource
Manager” on page 318.

Table 8-1 sun-ej b-j ar. xm Mapping Elements

Element

Default

Description

create-tabl es- at - depl oy

dr op-t abl es- at - undepl oy

dat abase- vendor - nane

schema- gener at or - properti es

fal se

fal se

none

none

If t r ue, causes database tables to be created for beans that are
automatically mapped by the EJB container. If f al se, does not
create tables.

Ift r ue, causes database tables that were automatically created
when the bean(s) were last deployed to be dropped when the
bean(s) are undeployed. If f al se, does not drop tables.

Specifies the name of the database vendor for which tables can
be created. Allowed values are db2, nssql , or acl e,
poi nt base, and sybase, case-insensitive.

If no value is specified, a connection is made to the resource
specified by the j ndi - name subelement of the cnp-r esour ce
element in the sun-ej b-jar. xn file, and the database vendor
name is read. If the connection cannot be established, or if the
value is not recognized, SQL-92 compliance is presumed.

Allows you to specify field-specific type mappings in property
subelements.

Also allows you to set the use- uni que- t abl e- nanes property.
If t r ue, this property specifies that generated table names are
unique within each application server domain. The default is
fal se.

For example:

<schena- generat or - properti es>
<property>
<nane>
Enpl oyee. first Nane. j dbc-type
</ name>
<val ue>char </ val ue>
</ property>
<property>
<nane>
Enpl oyee. fi rst Name. j dbc- maxi mum | engt h
</ nane>
<val ue>25</ val ue>
</ property>
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Table 8-1 sun-ej b-j ar. xm Mapping Elements

Element Default Description

<property>
<nane>
use- uni que-t abl e- narres
</ name>
<val ue>t rue</ val ue>
</ property>
</ schema- gener at or - properti es>

The following options of the asadm n depl oy or asadm n depl oydi r command control
the automatic creation of database tables at deployment:

Table 8-2 asadmi n depl oy and asadnm n depl oydi r Mapping Options

Option Default Description

--createtabl es none If t rue, causes database tables to be created for beans that need
them. If f al se, does not create tables. If not specified, the value of
the cr eat e-t abl es- at - depl oy attribute in sun- ej b-j ar. xnl is
used.

- -dropandcr eat et abl es none If t rue, and if tables were automatically created when this
application was last deployed, tables from the earlier deployment
are dropped and fresh ones are created.

If t rue, and if tables were not automatically created when this
application was last deployed, no attempt is made to drop any
tables. If tables with the same names as those that would have
been automatically created are found, the deployment proceeds,
but a warning indicates that tables could not be created.

If f al se, settings of cr eat e-t abl es- at - depl oy or
dr op-t abl es- at - undepl oy in the sun- ej b-j ar. xni file are
overridden.

--uni quet abl enanes none If t r ue, specifies that table names are unique within each
application server domain. If not specified, the value of the
use- uni que-t abl e- names property in sun-ej b-j ar. xm is
used.
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Table 8-2  asadmi n depl oy and asadni n depl oydi r Mapping Options

Option

Default Description

- - dbvendor nane

none Specifies the name of the database vendor for which tables can be
created. Allowed values are db2, nssql , or acl e, poi nt base, and
sybase, case-insensitive.

If not specified, the value of the dat abase- vendor - nane attribute
in sun-ej b-j ar.xm is used.

If no value is specified, a connection is made to the resource
specified by the j ndi - name subelement of the cnp- resour ce
element in the sun-ej b-j ar. xn file, and the database vendor
name is read. If the connection cannot be established, or if the
value is not recognized, SQL-92 compliance is presumed.

If you have manually mapped one or more of the beans in the module and you use any of
theasadni n depl oy or asadni n depl oydi r options, the deployment is not harmed in
any way, but the options have no effect, and you get awarning in the server log.

If you used the deploytool to map one or more of the beans, the - - uni quet abl enanes
option has no effect when you run asadni n depl oy or asadni n depl oydi r. The
uniqueness of the table names was established when deploytool created the mapping.

The following options of the asadm n undepl oy command control the automatic removal
of database tables at undeployment:

Table 8-3  asadmi n undepl oy Mapping Options

Option

Default Description

--droptabl es

none If t r ue, causes database tables that were automatically created
when the bean(s) were last deployed to be dropped when the
bean(s) are undeployed. If f al se, does not drop tables.

If not specified, the value of the dr op-t abl es- at - undepl oy
attribute in sun-ej b-j ar. xm is used.

For more information about the asadni n depl oy, asadni n depl oydi r, and asadm n
undepl oy commands, see “ The asadmin Command” on page 107

When command line and sun- ej b-j ar. xn options are both specified, the asadm n
options take precedence.
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Supported Data Types for Mapping

CMP supports a set of JDBC data types that are used in mapping Java data fieldsto SQL
types. Supported JDBC data types are as follows:

Bl G NT BIT BLCB acs
DATE DEC MAL DOUBLE I NTEGER
LONGVARBI NARY  LONGVARCHAR NUMER C SVALLINT
TIME TI MESTAMP TINYINT

The following table contains suggested Java type to JDBC type mappings.

Table 8-4  Suggested Java Type to JDBC Type Mappings

Java Type JDBC Type Nullability
bool ean BIT No
java. | ang. Bool ean BIT Yes
byt e TI NYI NT No
java.l ang. Byte TI NYI NT Yes
doubl e DOUBLE No
java. | ang. Doubl e DOUBLE Yes
fl oat REAL No
java. | ang. Fl oat REAL Yes
int | NTEGER No
java.l ang. | nt eger | NTEGER Yes
| ong Bl G NT No
java.l ang. Long Bl G NT Yes
short SMALLI NT No
java. | ang. Short SNALLI NT Yes
j ava. mat h. Bi gDeci mal DEC MAL Yes
java. mat h. Bi gl nt eger DEC MAL Yes
char CHAR No
j ava. | ang. char CHAR Yes
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Java Type JDBC Type Nullability
java.l ang. StringBuffer VARCHAR Yes
java.lang. String VARCHAR Yes
java.lang. String acB Yes
Serializable BLCB Yes
byt e[ ] BLOB Yes
java.util.Date TI MESTAMP Yes
java.sql. Tine TI ME Yes
java.sql.Date DATE Yes
java. sqgl . Ti nest anp TI MESTAMP Yes

NOTE

Javatypes assigned to CMP fields must be restricted to Java primitive
types, JavaSeri al i zabl e types, j ava. util . Date,java. sql . Date,

j ava. sql . Tine, orj ava. sqgl . Ti mest anp. An entity bean local interface
type (or acollection of such) can be the type of a CMR field.

The following table contains suggested mappings of JDBC types to database vendor
specific types. For more information about the JDBC driver and database combinations that
are supported for Sun Java System Application Server, see “Configurations for Specific

JDBC Drivers’ on page 364.

Table 8-5  Suggested Mappings of JDBC Types to Database Vendor Specific Types

JDBC Type PointBase Oracle DB2 Sybase ASE MS-SQL Server
12.5

BIT BOOLEAN SVALLI NT SVALLI NT BIT BIT

BOCOLEAN BOOLEAN SVALLI NT SVALLI NT TINYI NT BIT

TINYI NT SMALLI NT SVALLI NT SMVALLI NT TINYI NT TINYI NT

SNVALLI NT SVALLI NT SVALLI NT SMALLI NT SVALLI NT SVALLI NT

I NTEGER I NTEGER I NTEGER | NTEGER I NTEGER I NT

Bl G NT Bl G NT NUMBER Bl G NT NUMER! C DEC MAL

REAL REAL REAL REAL REAL REAL

FLOAT FLOAT FLOAT FLOAT FLOAT FLOAT
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Table 8-5  Suggested Mappings of JDBC Types to Database Vendor Specific Types (Continued)
JDBC Type PointBase Oracle DB2 Sybase ASE MS-SQL Server
12,5
DOUBLE DOUBLE DOUBLE DOUBLE DOUBLE DOUBLE
PRECI S| ON PREC SI ON PRECI SI ON PREC SI ON
NUVER! C( p, S) NUMER! C(p, ) NUMBER( p, S) DECI MAL(p, ) NUMVERI C(p, s) NUMER! C(p, S)
DEC MAL(p, ) NUVER! C(p, ) NUMBER( p, S) DEC MAL(p, S) DECI MAL(p, ) DEC MAL( p, )
VARCHAR VARCHAR VARCHAR? VARCHAR VARCHAR VARCHAR
DATE DATE DATE DATE DATETI ME, DATETI M,
SVALLDATETIME ~ SMALLDATETI ME
TIME TIMVE DATE TI ME DATETI ME, DATETI ME,
SMALLDATETIME ~ SMALLDATETI ME
TI MESTAVP TI MESTAMP TI MESTAMP TI MESTAMP DATETI ME DATETI ME
BLOB BLOB BLCB BLOB | MAGE | MAGE
LB acs acB as TEXT TEXT
NOTE The mappingsin Table 8-5 are suggested and not supported. If these

mappings don’t work, please refer to your database and JDBC driver
documentation.

BLOB Support

Binary Large Object (BLOB) isadatatype used to store and retrieve complex object fields.
BLOBsarebinary or Seri al i zabl e objects, such as pictures, that translate into large byte
arrays which are then seriaized into CMP fields.

If aCMPfidldisdefined as Seri al i zabl e, itis seridized into abyt e[ ] before being
stored in the database. Similarly, the value fetched from the database is deserialized.
However, if aCMP field isdefined asbyt e[ ], it is stored directly instead of being
serialized and deserialized when stored and fetched, respectively.

To enable BLOB support in the Sun Java System Application Server environment, define a
CMPfield of type byt e[ ] or auser-defined type that implements the

java.io. Serializabl e interface. If you map the CMP bean to an existing database
schema, map the field to a column of type BLOB.
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If you are using the Oracle Inet driver for CMP, you need to set aspecial property if you are
using BLOB or CLOB datatypes. For details, see“Inet Oraxo JDBC Driver for Oracle 8.1.7
and 9.x Databases’ on page 366.

If you use automatic mapping, you might need to change the default BLOB column length
for the generated schema using the schema- gener at or - proper ti es element in

sun-ej b-j ar. xm . See your database vendor documentation to determine whether you
need to specify the length. For example:

<schena- gener at or - properties>

<property>
<nane>Enpl oyee. voi ceG eet i ng. j dbc-t ype</ name>
<val ue>BLOB</ val ue>

</ property>

<property>
<nane>Enpl oyee. voi ceG eeti ng. j dbc- maxi num | engt h</ nane>
<val ue>10240</ val ue>

</ property>

</ schema- gener at or - properti es>

CLOB Support

Character Large Object (CLOB) is a data type used to store and retrieve very long text
fields. CLOBstranslate into long strings.

To enable CLOB support in the Sun Java System Application Server environment, define a
CMPfield of typej ava. | ang. Stri ng. If you map the CMP bean to an existing database
schema, map the field to a column of type CLOB.

If you are using the Inet driver for CMP, you need to set a special property if you are using
BLOB or CLOB datatypes. For details, see“Inet Oraxo JDBC Driver for Oracle 8.1.7 and
9.x Databases’ on page 366.

If you use automatic mapping, you might need to change the default CLOB column length
for the generated schema using the schema- gener at or - proper ti es element in

sun-ej b-j ar. xm . See your database vendor documentation to determine whether you
need to specify the length. For example:

<schena- gener at or - properti es>
<property>
<nanme>Enpl oyee. r esure. j dbc-t ype</ name>
<val ue>CLB</ val ue>
</ property>
<property>
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<nane>Enpl oyee. resune. j dbc- maxi num | engt h</ nane>
<val ue>10240</ val ue>
</ property>

</ schena- gener at or - properti es>

Capturing the Database Schema Automatically

Y ou can configure a CM P bean in the deploytool or Sun Java System Application Server to
automatically capture the database metadata and save it in a. dbschena file during
deployment. If the sun- cnp- mappi ngs. xmi file contains an empty <schema/ > entry, the
cnp-r esour ce entry inthesun-ej b-j ar. xni fileisused to get a connection to the
database, and automatic generation of the schemais performed. When the

sun- crp- nappi ngs. xni fileisitself automatically generated, it contains the <schena/ >
entry by default. If the database table structureis changed, you must redeploy the beansto
automatically remap the CMP fields and relationships.

Using the capture-schema Utility

Y ou can use the capt ur e- schena command to manually generate the database metadata
(. dbschema) file.

NOTE An Oracle database user running the capt ur e- schema command needs
ANALYZE ANY TABLE privilegesif that user does not own the schema.
These privileges are granted to the user by the database administrator.

The capt ur e- schena utility does not modify the schemain any way. Its
only purpose isto provide the persistence engine with information about
the structure of the database (the schema).

The name of a. dbschena file must be unique across all deployed modules
in adomain.
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Syntax

capture-schema -username name -password password - dburl url -driver jdocdriver
-out filename [ - schemananme schemaname] [ -tabl e tablenamg] *

Where:

* -usernanme name: Specifies the user name for authenticating access to a database.

e - password password: Specifies the password for accessing the selected database.

e -dburl url: Specifiesthe JDBC URL expected by the driver for accessing a database.

e -driver jdbcdriver: Specifiesthe JDBC driver class name. This class must bein your
CLASSPATH.

» -out filename: Specifiesthe output target. If the output file name does not have an
extension, .dbschema is appended. If the output file name has a different extension,
.dbschena is appended in addition to the specified extension, and awarning is

displayed.

For CMP mapping, the - out parameter correlates to the schema subelement of the
sun- cnp- mappi ng element in the sun- cnp- mappi ngs. xm file. Inthisfile, thisfile
name must be specified without the .dbschema suffix. For example:

<schema>Rost er Schenma</ schema>

» -schemanane schemaname: Specifies the name of the user schema being captured. If
not specified, the default is to capture metadata for al tables from all the schemas
accessible to this user.

NOTE If more than one schema is accessible for this user, more than one table
with the same name might be captured if this parameter is not set.

e -tabl e tablename: Specifies atable name. Y ou can use this parameter multiple times
to capture metadata for multiple tables. If not specified, all the tablesin the database
schema are captured.

Example

capture-schema -dburl jdbc: poi nt base: server://Iocal host: 9092/ sanpl e
-usernane public -password public -driver
com poi nt base. j dbc. j dbcUni versal Driver -out RosterSchena. dbschema
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Configuring the Resource Manager

The resource manager used by the CMP implementation is

Per si st enceManager Fact ory, which is configured using the Sun Java System
Application Server XML file, domai n. xm . Refer to the Sun Java System Application
Server Administration Guide for information on creating a new persistence manager.

To deploy an EJB module that contains CM P beans, you need to specify the INDI name of
the Persistence Manager’ sresource in the j ndi - nane subelement of the cnp- r esour ce
element inthe sun-ej b-j ar. xnl file. The Persistence Manager’ s resourceisa

j dbc-resour ce or per si st ence- manager - f act or y-r esour ce entry inthe

domai n. xm file. Using aj dbc- r esour ce isrecommended. This nameisused at run time
to manage persistent resources.

If the INDI name refersto aj dbc- r esour ce entry, you can also set
Per si st enceManager Fact or y properties as properties of the cnp- r esour ce element in
thesun-¢ej b-jar. xm file.

For example, if you have the following entry in the domai n. xm file;

<j dbc-resour ce
j ndi - name="j dbc/ pnf "
pool - nane="j dbc/ or acl e_pool ">

Set the CMP resourcein the sun-ej b-j ar. xni file asfollows;

<cnp- r esour ce>
<j ndi - nanme>j dbc/ pnf </ j ndi - name>
</ cnp-resour ce>

For another example, if you have the following entry in the domai n. xn file:

<per si st ence- nanager - f act ory-r esour ce
factory-class="com sun. j do. spi . persi st ence. support. sql store.inpl . Persi st enceManager Fact or yl npl "
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enabl ed="true"
j ndi - nane="j do/ pnf "
j dbc-resour ce-j ndi - nane="j dbc/ pnf PM >

Set the CMP resourcein the sun-ej b-j ar. xni file asfollows;

<cnp- r esour ce>
<j ndi - nanme>j do/ pnf </ j ndi - nane>
</ cnp-resour ce>
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Configuring Queries for 1.1 Finders

This section contains the following topics:
*  About IDOQL Queries

e Query Filter Expression

e Query Parameters

*  Query Variables

About JDOQL Queries

The Enterprise JavaBeans Specification, v1.1 spec does not specify the format of the finder
method description. The Sun Java System Application Server uses an extension of Java
Data Objects Query Language (JDOQL) queries to implement finder and selector methods.
For EJB 2.1, the container automatically maps an EJB QL query to JDOQL. For EJB 1.1,
this mapping is done by the devel oper. Y ou can specify the following elements of the
underlying JDOQL query:

e Filter expression: A Java-like expression that specifies a condition that each object
returned by the query must satisfy. Corresponds to the WHERE clause in EJB QL.

* Query parameter declaration: Specifies the name and the type of one or more query
input parameters. Follows the syntax for formal parametersin the Java language.

* Query variabledeclaration: Specifiesthe name and type of one or more query
variables. Follows the syntax for local variablesin the Java language. Query variables
might be used in the filter to implement joins.

* Query ordering declar ation: Specifiesthe ordering expression of the query.
Corresponds to the ORDER BY clause of EJBQL.

The Sun Java System Application Server-specific deployment descriptor
(sun-ej b-j ar. xm ) provides the following elements to store the EJB 1.1 finder method
settings:

query-filter
quer y- par ans
query-vari abl es
query-ordering
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The Sun Java System Application Server constructs a JDOQL query of the EJB 1.1 entity
bean. It adds the filter, parameter declarations, and variable declaration and ordering as
specified by the devel oper to the IDOQL query. It executes the query using the finder
method parameters. The objects from the JIDOQL query result set are converted into
primary key instances to be returned by the EJB 1.1 ej bFi nd method.

The JDO specification (see JSR 12) provides a comprehensive description of JDOQL. The
following information summarizes the elements used to define EJB 1.1 finders.

Query Filter Expression

Thefilter expression is a String containing a boolean expression eval uated for each instance
of the candidate class. If the filter is not specified, it defaults to true. Rules for constructing
valid expressions follow the Java language, with the following differences:

e Equality and ordering comparisons between primitives and instances of wrapper
classesarevalid.

» Equality and ordering comparisons of Date fields and Date parameters are valid.
» Equality and ordering comparisons of String fields and String parameters are valid.

*  White space (non-printing characters space, tab, carriage return, and line feed) isa
separator and is otherwise ignored.

»  Thefollowing assignment operators are not supported:
o =, += etc.
o pre- and post-increment
o pre- and post-decrement
»  Methods, including object construction, are not supported, except for:

Col | ection. contai ns((Chj ect 0)
Col | ection.isEmty()
String.startsWth(String s)
String.endsWth(String e)

In addition, the Sun Java System Application Server supports the following
non-standard JDOQL methods:
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String.like(String pattern)

String.like(String pattern, char escape)
String.substring(int start, int |ength)
String.indexOr'(String str), String.indexO'(String str, int
start)

String. | ength()

Mat h. abs(numeric n), and Mat h. sgrt (doubl e d)

» Navigation through a null-valued field, which would throw Nul | Poi nt er Except i on,
istreated asif the subexpression returned false.

NOTE Comparisons between floating point values are by nature inexact.
Therefore, equality comparisons (== and !=) with floating point values
should be used with caution. Identifiersin the expression are considered to
be in the name space of the candidate class, with the addition of declared
parameters and variables. Asin the Javalanguage, thisis areserved word,
and refers to the current instance being eval uated.

The following expressions are supported:
»  Operators applied to al types where they are defined in the Java language:
o relationa operators (==, I=, >, <, >=, <=)
v boolean operators (&, &&, |, ||, = !)
o arithmetic operators (+, -, *, /)
String concatenation is supported only for String + String.
»  Parentheses to explicitly mark operator precedence
e Cast operator

»  Promotion of numeric operands for comparisons and arithmetic operations. The rules
for promotion follow the Javarules (see the numeric promotions of the Javalanguage
specification) extended by BigDecimal, Biglnteger, and numeric wrapper classes.

Query Parameters

The parameter declaration is a String containing one or more parameter type declarations
separated by commas. This follows the Java syntax for method signatures.
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<fi nder>

Query Variables

The type declarations follow the Java syntax for local variable declarations.

Examplel
The following query returns all players called Michael. It defines afilter that compares the
name field with a string literal:

name == "M chael "

Thefinder element of thesun-ej b-j ar. xm file would look like this:

<fi nder>
<net hod- nane>f i ndPl ayer ByNane</ net hod- nane>
<query-filter>name == "M chael "</ query-filter>
</ finder>
Example 2

This query returns all productsin a specified price range. It defines two query parameters
which are the lower and upper bound for the price: double low, double high. The filter
compares the query parameters with the price field:

low < price & price < high
Query ordering isset to pri ce ascendi ng.

Thefinder element of thesun-ej b-j ar. xm file would look like this:

<net hod- nane>f i ndl nRange</ et hod- narme>

<query- par anms>doubl e | ow, doubl e hi gh</ query- par ans>
<query-filter>low &t; price &np; &np; price &t high</query-filter>
<query-ordering>price ascendi ng</ query- ordering>

</ finder>

Example 3

This query returns all players having a higher salary than the player with the specified
name. It definesa query parameter for thenamej ava. | ang. Stri ng name. Furthermore, it
defines avariable for the player to compare with. It has the type of the persistence capable
class that corresponds to the bean:

nypackage. Pl ayer EJB 170160966 _JDCst at e pl ayer

Thefilter compares the salary of the current player denoted by this keyword with the salary
of the player with the specified name:

(this.salary > player.salary) & (player.nane == nane)
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Thefinder element of thesun-ej b-j ar. xn filewould look like this:

<finder>

<net hod- nane>f i ndByH gher Sal ar y</ net hod- name>

<query- par anms>j ava. | ang. String nane</ query- par ans>

<query-filter>

(this.salary &gt; player.salary) &anp;&anp; (player.nane == nane)

</query-filter>

<query-vari abl es>nypackage. Pl ayer EJB_170160966_JDCBt at e pl ayer </ query-vari abl es>
</ finder>

Restrictions and Optimizations

This section discusses any restrictions and performance optimizations you should be aware
of in using CMP entity beans.

» Eager Loading of Field State

* Restrictions on Remote I nterfaces

e Sybase Finder Limitation

 Dateand Time Fieldsas CMP Field Types

Eager Loading of Field State

By default, the EJB container |oads the state for all CMP fields (except BLOB and CLOB
fields) beforeinvoking the ej bLoad method of the abstract bean. This approach may not be
optimal for entity objects with large state if most business methods require access to only
parts of the state. If thisis an issue, usethef et ched-wi t h element in

sun- cnp- mappi ngs. xm for fields that are used infrequently.

Restrictions on Remote Interfaces

The following restrictions apply to the remote interface of an entity bean that uses CMP:

» Do not expose the get and set methods for CMR fields or the persistence collection
classesthat are used in contai ner-managed rel ationshi ps through the remote interface of
the bean.

However, you are free to expose the get and set methods that correspond to the CMP
fields of the entity bean through the bean’ s remote interface.
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» Do not expose the container-managed collection classes that are used for relationships
through the remote interface of the bean.

» Do not expose local interface types or local home interface types through the remote
interface or remote home interface of the bean.

Dependent val ue classes can be exposed in the remote interface or remote home interface,
and can be included in the client EJB JAR file.

Sybase Finder Limitation

If you execute any finder method with an input greater than 255 characters and map the
primary key column to aVARCHAR column, Sybase attemptsto convert type VARCHAR
to type TEXT and generates the following error:

com sybase. j dbc2. j dbc. SybSQException: Inplicit conversion fromdatatype ' TEXT' to
"VARCHAR is not allowed. Use the CONVERT function to run this query.

To avoid this error, make sure your finder method input is less than 255 characters.

Date and Time Fields as CMP Field Types

If aCMP field typeisaJavadate or timetype (j ava. uti |l . Dat e, j ava. sql . Dat e,
java. sqgl . Ti ne, j ava. sql . Ti mest anp), make sure that the field value exactly matches
the value in the database.

For exampl e, the following code uses aj ava. sql . Dat e type as a primary key field:

java.sql.Date nyDate = new java.sql.Date(SystemcurrentTineM|lis())
beanHorne. create(nyDate, ...);

For some databases, this code results in only the year, month, and date portion of the field
value being stored in the database. Later on if the client tries to find this bean by primary
key asfollows:

nyBean = beanHone. fi ndByPri mar yKey(nyDate) ;

the bean is not found in the database because the val ue does not match the one that is stored
in the database.

Similar problems can happen if the database truncates the timestamp value while storing it,
or if acustom query has a date or time value comparison in its WHERE clause.

When you use automatic mapping and an Oracle database, all fields of type
java.util.Date,java.sql.Date,java.sql.Tinme, andjava. sql . Ti nest anp are
mapped to Oracle’ s DATE datatype.
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Developing Java Clients

This chapter describes how to develop, assemble, and deploy J2EE Application Clientsin
the following sections:

» Introducing the Application Client Container
e Developing Clients Using the ACC

»  Developing Clients Without the ACC

e Configuring the ORB

Introducing the Application Client Container

The Application Client Container (ACC) includes a set of Java classes, libraries, and other
filesthat are required for and distributed with Java client programs that execute in their own
Java Virtual Machine (JVM). The ACC manages the execution of J2EE application client
components, which are used to access a variety of J2EE services (such as IM S resources,
EJB components, web services, security, and so on.) from a VM outside the Sun Java
System Application Server.

The ACC communicates with the Application Server using RMI/I1OP protocol and
manages the details of RMI/I1OP communication using the client ORB that is bundled with
it. Compared to other J2EE containers, the ACC is lightweight.

Security

The ACC isresponsible for collecting authentication data such as the username and
password and sending the collected data to the Application Server. The server then
processes the authentication data using the configured Java™ Authentication and
Authorization Service (JAAS) module. See “ Authenticating an Application Client” on
page 330.
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Authentication techniques are provided by the client container, and are not under the control
of the application client component. The container integrates with the platform’s
authentication system. When you execute a client application, it displays alogin window
and collects authentication data from the user. It also support SSL (Secure Socket
Layer)/110OP if configured and when necessary.

Naming

The client container enables the application clients to use the Java Naming and Directory
Interface (JNDI) to look up J2EE services (such as IM S resources, EJB components, web
services, security, and so on.) and to reference configurable parameters set at the time of
deployment.

Developing Clients Using the ACC

326

This section describes the procedure to develop, assemble, and deploy client applications
using the ACC. This section describes the following topics:

e Using an Application Client to Access an EJB Component
e Using an Application Client to Access a JIMS Resource

» Authenticating an Application Client

*  Running an Application Client Using the ACC

»  Packaging an Application Client Using the ACC

For information about Java-based clients that are not packaged using the ACC, see
“Developing Clients Without the ACC” on page 334.

Using an Application Client to Access an EJB
Component

To access an EJB component from an application client, perform the following steps:

1. Inyour client code, instantiatethe | ni ti al Cont ext using the default (no argument)
constructor:

Initial Context ctx = new Initial Context();

It is not necessary to explicitly instantiate a naming context that points to the
CosNaming service.
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2. Inyour client code, look up the home object by specifying the INDI name of the home
object as specified intheej b-j ar. xni file. For example:

bj ect ref = ctx. | ookup("beanA INDI_name") ;
BeanAHome = (BeanAHone) Port abl eRerot eChj ect . narr ow( r ef , BeanAHone. cl ass) ;

For more information about naming and lookups, see “ Accessing the Naming Context”
on page 387.

3. Definetheej b-ref elementsintheappl i cation-client.xn fileandthe
corresponding sun- appl i cati on-client.xn file

For more information on the sun- appl i cati on-client.xn file, see“The
sun-application-client.xml file” on page 237. For ageneral explanation of how to map
JNDI names using reference elements, see “Mapping References’ on page 395.

4. Deploy the application client and EJB component together in an application. For more
information on deployment, see “ Toolsfor Deployment” on page 106. Y ou can use the
--retrieve option to get the client JAR file.

You can also usetheasadm n get -cl i ent - st ubs command to retrieve the stubs and
ties whether or not you requested their generation during deployment. The syntax is as
follows:

asadmin get-client-stubs --user user --appnane app_name local_dirpath
5. Ensurethat the client JAR file includes the following files:
o aJavaclassto access the bean
o application-client.xm - J2EE 1.4 application client deployment descriptor

o sun-application-client.xn - SunJavaSystem Application Server specific
client deployment descriptor. For information on the
sun-appl i cation-client.xn file, see”Thesun-application-client.xml file” on
page 237.

o The MANI FEST. M- file. Thisfile contains the main class, which states the
complete package prefix and classname of the Java client.

Y ou can package the application client using the package- appcl i ent script. Thisis
optional. See “Packaging an Application Client Using the ACC” on page 331.

6. Copy thefollowing JAR files to the client machine and include them in the classpath
on the client side:

o appserv-rt.jar -availableatinstall_dir/lib
o j2ee.jar -availableatinstall dir/lib
o Theclient JARfile
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If you need to access EJB components that are residing in a remote system other than
the system where the application client is being devel oped, make the following changes
tothesun-acc. xnl file

o Definethe<t ar get - server > addr ess attribute to reference the remote server
machine.

o Definethe <t ar get - server > port attribute to reference the ORB port on the
remote server.

This information can be obtained from the domai n. xni file on the remote system. For
more information on domai n. xn file, see the Sun Java System Application Server
Reference.

For more information about the sun- acc. xm file, see “The sun-acc.xml File” on
page 241.

Run the application client. See “Running an Application Client Using the ACC” on
page 330.

Using an Application Client to Access a JMS
Resource

To access aJMS resource from an application client, perform the following steps:

1.

Application Server 8

Create aJM S client. For detailed instructions on developing a JMS client, see the 2EE
tutorial:

http://java. sun.comj2ee/ 1.4/ docs/tutorial / doc/ JVS. ht m #wp84181

Next, configure a JM S resource on the Sun Java System Application Server. For
information on configuring IM S resources, see “ Creating JM S Resources: Destinations
and Connection Factories” on page 403.

Set the environment variable LD_LIBRARY_PATH. This variable should point to the
Application Server, the Sun Java System Message Queue JAR files, and shared
libraries:

LD LI BRARY _PATH=/ usr/lib/ nps:/opt/ SUNWappserver/lib:/usr/lib

If the Application Server ison adifferent system, copy all the JAR files and shared
libraries from the / opt / SUN\Wappserver/lib, /usr/share/lib/ing, and
/usr/1ib/ nps directoriesto the target system.

 Developer's Guide


http://java.sun.com/j2ee/1.4/docs/tutorial/doc/JMS.html#wp84181

Developing Clients Using the ACC

Definether esour ce-ref elementsintheappl i cation-client.xn fileandthe
corresponding sun- appl i cati on-client.xn file.

For more information on the sun- appl i cati on-client.xni file, see“The
sun-application-client.xml file” on page 237. For ageneral explanation of how to map
JNDI names using reference elements, see “Mapping References’ on page 395.

Ensure that the client JAR file includes the following files:
o aJdavaclassto access the resource
o application-client.xm - J2EE 1.4 application client deployment descriptor

o sun-application-client.xm - SunJavaSystem Application Server specific
client deployment descriptor. For information on the
sun-appl i cation-client.xn file, see”Thesun-application-client.xml file” on
page 237.

o The MANI FEST. M- file. Thisfile contains the main class, which states the
complete package prefix and classname of the Java client.

Y ou can package the application client using the package- appcl i ent script. Thisis
optional. See “Packaging an Application Client Using the ACC” on page 331.

Copy the following JAR files to the client machine and include them in the classpath
on the client side:

o appserv-rt.jar -availableatinstall_dir/lib

o j2ee.jar -availableatinstall _dir/lib

o Theclient JARfile

Set the values for the Java Virtual Machine startup options:

jvmarg val ue = "-Dorg. ong. CORBA. CRBI ni ti al Host =${ ORBhost} "
jvmarg val ue = "-Dorg. ong. CORBA. CRBI ni ti al Port =${ ORBport}"

Here ORBhost is the Application Server hosthame and ORBport is the ORB port
number (default 3700).

This information can be obtained from the domai n. xm file. For more information on
domai n. xm file, see the Sun Java System Application Server Reference.

Run the application client. See “Running an Application Client Using the ACC” on
page 330.
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Authenticating an Application Client

Using the JAAS module, you can provide security in your application client code. See
“ Authenticating an Application Client Using the JAAS Modul€” on page 67.

Running an Application Client Using the ACC

To run an application client, launch the ACC using the appcl i ent script.

appclient -client client_application_jar [ - mai ncl ass
client_application_main_class name| - nane display_name] [ - xmi sun-acc. xni ]
[-textauth] [-user user_name] [-password password] [app_args|

» -client: Specifiesthe name and location of the client JAR file. Thisisarequired
parameter.

* -mai ncl ass: Specifies the class name whose mai n() method is to be invoked. By
default, the class specified in the client JAR’s Mai n- ¢l ass attribute of the MANI FEST
fileisused. Thisis optional.

NOTE The class name must be the full name, for example,
comsun.test. Appdient.

» -nane: Specifiesthe display name that islocated in the client JAR file. By default, the
display nameis specified in the client JAR appl i cati on-cl i ent.xn fileand
identified by the di spl ay- nane attribute. Thisis optional.

NOTE The -mai ncl ass and -name parameters are optional for asingle client
application. For multiple client applications, you must use either the
-cl assnane option or the -nane option.

e -xni : Specifies the name and location of the ACC configuration XML file, whichis
required if you are not using the default domain. By default, the ACC uses
domain_dir/ confi g/ sun-acc. xni for clients running on the application server, or
install_dir/ i b/ appclient/sun-acc. xm for clientsthat are packaged using the
package- appl cl i ent script.

e -textauth: Specifies authentication using the text format. Thisis optional.

e -user: Specifiesthe user.
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- passwor d: Specifies the user’s password.

app_args: Specifies the arguments passed to the client’smai n() method. Thisis
optional.

appclient -client rm-sinpledient.jar

Packaging an Application Client Using the ACC

Thepackage- appcl i ent script, located intheinstall_dir/bi n directory, isused to package
aclient applicationinto asingle appcl i ent . j ar file. Packaging an application client
involves the following main steps:

Editing the Configuration File
Editing the appclient Script
Editing the sun-acc.xml File
Setting Security Options

Using the package-appclient Script

Editing the Configuration File

Modify the environment variablesin asenv. conf filelocated in the default-config_dir

directory as shown below:

$AS_| NSTALL to reference the location where the package was un-jared plus
[ appcl i ent . For example: $AS | NSTALL=/ install_dir/ appcl i ent .

$AS_NSS to reference the location of the nsslibs.
For example:
UNIX:
$AS NSS=/ install_dir/ appclient/lib
WINDOWS:
YAS NSS%-\ install_dir\ appclient\bin
$AS_JAVA to reference the location where you have installed the JDK.

$AS ACC_OONFI Gto reference the configuration xml (sun- acc. xni ). The
sun-acc. xm islocated at install_dir/ confi g.
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e $AS | MQ LI Bto reference the img home. It should be: domain_dir/ i ng/ 1 i b.

Editing the appclient Script
Modify the appcl i ent script file asfollows:

UNIX:
Change $CONFI G_HOVE/ asenv. conf to your_ACC_dir/ confi g/ asenv. conf .
Windows:

Change %CONFI G_HOME% conf i g\ asenv. bat to your_ACC_dir\ confi g\ asenv. bat

Editing the sun-acc.xml File
Modify sun- acc. xni fileto set the following attributes:

*  Ensurethat the DOCTYPE references %886ERVER ROOT%844 | i b/ dt ds to
your_ACC dir/ i b/ dtds.

* Ensurethat the <t ar get - ser ver > addr ess attribute references the remote server
machine.

e Ensurethat the <t ar get - server > port attribute references the ORB port on the
remote server.

» If youwant to log the messagesin afile, specify afile name for the <l og- servi ce>
file attribute. You can also set the log level. For example:

<?xm version="1.0" encodi ng="UTF- 8" ?>

<I DOCTYPE client-container SYSTEM "file:{Your installed server
root}/lib/dtds/sun-application-client-container_1 0.dtd">

<cl i ent - cont ai ner >
<target-server nane="qasol -el" address="qasol -el" port="3700">
<l og-service | evel ="WARNI NG'/ >

</client-container>

For more information on the sun-acc. xni file, see “The sun-acc.xml File” on page 241.

Setting Security Options

Y ou can run the application client using SSL with certificate authentication. In order to set
the security options, modify the sun- acc. xn file as shown in the code illustration below.
For more information on the sun- acc. xni file, see “The sun-acc.xml File’ on page 241.

<?xm version="1.0" encodi ng="UTF- 8" ?>
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<I DCCTYPE cl i ent -cont ai ner SYSTEM
“file:////opt/ SUNWappserver/lib/dtds/sun-application-client-container_1 0.dtd">

<cl i ent - cont ai ner >
<target-server nane="qasol -el" address="qasol -el" port="3700">
<security>
<ssl cert-ni ckname="ct s"
ssl 2- enabl ed="f al se"
ssl 2-ci phers="-rc4, -rcdexport,-rc2,-rc2export, - des, - desede3"
ssl 3-enabl ed="true"

ssl 3-tls-ciphers="+rsa_rc4 128 mi5, -rsa_rc4_40_nd5, +rsa3_des_sha, +rsa_des_sha, -rsa_rc2_40
~md5,-rsa_null_nd5, -rsa _des 56 sha,-rsa rc4 56 sha"

tls-enabl ed="true"
tls-rol | back-enabl ed="true"/>
<cert-db path="/export3/ctsdatalctscertdb" password="changeit"/>
</ security>
</target-server>
<client-credential user-nanme="j2ee" password="j2ee"/>
<l og-service | evel ="WARNI NG'/ >

</ client-container>

Using the package-appclient Script
The following steps describe the procedure to use the package- appcl i ent script that is
bundled with Sun Java System Application Server:

1. Under install_dir/bi n directory, run the package- appcl i ent script. This creates an
appclient.jar fileand storesit under install_dir/l i b/ appclient/ directory.

NOTE Theappclient.jar fileprovidesan application client container package
targeted at remote hosts and does not contain a server installation. Y ou can
run this file from a remote machine with the same operating system as
whereitiscreated. That is, appcl i ent. j ar created on a Solaris platform
will not function on Windows.
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2. Copy theinstall_dir/1i b/ appclient/appclient.jar filetothedesired location.
Theappclient.jar filecontainsthefollowing files:

o appclient/bin - containsthe appcl i ent script which you use to launch the
ACC.

o appclient/lib - contansthe JAR and runtime shared library files.
o appclient/lib/appclient -containsthe following files:
* sun-acc. xm -the ACC configuration file.
« client.policy file- the security manager policy file for the ACC.
« appclientlogin.conf file-theloginconfiguration file.
« client.jar file-iscreated during the deployment of the client application.

o appclient/lib/dtds -contains
sun-appl i cation_client-container_1 0.dtdwhichistheDTD
corresponding to sun- acc. xmi .

client.policy

client. policy fileisthe J2SE policy file used by the application client. Each application
client hasacl i ent. pol i cy file. The default policy file limits the permissions of J2EE
deployed application clients to the minimal set of permissions required for these
applications to operate correctly. If you develop an application client that requires more
than this default set of permissions, you can edit the cl i ent . pol i cy fileto add the custom
permissions that your applications need. Y ou can use the J2SE standard policy tool or any
text editor to edit thisfile.

For more information on using the J2SE policy tool, visit the following URL :
http://java. sun. coni docs/ books/ t utori al / securityl.2/tour2/index. ht m

For more information about the permissions you can setinthecl i ent . pol i cy file, visit
the following URL.:

http://java. sun. conij2se/ 1. 4/ docs/ gui de/ securi ty/ per m ssi ons. ht m

Developing Clients Without the ACC

This section describes the procedure to create, assemble, and deploy a Java-based client that
is not packaged using the Application Client Container (ACC). This section describes the
following topics:

» Using a Stand-Alone Client to Access an EJB Component
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e Using a Stand-Alone Client to Access a JMS Resource
» Authenticating a Stand-Alone Client

For information about using the ACC, see “Developing Clients Using the ACC” on
page 326.

Using a Stand-Alone Client to Access an EJB
Component

To access an EJB component from a stand-alone client, perform the following steps:

1. Inyour client code, instantiatethe | ni ti al Cont ext using the default (ho argument)
constructor:

Initial Context ctx = new Initial Context();

It is not necessary to explicitly instantiate a naming context that points to the
CosNaming service.

2. Inyour client code, look up the home object by specifying the interoperable name of
the home object. For example:

(bj ect ref = ctx. | ookup("beanA interop_name') ;
BeanAHorme = (BeanAHone) Port abl eRerot eChj ect . narrow( r ef , BeanAHone. cl ass) ;

For more information about naming and lookups, see “ Accessing the Naming Context”
on page 387.

3. Deploy the EJB component to be accessed. For more information on deployment, see
“Toolsfor Deployment” on page 106. You can usethe--retri eve option to get the
client JAR file.

You can also usetheasadm n get -cl i ent - st ubs command to retrieve the stubs and
ties whether or not you requested their generation during deployment. The syntax is as
follows:

asadnmin get-client-stubs --user use --appnanme app_name local_dirpath
4. Ensurethat the client JAR file includes the following files:
o aJavaclassto access the bean

o The MANI FEST. M- file. Thisfile contains the main class, which states the
complete package prefix and classname of the Java client.

5. Copy thefollowing JAR files to the client machine and include them in the classpath
on the client side:
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o appserv-rt.jar -availableatinstall_dir/lib
o j2ee.jar -availableatinstall_dir/lib
o Theclient JARfile

If you need to access EJB components that are residing in a remote system other than
the system where the application client is being developed, set the values for the Java
Virtual Machine startup options:

jvmarg val ue = "-Dorg. ong. CORBA. CRBI ni t i al Host =${ ORBhost} "
jvmarg val ue = "-Dorg. ong. CORBA. CRBI ni ti al Port =${ ORBport} "

Here ORBhost is the Application Server hostname and ORBport is the ORB port
number (default 3700).

Thisinformation can be obtained from the domai n. xm file on the remote system. For
more information on domai n. xn file, see the Sun Java System Application Server
Reference.

Run the stand-alone client. Aslong as the client environment is set appropriately and
you are using a compatible VM, you merely need to run the mai n class.

Using a Stand-Alone Client to Access a JMS
Resource

To access a JM S resource from a stand-alone client, perform the following steps:

1.
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Create aJM S client. For detailed instructions on developing a JMS client, see the 2EE
tutorial:

http://java. sun.comj2ee/ 1. 4/ docs/tutorial / doc/ JVS. ht m #wp84181

Next, configure a JM S resource on the Sun Java System Application Server. For
information on configuring JIM S resources, see “ Creating JM S Resources: Destinations
and Connection Factories’ on page 403.

Set the environment variable LD_LIBRARY_PATH. This variable should point to the
Application Server, the Sun Java System Message Queue JAR files, and shared
libraries:

LD LI BRARY _PATH=/usr/lib/ nps:/opt/ SUN\Wappserver/lib:/usr/lib

If the Application Server ison adifferent system, copy all the JAR files and shared
libraries from the / opt / SUN\Wppserver/ i b, /usr/share/lib/ing, and
/usr/1ib/ nps directoriesto the target system.
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4. Ensurethat the client JAR file includes the following files:
o aJdavaclassto access the resource

o The MANI FEST. M- file. Thisfile contains the main class, which states the
complete package prefix and classname of the Java client.

5. Copy thefollowing JAR files to the client machine and include them in the classpath
on the client side:

o appserv-rt.jar -availableatinstall_dir/lib
o j2ee.jar -availableatinstall _dir/lib
o Theclient JARfile
6. Setthevaluesfor the Java Virtua Machine startup options:

jvmarg val ue = "-Dorg. ong. CORBA. CRBI ni ti al Host =${ ORBhost} "
jvmarg val ue = "-Dorg. ong. CORBA. CRBI ni ti al Port =${ ORBport}"

Here ORBhost is the Application Server hostname and ORBport is the ORB port
number (default 3700).

This information can be obtained from the domai n. xm file. For more information on
domai n. xm file, see the Sun Java System Application Server Reference.

7. Runthe stand-alone client. Aslong asthe client environment is set appropriately and
you are using a compatible VM, you merely need to run the nai n class.

Authenticating a Stand-Alone Client

This section describes the necessary steps and procedure to create a client that accesses
secure EJBs from outside the ACC.

First, you must setup your client development environment using the following steps:

1. Setorg. ong. CORBA. CRBI ni ti al Host to the host on which the IIOP listener is
running.

env. set Property("org. ong. CORBA. CRBI ni ti al Host", "nane service
host nane") ;

2. Setorg. ong. CORBA. ORBI ni ti al Port tothe port on which the [IOP listener is
listening (usually 3700).

env. set Property("org. ong. CORBA. CRBI nitial Port", "3700");
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3. Set thefollowing property:
env. set Property("com sun. CORBA. connecti on. ORBSocket Fact ory",
"comsun.enterprise.iiop.llCOPSSLSocket Factory");

4. Set java.security.auth.login. configto
install_dir/ i b/ appclient/appclientl ogin. conf

NOTE Donot set j ava. naning. factory. initial . Thedefault INDI provider

is by default picked from the set classpath.

Next, add the following code to the client application:

1.
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Obtain a username and a password. To obtain a username and a password, you can
either write your own JAAS login callback handler or use the standard one provided
with Sun Java System Application Server

(comsun. enterprise.security.auth.login.Logi nCal | backHandl er) .

The following code lineillustrates the use of standard handler using GUI-based
authentication:

Logi nCal | backHandl er handl er = new Logi nCal | backHandl er (true);

The following code lineillustrates the use of standard handler using the text
authentication:

Logi nCal | backHandl er handl er = new Logi nCal | backHandl er (f al se);

The following code line is an example code for writing your own login callback
handler:

inport javax.security.auth. cal | back. Cal | backHandl er;

inport javax.security.auth. cal | back. Unsupport edCal | backExcept i on;
inport javax.security.auth. call back. Cal | back;

inport javax.security.auth. cal |l back. NaneCal | back;

inport javax.security.auth. cal | back. PasswordCal | back;

public class LoginCal | backHandl er inpl ements Cal | backHandl er {

private String username = "j2ee";
private String password = "j2ee";

public void handl e(Cal | back[] cal I backs) throws
Unsupport edCal | backException {
try {
for (int i =0; i <callbacks.length; i++) {
if (callbacks[i] instanceof NameCall back) {
NarmeCal | back nc = (NameCal | back) cal | backs[i];
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nc. set Nane(user nane) ;

} else if(callbacks[i] instanceof PasswordCallback) {
Passwor dCal | back pc = (PasswordCal | back) cal | backs[i];
pc. set Passwor d( passwor d. t oChar Array());

}

} catch (Exception ex) {
ex. printStackTrace();

}
}
}

2. Passaninstance of your handler to the security infrastructure using the following call:

Logi nCont ext Dri ver. dod i ent Logi n( AppCont ai ner . USERNAVE_PASSWORD,
handl er) ;

The following two imports are required for the above call:

i nport com sun. enterprise.appclient. AppCont ai ner;
inport comsun. enterprise.security.auth.Logi nContextDriver;

Configuring the ORB

This section describes how to configure the built-in ORB or athird party ORB in the
following topics:

e ORB Support Architecture
e Configuring Load-Balancing for EJB Client Applications
e Third Party ORB Support

ORB Support Architecture

CORBA client support in the Application Server involves communication between the
ORB on the client and the ORB on the server, as shown in the following figure.
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Figure 9-1 ORB Support Architecture

Sun Java System Application Server

Sun RMI/IIOP Sun

Y ou can use the ORB that is bundled as part of the Application Server, or you can use a
third-party ORB (ORBIX 2000 or ORBacus 4.1).

Configuring Load-Balancing for EJB Client
Applications

If you are using built-in Sun Java System Application Server ORB, you can configure
client-side load balancing using the Round Robin DNS approach.

To implement asimpleload balancing scheme without making source code changes to your
client, you can leverage the round robin feature of DNS. In this approach, you define a
single virtual host name representing multiple physical | P addresses on which server
instance ORBs are listening. Assuming that you configure all of the ORBsto listen on a
common |1OP port number, the client applications can use asingle host _nane: |1 CP
port during the INDI lookup. The DNS server resolves the host name to a different IP
address each time the client is executed.

Y ou can also implement client-side load balancing using the Sun Java System Application
Server-specific naming factory class S| ASCt xFact or y. You can use this class both on the
client-side and on the server-side which maintains a pool of ORB instancesin order to limit
the number of ORB instances that are created in a given process.
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The following code illustrates the use of SIASCt xFact ory class:
Properties env = new Properties();

env. set Property("java. namng.factory.initial","com sun. appserv. nam ng. SLAS
G xFactory");

env. set Property("org. ong. CORBA. CRBI ni ti al Host", "nanme service
host nane") ;

env. set Property("org. ong. CORBA. CRBInitial Port", "name service port
nurber");

Initial Context ic = new Initial Context(env);
If you set asingle URL property for the host and port above, your code would look like this:
Properties env = new Properties();

env. set Property("java. namng.factory.initial",
"com sun. appser v. nan ng. SIASC: xFact ory") ;

env. set Property("java. namng. provi der.url", "iiop://"name service
host narme: name service port nunber");

Initial Context ic = new Initial Context(env);

If you prefer, you may set the host and port values and the URL value as Java System
properties, instead of setting them in the environment as shown in the above code
illustration. The values set in your code will, however, override any System property
settings. Also, if you set both the URL and the host and port properties, the URL takes
precedence.

Note that the [ name servi ce host nane] value mentioned above could be a name that
maps to multiple |P addresses. The SIASCt xFact ory will appropriately round robin ORB
instances across al the IP addresses everytime auser callsnew I ni ti al Cont ext ()
method.

Y ou can a'so use the following property of SIASCt xFact ory classto implement client-side
load balancing:

com sun. appserv. i i op. | oadbal anci ngpol i cy=r oundr obi n, hostl: portl, host2: port2. . .

This property provides you with alist of host:port combinations to round robin the ORBs.
These host names may also map to multiple | P addresses. If you use this property along
with or g. ong. CORBA. ORBI ni ti al Host and or g. ong. CORBA. CRBI ni ti al Port as
system properties, the round robin algorithm will round robin across all the values provided.
If, however, you provide a host name and port number in your code, in the environment
object, that value will override any such system property settings.
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Third Party ORB Support

Sun Java System Application Server provides a built-in ORB to support [10P accessto the
EJBs. For information on configuring the built-in ORB for supporting CORBA clients, see
the Sun Java System Application Server Administration Guide.

You can aso install and configure athird party ORB to use ||OP with Application Server.
J2EE components (such as Servlet and EJBs) deployed to Sun Java System Application
Server can access backend CORBA objects through third party Object Request Brokers
(ORBs). This support enables J2EE applications to |everage investments in the existing
CORBA-based business components. In addition to supporting server side accessto
backend CORBA objects, you can also use the built-in ORB for RMI/I10P-based access to
EJB components from Java or C++ application clients as explained in the RMI/110P
samples.

Configuring the Orbix ORB with the Sun Java System Application Server involves the
following steps:

e Installing Orbix
e Configuring Sun Java System Application Server to Use Orbix
*  Overriding the Built-in ORB

Installing Orbix
Toinstall Orbix, perform the following steps:

»  Ensurethat you have the Orbix 2000 software available for installation.
« |nstall the software. For instructions, read the Orbix Installation Guide.

e Verify that the Orbix configuration is correct.

Configuring Sun Java System Application Server to Use Orbix

Y ou must configure the runtime environment to enable the Sun Java System Application
Server to load the Orbix ORB classes. Add the following to the classpath:

e  Orbix classes
e  OMGclasses

» Directory containing the Orbix license file
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To edit the classpath using the Administration Console:

1. Login to the Administration Console by going to the following URL in your web
browser:

htt p:// hod: port/ asadm n
For example:
http://1 ocal host ;: 4848/ asadm n
2. Gotothe Application Server page.
3. Click onthe VM Settings tab, then click on Path Settings.
4. Append the following to the Classpath Suffix text field, al on oneline:

/etclopt/ional:/opt/ionalorbix_art/1.2/classes/orbix2000.jar:/opt/ional
orbix_art/ 1. 2/cl asses/onyg. j ar

5. Click Save.

Overriding the Built-in ORB

Sun Java System Application Server relies on abuilt-in ORB to support RMI/I1OP accessto
EJB components from Java application clients. When implementing servlets and EJB
components that access backend CORBA -based applications residing outside of the
application server, you may need to override the built-in ORB classes with the ORB classes
from third party products such as Orbix 2000.

Y ou can use any of the following approaches to override the built-in ORB classes with
ORB classes from third party products:

* ORB.init() Properties Approach
e orb.properties Approach
e Providing VM Start-up Arguments

ORB.init() Properties Approach

The code illustration given below overrides the built-in ORB classes with ORB classes
from IONA’s ORBIX 2000.

Properties orbProperties = new Properties();

or bProperti es. put ("org. onrg. CORBA. ORBd ass", "com i ona. corba. art.artinpl.ORBInpl ");

or bProperti es. put ("org. omg. CORBA. ORBSi ngl et ond ass", "comiona. corba. art. artinpl.ORBSi ngl eton");
orb = CRB.init(args, orbProperties);
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The advantage of this approach is that RMI/110OP access to EJB components housed in the
application server will still be performed using the built-in ORB classes while only access
from servlets and EJB components to backend CORBA -based applications will use the
third party ORB classes. Thisis the efficient method of supporting simultaneous use of
multiple ORBsin the application server environment.

orb.properties Approach

InJava 2 1.2.1 environment, the JVM’sor b. properti es file contains property settingsto
identify the ORB implementation classes that are used by default throughout the VM. To

override the use of the built-in ORB classes, you can simply modify the or b. properti es

file to specify third party ORB classes and restart the application server.

For exampl e, to set the implementation classes to specify the Orbix 2000 classes, make the
following modification to the or b. properti es filelocated at install_dir/j dk/jre/lib/.

Before:

or g. ong. CORBA. ORBO ass=com sun. cor ba. se.internal . I nterceptors. Pl (R

or g. ong. CORBA. ORBSI ngl et ond ass=com sun. cor ba. se. i nt ernal . cor ba. CRBSi ngl et on
After:

or g. ong. CORBA. ORBO ass=com i ona. corba. art. arti npl . ORBI npl

or g. ong. CORBA. ORBSI ngl et onA ass=com i ona. corba. art. arti npl . ORBSi ngl et on

Thej avax. rm classes are used to support RMI/l11OP client access to EJB components
housed in the application server. Since these classes are not used to access backend CORBA
servers, you do not need to override these settings.

The main advantage of this approach is that it involves only one time setting for all
applications deployed to the application server. Thereis no need for each servlet and/or EJB
component that is acting as a client to a backend CORBA application to specify the ORB
implementation classes.

Providing JVM Start-up Arguments

Y ou can also specify the ORB implementation classes as server’s VM_ARGS in the
domai n. xm file.

Go to domain_dir/conf i g and edit the donai n. xni file and add these VM options as a
subelement under <j ava- conf i g> element.
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<j vm opt i ons>

- Dor g. ong. OORBA. CRBA ass=com i ona. cor ba. art. arti npl . ORBI npl
</jvmoptions>
<j vm opt i ons>

- Dor g. ong. OCORBA. CRBSI ngl et ond ass=com i ona. corba. art.arti npl . CRBSi ngl et on
</jvm options>

This approach gives the benefit of specifying the ORB implementation classes only once,
but the main advantage when compared to changing the or b. properti es file isthat, the
changes made to server’s configuration file are specific to server instance and are applicable
to all the applications running on a particular instance only.
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Developing Lifecycle Listeners

Lifecycle listener modules provide a means of running short or long duration Java-based
tasks within the application server environment, such as instantiation of singletons or RM|I
servers. These modules are automatically initiated at server startup and are notified at
various phases of the server life cycle.

The following sections describe how to create and use a lifecycle module:

Server Life Cycle Events

The LifecycleL istener Interface

The LifecycleEvent Class

The Server Lifecycle Event Context
Assembling and Deploying a Lifecycle Module

Considerations for Lifecycle Modules

Server Life Cycle Events

A lifecycle module listens for and performsits tasks in response to the following eventsin
the server life cycle:

During the | NI T_EVENT, the server reads the configuration, initializes built-in
subsystems (such as security and logging services), and creates the containers.

During the STARTUP_EVENT, the server loads and initializes deployed applications.
During the READY_EVENT, the server is ready to service requests.
During the SHUTDOM_EVENT, the server destroys loaded applications and stops.
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e During the TERM NATI ON_EVENT, the server closes the containers, the built-in
subsystems, and the server runtime environment.

These events are defined in the Li f ecycl eEvent class.

The lifecycle modules that listen for these events implement the Li f ecycl eLi st ener
interface and are configured in the domai n. xm file.

The LifecycleListener Interface

To create alifecycle module is to configure a customized class that implements the
com sun. appserv. server. Li fecycl eLi st ener interface. You can create and
simultaneously execute multiple lifecycle modules.

ThelLi f ecycl eLi st ener interface defines this method:

e public void handl eEvent (com sun. appserv. server. Li f ecycl eEvent
event) throws Serverlifecycl eException

This method respondsto alifecycle event and throws a
com sun. appserv. server. Server Li f ecycl eExcepti on if an error occurs.

A sample implementation of the Li f ecycl eLi st ener interface isthe
Li f ecycl eLi st ener | npl . j ava file, which you can use for testing lifecycle events:

package com sun. appser V. server;

inport java.util.Properties;

/**

* LifecycleListenerinpl is a dummy inplenentation for the Lifecyclelistener
* interface. This inpl ementai on stubs out various lifecycle interface methods.

*/

public class LifecycleListenerlnpl inplenents LifecycleListener {

/** receive a server lifecycle event

*

*

*

*

EE

@ar am event associ ated event
@hrows <code>Server Li f ecycl eExcept i on</ code> for exceptional condition.

Configure this module as a |ifecycl e-modul e in domain. xm :

<appl i cati ons>
<lifecycl e-modul e name="t est"
cl ass- name="com sun. appserv. server. Li f ecycl eLi st ener | npl "
is-failure-fatal ="fal se">
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* <property nane="foo" val ue="fooval "/>

* </lifecycl e- nodul e>

* </applications>

*

*  Set<code>i s-failure-fatal </code> n domai n. xmi to <code>true</code> for
* fatal conditions.

*/

public void handl eEvent (Li fecycl eEvent event) throws ServerlLifecycl eException

{

Li f ecycl eEvent Cont ext context = event. getLifecycl eEvent Context();

n "

context.log("got event" + event.getEvent Type() + " event data:

+ event.getData());
Properties props;

if (LifecycleEvent. | NIT_EVENT == event. get Event Type()) {
context.log("LifecycleListener: INT_EVENT");

props = (Properties) event.getData();

/1 handle I|NIT_EVENT
return;

}

i f (Lifecycl eEvent. STARTUP_EVENT == event. get Event Type()) {
context.log("LifecycleListener: STARTUP_EVENT");

/1 handl e STARTUP_EVENT
return;

}

if (Lifecycl eEvent. READY EVENT == event. get Event Type()) {
context.log("LifecycleLi stener: READY EVENT");

/1 handl e READY_ EVENT
return;

}

i f (Lifecycl eEvent. SHUTDOANN EVENT== event. get Event Type()) {
context.log("LifecycleListener: SHUTDOM EVENT");

/1 handl e SHUTDOM EVENT
return;
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}

if (Lifecycl eEvent. TERM NATI ON_EVENT == event. get Event Type()) {
context.log("LifecycleListener: TERM NATE_EVENT");

/1 handl e TERM NATI ON_EVENT
return;

The LifecycleEvent Class

The com sun. appserv. server. Li f ecycl eEvent class defines aserver life cycle event.
The following methods are associated with the event:

* public java.lang. Chject getData()
This method returns the data associated with the event.
* public int getEventType()

This method returns the event type, which is| NI T_EVENT, STARTUP_EVENT,
READY_EVENT, SHUTDOMN_EVENT, or TERM NATI ON_EVENT.

* public com sun. appserv. server. Li f ecycl eEvent Cont ext
get Li f ecycl eEvent Cont ext ()

This method returns the lifecycle event context, described next.

A Li f ecycl eEvent instanceispassedtothelLi f ecycl eLi st ener . handl eEvent method.

The Server Lifecycle Event Context

The com sun. appserv. server. Li f ecycl eEvent Cont ext interface exposes runtime
information about the server. The lifecycle event context is created when the

Li fecycl eEvent classisinstantiated at server initialization. The

Li f ecycl eEvent Cont ext interface defines these methods:

* public java.lang. String[] getCOmlLi neArgs()
This method returns the server startup command-line arguments.

* public java.lang. String getlnstall Root ()
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This method returns the server installation root directory.
* public java.lang. String getlnstanceNamne()
This method returns the server instance name.
* public javax.namng.Initial Context getlnitial Context()

This method returns the initial INDI naming context. The naming environment for
lifecycle modulesisinstalled during the STARTUP_EVENT. A lifecycle module can ook
up any resource defined in the domai n. xni file by itsj ndi - name attribute after the
STARTUP_EVENT is complete.

NOTE To avoid collisions with names of other enterprise resourcesin JNDI, and
to avoid portability problems, all namesin a Sun Java System Application
Server lifecycle module should begin with the string j ava: conp/ env.

If alifecycle module needs to look up resources, it can do so in the READY EVENT. It
canusetheget I nitial Cont ext () method to get theinitial context to which all the
resources are bound.

* public void log(java.lang. String nmessage)

This method writes the specified message to the server log file. The message
parameter is a String specifying the text to be written to the log file.

e public void log(java.lang. String nmessage, java.lang. Throwabl e
t hr onabl e)

This method writes an explanatory message and a stack trace for a given Thr owabl e
exception to the server log file. The nessage parameter is a String that describes the
error or exception. Thet hr owabl e parameter isthe Thr owabl e error or exception.

Assembling and Deploying a Lifecycle Module

Y ou assemble alifecycle module as described in “ Assembling a Lifecycle Module” on
page 98. Y ou deploy alifecycle module as described in “ Deploying aLifecycle Module” on
page 111.

During lifecycle module deployment, al i f ecycl e- nodul e element is created in the
domai n. xm file. You can edit thisfile to change its configuration. The pr operty
subelement allows you to specify input parameters. For example:
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<li fecycl e-nmodul e name="cust ontt ar t up"
enabl ed="t rue"
cl ass- name="com acne. Cust onBt ar t up”
cl asspat h="/ apps/ cust ontt ar t up"
| oad- or der =" 200"
is-failure-fatal ="true">
<description>customstartup modul e to do ny tasks</description>
<property nane="rni Server" val ue="acnel: 7070" />
<property nane="timeout" val ue="30" />
</lifecycl e-nodul e>

Notethat if i s-fail ure-fatal issettotrue (thedefaultisf al se), lifecycle module
failure prevents server initialization or startup, but not shutdown or termination.

For more information about the domai n. xn file, see the Sun Java System Application
Server Reference.

After you deploy alifecycle module, you must restart the server to activate it. The server
instantiates it and registersit asalifecycle event listener at server initialization.

Considerations for Lifecycle Modules
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The resources allocated during initialization or startup should be freed during shutdown or
termination. The lifecycle module classes are called synchronously from the main server
thread, therefore it isimportant to ensure that these classes don’t block the server. Lifecycle
modules may create threads if appropriate, but these threads must be stopped in the
shutdown and termination phases.

The LifeCycleModule Classloader is the parent classloader for lifecycle modules. Each
lifecycle module'scl asspat h in domai n. xm isused to construct its classloader. All the
support classes needed by alifecycle module must be available to the LifeCycleModule
Classloader or its parent, the Connector Classloader.

Y ou must ensure that the ser ver . pol i cy fileis appropriately set up, or alifecycle module
trying to perform a Syst em exec() may cause a security access violation. For details, see
“The server.policy File’ on page 60.

The configured properties for alifecycle module are passed as propertiesin the

I Nl T_EVENT. The JINDI naming context is not availableinthe | NI T_EVENT. If alifecycle
modul e requires the naming context, it can get this in the STARTUP_EVENT, READY_EVENT,
or SHUTDOAN_EVENT.
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Chapter 11

Using the JDBC API for Database
Access

This chapter describes how to use the Java™ Database Connectivity (JDBC™) API for
database access with the Sun Java™ System Application Server. This chapter also provides
high level JDBC implementation instructions for servlets and EJB™ components using the
Sun Java System Application Server. The Sun Java System Application Server supports the
JDBC 3.0 API, which encompasses the JIDBC 2.0 Optional Package API.

»  General Stepsfor Creating a JDBC Resource
e Configurations for Specific JDBC Drivers

e Creating Applications That Use the JDBC API
The JDBC specifications are available here:

http://java. sun. com product s/ j dbc/ downl oad. ht m
A useful JDBC tutorial islocated here:

http://java. sun. com docs/ books/tutorial /jdbc/index. ht m

For explanations of two-tier and three-tier database access models, see the Sun Java System
Application Server Administration Guide.

NOTE Sun Java System Application Server does not support connection pooling
or transactions for an application’s database access if it does not use
standard J2EE™ Dat aSour ce objects.
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To prepare a JDBC resource for use in J2EE applications deployed to the Sun Java System
Application Server, perform the following tasks:

* Integrating the JDBC Driver
e Creating a Connection Pool
e Testing a Connection Pool

»  Creating aJDBC Resource

For information about how to configure some specific JDBC drivers, see “ Configurations
for Specific JDBC Drivers’ on page 364.

Integrating the JDBC Driver

To use JDBC features, you must choose a JDBC driver to work with the Sun Java System
Application Server, then you must set up the driver. This section covers these topics:

e Supported Database Drivers
» Making the JDBC Driver JAR Files Accessible

Supported Database Drivers

Supported JDBC drivers are those that have been fully tested by Sun. For alist of the JDBC
drivers currently supported by the Sun Java System Application Server, see the Sun Java
System Application Server Platform Edition 8 Release Notes.

For configurations of supported and other drivers, see “Configurations for Specific JDBC
Drivers’ on page 364.

NOTE Because the drivers and databases supported by the Sun Java System
Application Server are constantly being updated, and because database
vendors continue to upgrade their products, always check with Sun
technical support for the latest database support information.
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Making the JDBC Driver JAR Files Accessible

To integrate the JDBC driver into a Sun Java System Application Server domain, copy the
JAR filesinto the domain_dir/ I i b/ ext directory, then restart the server. This makes
classes accessible to any application or module across the domain. For more information
about Sun Java System Application Server classloaders, see “ Classloaders’ on page 85.

Creating a Connection Pool

When you create a connection pool that uses JDBC technology (“JDBC connection pool™)
in the Sun Java System Application Server, you can define many of the characteristics of
your database connections.

Y ou can create a connection pool in one of these ways.
e Using the Administration Console
e Using the Command Line Interface

The “Using the Administration Console” section describes each connection pool setting.
The “Using the Command Line Interface” section merely lists syntax and default values.

For additional information about connection pools, including connection pool monitoring,
see the Sun Java System Application Server Administration Guide.

Using the Administration Console
To create a JDBC connection pool using the Administration Console, perform these tasks:

1. Login to the Administration Console by going to the following URL in your web
browser:

htt p: // hod: port/ asadm n
For example:
http://1 ocal host: 4848/ asadmi n
2. Open the JDBC component.
3. Click Connection Poals.
4. Click the New button.
5. Enter the following information:

o Name (required) - Enter a name (or ID) for the connection poal.
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o Resource Type - Select the IDBC driver's DataSource interface name if the
DataSource class implements more than one DataSource type (Dat aSour ce,
XADat aSour ce, or Connect i onPool Dat aSour ce). Leave blank if the class
implements only oneinterface.

o Database Vendor - Select the database vendor from the drop-down list.

6. Click the Next button.

7. Enter the following information:

v Datasource Classname (required) - Enter the vendor-supplied Dat aSour ce class

name.

8. Click the Next button.

9. Enter atext Description if desired.

10. You can change the pool settings listed in the following table.

Table 11-1  Pool Settings

Description

Setting Default
Steady Pool Size 8

Max Pool Size 32
Pool Resize Quantity 2

Idle Timeout (secs) 300
Max Wait Time 60000

Specifies the initial and minimum number of connections
maintained in the pool.

Specifies the maximum number of connections that can be
created to satisfy client requests.

Specifies the number of connections to be destroyed if the
existing number of connections is above the Steady Pool
Size (subject to the Max Pool Size limit). This is enforced
periodically at the Idle Timeout interval. An idle connection
is one that has not been used for a period specified by Idle
Timeout.

Specifies the minimum time that a connection can remain
idle in the free pool. After this amount of time, the pool can
close this connection.

Specifies the amount of time, in milliseconds, that the
caller is willing to wait to acquire a connection. If 0, the
caller is blocked indefinitely until a resource is available or
an error occurs.

11. You can change the connection validation settings listed in the following table. All of

these settings are optional.
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Table 11-2 Connection Validation Settings

Setting Default

Description

Connection Validation ~ Unchecked
Required

connectionPool aut o- conmmi t
Validation Method

Table Name none

On Any Failure Close  Unchecked
All Connections

Specifies whether connections have to be validated before being given to
the application. If a resource’s validation fails, it is destroyed, and a new
resource is created and returned.

Specifies the method used to validate connections if Connection
Validation Required is selected. Legal values are as follows:

¢ auto-conmit (default), which uses
Connect i on. set Aut oCommi t ()

¢ et a- dat a, which uses Connecti on. get Met aDat a()

« tabl e, which performs a query on the table specified in the Table
Name setting

Specifies the table name to be used to perform a query to validate a
connection. This setting is mandatory if and only if the Validation Method
issettotabl e.

If checked, closes all connections in the pool if a single validation check
fails. Recovery of a minimum number of connections (specified by the
Steady Pool Size setting) is attempted.

This setting is mandatory if and only if Connection Validation Required is
checked. If Connection Validation Required is unchecked, this setting is
ignored.

12. You can change the transaction isolation settings listed in the following table. All of
these settings are optional.

Table 11-3 Transaction Isolation Settings

Setting Default

Description

Transaction Isolation default JDBC
driver isolation
level

Isolation Level Checked
Guaranteed

Specifies the transaction isolation level on the pooled database
connections. Allowed values are r ead- unconmi t t ed,

read- conmi tted, repeat abl e-read, or seri al i zabl e. Not all
databases support all these values.

Applications that change the isolation level on a pooled connection
programmatically risk polluting the pool, which can lead to errors. See
Guarantee Isolation Level for more details.

Applicable only when the Transaction Isolation level is explicitly set. If
checked, every connection obtained from the pool is guaranteed to have
the desired isolation level. This may impact performance on some JDBC
drivers. You can uncheck this setting if you are certain that the hosted
applications do not return connections with altered isolation levels.
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13. To add aproperty, click the Add Property button and enter the property name and
value. To delete properties, check the properties you want to delete, then click the
Delete Properties button.

Specify values for any properties your JDBC driver requires. The following table lists
some standard and commonly used properties. For information about the specific
properties your database requires, see your database vendor’ s documentation.

Table 11-4 Common Connection Pool Properties

Property Description

User Specifies the user name for this connection pool.

Passwor d Specifies the password for this connection pool.

dat abaseNane Specifies the database for this connection pool.

server Nane Specifies the database server for this connection pool.

port Specifies the port on which the database server listens for requests.
net wor kPr ot ocol Specifies the communication protocol.

r ol eNane Specifies the initial SQL role name.

dat asour ceNane Specifies an underlying XADat aSour ce, or a

Connect i onPool Dat aSour ce if connection pooling is done.

description Specifies a text description.

14. Click the Finish button.

Using the Command Line Interface

To create a JDBC connection pool using the command line, use the asadmi n
cr eat e-j dbc- connect i on- pool command. The syntax is as follows, with defaults
shown for optional parameters that have them:

asadni n create-jdbc-connection-pool --user user --datasourcecl assnane

cass name [--restype javax.sql.DataSource] [--steadypool size=8]

[ - - maxpool si ze=32] [-- maxwai t =60000] [--pool resize=2] [--idl etimeout=300]
--isolationlevel islation levd] [--isisolationguaranteed=true]
--isconnectval i dat ereq=fal se] [--validationnethod=aut o-conmit]

-val idationtabl e table namg] [--failconnection=fal se] [--description tex]
-property (name=value) [ : name=valug] *] connection pool_id

[
[
[
[
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For more information about the parameters specific to asadm n

cr eat e-j dbc- connect i on- pool , see “Using the Administration Console” on page 357.
For more information about the optional general asadni n parameters (- - passwor d,
--passwordfile,--host,--port,--secure,--terse,--echo,and--interactive),
see the Sun Java System Application Server Administration Guide.

For example:

asadnmi n create-jdbc-connection-pool --user joeuser --datasourceclassnane
oracl e.j dbc. pool . Oracl eDat aSour ce --fail connecti on=true

--isconnectval i datereq=true --property

url =jdbc\\:oracl e\\:thin\\: @uyhost\\:1521\\: V8i : user =st agi ng_| ookup_app: pa
sswor d=st agi ng_| ookup_app O acl ePool | ookup

Note that the colon characters (: ) within property values must be escaped with double
backdlashes (\\ ) on Solaris™ platforms as shown, because otherwise they areinterpreted as
property delimiters. On Windows platforms, colon characters (: ) must be escaped with
single backslashes (\ ). For details about using escape characters, see the Sun Java System
Application Server Administration Guide.

To delete a IDBC connection pool, use the following command:

asadnmi n del et e-j dbc- connecti on-pool --user user [--cascade=fal se]
connection_pool_id

For example:

asadni n del et e-j dbc- connecti on-pool --user joeuser O aclePool | ookup
To list IDBC connection pools, use the following command:

asadm n |ist-jdbc-connection-pools --user user [ config namel

For example:

asadm n |ist-jdbc-connection-pool s --user joeuser

Testing a Connection Pool

To test aJDBC connection pool for usability, use the following command:
asadnmi n pi ng- connecti on-pool --user user connection pool_id

For more information about the optional general asadni n parameters (- - passwor d,
--passwordfile,--host,--port,--secure,--terse,--echo,and--interactive),
see the Sun Java System Application Server Administration Guide.

For example:

asadnmi n pi ng- connecti on-pool --user joeuser O acl ePool | ookup
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This command fails and displays an error message unless it successfully connectsto the
connection pool.

Creating a JDBC Resource

A JDBC resource, also called a data source, lets you make connections to a database using
get Connect i on() . Create a JDBC resource in one of these ways:

e Using the Administration Console
e Using the Command Line Interface

The “Using the Administration Console” section describes each JDBC resource setting. The
“Using the Command Line Interface” section merely lists syntax and default val ues.

For general information about JDBC resources, see the Sun Java System Application Server
Administration Guide.

Using the Administration Console
To create a JDBC resource using the Administration Console, perform these tasks:

1. Login to the Administration Console by going to the following URL in your web
browser:

htt p: // hogt: port/ asadm n
For example:
http://1 ocal host: 4848/ asadmi n
2. Open the JDBC component.
3. Click JDBC Resources.
4. Click the New button.
5. Enter the following information:

o JNDI Name (required) - Enter the INDI name that application components must
use to access the JDBC resource.

o Pool Name (required) - Select from thelist the name (or 1D) of the connection pool
used by this JDBC resource. For more information, see “ Creating a Connection
Pool” on page 357.

o Description (optional) - You can enter atext description of the JIDBC resource.
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o Status- Check the Enabled box to enable the JDBC resource.

If aJDBC resource is disabled, no application component can connect to it, but its
configuration remains in the domain.

6. Click the OK button.

Using the Command Line Interface

To create a JDBC resource using the command line, use the asadni n
cr eat e-j dbc- r esour ce command. The syntax is as follows, with defaults shown for
optional parameters that have them:

asadm n create-jdbc-resource --user usx --connectionpoolid connection pool_id
[--enabl ed=true] [--description ted] [--property (name=value)][: name=valug] *]
jndi_name

For more information about the parameters specific to asadm n creat e- j dbc-r esour ce,
see “Using the Administration Consol€” on page 362.

For more information about the optional general asadni n parameters (- - passwor d,
--passwordfile,--host,--port,--secure,--terse,--echo,and--interactive),
see the Sun Java System Application Server Administration Guide.

For example:

asadnmin create-jdbc-resource --user joeuser --connectionpoolid
O acl ePool | ookup O acl eDSl ookup

To delete a JDBC resource, use the following command:

asadnin del ete-j dbc-resource --user user jndi_name

For example:

asadnmin del ete-jdbc-resource --user joeuser O acl eDSl ookup
To list IDBC resources, use the following command:

asadnmin |ist-jdbc-resources --user user [ config_namel

For example:

asadnmin |ist-jdbc-resources --user joeuser
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Configurations for Specific JDBC Drivers

Sun Java System Application Server Platform Edition 8 is designed to support connectivity
to any database management system with a corresponding JDBC driver. The following
JDBC driver and database combinations are supported. These combinations have been
tested with Sun Java System Application Server Platform Edition 8 and are found to be
J2EE compatible. They are also supported for CMP.

e PointBase Type4 Driver

« IBM DB2 8.1 Type2 Driver

* Inet Oraxo JDBC Driver for Oracle 8.1.7 and 9.x Databases

e Inet MerliaJDBC Driver for Microsoft SQL Server Databases
* Inet Sybelux JDBC Driver for Sybase Databases

For an up to date list of currently supported JDBC drivers, see the Sun Java System
Application Server Platform Edition 8 Release Notes.

Other JDBC drivers can be used with Sun Java System Application Server Platform Edition
8, but J2EE compliance tests have not been completed with these drivers. Although Sun
offers no product support for these drivers, Sun offers limited support of the use of these
drivers with the Sun Java System Application Server.

» DataDirect Connect JDBC3.0/ Type4 Driver for IBM DB2 Databases

e Oracle Thin/Type4 Driver for Oracle 8.1.7 and 9.x Databases

* OCI Oracle Type2 Driver for Oracle 8.1.7 and 9.x Databases

» DataDirect Connect JDBC3.0/ Type4 Driver for Oracle 8.1.7 and 9.x Databases
» DataDirect Connect JDBC3.0/ Type4 Driver for Microsoft SQL Server Databases
e Sybase JConnect/Typed Driver

e DataDirect Connect JDBC3.0/ Type4 Driver for Sybase Databases

» DataDirect Connect JDBC3.0/ Type4 Driver for Informix Databases

* IBM Informix Typed4 Driver

* MM MySQL Type4 Driver

» CloudScape 5.1 Type4 Driver

For details about how to integrate a JDBC driver and how to use the Administration
Console or the command line interface to implement the configuration, see “ General Steps
for Creating a JDBC Resource” on page 356.
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NOTE An Oracle database user running the capt ur e- schenma command needs
ANALYZE ANY TABLE privilegesif that user does not own the schema.
These privileges are granted to the user by the database administrator. For
information about capt ur e- schema, see “Using the capture-schema
Utility” on page 316.

PointBase Type4 Driver

The PointBase JDBC driver isincluded with the Sun Java System Application Server by
default, except for the Solaris bundled installation, which does not include PointBase.
Therefore, unless you have the Solaris bundled installation, you do not need to integrate this
JDBC driver with the Sun Java System Application Server. Thisdriver is verified 2EE
compatible and supported.

The JAR file for the PointBase driver ispbcl i ent . j ar.
Configure the connection pool using the following settings:
e Name: You will use this name when you configure the JDBC resource | ater.
» Resource Type: Specify the appropriate value.
» Database Vendor: Poi nt Base
» Datasource Classname: one of the following:
com poi nt base. j dbc. j dbcDat aSour ce
com poi nt base. xa. xaDat aSour ce
* Properties:
o user - Specify the database user.
o password - Specify the database password.
o dat abaseNane - Specify the URL of the database. The syntax is as follows:

j dbc: poi nt base: server: /[ server: port/ doname, new
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IBM DB2 8.1 Type2 Driver

Thisdriver isverified J2EE compatible and supported. The JAR filesfor the DB2 driver are
db2j cc.jar,db2jcc_license_cu.jar, and db2j ava. zi p. Set environment variables as
follows:

LD LI BRARY_PATH=/ usr/db2user/sqllib/lib:${j 2ee. home}/lib
DB2DI R=/ opt / | BM db2/ V8. 1
DB2I NSTANCE=db2user
| NSTHOVE=/ usr / db2user
W\BPATH=/ usr / db2user/sql li b
THREADS FLAG=nati ve
Configure the connection pool using the following settings:
* Name: You will use this name when you configure the JDBC resource | ater.
» Resource Type: Specify the appropriate value.
» Database Vendor: DB2
e Datasource Classname: com i bm db2. j cc. DB2Si npl eDat aSour ce
e Properties:
o user - Set asappropriate.
o password - Set as appropriate.
o dat abaseNane - Set as appropriate.
o driverType - Setto 2.

o deferPrepares - Settofal se.

Inet Oraxo JDBC Driver for Oracle 8.1.7 and 9.x
Databases

This driver is verified J2EE compatible and supported. The JAR file for the Inet Oracle
driver isQ anxo. j ar . Configure the connection pool using the following settings:

e Name: You will use this name when you configure the JDBC resource later.

» Resource Type: Specify the appropriate value.
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Database Vendor: Oracl e
Datasour ce Classname: com i net . or a. Or aDat aSour ce

Properties:

user - Specify the database user.

passwor d - Specify the database password.

servi ceNane - Specify the URL of the database. The syntax is asfollows:
jdbc: i net ora: server: port: doname

For example:

jdbc:inetora:local host: 1521: payrol | db

In this example,l ocal host isthe host name of the machine running the Oracle
server, 1521 isthe Oracle server’s port number, and payr ol | db isthe SID of the
database. For more information about the syntax of the database URL, see the
Oracle documentation.

server Nane - Specify the host name or |1P address of the database server.
port - Specify the port number of the database server.

st reanst ol ob - If the size of BLOB or CLOB datatypes exceeds 4 KB and this
driver isused for CMP, this property must be settot r ue.

xa-dri ver - does- not - support - non-t x- oper ati ons - Set to thevaluetr ue.
Optional: only needed if both non-XA and XA connections are retrieved from the
same connection pool. May degrade performance.

As an dternative to setting this property, you can create two connection pools, one
for non-XA connections and one for XA connections.

Inet Merlia JDBC Driver for Microsoft SQL
Server Databases

Thisdriver is verified J2EE compatible and supported. The JAR file for the Inet Microsoft
SQL Server driverisher | i a. j ar . Configure the connection pool using the following

settings:

* Name: You will use this name when you configure the JDBC resource | ater.

» Resource Type: Specify the appropriate value.

» Database Vendor: nssql
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» Datasource Classname: com i net . t ds. TdsDat aSour ce
* Properties:

o server Nane - Specify the host name or IP address and the port of the database
server.

o port - Specify the port number of the database server.
o user - Set asappropriate.
o password - Set as appropriate.

Inet Sybelux JDBC Driver for Sybase Databases

Thisdriver is verified J2EE compatible and supported. The JAR file for the Inet Sybase
driver is Sybel ux. j ar . Configure the connection pool using the following settings:

* Name: You will use this name when you configure the JDBC resource | ater.
» Resource Type: Specify the appropriate value.
e Database Vendor: Sybase
» Datasource Classname: com i net . syb. SybDat aSour ce
* Properties:
o server Nane - Specify the host name or IP address of the database server.
o port Nunber - Specify the port number of the database server.
o user - Set asappropriate.
o password - Set as appropriate.

o dat abaseNane - Set as appropriate. Do not specify the complete URL, only the
database name.
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Data Direct Connect JDBC3.0/ Type4 Driver for
IBM DB2 Databases

Thisdriver isnot verified J2EE compatible and not fully supported. Configure the
connection pool using the following settings:

Name: Y ou will use this name when you configure the JIDBC resource | ater.
Resour ce Type: Specify the appropriate value.

Database Vendor: DB2

Datasour ce Classname: com ddt ek. j dbcx. db2. DB2Dat aSour ce
Properties:

o server Nane - Specify the host name or IP address of the database server.
o port Nunber - Specify the port number of the database server.

o user - Set asappropriate.

o password - Set as appropriate.

Oracle Thin/Type4 Driver for Oracle 8.1.7 and
9.x Databases

Thisdriver isnot verified J2EE compatible and not fully supported. The JAR file for the
Oracle driver isoj dbc14. j ar . Configure the connection pool using the following settings:

Name: Y ou will use this name when you configure the JIDBC resource | ater.
Resour ce Type: Specify the appropriate value.

Database Vendor: O acl e

Datasour ce Classname: one of the following:

oracl e. j dbc. pool . O acl eDat aSour ce

oracl e. jdbc. xa. cli ent. Qracl eXADat aSour ce

Properties:

o user - Set asappropriate.

o password - Set as appropriate.
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o URL - Specify the complete database URL using the following syntax:
jdbc: oracl e: t hin: [ user/ password] @/ hogf : port] / service
For example:
jdbc:oracle:thin: @/1ocal host: 1521: cust oner _db

o Xa-driver-does-not-support-non-tx-operations - Settothevauetrue.
Optional: only needed if both non-XA and XA connections are retrieved from the
same connection pool. May degrade performance.

Asan aternative to setting this property, you can create two connection pools, one
for non-XA connections and one for XA connections.

NOTE Y ou must set the or acl e- xa- r ecover y- wor kar ound property in the
Transaction Service for recovery of global transactions to work correctly.
For details, see Chapter 12, “Using the Transaction Service.”

When using this driver, it is not possible to insert more than 2000 bytes of
datainto a column. To circumvent this problem, use the OCI driver (JDBC

type 2).

OCI Oracle Type2 Driver for Oracle 8.1.7 and 9.x
Databases

Thisdriver isnot verified J2EE compatible and not fully supported. The JAR file for the
OCI Oracle driver isoj dbc14. j ar . Make sure that the shared library is available through
LD _LIBRARY_PATH and that the ORACLE_HOME property is set. Configure the
connection pool using the following settings:

* Name: You will use this name when you configure the JDBC resource | ater.
» Resource Type: Specify the appropriate value.
+ DatabaseVendor: O acl e
» Datasource Classname: one of the following:
oracl e.j dbc. pool . O acl eDat aSour ce
oracl e.jdbc. xa. client. O acl eXADat aSour ce
e Properties:

o user - Set asappropriate.
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passwor d - Set as appropriate.

URL - Specify the complete database URL using the following syntax:
jdbc: oracl e: oci : [ user/ password] @/ hodt[ : port] / service

For example:

jdbc: oracl e: oci: @/ ocal host : 1521: cust oner _db

xa- dri ver - does- not - support - non-t x- operati ons - Setto thevaluetr ue.
Optional: only needed if both non-XA and XA connections are retrieved from the
same connection pool. May degrade performance.

Asan dternative to setting this property, you can create two connection pools, one
for non-XA connections and one for XA connections.

Data Direct Connect JDBC3.0/ Type4 Driver for
Oracle 8.1.7 and 9.x Databases

Thisdriver isnot verified J2EE compatible and not fully supported. The JAR files for the
Oracledriver arebase. jar,oracle.jar,andutil .| ar. Configure the connection pool
using the following settings:

Name: Y ou will use this name when you configure the JIDBC resource | ater.

Resour ce Type: Specify the appropriate value.

Database Vendor: O acl e

Datasour ce Classname: com ddt ek. j dbcx. or acl e. Or acl eDat aSour ce

Properties:

[n}

u]

u]

server Nane - Specify the host name or |P address of the database server.
por t Nunber - Specify the port number of the database server.

user - Set as appropriate.

passwor d - Set as appropriate.

Sl D- Set as appropriate.
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Data Direct Connect JDBC3.0/ Type4 Driver for
Microsoft SQL Server Databases

Thisdriver isnot verified J2EE compatible and not fully supported. The JAR files for the
Microsoft SQL Server driver areutil .jar, sql server.jar, andbase. j ar. Configure
the connection pool using the following settings:

* Name: You will use this name when you configure the JDBC resource | ater.

» Resource Type: Specify the appropriate value.

» Database Vendor: nssql

» Datasource Classname: com ddt ek. j dbcx. sql server. SQLSer ver Dat aSour ce
* Properties:

o server Nane - Specify the host name or IP address and the port of the database
server.

o user - Set asappropriate.
o password - Set as appropriate.

o sel ect Met hod - Set to cur sor.

Sybase JConnect/Type4 Driver

Thisdriver isnot verified J2EE compatible and not fully supported. The JAR file for the
Sybase driver isj conn2. j ar . Configure the connection pool using the following settings:

e Name: You will use this name when you configure the JDBC resource | ater.
» Resource Type: Specify the appropriate value.
» Database Vendor: Sybase
» Datasource Classname: one of the following:
com sybase. j dbc2. j dbc. SybDat aSour ce
com sybase. j dbc2. j dbc. SybXADat aSour ce
* Properties:
o server Nane - Specify the host name or IP address of the database server.

o port Nunber - Specify the port number of the database server.
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user - Set as appropriate.
passwor d - Set as appropriate.

dat abaseNane - Set as appropriate. Do not specify the complete URL, only the
database name.

BE_AS_JDBC COMPLI ANT_AS_PCSSI BLE - Settot r ue.
FAKE_METADATA - Settot r ue.

Data Direct Connect JDBC3.0/ Type4 Driver for
Sybase Databases

Thisdriver isnot verified J2EE compatible and not fully supported. Configure the
connection pool using the following settings:

Name: Y ou will use this name when you configure the JIDBC resource | ater.

Resour ce Type: Specify the appropriate value.

Database Vendor: Sybase

Datasour ce Classname: com ddt ek. j dbcx. sybase. SybaseDat aSour ce

Properties:

u]

u]

u]

[n}

[n}

server Nane - Specify the host name or IP address of the database server.
por t Nunber - Specify the port number of the database server.

user - Set as appropriate.

passwor d - Set as appropriate.

dat abaseNane - Set as appropriate. Thisis optional.

Data Direct Connect JDBC3.0/ Type4 Driver for
Informix Databases

Thisdriver isnot verified J2EE compatible and not fully supported. Configure the
connection pool using the following settings:

Name: Y ou will use this name when you configure the JIDBC resource | ater.

Resour ce Type: Specify the appropriate value.
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Database Vendor: | nf or m x

Datasour ce Classname: com ddt ek. j dbcx. i nf or m x. | nf or mi xDat aSour ce
Properties:

o server Nane - Specify the host name or IP address of the database server.

o port Nunber - Specify the port number of the database server.

o user - Set asappropriate.

o password - Set as appropriate.

o Inform xServer - Set as appropriate.

IBM Informix Type4 Driver

Thisdriver isnot verified J2EE compatible and not fully supported. Configure the
connection pool using the following settings:
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Name: Y ou will use this name when you configure the JIDBC resource | ater.
Resour ce Type: Specify the appropriate value.

Database Vendor: | nf or mi x

Datasour ce Classname: one of the following:

com i nformix. jdbcx. | f xDat aSour ce

com i nform x. jdbcx. | f xXADat aSour ce

Properties:

o server Nane - Specify the Informix database server name.

o port Nunber - Specify the port number of the database server.

o user - Set asappropriate.

o password - Set as appropriate.

o dat abaseNane - Set as appropriate. Thisis optional.

o 1fxI FXHost - Specify the host name or IP address of the database server.
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MM MySQL Type4 Driver

Thisdriver isnot verified J2EE compatible and not fully supported. Configure the
connection pool using the following settings:

Name: Y ou will use this name when you configure the JIDBC resource | ater.
Resour ce Type: Specify the appropriate value.

Database Vendor: nysq|

Datasour ce Classname: one of the following:

comnysql . j dbc. j dbc2. optional . Mysql Connect i onPool Dat aSour ce
comnysql . j dbc. j dbc2. optional . Mysgl XaConnect i onPool Dat aSour ce
Properties:

o server Nane - Specify the host name or IP address of the database server.
o port - Specify the port number of the database server.

o user - Set asappropriate.

o password - Set as appropriate.

o dat abaseNane - Set as appropriate.

o UWRL - If you are using global transactions, you can set this property instead of
server Nane, port, and dat abaseName. The MM MySQL Type4 driver does not
provide a method to set the required r el axAut oConmi t property, So you must set
it indirectly by setting the URL property asin:

jdbc: nysql : // hogt: port/ database?r el axAut oCommi t ="t r ue"

CloudScape 5.1 Type4 Driver

Thisdriver isnot verified J2EE compatible and not fully supported. The JAR files for the
CloudScape driver aredb?j . j ar, db2j tool s.j ar,db2j cview jar,jh.jar,

db2j cc. j ar, and db2j net . j ar . Configure the connection pool using the following
settings:

Name: Y ou will use this name when you configure the JIDBC resource | ater.
Resour ce Type: Specify the appropriate value.
Database Vendor: d oudscape

Datasour ce Classname: com i bm db2. j cc. DB2Dat aSour ce
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e Properties:
o user - Set asappropriate.
o password - Set as appropriate.
o dat abaseNane - Set as appropriate.

Creating Applications That Use the JDBC API

376

An application that uses the JDBC API is an application that looks up and connectsto one
or more databases. This section covers these topics:

*  Sharing Connections

» Using JDBC Transaction Isolation Levels

Sharing Connections

When multiple connections acquired by an application use the same JDBC resource, the
connection pool provides connection sharing within the same transaction scope. For
example, suppose Bean A starts atransaction and obtains a connection, then calls a method
in Bean_B. If Bean_ B acquires a connection to the same JDBC resource with the same
sign-on information, and if Bean_A compl etes the transaction, the connection can be
shared.

Connections obtai ned through a resource are shared only if the resource reference declared
by the J2EE component allowsiit to be shareable. Thisis specified in acomponent’s
deployment descriptor by setting ther es- shar i ng- scope element to Shar eabl e for the
particular resource reference. To turn off connection sharing, set r es- shar i ng- scope to
Unshar eabl e.

For general information about connections and JDBC URLSs, see the Sun Java System
Application Server Administration Guide.
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Using JDBC Transaction Isolation Levels

For general information about transactions, see Chapter 12, “Using the Transaction
Service,” and the Sun Java System Application Server Administration Guide.

Not all database vendors support al transaction isolation levels available in the JDBC API.
The Sun Java System Application Server permits specifying any isolation level your
database supports, but throws an exception against values your database does not support.

The following table defines transaction isolation levels.

Table 11-5 Transaction Isolation Levels

Transaction Isolation Level Description

TRANSACTION_READ UNCOWM TTED Dirty reads, non-repeatable reads and phantom reads can occur.

TRANSACTION_READ COW TTED Dirty reads are prevented; non-repeatable reads and phantom reads can
occur.

TRANSACTION_REPEATABLE_READ Dirty reads and non-repeatable reads are prevented; phantom reads can
occur.

TRANSACTION_SERI ALI ZABLE Dirty reads, non-repeatable reads and phantom reads are prevented.

Specify or examine the transaction isolation level for a connection using the

Connect i on. set Transact i onl sol ati on() and

Connect i on. get Transact i onl sol ati on() methods, respectively. Note that you cannot
cal set Transacti onl sol ati on() during atransaction.

Y ou can set the default transaction isolation level for a JDBC connection pool. For details,
see “ Creating a Connection Pool” on page 357.

To verify that alevel is supported by your database management system, test your database
programmatically using the suppor t sTransact i onl sol ati onLevel () method in
j ava. sql . Dat abaseMet aDat a, as shown in the following example:

java. sql . Dat abaseMet aDat a db;
i f (db.supportsTransactionlsol ati onLevel ( TRANSACTI ON_SER ALI ZABLE)
{ Connecti on. set Transacti onl sol at i on( TRANSACTI CN_SERI ALI ZABLE) ; }

For more information about these isolation levels and what they mean, see the JIDBC 3.0
API specification.

NOTE Applications that change the isolation level on apooled connection
programmatically risk polluting the pool, which can lead to errors.
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Using the Transaction Service

The J2EE™ platform provides several abstractions that simplify development of
dependable transaction processing for applications. This chapter discusses J2EE
transactions and transaction support in the Sun Java ™ System Application Server.

This chapter contains the following sections:
e Transaction Resource Managers

e Transaction Scope

e Configuring the Transaction Service

e Transaction Logging

For more information about the Java™ Transaction APl (JTA) and Java™ Transaction
Service (JTS), see the Sun Java System Application Server Administration Guide and the
following sites:

http://java. sun. com products/jta/
http://java. sun. com products/jts/
Y ou may also want to read the chapter on transactions in the J2EE tutorial:

http://java. sun.comj2ee/tutorial /1 3-fcs/index.htn
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Transaction Resource Managers

Transaction Resource Managers

There are three types of transaction resource managers:

Databases - Use of transactions prevents databases from being | eft in inconsistent states
due to incomplete updates. Sun Java System Application Server supports a variety of
JDBC™ XA drivers, listed in “ Configurations for Specific JDBC Drivers’ on

page 364. For information about JDBC transaction isolation levels, see “Using JDBC
Transaction Isolation Levels’ on page 377.

Java™ Message Service (JMS) Providers - Use of transactions ensures that messages
arereliably delivered. Sun Java System Application Server isintegrated with Sun Java
System Message Queue, afully capable IMS provider. For more information about
transactions and the IMS AP, see Chapter 14, “Using the Java M essage Service.”

J2EE™ Connector Architecture (CA) components - Use of transactions prevents
legacy EIS systems from being left in inconsistent states due to incompl ete updates.

For details about how transaction resource managers, the transaction service, and
applications interact, see the Sun Java System Application Server Administration Guide.

NOTE In the Sun Java System Application Server, the transaction manager is a

privileged interface. However, applications can access User Tr ansact i on.
For more information, see “Naming Environment for 2EE Application
Components’ on page 388.

Transaction Scope

A local transaction involves only one non-XA resource and requires that all participating
application components execute within one process. Local transaction optimization is
specific to the resource manager and is transparent to the J2EE application.
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In Sun Java System Application Server, aJDBC resource is non-XA if it meets any of the
following criteria:

Application Server 8

In the IDBC connection pool configuration, the datasource class does not implement
thej avax. sql . XADat aSour ce interface.

The Global Transaction Support box is not checked, or ther es-t ype attributein
domai n. xm does not exist or isnot set toj avax. sql . XADat aSour ce.
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A transaction remains local if the following conditions remain true:

* Oneand only one non-XA resource is used. If any additional non-XA or XA resource
is used, the transaction is aborted.

» No transaction importing or exporting occurs.

Transactions that involve multiple resources (which must all be XA), or multiple participant
processes, are distributed or global transactions.

If only one XA resource is used in atransaction, one-phase commit occurs, otherwise the
transaction is coordinated with a two-phase commit protocol.

A two-phase commit protocol between the transaction manager and all the resources
enlisted for atransaction ensures that either all the resource managers commit the
transaction or they all abort. When the application requests the commitment of a
transaction, the transaction manager issues a PREPARE_TO COW T request to al the
resource managers involved. Each of these resources may in turn send areply indicating
whether it is ready for commit (PREPARED) or not (NO). Only when all the resource
managers are ready for acommit does the transaction manager issue acommit request
(caw T) to al the resource managers. Otherwise, the transaction manager issues arollback
request (ABORT) and the transaction is rolled back.

Sun Java System Application Server provides workarounds for some known issues with the
recovery implementations of the following JDBC drivers. These workarounds are not used
unless explicitly set.

»  Oraclethin driver - The XAResour ce. r ecover method repeatedly returns the same set
of in-doubt Xids regardless of the input flag. According to the XA specifications, the
Transaction Manager should initially call this method with TMSTARTSCAN and then
with TMNOFLAGS repeatedly until no Xids are returned. The XAResour ce. conmi t
method also has some issues.

To enable the Sun Java System Application Server workaround, set the
or acl e- xa- r ecover y-wor kar ound property valueto t r ue. For details about how to
set this property, see “ Configuring the Transaction Service” on page 382.

NOTE These workarounds do not imply support for any particular JDBC driver.
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Configuring the Transaction Service

382

Y ou can configure the transaction service in Sun Java System Application Server in the
following ways:

» Using the Administration Console
e Using the Command Line Interface

The“Using The Administration Console” section describes each transaction service setting.
The “Using The Command Line Interface” section merely lists syntax and default values.

This section covers basic configuration. For details about monitoring and other
administration topics, see the Sun Java System Application Server Administration Guide.

Using the Administration Console

To configure the transaction service using the Administration Console, perform the
following tasks:

1. Login to the Administration Console by going to the following URL in your web
browser:

htt p: // hog: port/ asadm n
For example:
http://1 ocal host: 4848/ asadmi n
2. Open the Transaction Service.
3. Edit thefollowing information if desired. All of these settings are optional.

o Recover on Restart - Check this box if you want the server to attempt transaction
recovery during startup. By default, recovery is not attempted.

o Transaction Timeout - Specifies the amount of time after which the transaction is
aborted. If set to 0 (the default), the transaction never times out.

Thisisthe domain-level timeout. To set the XAResour ce timeout, use the
xar esour ce-t xn-ti meout property, described in Step 4.

Y ou can override the Transaction Timeout setting for an individual enterprise
bean. See “Bean-Level Container-Managed Transaction Timeouts’ on page 288.
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o Retry Timeout - Specifies the retry timeout in the following scenarios:
- If atransaction is being recovered.

- If transient exceptions occur in the second phase of two-phase commit
protocol.

A negative value indicates continuous retries. A value of zero indicates no retries.
A positive value indicates the number of seconds between retries. The default is
600 (10 minutes), which may be appropriate for a database being restarted.

o Transaction Log Location - Sets the location of the transaction log directory. The
directory in which the transaction logs are kept must be writable by whatever user
account the server runs as. The default location is domain_dir/ | ogs.

o Heuristic Decision - During recovery, if the outcome of atransaction cannot be
determined from the logs, this property determines the outcome. The default is
rol | back. The other choiceiscommi t.

o Keypoint Interval - Specifies the number of transactions between keypoint
operationsin thelog. Keypoint operations reduce the size of thetransaction log file
by compressing it. A larger value for this attribute (for example, 4096) resultsin a
larger transaction log file, but fewer keypoint operations and potentially better
performance. A smaller value (for example, 100) resultsin smaller log files, but
dlightly reduced performance due to the greater frequency of keypoint operations.

To add a property, click the Add Property button and enter the property name and
value. To delete properties, check the properties you want to delete, then click the
Delete Properties button. The following table lists the transaction service properties for
Sun Java System Application Server.

Table 12-1 Transaction Service Properties

Property Default Description

or acl e- xa- recover y- wor kar ound fal se If t r ue, the Oracle XA Resource workaround is used in
transaction recovery. For details, see “Transaction
Scope” on page 380.

di sabl e-di stributed-transaction false If t r ue, disables transaction logging, which may

-1 oggi ng improve performance. If f al se, the transaction service

writes transactional activity into transaction logs so that
transactions can be recovered. If Recover on Restart is
checked, this property is ignored.

Use only if performance is more important than
transaction recovery.
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Table 12-1 Transaction Service Properties (Continued)

Property

Default Description

xar esour ce-t xn-ti meout specific tothe  Changes the XAResour ce timeout. In some cases, the

XAResour ce XAResour ce default timeout causes transactions to be
used aborted, so it is desirable to change it.

To set the application level timeout, use the Transaction
Timeout setting, described in Step 3.

5. Click the Save button.

Using the Command Line Interface

To configure the transaction service using the command line interface, use the asadmi n
set command. The syntax is as follows, with defaults shown for optional parameters that
have them:

asadm n set --user user attribute name=value [ attribute name=value] *

For more information about the optional general asadni n parameters (- - passwor d,
--passwordfile,--host,--port,--secure,--terse,--echo,and--interactive),
see the Sun Java System Application Server Administration Guide.

The attribute_name is a hierarchical name that |ooks like this:
server.transaction-servi ce. ts attribute_name

Thets attribute_nameis the transaction service attribute that needs to be configured. For
example:

server.transacti on-service. tineout-i n-seconds

To view thelist of transaction service attribute names that can be configured using the
asadm n set command, usetheasadm n get command with awildcard. The asadni n
get command has the same syntax asthe asadni n set command. For example:

asadm n get --user joeuser "server.transaction-service.*"

384  Application Server 8 « Developer's Guide



Transaction Logging

A list of attribute names for configuring the transaction service of the ser ver 1 application
server instance is displayed. The transaction service attributes are as follows:

server.
server.
.transaction-service
server.
.transaction-service
server.

server

server

transaction-service
transaction-service

transaction-service

transacti on-service

.automati c-recovery = fal se

. heuri stic-decision = rol | back
. keypoi nt-interval = 2048
.retry-timeout-in-seconds = 600
.timeout-in-seconds = 0
.tx-log-dir = domain dir/ | ogs

Here is an example of running the asadni n set command:

asadm n set --user joeuser server.transaction-service.timeout-in-seconds=0

The attribute_name for a transaction service property is a hierarchical name that looks like

this:

server. transacti on-servi ce. property. ts property_name

Theinstance is the application server instance name. Thets property nameisthe
transaction service property that needs to be configured. Here is an example of running the
asadm n set command to set a transaction service property:

asadm n set --user joeuser server.transaction-service.property.xaresource-txn-timeout=30

Transaction Logging

The transaction service writes transactional activity into transaction logs so that transactions
can be recovered. Y ou can control transaction logging in these ways:

e Setthelocation of the transaction log files using the Transaction Log Location setting
in the Administration Console or thet r ansact i onLogFi | e attribute in the command
lineinterface.

e Turn off transaction logging by setting the
di sabl e-di stri but ed-transacti on-1 oggi ng property tot r ue. Do thisonly if
performance is more important than transaction recovery.

Chapter 12 Using the Transaction Service 385



Transaction Logging

386  Application Server 8 « Developer's Guide



Chapter 13

Using the Java Naming and Directory
Interface

A naming service maintains a set of bindings, which relate names to objects. The 2EE™
naming service is based on the Java Naming and Directory Interface™ (IJNDI) API. The
JNDI API alows application components and clients to look up distributed resources,
services, and EJB™ components. For general information about the INDI API, see:

http://java. sun. com product s/ j ndi/

Y ou can also see the INDI tutoria at:
http://java. sun. com products/jndi/tutorial/
This chapter contains the following sections:

»  Accessing the Naming Context

»  Configuring Resources

»  Mapping References

Accessing the Naming Context

Sun Java ™ System Application Server provides a naming environment, or context, which
is compliant with standard J2EE 1.4 requirements. A Cont ext object provides the methods
for binding names to objects, unbinding names from objects, renaming objects, and listing
the bindings. The ni ti al Cont ext isthe handle to the J2EE naming service that
application components and clients use for lookups.

The INDI API aso provides subcontext functionality. Much like adirectory in afile
system, a subcontext is a context within a context. This hierarchical structure permits better
organization of information. For naming services that support subcontexts, the Cont ext
class also provides methods for creating and destroying subcontexts.
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Accessing the Naming Context

The rest of this section covers these topics:

»  Naming Environment for J2EE Application Components

» Accessing EJB Components Using the CosNaming Naming Context
» Accessing EJB Componentsin a Remote Application Server

*  Naming Environment for Lifecycle Modules

NOTE Each resource within a server instance must have a unique name. However,
two resources in different server instances or different domains may have
the same name.

Naming Environment for J2EE Application
Components

The namespace for objects looked up in a J2EE environment is organized into different
subcontexts, with the standard prefix j ava: conp/ env.

The following table describes standard INDI subcontexts for connection factoriesin the
Sun Java System Application Server.

Table 13-1 Standard JNDI Subcontexts for Connection Factories

Resource Connection Factory Type JNDI Subcontext

Manager

JDBC™ j avax. sql . Dat aSour ce j ava: conp/ env/ j dbc
Transaction Service javax.transaction. User Transacti on java: conp/ User Transacti on
JMS j avax.j ms. Topi cConnect i onFact ory java: conp/ env/ j ns

j avax. j ms. QueueConnecti onFact ory

JavaMail™ javax. mai |l . Sessi on j ava: conp/ env/ nai |
URL java. net. URL j ava: conp/ env/ url
Connector j avax. resource. cci . Connect i onFact ory java: conp/ env/ ei s
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Accessing EJB Components Using the
CosNaming Naming Context

The preferred way of accessing the naming service, even in code that runs outside of a J2EE
container, isto usethe no-argument I ni ti al Cont ext constructor. However, if EJB client
code explicitly instantiatesan | ni t i al Cont ext that points to the CosNaming naming
service, it is necessary to set three propertiesin the client VM when accessing EJB
components:

-Dj avax. rm . OORBA Wil A ass=com sun. corba. ee. i npl . javax.rm . CORBA Wil
- Dor g. ong. OORBA. CRBA ass=com sun. cor ba. ee. i npl . or b. ORBI npl
- Dor g. ong. OORBA. CRBSI ngl et ond ass=com sun. cor ba. ee. i npl . or b. ORBSi ngl et on

Accessing EJB Components in a Remote
Application Server

The recommended approach for looking up an EJB component in aremote Application
Server from aclient that is a servlet or EJB component isto use the Interoperable Naming
Service syntax. Host and port information is prepended to any global JINDI names and is
automatically resolved during the lookup. The syntax for an interoperable global nameisas
follows:

cor banane: i i op: host: port#a/ b/ name

This makes the programming model for accessing EJB components in another Application
Server exactly the same as accessing them in the same server. The deployer can change the
way the EJB components are physically distributed without having to change the code.

For J2EE components, the code till performs aj ava: conp/ env lookup on an EJB
reference. The only difference isthat the deployer mapsthe ej b-r ef er ence element to an
interoperable name in an Application Server deployment descriptor file instead of asimple
global INDI name.

For example, suppose aservlet looks up an EJB reference using j ava: conp/ env/ ej b/ Foo,
and the target EJB component has a global JINDI name of a/ b/ Foo.

Theej b-ref elementinsun-web. xm would look like this:

<ej b-ref>

<ej b- r ef - name>ej b/ Foo</ ej b-r ef - nane>

<j ndi - name>cor banarre: i i op: hogt: port#a/ b/ Foo</ j ndi - nane>
<ej b-ref>
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The code would look like this;

Context ic = new Initial Context();
(bj ect o = ic.lookup("java: conp/env/ejbFoo");

For aclient that doesn’t run within a J2EE container, the code just uses the interoperable
global name instead of the simple global INDI name. For example:

Context ic = new Initial Context();
(bj ect o = ic.lookup("corbanane:iiop: hod: port#a/ b/ Foo");

Objects stored in the interoperable naming context and component-specific
(j ava: conp/ env) naming contexts are transient. On each server startup or application
reloading, all relevant objects are re-bound to the namespace.

Naming Environment for Lifecycle Modules

Lifecycle listener modules provide a means of running short or long duration Java-based
tasks within the application server environment, such as instantiation of singletons or RM|I
servers. These modules are automatically initiated at server startup and are notified at
various phases of the server life cycle. For details about lifecycle modules, see Chapter 10,
“Developing Lifecycle Listeners.”

The configured properties for alifecycle module are passed as properties during server
initialization (the | Nl T_EVENT). Theinitial INDI naming context is not available until
server initialization is complete. A lifecycle module can get thel ni ti al Cont ext for
lookups using the method Li f ecycl eEvent Cont ext . get I ni ti al Cont ext () during, and
only during, the STARTUP_EVENT, READY_EVENT, or SHUTDOAN_EVENT server life cycle
events.

Configuring Resources

Sun Java System Application Server exposes the following special resourcesin the naming
environment. Full administration details are provided in the following sections:

» External INDI Resources

e Custom Resources
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External INDI Resources

An external INDI resource defines custom JNDI contexts and implements the
j avax. nam ng. spi . | ni ti al Cont ext Fact ory interface. There is no specific INDI
parent context for external INDI resources, except for the standard j ava: conp/ env/ .

Create an external INDI resource in one of these ways:
» Using the Administration Console
e Using the Command Line Interface

The “Using The Administration Console” section describes each connection pool setting.
The “Using The Command Line Interface” section merely lists syntax and default values.

Using the Administration Console

To create an external INDI resource using the Administration Console, perform the
following tasks:

1. Login to the Administration Console by going to the following URL in your web
browser:

htt p: // hod: port/ asadm n

For example:

http://1 ocal host : 4848/ asadm n
Open the INDI component.

Click External Resources.

A wD

Click the New button.

5. Enter the following information:

o JNDI Name (required) - Enter the INDI name for the resource.

o Resource Type (required) - Enter the fully qualified type of the resource.

o JNDI Lookup (required) - Enter the INDI valueto look up in the external
repository. For example, for a bean class, your INDI Lookup might be cn=nybean.

v Factory Class (required) - Enter the fully qualified name of the factory class.

o Description (optional) - You can enter atext description of the external INDI
resource.
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6. Check the Status Enabled box to enable the external INDI resource. If an external JNDI
resource is disabled, no application component can connect to it, but its configuration
remains in the domain.

7. Toadd aproperty, click the Add Property button and enter the property name and
value. To delete properties, check the properties you want to delete, then click the
Delete Properties button.

8. Click the OK button.

Using the Command Line Interface

To create an external INDI resource using the command line, use the asadni n
cr eat e-j ndi - r esour ce command. The syntax is as follows, with defaults shown for
optional parameters that have them:

asadm n create-jndi-resource --user usx --jndil ookupnane lookup_name
--restype resource type - - fact orycl ass class name [ - - enabl ed=true] [--description
te] [--property (name=value)[: name=valug *] jndi_name

For more information about the parameters specific to asadm n creat e-j ndi - r esour ce,
see “Using the Administration Consol€” on page 391.

For more information about the optional general asadni n parameters (- - passwor d,
--passwordfile,--host,--port,--secure,--terse,--echo,and--interactive),
see the Sun Java System Application Server Administration Guide.

For example:

asadnmin create-jndi-resource --user joeuser --jndilookupname cn=nyBean
--restype test.nyBean --factoryclass comsun.jndi.| dap. LdapC xFact ory
test/ nyBean

To delete an external INDI resource, use the following command:
asadnin del ete-jndi-resource --user user jndi_name

For example:

asadnmin del ete-jndi -resource --user joeuser test/nyBean
To list external INDI resources, use the following command:
asadnmin list-jndi-resources --user usr

For example:

asadnmin |ist-jndi-resources --user joeuser
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Custom Resources

A custom resource specifies a custom server-wide resource object factory that implements
thej avax. nani ng. spi . Qbj ect Fact ory interface. Thereis no specific INDI parent
context for external INDI resources, except for the standard j ava: conp/ env/ .

Create a custom resource in one of these ways:
» Using the Administration Console
e Using the Command Line Interface

The “Using The Administration Console” section describes each connection pool setting.
The “Using The Command Line Interface” section merely lists syntax and default values.

Using the Administration Console
To create a custom resource using the Administration Console, perform the following tasks:

1. Login to the Administration Console by going to the following URL in your web
browser:

htt p: // hod: port/ asadm n

For example:

http://1 ocal host : 4848/ asadm n
Open the INDI component.

Click Custom Resources.

A wD

Click the New button.

5. Enter the following information:

o JNDI Name (required) - Enter the INDI name for the resource.

o Resource Type (required) - Enter the fully qualified type of the resource.

v Factory Class (required) - Enter the fully qualified name of the factory class.

o Description (optional) - You can enter atext description of the custom resource.

6. Check the Custom Resource Enabled box to enable the custom resource. If a custom
resource is disabled, no application component can connect to it, but its configuration
remains in the domain.

7. Toadd aproperty, click the Add Property button and enter the property name and
value. To delete properties, check the properties you want to delete, then click the
Delete Properties button.
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8. Click the OK button.

Using the Command Line Interface

To create a custom resource using the command line, use the asadmi n
cr eat e- cust om r esour ce command. The syntax is as follows, with defaults shown for
optional parameters that have them:

asadm n creat e-cust omresource --user user --restype resource type
--factorycl ass dass name [--enabl ed=true] [--description ted] [--property
(name=value) [ : name=valug] *] jndi_name

For more information about the parameters specific to asadm n
cr eat e- cust om r esour ce, see “Using the Administration Console” on page 391.

For more information about the optional general asadni n parameters (- - passwor d,
--passwordfile,--host,--port,--secure,--terse,--echo,and--interactive),
see the Sun Java System Application Server Administration Guide.

For example:

asadm n creat e-customresource --user joeuser --restype test.MBean
--factorycl ass test. M/BeanFactory test/nyBean

To delete a custom resource, use the following command:

asadm n del et e-cust omresource --user use jndi_name

For example:

asadm n del et e-cust om resource --user joeuser test/nmyBean
To list custom resources, use the following command:

asadmin |ist-customresources --user use

For example:

asadmin |ist-customresources--user joeuser
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Mapping References

The following XML elements map JNDI names configured in the Sun Java System
Application Server to resource references in application client, EJB, and web application
components:

* resource-env-ref - Mapsther esour ce- env-ref element in the corresponding
J2EE XML file to the absolute INDI name configured in Sun Java System Application
Server.

e resource-ref - Mapstheresour ce-ref element in the corresponding J2EE XML
file to the absolute INDI name configured in Sun Java System Application Server.

e ejb-ref - Mapstheej b-ref element in the corresponding J2EE XML file to the
absolute INDI name configured in Sun Java System Application Server.

JNDI names for EJB components must be unique. For example, appending the
application name and the module name to the EJB name would be one way to
guarantee unique names. In this case, nyconpany. pkgi ng. pkgi ngEJB. MyEJB would
be the INDI name for an EJB in the module pkgi ngEJB. j ar , which is packaged in the
pkgi ng. ear application.

These elements are part of the sun- web- app. xn , sun-ej b-ref . xni , and

sun-appl i cation-client.xn deployment descriptor files. For more information about
how these elements behave in each of the deployment descriptor files, see Chapter 5,
“Deployment Descriptor Files.”

Therest of this section uses an example of a JDBC resource lookup to describe how to
reference resource factories. The same principle is applicable to all resources (such as JMS
destinations, JavaMail sessions, and so on).

Theresour ce-ref elementinthesun-web- app. xm deployment descriptor file mapsthe
JNDI name of aresource referenceto ther esour ce-ref element in theweb- app. xni
J2EE deployment descriptor file.

The resource lookup in the application code looks like this:

Initial Context ic = new Initial Context();

String dsName = "java: conp/ env/j dbc/ Hel | oDbDs";

Dat aSource ds = (j avax. sql . Dat aSource)i c. | ookup(dsNare) ;
Connecti on connection = ds. get Connection();
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The resource being queried islisted in ther es- r ef - nane element of theweb. xni fileas
follows:

<resource-ref >
<descri pti on>Dat aSour ce Reference</description>
<res- r ef - name>j dbc/ Hel | oDbDs</ r es- r ef - nane>
<res-type>j avax. sql . Dat aSour ce</r es-t ype>
<r es- aut h>Cont ai ner </ r es- aut h>

</resource-ref>

Ther esour ce-ref section in a Sun Java System specific deployment descriptor, for
example sun- web. xnt , mapsther es- r ef - nane (the name being queried in the
application code) to the INDI name of the JDBC resource. The INDI name is the same as
the name of the JDBC resource as defined in the resource file when the resource is created.

<resource-ref >
<res-ref - nane>j dbc/ Hel | oDbDs</ r es-r ef - nane>
<j ndi - nane>j dbc/ Hel | oDbDat aSour ce</ j ndi - nanme>
</resource-ref>

The JNDI name in the Sun Java System specific deployment descriptor must match the
JNDI name you assigned to the resource when you created and configured it.
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Chapter 14

Using the Java Message Service

This chapter describes how to use the Java™ Message Service (IMS) API. The Sun Java™
System Application Server has afully integrated JMS provider: the Sun Java™ System
M essage Queue software.

For general information about the IMS API, see the J2EE tutorial:
http://java. sun.comj2ee/ 1. 4/ docs/tutorial / doc/ JVS. ht m #wp84181

For detailed information about JM S concepts and JM S support in Sun Java System
Application Server, see the Sun Java System Application Server Administration Guide.

This chapter contains the following sections:

*  TheJIMS Provider

*  Administration of the IMS Service

*  Message Queue Resource Adapter

»  ConnectionFactory Authentication

*  Message Queue varhome Directory

e Delivering SOAP Messages Using the IMS API

The JMS Provider

Sun Java System Application Server support for IMS messaging, in general, and for
message-driven beans, in particular, requires messaging middleware that implements the
JMSS specification: a IMS provider. Sun Java System Application Server uses the Sun Java
System M essage Queue software asits native JM S provider. The Sun Java System Message
Queue software istightly integrated into Sun Java System Application Server, providing
transparent JM S messaging support. This support (known within Sun Java System
Application Server asthe IMS Service) reguires only minimal administration.
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For more information about the Sun Java System Message Queue, refer to the following
documentation:

http://docs. sun. com db/ prod/ s1. slnsgqu#hi c
For general information about the IMS API, see the IM S web page at:

http://]ava. sun. com product s/j ns/i ndex. ht m
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To configure the IMS Service and prepare IM S resources for use in applications deployed
to the Sun Java System Application Server, you must perform these tasks:

e Configuring the IMS Service

»  Checking Whether the IM S Provider Is Running

»  Creating Physical Destinations

»  Creating IMS Resources: Destinations and Connection Factories

For information about other IM S administration tasks, see the un Java System Application
Server Administration Guide and the Sun Java System Message Queue documentation at:

http://docs. sun. com db/ prod/ s1. slnsgqu#hi c

Configuring the JMS Service
Y ou can edit or check the IM S Service configuration in the following ways:
» Using the Administration Console

» Using the Command Line Interface

NOTE Sun Java System Application Server should be restarted after configuration
of the IMS Service.

The “Using The Administration Consol€e” section describes each JIMS Service setting. The
“Using The Command Line Interface” section merely lists syntax and default values.
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Using the Administration Console
To edit the IMS Service configuration using the Administration Console, perform the

following tasks:

1. Login to the Administration Console by going to the following URL in your web

browser:

htt p:// hod: port/ asadm n

For example:

http://1 ocal host: 4848/ asadmi n

2. Click on the Java Message Service component.

3. You can edit the following information. Defaults are displayed.

o Start Timeout (secs) - Specifies the amount of time the server waits at startup for
the corresponding JM S instance to respond. If there is no response, startup is
aborted. If set to 0, the server waits indefinitely. The default is 30 seconds.

o Type- A value of LOCAL meansthe JMS provider is started along with the
application server. A value of REMOTE means the IMS host is remote and is not
started by the application server. A value of NONE means no JM S service is used.

o Start Arguments - Specifies the string of arguments supplied for startup of the
corresponding JM S instance. By default, there are no arguments.

4. Toadd aproperty, click the Add Property button and enter the property name and
value. To delete properties, check the properties you want to delete, then click the
Delete Properties button. The following table lists the standard IM S Service properties.

Table 14-1 JMS Service Properties

Property Default

Description

i nst ance- nanme i ngbr oker

i nst ance- nane- suf fi x none

append- ver si on fal se

Specifies the full Sun Java System Message Queue broker
instance name.

Specifies a suffix to add to the full Sun Java System Message
Queue broker instance name. The suffix is separated from the
instance name by an underscore character (_). For example, if
the instance name is i ngbr oker, appending the suffix xyz
changes the instance name to i ngbr oker _xyz.

If t r ue, appends the major and minor version numbers, preceded
by underscore characters (_), to the full Sun Java System
Message Queue broker instance name. For example, if the
instance name is i ngbr oker , appending the version numbers
changes the instance name to i ngbr oker _8_0.
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5. Open on the Java Message Service component.

6. Open the IMS Hosts component and click on default_ IMS_host.

7. You can edit the following information. Defaults are displayed.
o Host - Specifies the host name of the IMS provider. The default is| ocal host .
o Port - Specifies the port number used by the IMS provider. The default is 7676.

o Admin Username - Specifies the administrator user name for the IMS provider.
The default is adni n.

o Admin Password - Specifiesthe administrator password for the IM S provider. The
default isadmi n.

8. Click the Save button.

Using the Command Line Interface

To configure the IM S service using the command line interface, use the asadni n set
command. The syntax is as follows, with defaults shown for optional parameters that have
them:

asadm n set --user user attribute name=value [ attribute name=value] *

For more information about the optional general asadni n parameters (- - passwor d,
--passwordfile,--host,--port,--secure,--terse,--echo,and--interactive),
see the Sun Java System Application Server Administration Guide.

The attribute_name is a hierarchical name that |ooks like this:

server. j ms- servi ce. jms attribute name

or likethis:

server.j ms-service.jms-host. defaul t _JM5_host . jms attribute name

Thejms _attribute_name is the IM S service attribute that needs to be configured. For
example:

server.j ms-service.jnms-host. defaul t _JM5_host. port

To view thelist of IMS service attribute names that can be configured using the asadmi n
set command, use the asadnmi n get command with awildcard. The asadmi n get
command has the same syntax asthe asadni n set command. For example:

asadm n get --user joeuser "server.jns-service. *"
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A list of attribute names for configuring the IM S service of the ser ver 1 application server
instance is displayed as follows:

server.jms-service.init-timeout-in-seconds = 60
server.jms-service.start-args = <nul | >
server.j ms-service.type = LOCAL

Here are two examples of running the asadmi n set command:
asadm n set --user joeuser server.jns-service.type=REMOTE

asadm n set --user joeuser server.jms-service.jns-host.default_JM5 host. port=7677
The attribute_name for a JIM S property is a hierarchical name that looks like this:
server.j ms-service. property. jms property name

Thejms_property_nameisthe JM S service property that needs to be configured. Hereisan
example of running the asadm n set command to set a JMS property:

asadm n set --user joeuser server.jms-service.property.instance-name-suffix=xyz

Checking Whether the JMS Provider Is Running

You can usethe asadni n j ms- pi ng command to check whether a Sun Java System
Message Queue instance is running. The syntax is as follows, with defaults shown for
optional parameters that have them:

asadm n j ms- pi ng --user user

For more information about the optional general asadni n parameters (- - passwor d,
--passwordfile,--host,--port,--secure,--terse,--echo,and--interactive),
see the Sun Java System Application Server Administration Guide.

For example:

asadm n j ns- ping --user joeuser

Creating Physical Destinations

Produced messages are delivered for routing and subsequent delivery to consumers using
physical destinationsin the IMS provider. A physical destination isidentified and
encapsulated by an administered object (a Topi c or Queue destination resource) that an
application component uses to specify the destination of messagesit is producing and the
source of messages it is consuming.
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This section describes how to create a physical destination. To create adestination resource,
see “ Creating M S Resources: Destinations and Connection Factories’ on page 403.

Y ou can create a IMS physical destination in the following ways:
» Using the Administration Console
» Using the Command Line Interface

The “Using The Administration Console” section describes each physical destination
setting. The “Using The Command Line Interface” section merely lists syntax and default
values.

Using the Administration Console

To create aJMS physical destination using the Administration Console, perform the
following tasks:

1. Login to the Administration Console by going to the following URL in your web
browser:

htt p:// hog: port/ asadm n

For example:

http://I ocal host ;: 4848/ asadm n
2. Open the Java M essage Service component.
Click Service, then click Physical Destinations.
Click the New button.

Eal

5. Enter the following information:
o Destination Name (required) - Specify the name of the physical destination.
o Type (required) - Select queue or topic from the list.

6. Click the OK button.

Using the Command Line Interface

To create aJMS physical destination using the command line, use the asadmi n
creat e-j nsdest command. The syntax is as follows, with defaults shown for optional
parameters that have them:

asadnmin create-jnsdest --user user --desttype des type [--property
(name=value) [ : name=valug] *] dest_name
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For more information about the parameters specific to asadm n creat e-j nsdest , see
“Using the Administration Console” on page 402.

For more information about the optional general asadni n parameters (- - passwor d,
--passwordfile,--host,--port,--secure,--terse,--echo,and--interactive),
see the Sun Java System Application Server Administration Guide.

For example:

asadm n create-jnsdest --user joeuser --desttype topic M/Dest
To delete a JMS physical destination, use the following command:

asadm n del ete-j nsdest --user user --desttype dest type dest name
For example:

asadm n del et e-j nsdest --user joeuser --desttype topic M/Dest
To list IMS physical destinations, use the following command:

asadmn |ist-jnsdest --user user [-desttype dest type]

For example:

asadmn |ist-jnsdest --user joeuser --desttype topic

Creating JMS Resources: Destinations and
Connection Factories

Y ou can create two kinds of IMS resourcesin Sun Java System Application Server:

e Connection Factories. administered objects that implement the
QueueConnect i onFact ory or Topi cConnect i onFact ory interfaces.

» Destination Resour ces. administered objects that implement the Queue or Topi ¢
interfaces.

In either case, the steps for creating a JM S resource are the same. Y ou can create aJMS
resource in the following ways:

» Using the Administration Console
» Using the Command Line Interface

The “Using The Administration Consol€” section describes each JM S resource setting. The
“Using The Command Line Interface” section merely lists syntax and default values.
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Using the Administration Console
To create a JM S resource using the Administration Console, perform the following tasks:

1. Login to the Administration Console by going to the following URL in your web
browser:

htt p:// hog: port/ asadm n
For example:
http://1 ocal host: 4848/ asadmi n
2. Open the Java M essage Service component.

3. Click Connection Factories to create a connection factory, or click Destination
Resources to create a queue or topic.

4. Click the New button.
5. Enter the following information:

o JNDI Name (required) - Enter the INDI name that application components must
use to access the JIM S resource.

o Type (required) - Select the type of the IM S resource.
« If you are on the Connection Factories page, the types are:

j avax. j ms. Topi cConnect i onFact ory
j avax. j ms. QueueConnect i onFact ory

« If you are on the Destination Resources page, the types are:

javax.jms. Topic
j avax.j ns. Queue

o Description (optional) - Y ou can enter atext description of the IMS resource.
6. Check the Resource Enabled box to enable the IM S resource.

If aJMSresourceis disabled, no application component can connect to it, but its
configuration remains in the domain.

7. Click the OK button.

8. Toadd aproperty, click the Add Property button and enter the property name and
value. To delete properties, check the properties you want to delete, then click the
Delete Properties button.
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The following table lists the most commonly used JM S resource properties. For a
complete list of the available properties (called administered object attributesin Sun
Java System Message Queue), see the Sun Java System Message Queue
Administration Guide.

Table 14-2 M S Resource Properties

Property Default Description

Narre none Specifies the JIMS physical destination name associated with this IMS
resource. You must specify this property for JIMS resources of the Type
javax.j ms. Topi c orj avax. j ns. Queue.

Description none Specifies a text description of the JMS resource.

MessageSer vi ceAddr essLi st none Specifies a list of host/port combinations of the Sun Java System Message
Queue. For JMS resources of the
Typej avax. j ns. Topi cConnect i onFact ory or
j avax.j ms. QueueConnect i onFactory.

AientlD none Specifies the JIMS Client Identifier to be associated with a Connect i on
created using the cr eat eQueueConnect i on and
cr eat eTopi cConnect i on methods of the QueueConnect i onFact ory
and Topi cConnect i onFact ory classes, respectively.
For JMS resources of the Typej avax. j ns. Topi cConnecti onFact ory or
j avax.j ms. QueueConnecti onFactory.
Durable subscription names are unique and only valid within the scope of a
client identifier. To create or reactivate a durable subscriber, the connection
must have a valid client identifier. The JMS specification ensures that client
identifiers are unique and that a given client identifier is allowed to be used
by only one active connection at a time.

User Narre guest Specifies the username for connecting to the Sun Java System Message
Queue. For JMS resources of the
Typej avax. j ns. Topi cConnect i onFact ory or
j avax.j ms. QueueConnect i onFactory.

Passwor d guest Specifies the password for connecting to the Sun Java System Message

Queue. For JMS resources of the
Typej avax. j ns. Topi cConnect i onFact ory or
j avax.j ms. QueueConnect i onFactory.

NOTE

All IM S resource properties that used to work with version 7 of the
Application Server are supported for backward compatibility.

9. Click the OK button.
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Using the Command Line Interface

To create a JM S resource using the command line, use the asadmi n
creat e-j ms-r esour ce command. The syntax is as follows, with defaults shown for
optional parameters that have them:

asadm n create-j ns-resource --user user --restype reource type [ - - enabl ed=t r ue]
[--description ted] [--property (name=value)[: name=valug *] jndi_name

For more information about the parameters specific to asadm n creat e-j nms-r esour ce,
see “Using the Administration Consol€” on page 404.

For more information about the optional general asadni n parameters (- - passwor d,
--passwordfile,--host,--port,--secure,--terse,--echo,and--interactive),
see the Sun Java System Application Server Administration Guide.

For example:

asadm n create-jns-resource --user joeuser --restype javax.jns. Topic
--property ingDestinati onNanme=t est Topi ¢ M/Topi ¢

To delete a IMS resource, use the following command:

asadm n del ete-j ns-resource --user use jndi_name

For example:

asadm n del ete-j nms-resource --user joeuser M/Topic

To list IMS resources, use the following command:

asadmn |ist-jnms-resources --user user [--restype resource typel
For example:

asadmn |ist-jns-resources --user joeuser --restype Topic

Message Queue Resource Adapter

406

The Sun Java System Message Queue is integrated into the Sun Java System Application
Server using aresource adapter that is compliant with the Connector 1.5 specification. The
module name of this system resource adapter isj msr a. Every IM S resource is converted to
a corresponding connector resource of this resource adapter as follows:

e Connection Factory: A connector connection pool with anmax- pool - si ze of 250 and
a corresponding connector resource.

» Destination (Topic or Queue): A connector administered object.
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Y ou can use connector configuration toolsto manage JM S resources. For moreinformation,
see:

http:// devel opers. sun. con prodt ech/ appser ver/ref erencel/ t echart/as8_connect or s

ConnectionFactory Authentication

If your web, EJB, or client module hasr es- aut h set to Cont ai ner, but you use the
Connect i onFact ory. creat eConnecti on("user", "passwor d") method to get a
connection, the Sun Java System Application Server searches the container for
authentication information before using the supplied user and password. Version 7 of the
Application Server threw an exception in this situation.

Message Queue varhome Directory

Sun Java System Message Queue uses a default directory for storing data such as persistent
messages and itslog file. This directory is called var hore. Sun Java System Application
server uses domain_dir/ i mg asthe var home directory. Thus for the default Application
Server domain, Message Queue data is stored in the following location:

ingall_dir/ domai ns/ donai nl/i ng/ var/i nst ances/ i mgbr oker
Version 7 of the Application Server stored this datain the following location:
ingall_dir/ i my/ var /i nst ances/ domai n1_ser ver

When you execute Sun Java System M essage Queue scripts such as
ingall_dir/ i ng/ bi n/ i myuser mgr , you should use the - var hore option. For example:

i nguserngr - varhone $AS | NSTALL/ donai ns/ dormai nl/img add -u testuser -p testpassword

Delivering SOAP Messages Using the JMS API

Web service clients use the Simple Object Access Protocol (SOAP) to communicate with
web services. SOAP uses a combination of XML-based data structuring and Hyper Text
Transfer Protocol (HTTP) to define a standardized way of invoking methods in objects
distributed in diverse operating environments across the Internet.

For more information about SOAP, see the Apache SOAP web site:
http://xn . apache. or g/ soap/ i ndex. ht m
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Y ou can take advantage of the IMS provider’s reliable messaging when delivering SOAP
messages. Y ou can convert a SOAP message into a JIM S message, send the IM'S message,
then convert the IM S message back into a SOAP message. The following sections explain
how to do these conversions:

*  Sending SOAP Messages Using the IMS API
» Receiving SOAP Messages Using the IMS AP

Sending SOAP Messages Using the JMS API

Y ou usethe MessageTr ansf or ner utility to convert a SOAP message into aJM S message.
Y ou then send the IM S message containing the SOAP payload as you would anormal IMS

message.

1. Import the library com sun. nessagi ng. xm . MessageTr ansf or ner . Thisisthe
utility whose methods you use to convert SOAP messages to JM S messages and the
reverse.

i mport com sun. messagi ng. xm . MessageTr ansf or er ;

2. Initialize the Topi cConnect i onFact ory, Topi cConnect i on, Topi cSessi on, and
publisher.

tcf = new Topi cConnecti onFactory();

tc = tcf.createTopi cConnection();

sessi on = tc. createTopi cSessi on(fal se, Sessi on. AUTO ACKNOALEDGE) ;
topi c = session. createTopi c(topi cNane);

publ i sher = session. creat ePubl i sher(topic);

3. Construct a SOAP message using the SOAP with Attachments API for Java (SAAJ).
For more information on constructing a SOAP message, see the Sun Java System
Message Queue Developer’s Guide.

*construct a default soap MessageFactory */
MessageFact ory nf = MessageFact ory. new nst ance();

* reate a SOAP nessage object.*/
SOAPMessage soapMessage = nf. creat eMessage();

[** Get SOAP part.*/
SQOAPPart soapPart = soapMessage. get SOAPPart ();

/* Get SQOAP envel ope. */
SQAPEnvel ope soapEnvel ope = soapPart . get Envel ope();

/* Get SOAP body. */
SQAPBody soapBody = soapEnvel ope. get Body() ;
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/* Oreate a name object. with nane space */

[* http://ww sun. confing. */

Narme narme = soapEnvel ope. creat eNare( " Hel | oWor [ d", "hw',
“http://ww sun. conding");

* Add child element with the above nane. */
SQOAPE! enent el enent = soapBody. addChi | dEl errent ( narre)

/* Add another child el ement.*/
el ement . addText Node( "Wl come to Sun Java System Wb Services." );

/* Oreate an atachnent with activation APIl.*/

URL url = new URL ("http://java.sun.con webservices/");
Dat aHandl er dh = new DataHandl er (url);

AttachnentPart ap = soapMessage. creat eAt t achnent Part (dh);

/*set content type/ID. */
ap. set Cont ent Type("text/htm");
ap. set Content I d("ci d-001");

/** add the attachment to the SOAP message. */
soapMessage. addAt t achnent Part (ap) ;
soapMessage. saveChanges() ;

Convert the SOAP message to a IM S message by calling the
MessageTr ansf or ner . SOAPMessagei nt oJMsMessage() method.

Message m = MessageTr ansf or ner. SOAPMessagel nt oJMSMessage ( soapMessage,
session );

Publish the IMS message.
publ i sher. publish(m;
Close the IMS connection.

tc.close();

Receiving SOAP Messages Using the JMS API

Y ou receive the JIM S message containing the SOAP payload as you would anormal IMS
message. Y ou then use the MessageTr ansf or ner utility to convert the IM S message back
into a SOAP message.

1.

Import the library com sun. messagi ng. xni . MessageTr ansf or ner . Thisisthe
utility whose methods you use to convert SOAP messages to JM S messages and the
reverse.

i mport com sun. nessagi ng. xn . MessageTr ansf or ner ;
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Initialize the Topi cConnect i onFact ory, Topi cConnect i on, Topi cSessi on,
Topi cSubscri ber, and Topi c.

nmessageFactory = MessageFact ory. newl nst ance();
tcf = new com sun. nessagi ng. Topi cConnecti onFactory();
tc = tcf.createTopi cConnection();

session = tc. createTopi cSession(fal se, Sessi on. AUTO ACKNOALEDCE) ;

topi ¢ = session. creat eTopi c(topi cNane);
subscri ber = session. createSubscri ber(topic);
subscri ber. set MessagelLi st ener (thi s);
tc.start();

Use the 0nMessage method to receive the message. Use the
SOAPMessageFr om) MBMessage method to convert the IMS message to a SOAP

message.

public void onMessage (Message nessage) {
SOAPMessage soapMessage =
MessageTr ansf or ner . SOAPMessageFr omJMSMessage( nessage,
nessageFactory ); }

Retrieve the content of the SOAP message.
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Chapter 15

Using the JavaMail API

This chapter describes how to use the JavaMail™ API, which provides a set of abstract
classes defining objects that comprise a mail system.

This chapter contains the following sections:
e Introducing JavaMail

e Creating aJavaMail Session

e JavaMail Session Properties

* Looking Up aJavaMail Session

*  Sending Messages Using JavaMail

* Reading Messages Using JavaMail

Introducing JavaMail

The JavaMail API defines classes such as Message, St or e, and Tr ansport . The APl can
be extended and can be subclassed to provide new protocols and to add functionality when
necessary. In addition, the API provides concrete subclasses of the abstract classes. These
subclasses, including M meMessage and M meBodyPar t , implement widely used Internet
mail protocols and conform to the RFC822 and RFC2045 specifications. The JavaMail API
includes support for the IMAP4, POP3, and SMTP protocols.

The JavaMail architectural components are as follows:

» Theabstract layer declares classes, interfaces, and abstract methods intended to
support mail handling functions that all mail systems support.

» Theinternet implementation layer implements part of the abstract layer using the
RFC822 and MIME internet standards.
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» JavaMail usesthe JavaBeans Activation Framework (JAF) to encapsul ate message data
and to handle commands intended to interact with that data.

For more information, see the Sun Java System Application Server Administration Guide
and the JavaMail specification at:

http://java. sun. com product s/ j avanai | /

Creating a JavaMail Session

Y ou can create a JavaMail session in the following ways:
e Using the Administration Console
» Using the Command Line Interface

The “Using The Administration Consol€e” section describes each JavaMail session setting.
The “Using The Command Line Interface” section merely lists syntax and default values.

Using the Administration Console

To create a JavaMail session using the Administration Console, perform these steps:

1. Login to the Administration Console by going to the following URL in your web
browser:

htt p: // hog: port/ asadm n

For example:

http://1 ocal host: 4848/ asadmi n
2. Click on the Java Mail Sessions component.
3. Click the New button.
4. Enter the following information:

o JNDI Name (required) - Enter the INDI name that application components must
use to access the JavaMail session. For more information, see “Looking Up a
JavaMail Session” on page 415.

o Mail Host (required) - The mail server host name.

o Default User (required) - The mail server user name.
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o Default Return Address (required) - The e-mail address the mail server usesto
indicate the message sender.

o Description (optional) - Y ou can enter atext description of the JavaMail session.

5. Check the Session Enabled box to enable the JavaMail session. If a JavaMail session is
disabled, it is unavailable for lookups, but its configuration remains in the domain.

6. You can aso edit the following Advanced settings:

o Store Protocol - Specifies the storage protocol service, which connects to a mail
server, retrieves messages, and saves messages in folder(s). Example values are
i map (the default) and pop3.

o StoreProtocol Class - Specifies the service provider implementation class for
storage. The defaultiscom sun. nai | . i map. | MAPSt or e.

o Transport Protocol - Specifies the transport protocol service, which sends
messages. The default issnt p.

o Transport Protocol Class - Specifies the service provider implementation class for
transport. The default iscom sun. mai | . st p. SMIPTr anspor t .

o Debug Enabled - Enables debugging for this JavaMail session.

7. Toadd aproperty, click the Add Property button and enter the property name and
value. To delete properties, check the properties you want to delete, then click the
Delete Properties button. For details about JavaMail session properties, see “ JavaMail
Session Properties’ on page 414.

8. Click the OK button.

Using the Command Line Interface

To create a JavaMail session using the command line, use the asadmi n
creat e-j avamai | - r esour ce command. The syntax is as follows, with defaults shown for
optional parameters that have them:

asadnmin create-javanail -resource --user user --mailhost mal_host --mail user
mail_user - -fronaddress address [ - - st or epr ot ocol =i map]

[--storeprotocol cl ass=com sun. mai | .imap. | MAPSt ore] [--transprotocol =sntp]
[--transprotocol cl ass=com sun. mai | . snt p. SMIPTransport] [--debug=fal se]
[--enabl ed=true] [--description ted] [--property (name=value)[: name=value] *]
jndi_name

For more information about the parameters specific to asadm n
creat e-j avanai | - r esour ce, see “Using the Administration Console” on page 412.
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For more information about the optional general asadmi n parameters (- - passwor d,
--passwordfile,--host,--port,--secure,--terse,--echo,and--interactive),
see the Sun Java System Application Server Administration Guide.

For example:

asadm n create-javanail-resource --user joeuser --nailhost Mail Server
--mai | user Mil User --fromaddress user @il server.com Mail Sessi on

To delete a JavaMail session, use the following command:

asadm n del ete-javanai | -resource --user user jndi_name

For example:

asadm n del et e-j avanai | -resource --user joeuser Mil Session
To list JavaMail sessions, use the following command:

asadmn |ist-javanail-resources --user usr

For example:

asadmn |ist-javanail-resources --user joeuser

JavaMail Session Properties

Y ou can set properties for aJavaMail Sessi on object. Every property name must start with
amai | - prefix. Sun Java System Application Server changes the dash (- ) character to a
period (. ) in the name of the property and saves the property to the Mai | Confi gur ati on
and JavaMail Sessi on objects. If the name of the property doesn’'t start with mai | - , the
property isignored.

For example, if you want to define the property nai | . f r omin a JavaMail Session object,
first define the property as follows:

e Name-nail-from
e Vaue-john. doe@un. com

After you get the JavaMail Sessi on object, you can get the nai | . f r omproperty to retrieve
thevalue asfollows:

String password = session.getProperty("mil.from);
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Looking Up a JavaMail Session

The standard Java Naming and Directory Interface™ (JNDI) subcontext for JavaMail
sessionsisj ava: conp/ env/ nai | .

Registering JavaMail sessionsin the mai | naming subcontext of a INDI namespace, or in
one of its child subcontexts, is standard. The INDI namespace is hierarchical, like afile
system’ s directory structure, so it is easy to find and nest references. A JavaMail sessionis
bound to alogical INDI name. The name identifies a subcontext, mai | , of the root context,
and alogical name. To change the JavaMail session, you can change its entry in the JNDI
namespace without having to modify the application.

The resource lookup in the application code looks like this:

Initial Context ic = new Initial Context();
String snName = "java: conp/ env/ nai | / M/Mai | Sessi on”;
Sessi on sessi on = (Session)ic. | ookup(snNane);

For more information about the INDI API, see Chapter 13, “Using the Java Naming and
Directory Interface.”

Sending Messages Using JavaMall

To send a message using JavaMail, perform the following tasks:
1. Import the packages that you need:

inport java.util.*;

inport javax.activation. *;
inport javax.mail.*;

inport javax.mail.internet.*;
i nport javax.namng.*;

2. Look up the JavaMail session, as described in “Looking Up a JavaMail Session” on
page 415:

Initial Context ic = new Initial Context();
String snName = "java: conp/ env/ nai | / M/Mai | Sessi on”;
Sessi on session = (Session)ic.|ookup(snNane);

3. Override the JavaMail session propertiesif necessary. For example:

Properties props = session. getProperties();
props. put ("mail.from', "user2@rail server.com');

4. CreateaM nmeMessage. The nsgReci pi ent , nsgSubj ect , and nsgTxt variablesin
the following example contain input from the user:
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Message nsg = new M neMessage( sessi on);

nsg. set Subj ect (msgSubj ect ) ;

nsg. set Sent Dat e(new Date());

nsg. set From();

nsg. set Reci pi ent s( Message. Reci pi ent Type. TQ,
I nt er net Addr ess. par se( nsgReci pi ent, false));
nsg. set Text (nsgTxt);

Send the message:

Transport. send(nsg) ;

Reading Messages Using JavaMail

To read a message using JavaMail, perform the following tasks:
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Import the packages that you need:

inport java.util.*;

inport javax.activation. *;

inport javax.mail.*;

inport javax.mail.internet.*;

i nport javax.namng.*;

Look up the JavaMail session, as described in “Looking Up a JavaMail Session” on
page 415:

InitialContext ic = new Initial Context();
String snNarme = "java: conp/ env/ nai | / M/Mai | Sessi on”;
Sessi on session = (javax. mail.Session)ic.|ookup(snNane);

Override the JavaMail session propertiesif necessary. For example:

Properties props = session. getProperties();
props. put ("mail.from', "user2@rail server.com');

Get a St or e object from the Sessi on, then connect to the mail server using the Store
object’sconnect () method. Y ou must supply a mail server name, a mail user name,
and a password.

Store store = session.getStore();
store. connect ("Mail Server", "Mail User", "secret");

Get the default folder, then get the INBOX folder:
Fol der fol der = store. getFol der ("I NBOX");

Itisefficient to read the Message objects (which represent messages on the server) into
an array:

Message[] nessages = fol der. get Messages();
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MaxSize property 170
MDB file samples 300
mdb-connection-factory 296, 299
mdb-connection-factory element 201
mdb-container 298
mdb-resource-adapter element 201
message-destination element 167, 198, 241
message-destination-name element 167, 198, 241
message-driven bean

pooling 297
message-driven beans 137, 296

connection factory 296

DTD elements 199

monitoring 297

onMessage runtime exception 299

pool monitoring 298

sample XML files 300
messages, JavaMail

reading 416

sending 415
messages, IMS

SOAP 407
MessageServiceAddressList property 405
MessageTransformer utility 408, 409
messaging elements 199
method-name element 210
migration tools 31
MM MySQL Typed4 JDBC driver 375
modules

definition 76

directories deployed to 83

directory structure 81

disabling 102, 121

individual deployment of 110

naming 81

runtime environment 83

see also applications
monitoring transactions 304
MSSQL Inet JDBC driver 367
MSSQL/SQL Server2000 Data Direct JDBC driver 372
MultiL ruCache cacheClassName value 170
MultiLRUSegmentSize property 170
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name attribute 117, 120, 122, 128, 155, 171, 174, 175,
176, 243, 248

name element 166, 189, 205

Name property 405

Name setting 357

named-group element 231

naming service 387

native library path

configuring for hprof 140
configuring for Optimizelt 142
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NetDynamics servers, migrating from 32
Netscape Application Servers, migrating from 32
networkProtocol property 360

nocache attribute of cachetag 278

none element 231
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On Any Failure Close All Connections setting 359
one-one-finders element 210
onMessage 299
Optimizeit profiler 142
Oracle Data Direct JDBC driver 371
Oracle Inet JIDBC driver 366
Oracle OCI JDBC driver 370
Oracle Thin/Type4 Driver
workaround for 381
Oracle Thin/Type4 JDBC driver 369
oracle-xa-recovery-workaround property 383
ORB architecture 339
output from servlets 267
overriding built-in ORB 343
approaches 343
ORB.init properties approach 343
ORB.init() properties 343
orb.properties 344
orb.properties approach 344
provide VM start-up arguments 344
providing VM arguments 344
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package attribute 126
package-appclient script 114
packaging see assembly
PAM infrastructure 53
parameter-encoding element 183
param-name element 191, 192, 194, 196, 197, 238
pass-by-reference element 149, 195, 287
pass-by-value semantics 149, 195
password attribute 117, 120, 122, 244, 247
password element 166, 205
Password property 360, 405
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permissions

changing in server.policy 61

default in server.policy 60
persistence elements for the DTD file 206
persistence manager 318
persistence-manager-factory-resource 318
persistence-type attribute 159
physical destinations 401
plugintag 179
pm-class-generator element 211
pm-config element 211
pm-descriptor element 211
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pm-identifier element 212
pm-inuse element 212
pm-mapping-factory element 213
pm-version element 213
PointBase JDBC driver 365
pool monitoring for MDBs 298
Pool Name setting 362
Pool Resize Quantity setting 358
pool-idle-timeout-in-seconds 219, 220

pooling 287, 290, 293, 297
of servlets 275

pooling elementsfor the DTD 215
POP3 protocol 411

port attribute 118, 120, 122, 243
port property 360
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Port setting 400

precompilejsp attribute 117, 128
--precompilejsp option 110
precompiling JSPs 280

primary key class 305

principal element 192
principal-name element 150, 157, 192
profilers 139

programmatic login 62
ProgrammaticL ogin class 63
ProgrammaticL oginPermission 63
properties, about 154

property element 154, 190, 248

Q

query-filter lement 213
query-ordering element 213
query-params element 214
query-variables element 214
Queueinterface 403
QueueConnectionFactory interface 403

R

raxml file 79
RAR file, creating 101
read-only beans 286, 292
deploying 295
refreshing 294
read-only element 231
ReadOnlyBeanNotifier 294
READY_EVENT 347
realm attribute 244
realm element 151, 205
realms
and role mapping 41
certificaterealm 51
configuring 44
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default 45, 46

definition 40

filerealm 48
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mapping groups and usersto 156
solarisrealm 53

supported 47

user information in 43

reapl nterval Seconds property 160
Recover on Restart setting 382
redeployment 102
reference elementsin the DTD file 193
Reference Implementation, migrating from 32
refresh attribute of cachetag 278
refresh-field element 174
refresh-period-in-seconds 190, 293
reload file 104
reloading property 180
reloading, dynamic 103
removal-timeout-in-seconds element 219
removing servlets 274
request object 274
required element 205
resize-quantity element 220
resource adapters see connectors
resource allocation 275
Resource Enabled setting 404
resource managers 380
resource references, mapping 395
Resource Type setting 358, 391, 393
resource-adapter-mid element 201
resource-env-ref element 164, 196, 395
resource-env-ref-name e ement 164, 197
resource-ref element 164, 197, 395
res-ref-name element 165, 196
res-sharing-scope deployment descriptor setting 376
restrictions

message-driven beans 298

on container-managed persistence 323
on session bean transactions 292

retrievestubs attribute 117, 128
Retry Timeout setting 383
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rmic-options attribute 111
Role Based Access Control (RBAC) 53
role mapping elementsfor DTD 191
role-name element 150, 157, 192
roleName property 360
roles 66

creating 43

mapping 40
rom 26
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S1ASCixFactory class 341
sample applications 33
sample XML files 300
sas-context element 205
schema capture 233
schema element 231
schema-generator-properties element 214
scope attribute 174, 175, 176
scratchdir property 180
secondary table 226, 307
security 35
ACC clients 38
applications 42
authentication data 325
declarative 41
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EJB components 38, 42
goals 36
J2EE model 36
JAAS module 325
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programmeatic 41
programmatic login 62
responsibilities overview 38
role mapping 40
server.policy file 60
Sun Java System Application Server features 36
Sun Java System Application Server model 37
terminology 39
user information 43
using SSL with CA 332
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security element 245
security policy domains see realms
security-role-mapping element 150, 156, 192
security-service element 46, 56, 59
send-password attribute 243
server
changing the classpath of 87
lib directory of 80, 87, 114, 115
life cycle events 347
optimizing for development 30
security model 37
Sun Java System Application Server deployment
descriptors 80, 145
using Ant scriptsto control 123
server.policy file 60
and lifecycle modules 352
changing permissions 61
default permissions 60
Optimizeit profiler options 143
ProgrammaticL oginPermission 63
server-classpath attribute 87
ServerLifecycleException 348
server-name element 193
serverName property 360
service method 275
Servlet 2.3 specification 265
servlet element 156
servlet-name element 157
servlets
API reference 265
caching 268
character encoding 262
destroying 274
engine 274, 275
instantiating 274
invoking using aURL 266
output 267
pooling 275
removing 274
request handling 274
specification 265
thread safety 266
session beans 290
container 290
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developing 291

restrictions 292
Session Enabled setting 413
session-config element 158
sessionFilename property 160
session-manager element 158
session-properties element 161
sessions

about 282

and dynamic redeployment 102

and dynamic reloading 103

cookies 282

session managers 282

URL rewriting 282

sessions, JavaMail, creating 412
session-timeout element 162
setCharacterEncoding method 263
setContentType method 263

setlocale method 263

setting the ORB port 332

showrev 25

SHUTDOWN_EVENT 347

Simple Object Access Protocol see SOAP
single sign-on 64

singleThreadedServletPool Size property 154, 266, 275

SingleThreadModéd class 266
singleton approach 344
SMTP protocol 411
SOAP messages 407
SOAP with Attachments API for Java (SAAJ) 408
solarisrealm 53
sredir attribute 125
SSL 326

authentication configuration 52
sdl element 246
SSL processing parameters 246
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ssl2-enabled attribute 246
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stack trace, generating 133
stand-alone client

running 336, 337
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creating 335
Start Arguments setting 399
Start Timeout setting 399
STARTUP_EVENT 347, 351
Status Enabled setting 392
Steady Pool Size setting 358
steady-pool-size 220
steady-pool-size element 221
Store Protocol Class setting 413
Store Protocol setting 413
store-properties element 160
stubs
directory for 83, 84
keeping 111, 117,128
retrieving after deployment 111
Sun customer support 25
Sun Java System Application Server
value-added features 285

Sun Java System Message Queue 137, 165, 397, 399
checking to seeif running 401
installation of 29

Sun ONE Application Server, migrating from 32

Sun ONE Studio
debugging 134

Sun ONE Web Server, migrating from 32

sun-acc.xml elements
description 244
target-server 243

sun-acc.xml file 80, 114, 146, 241
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sun-agpplication element 147

sun-application.xml file 80, 146
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example of 151
schemafor 145

sun-application_1_4-0.dtd file 80, 146

sun-application-client.xml elements
default-resource-principal 239
gb-ref 239
gjb-ref-name 240
jndi-name 241
name 239
password 239
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resource-env-ref 240
resource-env-ref-name 240
resource-ref 238
resource-ref-name 238
sun-application-client 237

sun-application-client.xml file 80, 146
dementsin 237

sun-application-client_1 4-0.dtd file 80, 146
sun-application-client-container_1_0.dtd file 80, 146
sun-appserv-admin task 123
sun-appserv-component task 121
sun-appserv-deploy task 116
sun-appserv-jspc Ant task 280
sun-appserv-jspc task 125
sun-appserv-undeploy task 119
sun-appserv-update task 126
sun-cmp-mapping element 232
sun-cmp-mapping_1_1.dtd file 80, 146
sun-cmp-mappings 233
sun-cmp-mappings.xml 225, 234, 307
sun-cmp-mappings.xml file 80, 146
sun-gjb-jar element 190
sun-gjb-jar.xml file 80, 146

sample 301
sun-gjb-jar_2 1-0.dtd file 80, 146
sunhome attribute 118, 120, 122, 126
sun-web.xml file 80, 110, 146

and classloaders 87

elementsin 151

example of 183
sun-web-app element 152
sun-web-app_2 4-0.dtd file 80, 146
suppressSmap property 180
Sybase Data Direct JDBC driver 373
Sybase Inet JIDBC driver 368
Sybase JConnect/Typed4 JDBC driver 372

System Classloader 87
using to circumvent isolation 89
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Table Name setting 359
table-name element 232, 233
tag libraries 276
tags

for JSP caching 276
target-server element 243
tasks, Apache Ant 115
tempdir property 154
TERMINATION_EVENT 348
third party ORB 342

accessing backend 342

configure Orbix ORB 342
thread safety 266
timeout

for IMS connections 399

for transactions 382, 384
timeout attribute of cachetag 278
timeout element 174
timeout-in-seconds attribute 169
timeoutSeconds property 162
tls-enabled attribute 246
tls-rollback-enabled attribute 246
Tomcat Web Server, migrating from 32
tools

for deployment 106

for developers, general 30
Topic interface 403
TopicConnectionFactory interface 403
Transaction |solation setting 359
transaction log file 383
Transaction Log Location setting 383
transaction service

configuring 382

properties 383
Transaction Timeout setting 382
transactions 302

administration and monitoring 304

commit options 303

disabling logging 383

flat 302

global 302

in the J2EE tutorial 379

JDBC isolation levels 377
JINDI subcontext for 388
local 302

local or global scope of 380
logging for recovery 385
nested 302

resource managers 380

Transport Protocol Class setting 413
Transport Protocol setting 413
transport-config element 206
trimSpaces property 180

type attribute 117, 120, 122, 128
Type setting 399, 402, 404

U

unique-id element 150, 191
upload attribute 117
URI, configuring for an application 148
uribase attribute 125
uriroot attribute 125
URL rewriting 282
URL, JNDI subcontext for 388
url-pattern element 173
user attribute 117, 120, 122
User property 360
user-name attribute 244
UserName property 405
users
adding to thefilerealm 48
androles 41
security information 43

usersinrealms 156
utility classes 89, 98, 114

Vv

ValidationMethod setting 359
value added features 285
value additions for product 286
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value attribute 155 transport-guarantee 258
value element 176, 191 value 255
verbose attribute 125 webservice-description 250

webservice-description-name 250
webservice-endpoint 256
wsdl-override 255

verifier tool 92
verify attribute 117, 128

victim-selection-policy element 221 wsdl-port 252

virtual servers 263 wsdl-publish-location 250
 default 263 web.xml file 79

virtualservers attribute 117 and certificate configuration 52

session-timeout element 162
webapp attribute 125
WebL ogic Server, migrating from 31
W Websphere Application Server, migrating from 31

. . web-uri element 148
WAR file, creating 97

web applications
assembling 97
deploying 110
module definition 76 X
security 37, 42
Web Classloader 88
changing delegationin 87
web container, configuring 265
web element 148
web module, default 265, 267
web service
sample applications 33
web service elements
auth-method 258
call-property 254
endpoint-address-uri 257
localpart 253
login-config 257
name 254
namespaceURI 253
port-component-name 256
port-info 252
service-endpoint-interface 252
service-impl-class 255
service-gname 255
service-ref 251
service-ref-name 251
servlet-impl-class 258
stub-property 253
tie-class 258

XA resource 380
xaresource-txn-timeout property 384
XML

specification 146

syntax verifier 92
XML files

sample 300
xpoweredBYy property 180
-Xrs option and debugging 134, 141
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