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Preface

This Preface provides an overview of this guide, describes guide conventions, and lists
other useful publications.

Introduction

This guide provides the required information to use the ExtremeWare EPICenter software.
It is intended for use by network managers who are responsible for monitoring and
managing Local Area Networks, and assumes a basic working knowledge of:

= Local Area Networks (LANS)
= Ethernet concepts
= Ethernet switching and bridging concepts
= Routing concepts
= The Simple Network Management Protocol (SNMP)
A If the information in the ExtremeWare EPICenter SE Release Note and Quick Start

Guide shipped with your software differs from the information in this guide, follow
the Release Note.

Terminology

When features, functionality, or operation is specific to the Summit, Alpine, or
BlackDiamond switch family, the family name is used. Explanations about features and
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Preface

operations that are the same across all Extreme switch product families simply refer to the
product as the “Extreme device” or “Extreme switch.” Explanations about features that are
the same for all devices managed by EPICenter (both Extreme devices and others) are
simply refer to “devices.”

Conventions

Table 1 and Table 2 list conventions that are used throughout this guide.

Table 1: Notice Icons

Icon Notice Type Alerts you to...
Note Important features or instructions.
Caution Risk of unintended consequences or

recoverable loss of data.

A
A
a Warning Risk of permanent loss of data.

Ai

Table 2: Text Conventions

Convention Description

Screen displ ays This typeface represents information as it appears on the screen.
Screen di spl ays This typeface indicates how you would type a particular command.

bol d

The words “enter” When you see the word “enter” in this guide, you must type something,
and “type” and then press the Return or Enter key. Do not press the Return or

Enter key when an instruction simply says “type.”
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Related Publications

Table 2: Text Conventions (continued)

Convention Description

[Key] names Key names appear in text in one of two ways. They may be

« referred to by their labels, such as “the Return key” or “the Escape
key.”

« written with brackets, such as [Return] or [Esc].

If you must press two or more keys simultaneously, the key names are
linked with a plus sign (+). For example:

Press [Ctrl]+[Alt]+[Del].
Words in bold type Bold text indicates a button or field name.

Words in italicized type  Italics emphasize a point or denote new terms at the place where they
are defined in the text.

Related Publications

The ExtremeWare EPICenter documentation set includes the following:

= The ExtremeWare EPICenter SE User Guide (the manual you are reading)

= ExtremeWare EPICenter SE Release Note and Quick Start Guide

= ExtremeWare EPICenter License Agreement

The two manuals and the Release Note can be found online in Adobe Acrobat PDF format,
in the docs subdirectory of the EPICenter installation directory. You must have Adobe
Acrobat Reader version 3.0 or later (available from http:/iwww.adobe.com free of charge).
Other manuals that you will find useful are:

= ExtremeWare Software User Guide

= ExtremeWare Quick Reference Guide

For documentation on Extreme Networks products, and for general information about
Extreme Networks, see the Extreme Networks home page:

*  http://www.extremenetworks.com

Customers with a support contract can access the Technical Support pages at:

=  http://lwww.extremenetworks.com/support/database.htm
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The technical support pages provide the latest information on Extreme Networks
software products, including the latest Release Notes, information on known problems,
downloadable updates or patches as appropriate, and other useful information and
resources.

Customers without contracts can still access manuals and patches at
http://www.extremenetworks.com/support/documentation.asp

XXVi ExtremeWare EPICenter Software Installation and User Guide



EPICenter Overview

This chapter describes:
= Features of the ExtremeWare EPICenter™ SE software.
= EPICenter software components.

= Hardware and software requirements.

Introduction

Today's corporate networks commonly encompass hundreds or thousands of systems,
including individual end user systems, servers, network devices such as printers, and
internetworking systems. Extreme Networks™ recognizes that network managers have
different needs, and delivers a suite of ExtremeWare™ management tools to meet those
needs.

EPICenter is a powerful yet easy-to-use application suite that facilitates the management
of a network of Summit™ and BlackDiamond™ switches, as well as selected third-party
switches. EPICenter makes it easier to perform configuration and status monitoring, create
virtual LANs (VLANS), and implement policy-based networking in enterprise LANs with
Extreme Networks switches. EPICenter offers a comprehensive set of network
management tools that are easy to use from a workstation configured with a web browser
and the Java plug-in.

EPICenter leverages the three-tier client/server architecture framework represented by
Java applets, and can be accessed using Microsoft Internet Explorer or Netscape Navigator
with Sun’s Java Plug-in. The EPICenter application and database support two of the most
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EPICenter Overview

popular operating environments in the marketplace, Microsoft Windows NT and Sun
Microsystems’ Solaris. Integration with HP OpenView and other third-party network
management software products provides additional flexibility.

Summary of Features

In large corporate networks, network managers need to manage systems “end toend.” The
EPICenter software is a powerful, flexible and easy-to-use application for centralizing the
management of a network of Extreme switches and selected third-party devices, regardless
of the network size. The EPICenter software provides the vital SNMP, HTML, and
CLI-based tools you need for network-wide management of Extreme Networks Summit,
Black Diamond, and Alpine switches.

= Network Control. The EPICenter software provides configuration and monitoring of
Extreme Networks' switches and selected third-party devices anywhere on the network
simultaneously.

= Intelligent Management. Extreme SmartTraps™ (patent pending) automatically gather
switch configuration changes and forward them to the EPI1Center server, thereby
minimizing network management traffic. EPICenter separates its request “heartbeat”
polling to asses a device’s connectivity from its less frequent and more data-intensive
status polling.

= Hierarchical Displays. Most information, including that found in EPICenter topology
maps, VLAN management, configuration management, and real-time statistics, is
dynamically presented in an easy-to-navigate hierarchical tree.

= Multi-platform capability. The EPICenter Server supports both Sun SPARC/Solaris
and Intel/Windows NT 4.0 or Windows 2000. Clients running in browsers on either of
these platforms can connect to servers on either platform.

= Support for multiple users with security. Users must log in to the application, and can
be granted different levels of access to the application features.

= Web-based clients. EPICenter clients are web-based, requiring only a web-browser and
Java plug-in to be installed on client machines.

= Manage large numbers of devices. The EPICenter server’s scalability mode lets you
manage up to about 2000 devices with a single installation of the EPICenter software.

Extreme Networks switches and many other MIB-2 compatible devices can be monitored
and controlled from a central web-based interface, without exiting EPICenter to run a
separate program or telnet session. Features such as SmartTraps and the EPICenter alarm

1-2 ExtremeWare EPICenter Software Installation and User Guide



Summary of Features

system further maximize network monitoring capability while maintaining network usage
efficiency.

You can organize your network resources into groups (including groups made up of
selected ports from multiple switches) that you can manage as a single entity. You can set
VLAN configurations across the network without having to log into switches individually.
You can search for individual IP addresses and identify their connections into the network.
You can monitor the status of your network devices either visually, through the
ExtremeView applet, or by setting alarms that will notify you about conditions or events
on your network devices. You can get a high-level overview of the status of your network
devices displayed as a hierarchical topology map.

These features and more are described in more detail in the following sections, and in the
remaining chapters of this manual.

Simple Inventory Management

EPICenter’s Inventory Manager applet keeps a database of all the devices managed by the
EPICenter software. Any EPICenter user can view status information about the switches
currently known to the EPICenter database.

The EPICenter Inventory Management applet provides an automatic discovery function.
Users with the appropriate access can use this feature to discover Extreme and other MIB-2
devices by specific IP address or within a range of IP addresses.

Network devices can also be added to the EPICenter database manually, using the
Inventory Manager Add function. Once a network device is known to the EPICenter
database, you can assign it to a specific device group, and configure it using the VLAN
Manager, the Configuration Manager, or the ExtremeView tool.

The Alarm System

The EPICenter Alarm System provides fault detection and alarm handling for the network
devices monitored by the EPICenter software. This includes Extreme devices and some
third-party devices—those that the EPICenter software can include in its Inventory
database. The Alarm System also lets you define your own alarms that will report errors
under conditions you specify, such as repeated occurrences or exceeding threshold values.
You can specify the actions that should be taken when an alarm occurs, and you can enable
and disable individual alarms.

Fault detection is based on SNMP traps, RMON traps, and some limited polling. The
Alarm System supports SNMP MIB-2 and the Extreme Networks private MIB. When an
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alarm occurs you can specify actions such as sending e-mail, forwarding a trap, running a
program, running a script, or sounding an audible alert.

The Configuration Manager

The EPICenter Configuration Manager applet provides a mechanism and a graphical
interface for uploading and downloading configuration files to and from managed
devices. It can also download ExtremeWare software images and BootROM images to
Extreme Networks devices.

The Configuration Manager also provides a framework for storing the configuration files,
to allow tracking of multiple versions. Configuration file uploads can be performed on
demand, or can be scheduled to occur at regular times—once a day, once a week, or at
whatever interval is appropriate.

Interactive Telnet Applet

The ExtremeView Telnet feature includes a macro capability that lets you create and
execute scripts of CLI commands repeatedly on multiple devices in one operation. You can
save your macros for reuse at other times.

You can also use the interactive Telnet capability to view and modify configuration
information for Cisco devices as well as for Extreme Networks devices.

The Grouping Manager

One of the powerful features of the EP1Center software is its ability to take actions on
multiple devices or resources with a single user action. The Grouping Manager facilitates
this by letting you organize various resources into hierarchical groups, which can then be
referenced in other applets. YOU can then take actions on a group, rather than having to
specify the individual devices or ports that you want to affect.

You can also create or import named resources such as users and workstations, which can
be mapped through the Grouping Manager to IP addresses and ports. This capability is
especially important in relationship to the optional Policy Manager applet, which takes
advantage of these types of resources to simplify the creation of QoS and Access List
policies.
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The IP/IMAC Address Finder

The IP/MAC Address Finder applet lets you search for specific network addresses (MAC
or IP addresses) and identify the Extreme Networks switch and port on which the address
resides. You can also use the IP/MAC Finder applet to find all addresses on a specific port
or set of ports. You can export the results of your search to a file.

ExtremeView Configuration and Status Monitoring

With ExtremeView, any Extreme Networks switch can be monitored and controlled from a
central, web-based platform, without leaving the EPICenter client to invoke another
program or Telnet session.

The ExtremeView applet displays detailed information about the status of Extreme
switches in a number of categories. Any EPICenter user can view status information about
these network devices known to the EPICenter database. Users with the appropriate access
permissions can also view and modify configuration information for those switches using
either the ExtremeWare Vista graphical user interface.

Real-Time Statistics

The Real-Time Statistics feature of the EPICenter software provides a graphical
presentation of utilization and error statistics for Extreme switches in real time. The data is
taken from Management Information Base (MIB) objects in the etherHistory table of the
Remote Monitoring (RMON) MIB. You can choose from a variety of styles of charts and
graphs as well as a tabular display.

You can view data for multiple ports on a device, device slot, or within a port group,
optionally limiting the display to the “top N ports (where N is a number you can
configure). You can also view historical statistics for an individual port. If you choose to
view a single port, the display shows the value of the selected variable(s) over time, and
can show utilization history, total errors history, or a breakdown of individual errors.

In addition, the Real-Time Statistics applet lets you “snapshot” a graph or table as a
separate browser page. You can then save, print, or e-mail the page.

Topology Views
The EPICenter software’s Topology applet allows you to view your network

(EPICenter-managed devices and the links between devices) as a set of maps. These maps
can be organized as a tree of submaps that allow you to represent your network as a
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hierarchical system of campuses, buildings, floors, closets, or whatever logical groupings
you want.

The Topology applet can automatically add device nodes to your map as devices are added
to EPICenter software’s device inventory. The EPICenter software will also add links that
exist between the devices, and organize them into submaps as appropriate. You can
customize the resulting maps by moving elements, adding new elements, such as links,
“decorative” (non-managed) nodes, and text, and customizing the discovered nodes
themselves.

Finally, from a managed device node on the map, you can invoke other EPICenter
functions such as the alarm browser, telnet, real-time statistics, a front panel view, or
ExtremeWare Vista for the selected device.

Enterprise-wide VLAN Management

A virtual LAN (VLAN) is a group of location- and topology-independent devices that
communicate as if they were on the same physical local area network (LAN).

The ExtremeWare EPICenter VLAN Manager is an enterprise-wide application that
manages many aspects of VLANSs on Extreme Network’s Summit and BlackDiamond
switches. Any EPICenter user can view status information about the VLANS currently
known to EPICenter. Users with the appropriate access can create and delete VLANSs, add
and remove ports from existing VLANSs, and create and modify the protocol filters used to
filter VLAN traffic.

The ESRP Manager

The Extreme Standby Router Protocol (ESRP) is a feature of ExtremeWare that allows
multiple switches to provide redundant layer 3 routing services, as well as layer 2
redundancy, to users. The ESRP Manager displays the status of ESRP-enabled VLANSs and
the ESRP-enabled switches in those VLANS. You can view a summary status for all the
ESRP-enabled VLANSs being monitored by the EPICenter software. You can also view
detailed information for an individual ESRP-enabled VLAN and the switches in those
VLAN:S.

Dynamic Reports

EPICenter Reports are HTML pages that can be accessed separately from the main
EPICenter user interface, without logging in to the Java user interface. The Reports module
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can also be accessed from the EPICenter Navigation toolbar. A Summary Report is also
displayed on the main EPICenter “home” page that provides basic information on the
status of EPICenter devices and alarms. From this report you can access other more
detailed reports.

The EPICenter reports are HTML pages that do not require Java capability, and thus can be
accessed from browsers that do not have the ability to run the full EPICenter user interface.
This means reports can be loaded quickly, even over a dial-up connection, and it also
provides the ability to print the reports.

The Reports capability provides a number of predefined HTML reports that present
information from the EPICenter database. You can also create your own reports by writing
Tel scripts.

Scalable Mode

As the number of devices in your network increases, the effort required on the part of the
EPICenter server to monitor all those devices increases. At some point, EPICenter
performance may become undesirably slow. For a network with a very large number of
devices, therefore, you can run the EPICenter server in “scalable mode.” This lets you
manage a very large number of devices (on the order of 2000 devices) at the expense of the
availability of some of the EPICenter applets, and the ability to manage to the port level.
The following applets are not available in Scalable Mode.

= ExtremeView

< Real-Time Statistics

= Topology

= VLAN Manager

= ESRP Manager

= Policy Manager (an optional, separately-licensed module)

Scalable Mode is implemented through a single property setting in the EPICenter
Administration module.

Security Management

In order to access EPICenter features, a user must log in with a user name and a password.

EPICenter provides three access levels:
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= Monitor—users who can view status information only.
= Manager—users who can modify device parameters as well as view status information.

= Administrator—users who can create, modify and delete EPICenter user accounts as
well as perform all the functions of a user with Manager access.

The EPICenter Admin applet enables configuration of EPICenter as a Remote
Authentication Dial In User Service (RADIUS) server. As an alternative, it can be
configured as a RADIUS client, or RADIUS authentication functionality can be disabled.

When EPICenter acts as a RADIUS server, it can be contacted by RADIUS clients (such as
Extreme Networks switches) to configure access permissions for Extreme switches, and to
authenticate user names and passwords. The use of the RADIUS server avoids the need to
maintain user names, passwords, and access permissions in each switch, and instead
centralizes the configuration in one location in EPICenter.

EPICenter Stand-alone Utilities

The EPICenter software provides several stand-alone utilities or scripts that streamline the
process of getting information into and out of the EPICenter database, or facilitate certain
device troubleshooting functions. These are the following:

= The DevCLI utility lets you add devices to and remove devices from the EPICenter
inventory database viacommand, and supports batch additions and deletions specified
via afile.

= A setof Inventory Export scripts that enable you to export information from the
EPICenter database about the devices that are being managed. The information is
provided in a format suitable for import into other applications, such as a spreadsheet.

= The SNMPCLI utility provides SNMP Get, GetNext, and SNMP walk features that may
be needed to obtain device MIB information for troubleshooting.

EPICenter Components

The EPICenter software is made up of three major functional components:

= The EPICenter Server, which is based on the Tomcat Java server. The server is
responsible for downloading applets, running servlets, managing security, and
communicating with the database.
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= A Relational Database Management System (RDBMS), Sybase Adaptive Server
Anywhere, which is used as both a persistent data store and a data cache.

= The EPICenter client applications, which are Java applets that are downloaded from the
server to a client machine on request and executed in a Java-enabled web browser. The

Java Plug-in version 1.3.1 is required.

Figure 1-1 illustrates the architecture of the EPICenter software.
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Extreme Networks Switch Management

The EPICenter software uses SNMP to monitor and manage the devices in the network. To
avoid the overhead of frequent device polling, the EPICenter software uses a mechanism
called SmartTraps to identify changes in Extreme device status and configuration.

When an Extreme switch is added to the EPICenter database, the EPICenter software
creates a set of SmartTraps rules that define what events (status and configuration
changes) the EPICenter server needs to know about. These rules are downloaded into the
Extreme switch, and the EPICenter server is automatically registered as a trap receiver.
Subsequently, whenever a status or configuration change takes place, the ExtremeWare
software in the switch uses the SmartTraps rules to determine if the EPICenter server
should be notified. These changes can be changes in device status, such as fan failure or
overheating, or configuration changes made on the switch through the ExtremeWare CLI
or ExtremeWare Vista.

The EPICenter server does a “heartbeat” check, by default every five minutes, of all the
devices it is managing to determine if the devices are still accessible. It also does a full poll
of each device at longer intervals. This interval for this less frequent status polling can be
adjusted on each individual device. The EPICenter software also gives you the ability to
gather device status at any time using the Sync feature in the Inventory Manager applet.

Extreme Networks Device Support

Extreme Networks devices running the ExtremeWare software version 2.0 or later, are
supported by most features in the EPICenter system, including the VLAN Manager and
the graphical display features of the ExtremeView applet. Some features, such as ESRP, or
the Policy Manager, require more recent versions of the ExtremeWare software.

See the ExtremeWare EPICenter Release Note and Quick Start Guide or the Extreme Networks
web site for the most current information on device support in the EPICenter software.

Third-Party Device Support

Any device running a MIB-2 compatible SNMP agent can be discovered by the EPICenter
Inventory manager, and saved in the Inventory database. All devices in the database can

also appear on a topology map. The EPICenter alarm system can handle SNMP traps from
any device in the inventory database, including RMON traps from devices with RMON
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enabled. The Real-Time Statistics module can display statistics for any device with RMON
enabled, the IP/MAC Finder applet supports all devices running MIB-2 and the Bridge
MIB, with the exception of user mapping, which is specific to Extreme devices.

In the Telnet applet, you can use the Telnet feature with any device that supports a Telnet
interface. In the ExtremeView applet, all Extreme devices and selected third-party devices
(including certain Cisco and 3COM devices) can display a device-specific front panel view
in the Summary view. In addition, vendor-specific generic images are available for
additional devices, such as Sun and Nortel, and a standard generic image can be displayed
for all other “unknown” devices. New device images and configuration description files
may be added over time—check the Extreme Networks web site for information on new
device support.

EPICenter Client Requirements

The EPICenter client requires a monitor that supports 1024x768 resolution, and at least
16-bit color. Your system Display Settings must be set for 65536 colors.

The client may also use large amounts of memory. 128 MB of RAM is recommended for
best performance (256 MB is recommended if you plan to run the client on the same
system as the EPICenter server).

The client can run using the following browsers:

= Microsoft Internet Explorer version 5.0 or version 5.5 with Service Pack 1 on
Windows NT 4.0 or Windows 2000, with the Java Plug-in 1.3.1.

= Netscape Navigator version 4.7 under SPARC Solaris (2.6, 7, or 8) with the Java
Plug-in version 1.3.1.

A See the ExtremeWare EPICenter Release Note and Quick Start Guide shipped
with the software for the latest information about configuration requirements.
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This chapter describes:

=« Hardware and software requirements for the EPICenter server and client

= Procedure for obtaining an evaluation or permanent license key for the software
= Install the EPICenter Server software under either Windows NT or Windows 2000
= Set up Internet Explorer for use with the EPICenter client on a Windows system

= Install the EPICenter server software under the Solaris Operating Environment

= Set up Netscape Navigator for use with the EPICenter client on a Solaris system

Installation Overview

The ExtremeWare EPICenter Standard Edition (SE) software includes a set of Java
applications, a Web Server, and database software. The installation process installs all of
these components on a Windows NT 4.0 or Windows 2000 system, or under Solaris 2.6,
Solaris 7, or Solaris 8.

The EPICenter client runs within a web browser (Microsoft Internet Explorer under
Windows or Netscape Navigator under Solaris) with the Java Plug-in version 1.3.1. The
client does not require installation, you just point your browser to the EPICenter server.

A See the ExtremeWare EPICenter SE Release Note and Quick Start Guide for the
A most current information on installation requirements.
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The ExtremeWare EPICenter server installation process installs two components:
= The EPICenter Database Engine
= The EPICenter Web Server

Under Windows NT/2000 you can run these as services, or just as an application. Running
them as services is recommended.

Server Requirements

The ExtremeWare EPICenter Server can run under Microsoft Windows NT 4.0,
Microsoft Windows 2000, or Sun Microsystems’ Solaris Operating Environment, SPARC
Platform Edition.

Windows NT or Windows 2000

For installation under Windows NT or Windows 2000, the requirements are:

= Microsoft Windows NT 4.0 or Windows 2000 running on an Intel platform.

e 128 MB RAM (256 MB recommended, especially if you plan to run an EPICenter
client on the same system).

= Disk space depends on the file system used on the disk as well as the number of
items (devices, ports, alarms etc.) that the system must handle:

— 130 MB of disk space for the server installation.

— Up to 150-200 MB for runtime usage (log files, database, user-defined scripts,
reports, and so on).

— If the disk is using the FAT file system, the EPICenter server could use 30% of the
disk (i.e 300MB on a 1 GB disk, 600 MB on a 2GB disk and so on). Installing on a
FAT file system is not recommended.

You can tell the type of file system by looking at the disk properties. Right-click on
the drive letter in the Windows Explorer or My Computer windows.

= 300 Mhz Pentium-compatible processor.
= CDROM drive (for installation).

= A network connection.
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Solaris
For installation under Solaris, the requirements are:
= Solaris Operating Environment 2.6, Solaris 7, or Solaris 8 with required patches

already installed.

e 128 MB RAM (256 MB recommended, especially if you plan to run an EPICenter
client on the same system).

= As much as 300 MB disk space:
— 130 MB of disk space for the server installation

— Up to 150-200 MB for runtime usage (log files, database, user-defined scripts,
reports and so on)

= CDROM drive (for installation)

= A network connection

Both the Solaris 2.6 and Solaris 7 operating environments may require patches for
EPICenter to function properly. Make certain these patches have been installed before you
install the EPICenter server software. See Chapter 3 for more information on obtaining any
needed patches.

For the most current information on required patches, see the ExtremeWare EPICenter SE
Release Note and Quick Start Guide that accompanies your EPICenter software, or check the
Extreme Networks web site at www.extremenetworks.com.

Client Requirements

The EPICenter client requires a monitor that supports 1024 x 768 resolution, and at least
16-bit color. Your system Display Settings must be set for 65536 colors.

The client can also use large amounts of memory. 128 MB of RAM is recommended for
best performance (256 MB is recommended if you plan to run the client on the same
system as the EPICenter server).

The EPICenter client user interface is a Java-based application that runs within a web
browser such as Microsoft Internet Explorer or Netscape Navigator.

« Under Windows NT 4.0 or Windows 2000, install Internet Explorer 5.0, or Internet
Explorer 5.5 with Service Pack 1, and the Java 1.3.1 plug-in.
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= On aSolaris system, install Netscape Navigator 4.7 or later, with the 1.3.1 Java plug-in.

4 See the ExtremeWare EPICenter Release Note and Quick Start Guide shipped
with the software for the latest information about configuration requirements.

EPICenter Software Licensing

In order to log in to the EPICenter server from an EPICenter client, the product must be
configured with a valid license. Optional products such as the Policy Manager also require
their own license keys.

An evaluation license allows you to run the product for 45 days. A permanent license has
no time limit. You can install the software without a license key, but you will not be able to
connect to it from an EPICenter client. (If you need to install the product without a license
key, you can add the key at a later time using a license key upgrade utility.)

You must obtain both evaluation and permanent license keys from the Extreme Networks
licensing web site. The license key should be sent to you as e-mail within minutes of
submitting your request.

Both evaluation and permanent license keys are 14-character keys that start with EP and
are followed by 12 additional characters that are a combination of upper- and lower-case
case alphabetic characters, numbers, and special characters such as “+”

If you have purchased the product, you should have received an activation key, found on
the License Agreement included in your software package. This key starts with “AC,” and
can be used to obtain a permanent license key. You do not need an activation key to obtain
an evaluation license key.

A Seethe ExtremeWare EPICenter Release Note and Quick Start Guide shipped with
the software for the latest information about obtaining a license key.

Obtaining an Evaluation License

To obtain an evaluation license key, use your browser to connect to the license page at
http://www.extremenetworks.com/go/epickey.htm.

Select the option to obtain an evaluation license key. You will be asked to enter your name,
company information, and other similar information, and an e-mail address to which your
license key should be sent.
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You license key will be sent to you by return e-mail.

Obtaining a Permanent License

To obtain a permanent license key, use your browser to connect to the license page at
http://www.extremenetworks.com/go/epickey.htm.

Select the option to obtain a permanent license key.

Fill in the requested information, and enter your activation key. The activation key is a
14-character key that starts with “AC” and is found on the License Agreement included
with your software package.

Your permanent license key will be sent to you by return e-mail.

Upgrading an Evaluation License

To update an evaluation license of the ExtremeWare EPICenter to a permanent license, use
theinst!ic utility.

In Windows, run thei nst | i c command using the Run command from the Windows Start
menu, or from an MS-DOS command window. From Solaris, run the command from a
command shell. Thei nst | i c utility is found in the EPICenter install directory, by default
epc3_1 in Windows, or / opt/ epc3_1 on a Solaris system.

Enter the command followed by the 14-character license key, as follows:
instlic <license_key>

See “Adding or Updating the License Key” on page 2-10 (for Windows) or “Adding or
Updating a License Key” on page 2-17 (for Solaris) for further instructions.

Adding a License for an Optional Product

When you purchase a product option such as the EPICenter Policy Manager, you receive a
separate key to enable the optional module. If you purchase the optional module at the
same time as the main ExtremeWare EPICenter software, you can use the use the optional
module key when you do the EPICenter installation, and it will enable both the EPICenter
software and the additional module.

However, if you purchase the additional module at a later time, you must update your
license key to enable the new module.
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To add a license key for an optional EPICenter product module, use the i nst I i ¢ utility.

In Windows, run thei nst | i c command using the Run command from the Windows Start
menu, or from an MS-DOS command window. From Solaris, run the command from a
command shell. Thei nst | i c utility is found in the EPICenter install directory, by default
epc3_1 in Windows, or / opt/ epc3_1 on a Solaris system.

Enter the command followed by the 14-character license key, as follows:
instlic <license_key>

See “Adding or Updating the License Key” on page 2-10 (for Windows) or “Adding or
Updating a License Key” on page 2-17 (for Solaris) for further instructions.

Upgrading from a Previous Release

If you have the previous software release installed, the installation script can also migrate
your database information to the new EPICenter software version. The installation process
will upgrade only the previous release of the software—for the ExtremeWare EPICenter SE
release 3.1, you can upgrade from ExtremeWare EPICenter 3.0, but not from any earlier
versions of the ExtremeWare Enterprise Manager software. If you are running one of the
older versions (ExtremeWare Enterprise Manager 1.0, 1.1, 2.0, or 2.1) you must do a new
install of the EPICenter 3.1 software.

There is one caveat concerning the upgrade:

= Server-side configuration changes (specifically, edits you’ve made to
extrene. properties file) are not copied. The ext rene. properti es file has been
removed in EPICenter 3.1, and the server configuration settings are now handled
through the EPICenter client in the Administration module. You must re-enter any
configuration changes through the Server Properties page in the Administration applet.

Installing on a Windows NT or Windows 2000
System

The following sections assume that Microsoft Windows NT 4.0 or Windows 2000 is already
running.
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A For information on installing and running Windows NT or Windows 2000, refer to

the documentation supplied with your Microsoft Windows software.

To install the EPICenter software components under Windows NT you must have
Windows NT administrator privileges on that system.

If you have the previous software release installed, the installation script will also migrate
your database information to the new EPICenter software version.

A If you are running an evaluation version of the EPICenter software, DO NOT

REINSTALL the EPICenter software to upgrade to a permanent license if you want
to retain the information in your EPICenter database. Using the license installation
utility will preserve the contents of the database.

To update an evaluation copy of the EPICenter server to a licensed copy without
reinitializing the database, follow the update procedure described in “Adding or Updating
the License Key” on page 2-10.

To install the ExtremeWare EPICenter server, follow these steps:

1
2
3

Close any open applications.
Insert the CDROM into the CDROM drive.

In most cases, the ExtremeWare EPICenter Welcome screen appears automatically. If it
does not:

a Open My Computer or Windows Explorer, and go to your CDROM drive.
b Open the nt directory, and start set up. exe.

The ExtremeWare EPICenter Welcome screen appears.
Follow the on-screen instructions to progress through the Welcome screen.

If you are running EPICenter 3.0, you are notified that the services will be stopped in
order to install the EPICenter 3.1 software. If this is acceptable, click Yes.

Click Yes to accept the license agreement.
Enter your company information.
Enter your license key.

The license key is a case-sensitive string starting with “EP” and followed by 12
characters (a mixture of uppercase and lowercase letters, numbers, and special
characters) that you obtained from the Extreme Networks web site.

The license key is NOT the same as the activation key, which starts with “AC,” and
found on the License Agreement shipped with your purchased product. You use the
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activation key to obtain a permanent license key from the Extreme Networks web site
at http:/;www.extremenetworks.com/go/epickey.htm

See Chapter 1 of this manual or the ExtremeWare EPICenter SE Release Note and Quick
Start Guide for details on obtaining an evaluation or permanent license key.

If you have purchased the EPICenter software and an additional module such as the
Policy Manager, you can use the key you received for the optional module here. It will
enable both the EPICenter software and the additional module.

If you do not yet have a key, you can still install the product, and then update the key
later using the i nst | i c. exe utility. See “Adding or Updating the License Key” on
page 2-10.

— To skip entering a key, leave the field blank and click Next.
— A warning box pops up; click OK to continue.
9 Inthe Destination dialog box, choose one of two options:

— Accept the default target drive and folder displayed in the Destination Directory
box.

— Click Browse and select or enter a new folder, a new drive, or both.

If you are installing on a disk that uses the FAT file system rather than the NTFS file
system, a warning message pops up when you click Next. This is because under the
FAT file system, the EPICenter software can take up as much as 20% of your partition,
regardless of the size of the partition.

10 Accept the default program folder, EPICenter 3.1, or enter a different program folder
name, and click Next.

11 Inthe Database Server Information dialog box, enter a number into the Port field for the
TCP port that the EPICenter Web Server will use to communicate with the database, or
accept the default (2638). You can use any port number (a number between 1024 and
9999 is recommended) except a port number already in use by another process.

12 In the Get HTTP Port dialog box, you are asked for two ports that the EPICenter Web
Server will use:

— The HTTP Port for communication with clients (default 80).
— The Admin Port used by the EPICenter web server (default 8007).

Accept any or all of the default port numbers, or enter different port numbers.
You can use any port number (a number between 1024 and 9999 is recommended)
except:

— The port number you just entered for the database TCP port.

— Any port number already in use by another process.

2-8 ExtremeWare EPICenter Software User Guide



Installing on a Windows NT or Windows 2000 System

13 If there are any ExtremeWare EPICenter or ExtremeWare Enterprise Manager servers
running as services, a notice appears advising you that the services are being shut
down. <

The installation software then copies the EPICenter program files from the CD to your
system.

14 When the files have been copied, the Install as a Service dialog box asks if you want to
install the ExtremeWare EPICenter database and web server components as Windows
NT services.

— Click Yes to install the EPICenter components as services. This is strongly
recommended. If the EPICenter components run as services, they will be started
automatically on system boot, and will persist across user logins and logouts.

4 You must have NT Administrator privileges to install the EPICenter components
as services.

In addition, if you want to be able to import user and host information from a Windows
NT Domain Controller, the EPICenter server must run with permissions that allow it to
get user information from a Domain Controller.

— Click No if you do not want to install the components as services.

15 If you are upgrading from the previous release of the EPICenter software, you are asked
whether you want to copy the database and other persistent data to the new
installation. Click Yes to copy the data, or No to continue without doing so.

If you answer Yes, an MS-DOS window will appear briefly while the database contents
are dumped from the old database and loaded into the new database.

A  For the EPICenter 3.1 release, this installation utility will upgrade the database
from ExtremeWare EPICenter 3.0. Database upgrades from ExtremeWare
Enterprise Manager versions are not supported.

16 The installation procedure now installs the license key. An MS-DOS window will
appear briefly while this occurs.

If the license key you entered is invalid, an error window pops up. If you did not enter
alicense key, a warning pops up. In either case, you can use thei nst | i ¢ utility to enter
a valid license key after you have completed your installation.

17 In the final dialog box, EPICenter Setup Complete, you can do the following.
— Click the checkbox to indicate you want to view the Readme file

— If you have installed the EPICenter components as services, click the second
checkbox to indicate you want your system to be restarted. If you choose not to
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restart your system at this time, you must either restart the server or start the
services manually before you can log in to the EPICenter server from a client.

— Click Finish to complete the installation process.

Adding or Updating the License Key

To update an evaluation license of the ExtremeWare EPICenter to a permanent license, or
to install a license key after the original installation is complete, use thei nst | i c utility
provided.

A DO NOT reinstall the software if you have any data or configurations of value in the
EPICenter database. Re-installation will re-initialize the database.
To update your license key, follow these steps:
1 Select Run... from the Start menu, or start an MS-DOS command window.
A Because you must enter the license key on the command line, you cannot run
this utility from a Windows Explorer or My Computer window.
2 Enter the command <EPI Center _instal | _dir>\instlic <key>

<EPI Cent er _i nstal | _di r> is the directory (path) where you installed the EPICenter
components. If you installed in the default directory, the path is
c:\ EPC3_1\

<key> is the 14-character license key, starting with “EP,” that you obtained from
Extreme Networks. Type the key exactly as it is shown in the e-mail you received from
Extreme Networks. The key is case sensitive.

For example: c:\ EPC3_1\i nstlic EPla2B3c4D5+eF
If the license update is successful, the message “Li cense I nstal | ed” is displayed.
If the update is not successful, the message “I nval i d argunment key : <key>"is

displayed. <key> is the license key you entered with the i nst | i c command. Verify that
you typed the key exactly as shown in the e-mail you received from Extreme Networks.

Installing on a Solaris System

The EPICenter server software, version 3.1, is supported under Solaris 2.6, Solaris 7, and
Solaris 8. See “Server Requirements” in Chapter 1 for the hardware requirements. Also,
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check the ExtremeWare EPICenter SE Release Note and Quick Start Guide for any additional
issues.

Required Patches

Both the Solaris 2.6 and Solaris 7 operating environments require patches for the EPICenter
software to function properly. Make certain these patches have been installed before you
install the EPICenter server software.

For the most current information on required patches, see the ExtremeWare EPICenter SE
Release Note and Quick Start Guide that accompanies your EPICenter software, or the
Extreme Networks web site at www.extremenetworks.com.

Sun Microsystems makes these patches available on the Java download site in the form of
tar files. They can be found at:

http://www.sun.com/software/solaris/jre/download.html

On this page, select Java 2 Standard Edition (J2SE) 1.3.0_03 Production Release for Solaris,
English, SPARC Edition. The patches listed for this release apply to the 1.3.1 Plug-in as
well.

You must register or log in, and then you will be presented with the download page that
includes Solaris patch bundles.

Local Name Resolution

The Solaris system on which EPICenter is installed must be able to resolve both its own
local name and its domain name. For example if you install EPICenter on a system named
syst enl, then it must be able to resolve both syst entl and its domain name, such as

syst eml. conpany. com You can test for this by attempting to ping the system using both
the local name and the domain name. If there are problems resolving either of these names,
make sure the et ¢/ host s file contains the correct information.

Installing the EPICenter Server

The instructions that follow assume that you are running in a command shell or Xterm
window.
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You can install the EPICenter components without being logged in as root, as long as you
do not use port numbers less than 1024 (for example, port 80 for the EPICenter web server,
which is the default).

A When you install the EPICenter Server, it initializes the database. If you attempt to
re-install the server once you have installed it, the installation process reinitializes
the database, and your existing data and configurations will be lost.

To update an evaluation copy of the EPICenter software to a licensed copy without
reinitializing the database, follow the update procedure described in the section
“Adding or Updating a License Key" on page 2-17.

To install the EPICenter server software, follow these steps:

1 Insert the CDROM into the CDROM drive.

2 Ifyou are running CDE, the contents of the CDROM are displayed in the File Manager.
Go to the sol directory.

To run from an Xterm window:
cd /cdronxx>/ sol

where <x> is your CDROM drive number (e.g. cdr onD). The volume label of the
installation CD is epc31b<xx>, where <xx> is the build number, for example epc31b49.

3 Run the installation script:
./linstall.sh
The EPICenter Welcome message appears as follows:

EE R I I S S I R SR S S I kR S I I S I I I R R S I R R S I R R Rk I kS

Wl come to the Extreme Networks ExtremeWare EPI Cent er
install program This programwill install:
ExtremeWare EPlI Center version 3.1.0 on this system

EE I R b S I R SR Sk S I R Sk S S R S S I R S I I S I S S S R R S I R S I R S R I R Sk I I R I R Sk

Pl ease review the following software |icense terns
and conditions. You will need to accept this license
to continue the installation. Press space to page
through the license.

Press <enter> to view the license:
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4 When you press [Enter], the text of the license is displayed. You can use the space bar
to page through it. When you reach the end, you are asked:

Do you agree to the above conditions? (Y/N):

5 EnterY if you agree and want to proceed. Enter N to terminate the installation process.
This question does not have a default, you must enter Y or N.

6 Next, you are prompted for the directory where the EPICenter server software should
be installed:

Pl ease enter the directory in which the software will be install ed.
The default directory is /opt/epc3_1, but the product may be installed
anywher e.

Install Directory [/opt/epc3_1]:

Enter the directory or accept the default (/ opt / epc3_1).

If you specify a directory that does not exist, you are asked whether it should be
created:

/opt/epc3_1: No such directory. Do you wish to create it? (y/n)[y]

Assuming you want to create the directory, accept Y as the default. If you answer N, the
script will assume the directory already exists.

7 The installation script now copies and installs the EPICenter files:
Installing EPICenter files...
After copying a number of files, the following message appears:

File copy conplete.
Configuring Installation.

At this point additional files are copied and the EPICenter installation tree is created,
and filled out. This will take several minutes.

When the files are complete, you are asked for a set of configuration information.

To configure EPICenter, we will need to ask you for some information.
In nmost case the default answers will work correctly.

8 First you are asked whether you want to upgrade from a previous installation of
ExtremeWare EPICenter. You can upgrade from EPICenter 3.0.

*** Upgrade Paraneters

If there is a previous installation of EPICenter installed,
you nmay inport the database fromthe previous
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10

installation. |If there is no previous install, or you would
like to start fromscratch, select new installation.

Woul d you like to upgrade froma previous install? (Y/N) [N:

Answer Y to upgrade.

If you answer Yes, the install script asks for the location of the previous version of
ExtremeWare Enterprise Manager.

Adinstall directory [/opt/epc_30]:
Accept the default or enter the actual location (full path name).
Next, you are asked for a license key.

*** License Key

Pl ease enter the license key for the product.

This will be a string starting with EP followed by 12 characters.

To obtain a license (evaluation or permanent) visit the web site
http://extremenet works. com go/ epi ckey. ht m

Refer to the product release notes for nore informati on on obtaining
a license key. Enter s to skip and install the license later.

Pl ease enter the license key:

The license key is NOT the same as the activation key, which starts with “AC,” and is
found on the License Agreement shipped with your purchased product. You use the
activation key to obtain a permanent license key from the Extreme Networks web site
at http:/www.extremenetworks.com/go/epickey.htm

See Chapter 1 or the ExtremeWare EPICenter SE Release Note and Quick Start Guide for
details on obtaining an evaluation or permanent license key.

If you do not yet have a key, you can still install the product, and then update the key
later using the i nst 1 i c. exe utility. See “Adding or Updating a License Key” on
page 2-17.

If you have purchased the EPICenter software and an additional module such as the
Policy Manager, you can use the key you received for the optional module here. It will
enable both the EPICenter software and the additional module.

Next, you are asked to enter a port for communication between the Web server and the
database server:

*** Dat abase Paraneters

EPI Center will run an SQL dat abase server on this machi ne. The database
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needs the name of this machine and an unused port to listen on.

Pl ease enter the port for the database: [2638]

Accept the default (2638) for the TCP port that the EPICenter Web Server will use to
communicate with the database, or enter a different port number. You can use any port
number (a number between 1024 and 9999 is recommended) except a port number
already in use by another process.

11 You are now asked for three ports that the EPICenter Web Server will use.
*** \Web Server Paraneters
EPI Center runs as a web server and by default accepts HTTP requests
on port 80. You may specify an alternative. Additionally EPICenter needs
two ot her unused ports , one for a web admi nistrative server and

one for internal usage. If you are not sure what to enter, the defaults
shoul d be acceptabl e.

Pl ease enter the http port for the web server: [80]

Pl ease enter the http port for the admin web server: [8007]

Accept any or all of the default port numbers, or enter different port numbers.
You can use any port number (a number between 1024 and 9999 is recommended)
except:

— The port number you just entered for the database TCP port.
— Any port number already in use by another process.
12 Finally, you are asked to confirm the configuration parameters:

*** Configuration

Pl ease review the following itens.

Upgr ade = NO

Li cense = <the key you entered or “s”">
Dat abase Port = <the port you entered or 2638>
HTTP Port = <the port you entered or 80>
HTTP Adnmin Port = <the port you entered or 8007>

Are these correct? (Y to accept / Nto re-enter) [N]:
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13 If you accept the parameters by entering Y, the installation script will finish with the
following messages:

Instal ling License...
Li cense install ed.
Done.

Updati ng ./extrene/ VEB- | NF/ web. xmi

Updati ng ./tontat/conf/server. xni

If you are upgrading from an earlier version of ExtremeWare Enterprise Manager, you
will also see the following:

*** Dat abase Upgrade

Upgr adi ng Dat abase. ..
Upgr adi ng from

CGenerating sql files...

Dunmpi ng data fromtables in old database ...
Loading data into tables in new database ...
Dat abase Upgrade Conpl ete.

Next, the installation process creates a script and some symbolic links.

Addi ng EPI Center to /etc/init.d
Adding link fromrc3.d to /etc/init.d/
Adding link fromrc2.d to /etc/init.d/

14 Finally, you are given the opportunity to have the EPICenter server started for you.
Wuld you like to start the server now? (Y/N): n

Answer Yes to start the server immediately, or No if you want to start it at a later time.

The final messages are:

The EPI Center software installation is conplete.

Once the server is running, you can run the client in
a supported web browser with the follow ng URL:

http://<host >: <port >/
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I NSTALL COVPLETE

<host > is the name of the system you’ve just installed on, and <port > isthe HTTP port
you entered (or 80 if you accepted the default).

Adding or Updating a License Key

To update an ExtremeWare EPICenter evaluation license to a permanent license, or to
install a license key after the original software installation is complete, use theinstlic
utility provided.

A DO NOT reinstall the software if you have any data or configurations of value in the
EPICenter database. Re-installation will re-initialize the database.
O Run the installation script found in the EPICenter installation directory:
<install _dir>/instlic <key>
<i nstal | _di r> isthe directory (path) where you installed the EPICenter components.

<key> is the 14-character license key, starting with “EP,” that you obtained from
Extreme Networks. Type the key exactly as it is shown in the e-mail you received from
Extreme Networks. The key is case sensitive.

For example, if you installed in the default directory, enter:
/opt/epc3_1/instlic EPla2B3c4D5+eF

You must have write permission for the EPICenter install directory.

If the license update is successful, the message “Li cense I nstal | ed” is displayed in the
xterm or command window.

If the update is not successful, the message “I nval i d argunment key : <key>"is
displayed. <key> is the license key you entered with the i nst | i c command. Verify that
you typed the key exactly as shown in the e-mail you received from Extreme Networks.

Installing the EPICenter Client

In order to run the EPICenter client, web browser software must be installed. An
EPICenter client can run on a system with a different operating system than the EPICenter
server.

ExtremeWare EPICenter Software User Guide 2-17



Installing the EPICenter Software

= Under Windows NT, or Windows 2000, install Microsoft Internet Explorer 5.0 with the
Java Plug-in version 1.3.1, or Internet Explorer 5.5 with Service Pack 1 and the Java
Plug-in.
To download the latest version of Internet Explorer, go to
http://www.microsoft.com/ie/

= Under Solaris, install Netscape Navigator version 4.7x and the Java 1.3.1 plug-in.
Navigator is included in Netscape Communicator, can be downloaded from Netscape
Communications. Go to the Netscape web site at http://home.netscape.com/browsers/ for more
information. From there you can find links to download the Netscape 4.76 browser
software.

If you do not have the required Java plug-in installed when you start the EPICenter client,
you will be prompted to download it, and will be led through the brief installation process.
This obtains the plug-in from the Sun Microsystems web site, and requires Internet access.

You can also install the Java Plug-in directly from the EPICenter client Start-up page. See
Chapter 2 in the ExtremeWare EPICenter SE Software User Guide for details on starting the
client and obtaining the plug-in, if needed.

Uninstalling the EPICenter Server

To uninstall the EPICenter software, you must first shut down the server components
(database and web server). Then you can remove the program components from your
system.

Uninstalling in Windows NT or Windows 2000

Under either of these Windows OPerating Systems versions, you can run the EPICenter
server components as services, or as regular applications. The uninstall procedure is
slightly different for these two situations.

To uninstall the EPICenter server software, do the following:
1 Shut down the EPICenter components if they are still running.
If they are running as services:

a From the Start menu, highlight Settings, pull right, and click on the Control Panel.
This displays the Control Panel folder.

b Double-click on Services to display the Services Properties window.
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c Stop the EPICenter 3.1 Server.

d Stop the EPICenter 3.1 Database Engine.

If they are running as applications:

a Select Run... from the Start menu, or start an MS-DOS command window.
b Enter the command <EPI Cent er _i nst al | _di r>\ st opserv. exe

<EPI Cent er _i nstal | _di r> is the directory (path) where you installed the
EPICenter components. If you installed in the default directory, the path is
c: \ EPC3_1\

2 Display the Control Panel folder if you have not already done so. From the Start menu,
highlight Settings, pull right, and click on the Control Panel.

3 From the Control Panel folder, double-click Add/Remove Programs. This displays the
Add/Remove Program Properties window (Add/Remove Programs window under
Windows 2000).

4 From the list of installed programs, select EPICenter 3.1 and click Add/Remove (or
Change/Remove in Windows 2000). Follow the instructions to remove the component.

5 If the Add/Remove utility is not able to remove all the files, it will inform you of that
fact. You must delete them manually.

Uninstalling in Solaris

To remove the EPICenter server software from a Solaris host, stop the server using the
stopserv command, then remove the all the files in the installation directory.

To remove the EPICenter server software, follow these steps:

1 Run the stopserv command found in the root installation directory.

The installation directory is the directory (path) where you installed the EPICenter
components.

For example, if you installed in the default directory, enter:
/opt/epc3_1/stopserv
This shuts down the EPICenter server if it is running.

2 Make the parent of the installation directory the current directory, and remove all files
from the directory and its sub-directories.

For example, if you installed using the default directory path, / opt/ epc3_1, enter:
cd opt
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3 Remove all files from the installation directory tree.
For example, if you installed using the default directory path, enter:
rm-rf epc3_1
This removes all the EPICenter components, including the database, from the system.

4 The EPICenter installation created a script, EPI Cent er, in the /et c/i ni t. d directory,
and linksto/etc/init.dinthe/etc/rc2.dand et c/ rc3. d directories. You should
remove these as well:

cd /etc/init.d
rm EPI Cent er

cd /etc/rc2.d
rm K10EPI Cent er

cd /etc/rc3.d
rm S90EPI Cent er

The EPICenter software is now completely uninstalled.
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This chapter describes:

= Starting the ExtremeWare EPICenter Server.

= Launching an EPICenter Client.

= Navigating the EPICenter pages.

When you log in for the first time after installing the EPICenter server software, there are
only two user accounts enabled—an Administrator account “admin,” and a user account
“user” with Monitor access privileges. Neither account has a password. Follow the

instructions in Chapter 15 to change the admin password and to create additional
EPICenter user accounts.

Running the EPICenter Software under Windows

The following instructions assume that the Windows NT operating system is already
running, and that the ExtremeWare EPICenter server software is already installed.

If you have installed the EPICenter components as services under Windows NT, the
EPICenter Server and database component will start automatically when you boot the
server. This is the recommended method of installing EPICenter.
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Starting the EPICenter Server

If you have not installed the EPICenter server components as a service, you must start the
server manually after you boot your server system. You can do this from the Windows NT
Start menu.

The EPICenter Server consists of two components:

= The EPICenter Database Engine
= The EPICenter Web Server

Both components must be running in order to run the EPICenter client applets.
To start the EPICenter Server and database components, follow these steps:

1 Click Start.

2 Highlight Programs to display the Programs menu.

3 Highlight EPICenter 3.1 in the Programs menu to display the EPICenter menu.

4 Click EPICenter 3.1 Server. This runsrunserv. exe, a program that starts the two
components in the required order.

Two windows are displayed briefly as the EPICenter Server starts up:

= Sybase Adaptive Server Anywhere. An icon representing this window is placed on the
right side of the Windows task bar.

< A MS-DOS window that shows the processes being started.

Shutting Down the EPICenter Server Components

There may be occasions when you need to shut down the EPICenter server, such as to
upgrade a license key from an evaluation to a permanent license, or to add an optional
module license.

If the EPICenter server components are running as services, follow these steps to shut
them down:

1 From the Start menu, highlight Settings, pull right, and click on the Control Panel. This
displays the Control Panel folder.

2 From the Control Panel folder, double-click Services. This displays the Services
Properties window. You must have NT Administrator privileges to access this function.

3 From the list of installed programs select EPICenter 3.1 Server and click Stop.
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4 Repeat the same actions for the EPICenter 3.1 Database Engine.

If the EPICenter server components are running as applications, follow these steps to shut
them down:

1 Select Run... from the Start menu, or start an MS-DOS command window.

2 Enter the command <EPI Center _i nstal | _di r>\ st opserv. exe

<EPI Cent er _i nstal | _di r> is the directory (path) where you installed the EPICenter
components. If you installed in the default directory, the directory is epc3_1.

Restarting the EPICenter Server Components as Services

If you have installed the EPICenter server components as services, follow these steps to
restart them:

1 From the Start menu, highlight Settings, pull right, and click on the Control Panel. This
displays the Control Panel folder.

2 From the Control Panel folder, double-click Services. This displays the Services
Properties window. You must have NT Administrator privileges to access this function.

3 From the list of installed programs select EPICenter 3.1 Database Engine and click
Start.

4 Repeat the same action for the EPICenter 3.1 Server
5 If you want to change the start-up parameters, click Startup... instead of Start.

One situation where you might want to do this is the following: in order to import users
from an NT Domain Controller, the EPICenter 3.1 Web Server must be running with
permissions that enable it to get user information from the Domain Controller. If you do
not have those permissions as you are currently logged on, you can specify a different
log on account for the Web Server as a start-up parameter:

— Inthe Log On As: section of the Startup... pop up window, enter the account name
and password for a user that has the appropriate permissions to access the Domain
Controller.

Running the EPICenter Software under Solaris

The following instructions assume that you are using a command or Xterm window
running the C shell.
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Starting or Restarting the EPICenter Server

To run the EPICenter Server:

1

Set the current directory:
cd <install_dir>

<i nstal | _di r> isthe directory (path) where you installed the EPICenter components.
If you installed in the default directory, the path is / opt / epc3_1.

Invoke runser v to start the two EPICenter components in the required order.

runserv &

Shutting Down the EPICenter Server Components

To shut down the EPICenter Server:

1

Set the current directory:
cd <install_dir>

<i nstal | _di r> isthe directory (path) where you installed the EPICenter components.
If you installed in the default directory, the path is / opt/ epc3_1

Invoke st opser v to shut down the EPICenter components in the required order.

st opserv &

This shuts down the EPICenter server if it is running.

Launching the ExtremeWare EPICenter Client

The EPICenter client user interface is a Java-based application that runs within a web
browser such as Microsoft Internet Explorer or Netscape Navigator.

Under Windows NT 4.0 or Windows 2000, install Internet Explorer 5.0, or Internet
Explorer 5.5 with Service Pack 1, and the Java 1.3.1 plug-in.

On a Solaris system, install Netscape Navigator 4.7 or later, with the 1.3.1 Java plug-in.

3-4

ExtremeWare EPICenter Software Installation and User Guide



Launching the ExtremeWare EPICenter Client

To run the EPICenter client interface:

1 Launch your web browser.
2 Enter the following URL:
htt p: // <host >: <port >/

In the URL, replace <host > with the name of the system where the EPICenter server is
running. Replace <por t > with the TCP port number that you assigned to the EPICenter
Web Server during installation.

4 If you used the default web server port, 80, you do not need to include the port

A number.

The EPICenter Start-up page appears. Figure 3-1 shows the Start-up page in Internet
Explorer under Windows NT. The Start-up page in Netscape Navigator looks similar.

7 index - Microsoft Internet Explorer [_ O] <]
| Flo Edt View Favortss Took Help |

e 2 A 2 g R e R
Back | Fowsd | Stop  Reflesh Home | Seaich Favorles Histow | Mal Pt Edt
| Address [] http:/locshost/indes il =] @ee

Copyright @ 1998-2001 Extreme Metworks Inc., All rights reserved.

N B

|&] Done || |58 Local intranet

Figure 3-1: EPICenter start-up page
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From the Start-up page you can run the EPICenter client interface, view the online
documentation, or log into the EPICenter reports module.

= To launch the EPICenter client interface, click the Launch EPICenter link. This requires
that the Java Plug-in version 1.3.1 be installed in your browser.

If the required version of the plug-in is not installed, you will be prompted to download
it, and will be led through the brief installation process. This obtains the plug-in from
the Sun Microsystems web site, and requires Internet access.

You can also install the Java Plug-in directly, if you know you do not have the correct
version installed, or if you encountered problems downloading it. Click the Get Java
Plugln link, which will install the required version from the EPICenter server
installation. This requires access to the system where the EPICenter server is installed,
and does not require Internet access.

The EPICenter Login page appears, as shown in Figure 3-2.

= You can view a variety of reports about EPICenter devices and functions, without
requiring the Java Plug-in. Click the View Reports link to log into the EPICenter
Reports applet, which provides a number of HTML-based reports. See Chapter 12,
“Viewing Dynamic Reports,” for more information on using these reports.

= Click the View Documentation link to display the online ExtremeWare EPICenter
Software User Guide. This requires that you have a copy of Adobe’s Acrobat Reader
(version 3.0 or later) installed.

If you do not have the Acrobat Reader installed, you can download it free of charge
from Adobe’s web site, at http://www.adobe.com.
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/3 Login - Microsoft Internet Explorer

JEiIe Edit  Yiew Favortes Tools Help |
B R e nl e W e Sl el
Back Fanward Stop  Refiesh  Home Search Faworites  Histary Mail Print Edit
JAeressl@ hitp: /localhost/everest j o
-
Login Required for Access
Please enter User Name and Password.
User Name:
Password:
Login
If you are logging in for the first time, use admin with no password.
Login Help
]
|&] Dore | [ [5% Localintranet 4

Figure 3-2: ExtremeWare EPICenter login page

A There are two default user accounts—the Administrator account “admin,” and the

user account “user.” Initially, those accounts have no password. “User” has Monitor
access privileges.

Chapter 15, “Administering EPICenter” describes how an EPICenter Administrator
can create additional EPICenter user accounts.

To log into EPICenter:

1 Ifyou already have an EPICenter user account, type your EPICenter user name in the
User Name field.

— If you are the network administrator logging in to the EPICenter server for the first
time since it has been installed, log in as “admin.”
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You will be able to change the admin password (strongly recommended) and to create
additional user accounts.

— If you are a new user without your own account on the EPICenter server, type
“user” as the User Name. You will be able to view information in the various
modules, but will not be able to change any configurations.

2 Type your password in the Password field.

Both default names (“user” and “admin”) initially have no password, so you can leave
the field blank.

3 Click Login.

If you are using an evaluation copy of the EPICenter, a dialog box appears notifying
you how much longer the copy is valid.

Click OK.
The HTML Network Summary Report page appears.

4 If you are loading the client for the first time, a Java Plug-in Security Warning pop-up
will appear, as shown in Figure 3-3.

Java Plug-in Security Warning ﬂ
Do youwant to install and run signed applet distributed by
"Extreme Metworks Inc"
K Fublisher authenticity verified by "Thawte Consulting cc"
Caution: "Extreme Metworks Inc" asserts that this content is

=afe. You should only installiview this cantent if you trust
"Extreme Metworks Inc” to make that assertion.

| Grant this session || Deny || Grant always || More Info

Figure 3-3: Java Plug-inSecurity Warning

This allows you to specifically accept loading of the EPICenter java applets on your
system.

A |If the browser appears to freeze after the Network Summary Report Page
appears, but before any applet icons appear in the left-hand column, check to
see if the security warning window is hidden behind the browser.

To allow the EPICenter applets to be loaded, click one of the Grant buttons:

3-8 ExtremeWare EPICenter Software Installation and User Guide



Launching the ExtremeWare EPICenter Client

— Grant this session will allow the installation of the applets for this browser session
only. You will have to grant permission for every applet every time you run the
client.

— Deny will prevent the EPICenter applets from being loaded. You will still be able to
view the Network Summary Reports, but will not be able to access any EPICenter
applets.

— Grant always indicates that you always want to load the EPICenter applets. This
warning will not be displayed in the future.

Assuming you grant the session, the Navigation buttons for the EPICenter applets will
appear in the left-hand panel alongside the Network Summary Report page, as shown
in Figure 3-4.

A If you have problems with the client display the first time you try to run EPICenter
after installing it, try clearing all browser cache (both memory and disk), then closing
and re-opening the browser.

2l Extreme Networks' EPICenter - Microsoft Internet Explorer

| e Edt View Faveries Tools Help ‘
Ty B s S
Back Fomierd Stop  Refresh  Home Gearch Faworites  History Mail Pririt Edit
Adshess [ ] hutp:Hlacabostieversst =] @a
T
Home
Network Summary Report
Inwentory
iy Information is available about the health of the network managed by EPICenter:
o@o0 Report generated on Tue Aug 21 12:55:00 Pacific Daylight Time 2001
Config
T%, Network Summary Number of
Devices Managed by the Server 15
Groups
nnn@n Devices Up 10
Find [F/MAC
Devices Mot Responding 5
EV
a Critical Alarms Defined 2
gef
I Critical Alarms Generated in the last 24 hours 0
T R=)
Topology Unacknowledged Critical 4larms in the last 24 hours o
wiia SNMP Unreachable Alarm Generated in the last 24 hours 24
g= Invalid Login Alarm Generated in the last 24 hours i}
ESRP
Authentication Failed &larm Generated in the last 24 hours o
Admmin
Wlans Managed by the Server 20
Reports
AEITES About EPICenter
Logott
£] Applet started 5% Local intrznet 7

Figure 3-4: The Network Summary Report page
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This page displays a simple HTML report with some basic statistics on the status of your
network. Click on the values in the right-hand column to display a detail report about a
specific status item. From this summary report you can view the following reports:

= Summary status of all the devices known to the EPICenter server.

= Summary status of the devices known to the EPICenter server that are not responding.
< A summary of alarm definitions that include severity levels of Critical or Major.

= A summary of critical alarms that have occurred in the last 24 hours.

= A summary of critical alarms in the last 24 hours that have not been acknowledged.

= A summary of SNMP Unreachable alarms that have occurred in the last 24 hours.

= A summary of Invalid Login alarms that have occurred in the last 24 hours.

= A summary of Authentication Failure alarms that have occurred in the last 24 hours.
= Summary information on all VLANS being managed by the EPICenter server.

The Network Summary Report can also be accessed from the Reports applet. See
Chapter 16, “Dynamic Reports” for a more detailed discussion of these reports.

From the bottom of the Network Summary Report panel you can navigate to the About
EPICenter page.

The About EPICenter page, shown in Figure 3-6, provides information about the version
of EPICenter that you are running. This information may be needed if it becomes necessary
for you to contact Extreme Networks’ Technical Support.
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999
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Figure 3-5: The About EPICenter page

From this page you can do the following:

= Access the online ExtremeWare EPICenter Software User Guide.
= Send e-mail to Extreme Networks’ technical support organization.

= Return to the Network Summary Report page.

Navigating the EPICenter Applications

The EPICenter client consists of two frames, as shown in Figure 3-6:
= The Navigation Toolbar, from which you can access the EPICenter applets
= The Main Applet frame, where the currently active applet runs.
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; Extreme Networks' EPICenter - Microsoft Inteinet Explorer

J File Edit View Favaites Tool: Help |

«c 2B @ | a @ @B g =

Back borwErd! Stop  Refresh  Home Search Favoites  History ail Print Edit

JAgdressl@ http:/localhast/everest ﬂ @ Go

Network Summary Report

Information is available about the health of the network managed by EPICenter:
Report generated on Tue Aug 21 12:55:09 Pacific Daylight Time 2001

Network Summary Number of
Devices Managed by the Server s
Devices Up 10

Devices Not Respaonding

Critical alarms Defined

Critical alarms Generated in the last 24 hours

Unacknowledged Critical alarms in the last 24 hours

SMNMP Unreachable &larm Generated in the last 24 hours

Invalid Login alarm Generated in the last 24 hours

authentication Failed alarm Generated in the last 24 hours

Blele B e|e|n |k

Admiin

Ylans Managed by the Server

Reports

About EPICenter

‘@ Lpplat started. ,_,_E'g Local intranet i

Navigation Toolbar Main applet frame

Figure 3-6: The EPICenter Home page

The Navigation Toolbar

The Navigation Toolbar, on the left, displays a set of buttons you can use to access various
EPICenter modules. The buttons that appear in this Toolbar may be a subset of those listed
here, depending on whether you have licensed additional modules, such as the EPICenter
Policy Manager, or are running in scalability mode, which disables certain modules.

= Home returns you to the Network Summary Report display shown in Figure 3-6. From
this page, you can access the About EPICenter page.
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= Inventory runs the Inventory Manager, where you can discover devices on your
network, and set up device groups and port groups so you can manage network
elements in sets rather than individually.

= Alarm runs the Alarm Manager, where you can view and browse alarms that have
occurred on your network devices, as well as define alarms and the actions that should
occur when an alarm happens. This button also indicates that a new alarm has been
received by displaying its label in red text instead of black text.

= Config runs the Configuration Manager, where you can upload and download switch
configuration files, and download ExtremeWare software to your switches.

= Telnet runs an interactive Telnet application where you can create and run
command-line macros on multiple devices in one operation. You can also establish
telnet sessions with individual switches, both Extreme Networks and third-party
devices.

= Group runs the Grouping applet.

= Find IP/MAC runs the IP/MAC Address Finder applet, where you can search for the
ports associated with one or more MAC or IP addresses, or identify the IP or MAC
addresses connected to a set of ports.

= EView runs the ExtremeView applet, where you can view status and statistics about
your managed devices, and do Extreme device configuration through Extreme
Networks’ interactive web-based device interface, ExtremeView Vista.

= RT Stats runs the Real Time statistics applet, that provides graphs of various device and
port statistics. This applet is not available in scalability mode.

= Topology runs the Topology applet, which gives you a hierarchical, logical map-based
view of your network topology. This applet is not available in scalability mode.

< VLAN runs the VLAN Manager, where you can set up and manage VLANS.

= ESRP runs the ESRP Manager, which lets your view the status of your ESRP-enabled
switches and VLANSs.

« Admin runs the Administration module, where a user with Administrator access can
administer EPICenter user accounts and the RADIUS server. Other users can change
their own password using this applet.

= Reports runs the Dynamic Reports module, where you can run a number of
pre-defined HTML-based reports from data in EPICenter’s inventory database. You
can also define your own reports.

= Logoff ends your session and returns you to the Login display.
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A Note that you must have Administrator or Manager access in order to use most of
the functions of these applets. Users with Monitor access will be able to view status,
statistics etc., but will not be able to set up or change EPICenter or device
configurations.

In addition to the applets described above, the Navigation Toolbar may include icons for
other optional applications that have been integrated into the EPICenter server. These
modules or products are typically purchased separately, and enabled via special license
keys. Documentation for these modules is provided separately from the main EPICenter
documentation. These include:

= Policy runs the EPICenter Policy Manager, where you can define QoS policies and
access list rules for implementation on Extreme Networks and Cisco devices. This
applet is an optional module that is licensed separately. It requires the installation of a
separate license key.

= ServiceWatch runs the EPICenter ServiceWatch software within the EPICenter client
browser. ServiceWatch is not an EPICenter module, but a separate product. You can
enable the integration into the EPICenter Navigation Toolbar through the Server
Properties pages in the EPICenter Administration applet.

Main Applet Frame

The main applet frame is used to display the active EPICenter applet. For example, in
Figure 3-7, the VLAN Manager is displayed in the main applet frame.
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Figure 3-7: VLAN Manager applet running in a browser window

EPICenter applets use a two-panel display within the main applet frame. The two panels
are:

< The Component Tree.

= A component status/detail information panel.

In addition, some applets provide an applet-specific set of buttons at the top of the main

applet frame. These provide access to specific applet functions, such as adding, deleting, or
configuring components managed by the applet.
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The Component Tree

The left side panel shows the Component Tree. The Component Tree is a nested tree that
displays the components known to the EPICenter database that are relevant to the active
module. The Component Tree displays different sets of components depending on which
EPICenter module you are viewing.

For example, in the Inventory Manager, the Component Tree shows all the Extreme and
third-party devices known to the EPICenter. In the VLAN Manager, the Component Tree
displays VLANS, as shown in Figure 3-7. In the Topology view, the Component Tree shows
the nested maps within a topology view.

If a component in the tree has a plus sign to its left, that means there are subcomponents
nested below it. For example, if the component is a VLAN, then it has Extreme switches as
subcomponents. The switches, in turn, have ports as subcomponents.
O Click on the plus sign to display the nested subcomponents.

The plus sign changes to a minus sign.

O Click on the minus sign to hide the subcomponent list.

The Status/Detail Information Panel

The right side panel displays information about the component selected in the tree on the
left. For example, Figure 3-8 shows the Inventory Manager applet, with basic information
about the devices known to the EPICenter.
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Figure 3-8: Inventory Manager applet

O Click on acomponent in the Component Tree to display information about that
component.

In Figure 3-8, the selected component is the Default device group. The component
status/detail panel displays summary status information about each device in this device

group.

A red circle with the white “S” next to a device indicates that the device is not reachable
through SNMP. This indicator may appear in any of the applets where a list of switches is
displayed.

The buttons and frame contents change depending on which applet you are viewing, and
also on the permissions associated with your user account.
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Moving the Component Tree Boundary

You can move the boundary between the Component Tree panel and the main applet panel
by following these steps:

1 Place the cursor over the line separating the panels.

2 Click and hold the left mouse button to “grab” the panel separator.

3 Drag the separator until the panels are the desired widths.

Resizing and Sorting Columns

In a wide columnar display such as shown in Figure 3-8, you can resize the widths of each
column. To do this, follow these steps:

1 Place the cursor over the line separating the column you want to resize from the column
to its right.

2 Click and hold the left mouse button to “grab” the column separator.
3 Drag the separator until the column is are the desired width.

You can sort the rows of a columnar display according to the contents of any individual
column.

O To sort the rows, click on the column heading you want to use as the sort criteria. Click
once to sort in ascending order; click a second time to reverse the sort order.

In most applets, the column that is currently being used as the sort criteriais indicated with
asmall triangle in the cell with the column heading. The direction of the triangle (facing up
or facing down) indicates whether the sort is ascending or descending.

Applet Function Buttons

For most EPICenter applets, stand-alone buttons at the top of the applet frame provide
access to the functions provided by the current applet. Each button invokes a pop-up
dialog box for the function, as shown in Figure 3-9.

A |If you have Monitor access, some or all of the buttons in a given applet are not
available to you. For example, in the VLAN Manager, a user with Monitor access
can view information about the components in the Component Tree, but cannot

Add, Delete, or Modify VLANS, or perform any port configurations.
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Figure 3-9: Pop-up dialog box for adding a VLAN in the VLAN Manager

A dialog box can contain the following types of fields:

Page tabs, such as the Properties & Port and IP Forwarding tabs in Figure 3-9. These are
used when there are multiple pages of settings for a specific function. Clicking a tab
displays its page.

Text fields, such as the VLAN Name field in Figure 3-9. Enter text or numbers by
clicking in the field and then typing.

To clear a value from a text field, highlight the value with the cursor and press the Del
or Backspace key on the keyboard. You can also highlight the value and just type a new
value over the old one.

Drop-down menu fields, such as the Protocol Filter field in Figure 3-9. Click in the field to
drop down a menu of choices, then click on your selection to enter the value into the
field.

List box fields, such as the Available Switches field in Figure 3-9. Click to highlight a
value in the field. Click again to unselect a value.

If there are more entries in the list than can be displayed in the box, a scrollbar is
provided at the right side of the field.

Some list boxes allow multiple selections. Simply click on multiple items to select them.
You can also use [Shift]-click to select the first and last items in a group of contiguous
items; all the items between your first and last selection will be highlighted.
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To have the settings you’ve entered take effect, many dialog boxes provide an Apply
button. This saves the settings on the page you are viewing, but the dialog box remains
open so you can make additional changes or change the settings on one of the other pages.
For example, you can specify a new VLAN on the Properties & Ports page as shown in
Figure 3-9, click Apply to commit those settings, then display the IP Forwarding settings
and make changes on that page.

Other dialog boxes may provide a button that executes the function of the dialog, such as
Add, or Delete. Like the Apply button, these often perform the function but leave the
dialog box open so you can perform additional operations.

Most dialog boxes also provide a Close button you can use to exit the dialog box when you
are finished.

In addition, most dialog boxes provide a Reset button. This typically restores the dialog
box to the state it was in when it was invoked, clearing any selections on the screen and
resetting the data to the current information from the EPICenter database.

Printing from EPICenter

Printing is not supported in most of the EPICenter applets. The exceptions are the RT Stats
and Topology applets, which each provide a print function, and the HTML-based reports
(the Network Summary report and the Reports described in Chapter 15.

You can print the HTML reports using the browser print button. However, you should
click in the panel where the report is displayed to ensure that only that panel will be
printed. If you print without doing this, the Navigation Toolbar may not be refreshed, and
you will need to refresh the client manually.

Running the EPICenter Server in Scalable Mode

Scalable mode allows you to manage a very large number of devices using the EPICenter
server while still maintaining reasonable response and performance. The trade-off is that
some of the EPICenter applets described later in this chapter will not be available in
Scalable Mode. These include:

e ExtremeView
= Real-Time Statistics
= Topology
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VLAN Manager
ESRP Manager
Policy Manager (an optional, separately-licensed module)

To set EPICenter into Scalable Mode, you must log into the client, set the Scalable Mode
property to enable scalability (it is disabled by default), and then stop and restart the
EPICenter server. The steps to do this are as follows:

1

Launch the ExtremeWare EPICenter client, following the instructions in the section
“Launching the ExtremeWare EPICenter Client” on page 3-4.

Click the Admin button in the Navigation Toolbar to launch the Admin applet.

Click the Server Properties tab, then select Scalability from the pull-down menu (for
more detailed instructions, see Chapter 15, “Administering EPICenter.”

Click the checkbox to enable Scalable Mode.
From the Navigation Toolbar, click Logoff to exit the EPICenter client.

Follow the instructions in the sections earlier in this chapter on shutting down and
restarting the EPICenter server.

For Windows NT or 2000, see “Shutting Down the EPICenter Server Components” on
page 3-2 and “Starting the EPICenter Server” on page 3-2. If you are running the
EPICenter server components as services, see “Restarting the EPICenter Server
Components as Services” on page 3-3.

For Solaris, see “Shutting Down the EPICenter Server Components” on page 3-4 and
“Starting or Restarting the EPICenter Server” on page 3-3.

When the EPICenter server restarts, it will be running in Scalable Mode, and the icons will
be greyed out in the Navigation Toolbar for the applets that are not supported in Scalable
Mode.
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This chapter describes how to use the ExtremeWare EPICenter Inventory Manager applet
for:

= Viewing the EPICenter device inventory

= Discovering network devices

= Adding network devices to the EPICenter database
= Modifying device contact parameters

= Deleting a device from the EPICenter database

= Updating device information in the database

= Finding specific network devices in the database

Overview of the EPICenter Device Inventory

The Inventory Manager applet keeps a database of all the network devices managed by
EPICenter. EPICenter can discover any devices running MIB-2 compatible agents. It can
manage Extreme switches, and a number of third-party devices.

The EPICenter software provides an automatic discovery function. This feature can
discover Extreme and MIB-2 compatible devices by specific IP address or within a range of
IP addresses.

You can also add network devices to the EPICenter database manually, using the Inventory
Manager Add function. Once a network device is known to the EPICenter database, you
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can assign it to a specific device group, and configure it using the Inventory Manager,
VLAN Manager, Configuration Manager, Interactive Telnet, ExtremeView, or the optional
Policy Manager. You can receive alarms about faults on the device, and you can view a
hierarchical topology layout of the devices known to the Inventory Manager.

Any EPICenter user can view status information about the network devices currently
known to EPICenter. Users with Administrator or Manager access can run Discovery, and
add devices to or delete devices from the list of managed devices in the database. These
users can also explicitly refresh the information in the database related to the devices that
the EPICenter is managing.

Device Groups

Devices in the EPICenter are organized into one or more device groups. A device group is a
set of network devices that have something in common, and that can be managed as a
group. For example, devices might be grouped by physical location (Building 1, Building
2, first floor, second floor) or by functional grouping (engineering, marketing, finance) or
by any other criteria that makes sense within the managed network environment.

An individual device must belong to one, and only one, device group. All devices become
members of a device group when they are added to the EPICenter database, either through
Add Devices or as a part of the Discovery process. By default, devices are added to the
device group “Default,” if you do not specify otherwise. A device may then be moved to
another device group as appropriate.

Gathering Device Status Information
The EPICenter retrieves information about the devices it manages in several ways:

= EPICenter uses SNMP polling for the IP addresses specified in a Discovery request to
retrieve the status information needed by the various EPICenter applets.

< When a switch is added manually to the EPICenter database, EPICenter uses SNMP to
retrieve status information needed by the various EPICenter applets.

= Extreme switches send SmartTraps to EPICenter whenever a change occurs in a switch
status variable in which the EPICenter has registered interest. These include changes to
operating variables as well as configuration changes made through other management
entities such as the switch command line interface or ExtremeWare Vista.

These traps are based on a set of SmartTraps rules that the Inventory Manager creates
on the switch when it is added to the switch inventory. The rules tell the switch what
events or changes EPICenter wants to be notified about. The rules are created on the
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switch using SNMP. EPICenter also adds itself on the switch as a trap receiver. The
switch uses the SmartTraps rules to determine what traps to send to EPICenter.

When EPICenter receives a trap from a switch, it then polls the switch for detailed
status information.

= EPICenter polls every network device periodically (approximately every five minutes
by default) to update basic switch status, which is a subset of the status and
configuration information kept in the database. This poll interval is set globally for all
devices being managed by the EPICenter server, and can be changed through the
Server Properties settings in the Administration applet. See “Server Properties
Administration” in Chapter 15.

= The EPICenter server polls each device periodically for detailed status information.
This is done much less frequently than the basic status polling—by default, once every
30 minutes for core (chassis) devices, and once every 90 minutes for edge devices. This
poll interval can be set individually for devices through the Modify Device interface in
the Inventory applet (see the discussion “Modifying a Device” on page 4-18).

= A user with Administrator or Manager access can use the Sync command from the
Inventory Manager. Sync is a manual update of the regular data gathering
mechanisms, for use when the users believes that the device configuration or status is
not correctly reported in EPICenter applets. Sync causes EPICenter to poll the switch
and update all configuration and status information. During a Sync operation the
SmartTraps rules are also reset in case the user has accidentally deleted the trap receiver
or any SmartTrap rules.

Displaying the Network Device Inventory

When you click the Inventory button in the Navigation Toolbar, the main Inventory
Manager page appears as shown in Figure 4-1.
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Figure 4-1: The Inventory Manager applet, main page

A You must add network devices to the database using Discovery or the Add Devices
function in order to make them “known” to the EPICenter. Until this is done, no
devices are displayed in the Inventory Manager.

The Device Groups currently defined in the EPICenter database are displayed in the
Component Tree in the left panel.

The panel on the right shows the All Device Groups page, a list of the currently defined
device groups with their descriptions.

The first time you run EPICenter, there is only one device group, Default. You cannot
delete or change the name of the Default device group.
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Click on the plus sign to the left of a Device Group name to display the list of switches that
are members of that group.

A red circle with a white “S” next to a device indicates that the device is not reachable
through SNMP.

The buttons at the top of the page provide the following functions:

= Discover lets you find network devices by IP address or range of addresses
= Add lets you add individual devices and device groups to the database
= Delete removes a device or device group from the database

= Modify lets you change the members of a device group, or update a device’s contact
parameters in the database

= Sync updates the EPICenter database with current device configuration and status
information

= Find searches for devices by name, IP address, or device type, and returns information
such as the device group to which the device belongs.

= Help displays an on-line help page for the Inventory Manager

Viewing Device Status Information

When you select a device group in the Component Tree, the panel on the right displays a
summary status of the devices in the selected device group (see Figure 4-2).
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Figure 4-2: Inventory Manager device group summary status

= The status “lights” show the status of each device as detected by EPICenter.

Table 4-1: Inventory Manager Device Status Indicators

Status Light Device Status

Device is up and OK

G Green
'::.‘-' Yellow

Device is responding, but reports an error condition such as a fan or
power supply failure, or excessive temperature

‘ Red

Device is not responding to EPICenter status queries. This may mean
that the device is down, that it is unreachable on the network, or that the
SNMP community strings have changed and EPICenter can no longer
contact the switch.
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< The name and type of the device are detected by EPICenter.

= The IP address and read/write community strings are also detected by the EPICenter
discovery, or are those entered into the EPICenter database manually if the switch was
added using the Add command.

Select a switch in the Component Tree on the left to display detailed configuration and
status information, as shown in Figure 4-3. This display shows additional information that
EPICenter has gathered from the switch agent.
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Figure 4-3: Inventory Manager device status information

The information displayed in Figure 4-3 is for an Extreme switch. The ExtremeWare
software running in the switch provides comprehensive status information through the
Extreme MIB. Figure 4-4 show the information displayed for a Cisco device—a subset of
the information available for an Extreme device.
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Figure 4-4: Inventory Manager information for a 3Com device

You can select a device group or a device in the Component Tree, then right-click to display
a pop-up menu that contains the Modify, Delete, and Sync commands. These perform the
same functions as the buttons at the top of the page, but with the appropriate device or

device group displayed.

Discovering Network Devices

EPICenter provides an automatic Discovery function that lets you discover network
devices by IP address.

To discover network devices, do the following:

4-8
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1 Click the Discovery button at the top of the Inventory Manager main window.

The Discover Devices window, shown in Figure 4-5, is displayed.

Y -
Eg‘i Discover Devices

[_[D]x]

rEelect¥endor Filters

" Extreme only

(& All MIB-2 Devices

Enter Device Discovery Options

® P Address with Wild Cards

CIF Address Range

| o]

|
|
|

Subnet Mask
SMMP Read Community

18

epic

Discover |

Close |

Reset |

(75

=N
Device Discavery Criteria [Subnetiask | SWMP Read |
10.203.0.97 24 public
10.201.2* 22 public
10.203.0.101 1o 10.203.0.150 22 axtreme
10.207.0.1-5 16 epic

Help I

Figure 4-5: Inventory Manager Device Discovery set up window

2 Click the appropriate boxes to select the types of devices you want to include in the
discovery. You can discover Extreme devices only, or all devices with MIB-2 compatible

agents.

3 Specify the device address range you want to discover. You may specify the range in
one of two ways:

Valid wildcard characters are *, ?, and - (dash):
* acts as a wildcard for the entire octet (0-255)

? is a wildcard for a single digit (0-9)

- lets you specify a range for any octet. You can use this in more than one octet

A
AYou cannot combine the dash with another wildcard in the same octet.

You can also use the IP Address with Wildcards field to specify a single IP address.
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Examples:

IP Address Specification Addresses Generated

10.203.0.* polls 10.203.0.0 through 10.203.0.255

10.203.?.?? polls 10.203.0.0 through 10.203.9.99

0.203.0.1? or 10.203.0.10-19 both specify the same range: 10.203.0.10 through
10.203.0.19

10.203.0-2.10-30 polls

10.203.0.10 through 10.203.0.30
10.203.1.10 through 10.203.1.30
10.203.2.10 through 10.203.2.30

— As an IP address Range (such as 10.203.10.20 to 10.203.10.45)

4 There are certain IP addresses that are reserved. You should not include these
addresses in your discovery.
» Class A networks: 0 and 127 are reserved.
* Class D networks: 224 - 239 are reserved for multicasting.
» All addresses above 239 are reserved.

» 255 is reserved for broadcast datagrams for either the host or network
portion of the IP address.

In addition, certain host addresses may be interpreted as broadcast
addresses, depending on the subnetting of your network.

IP addresses are processed prior to starting the discovery, and IP addresses
that contain 255's in the host portion are eliminated. This is based on the IP
address as well as the subnet mask.

4 Specify (or verify) the Subnet Mask size as appropriate. The value in the Subnet Mask
field is the number of bits to be masked, starting from the high-order (left-hand) octet.
The default subnet mask of 24 will mask the three high-order octets.

5 Specify (or verify) the SNMP Read Community string so that EPICenter will be able to
retrieve information from any devices it discovers.

6 Click the New button to add the range into the Device Discovery Criteria list.

7 Repeat steps 3 through 6 to specify any additional device addresses or ranges for the
discovery.

4-10 ExtremeWare EPICenter Software Installation and User Guide



Discovering Network Devices

8 If necessary, you can remove an address range from the Device Discovery Criteria list
at any time before you initiate the discovery by selecting the range and clicking the
Remove button.

You can remove all address ranges using the Reset button at the bottom of the page.
9 Click the Discover button at the bottom of the window to initiate the discovery.

If the discovery criteria results in a discovery of more than 1500 devices, a dialog
appears informing you of the number of items in your search request, and asking you
for confirmation. Click Yes to proceed or No to refine the discovery criteria.

A [|fadiscovery requestis too large, your browser may not have sufficient memory
resources available to handle it. It is recommended that you break a large
discovery task into multiple separate tasks.

A Discovery Results window is displayed as soon as the discovery process begins, as
shown in Figure 4-6. The panel at the bottom of the window shows the progress of the
discovery and displays status messages for each device it finds as it works through the
set of IP addresses you have specified.

’; Discovery Results

Please select ohe or more devices from the list, then click the "Add" button.

Device Name | MAC Address [P adoress [ snMP Read [ Device Type [ status |
Surnmit$si DODIB0CABII0  10.205041  public Surnrnit 481 Added =
I DO00DOD00000  10.205064  public ENE Ertor

Surmmitz4e3 00130110046 10.205.088  public Summit 24e3 Added

Surmmitz4e2  0DOT30A0N0NE  10.205.0.142  public Estremme Summit2de3 Alreacy Managed | |
surnrmits D0:e0:2bi03C00  10.2050155  public Summit 3 Already Managed
surnrmits DOe0:2biDSA000  10.2050161  public Summit 3 Ertor

Surnmitsi DOD1:30ECALD0  10.2050168  public Summit 5i 5% Ertor

SurmmitsiTx  0OT30EC0S00  10.205.0.70  public Surmmit 5 T Already Managed
surnmitti DO01:30B6:30:00  10.205.0171  public Summit 1] 5% Added

St DG EGeTZ00 103050198 e Silfririt 481 Eftdr =

100%

Total number of devices discovered is: 14

S Close Hide Details Reset I Help

Timeout on: 10.209.0.228

Timeout on: 10.205.0.229

Timeout on: 10 206 0.230

Command was executed successfully

Selectthe devices listed ahove and click the "Add" button to add therm to the Irwventory Manager.
You can also, change any device atfributes by making modifications in the "Modify" dialog

1 | [*]

Figure 4-6: Results of a discovery, with details visible

— Click the Hide Details button at the bottom of this window to hide the detail
display.
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— Click View Details to re-display the discovery details.

When the discovery has completed, the set of discovered devices is listed in the top
panel of the Discovery Results window.

4 These devices are NOT automatically entered into the EPICenter database. You
must explicitly select and add devices to the database.

10 To add devices to the ExtremeWare EPICenter database, select individual devices or a
range of devices in the Results list, and click the Add button at the bottom of the
window.

A If you select multiple devices, make sure the devices you select are similarly
configured. As part of the Add process, you will be asked for a single password
that will apply to all the selected devices. If the password is specified incorrectly
for any of these devices, the add will fail for those devices.

11 A window pops up where you must set additional device options such as a write
community string, the device group to which the devices should be added, and a
default device login and password (see Figure 4-7). If there are Cisco devices among the
set being added, you must also enter a Cisco enable password.

Enter or make changes to any of these fields. These options will apply to the entire set
of devices you are adding.

A Make sure the device passwords are correct for the selected devices. If you are
adding multiple devices in one operation, make sure the passwords you specify
are correct for each device. A device cannot be added if the password is not
correct.

Inventory Device Options [ %] r

Inventary Default

‘wirite Commmurity Iprivate

Device Group |Engineering j

Device Login Iad.min

Device Password I

Cizco Enable Password I******|

m Cancel |

|W'aming: Applet Window

Figure 4-7: Setting default device options for discovered devices
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12 Click OK to proceed with the Add process.

A message window (shown in Figure 4-8) pops up to show you the progress of the Add
command.

3 Meszzages From Server E

- 10.205.0.24
-10.205.0.31 X
-10.205.0.39 [X]
-10.205.0.41 (&
-10.205.0.64 [X]
- 10.205.0.68 (B
-10.205.0.161 B
- 10.205.0.168 ()
-10.205.0171 (&
- 10.205.0.189 ]

(B InProgress: 4 [ Success: 0 X Errar: & Total: 10

a1 | [ Errars Only Callapse All | Gluze |

Figure 4-8: Message window showing Add Device progress

Devices are listed followed by a small purple rotating clock icon (& while the add function
is in progress.

= When a device has been successfully added, the clock turns into a green checkbox [+ .
= If the device cannot be added, the clock turns into a red X in the checkbox [¥] and the
device name is displayed in red.

The indicators just below the tree area of the window show the number of devices
currently in each state.

To see the messages related to an Add function (either successful or unsuccessful), select a
device in the list. The messages related to the device are displayed as lines under the device
node, as shown in Figure 4-9.

= Click the plus sign at the left of the device name to display server messages related to
adding the device.

= Click the minus sign at the left of the device to hide the server messages.

ExtremeWare EPICenter Software Installation and User Guide 4-13



Using the Inventory Manager

< The up and down arrow buttons let you move up and down the device tree, displaying
the server messages associated with each device.

= If you check the Errors Only box, the up and down arrow buttons will expand only
devices that had errors.

= The Collapse All button collapses all the device nodes, hiding all the server messages.

3 Meszzages From Server E
- 10.206.039 [ =

£ 10.205.0.41 [

5 10.205.0.64 B

------ Getting systern information

------ Configuring Smarttrap rules

------ Couldnt add Trap receiver.

------ This may have happened because the maximum available 16 trap n
------ Cannot ranage the switch

------ Unable to configure smart traps

------ Cannot add device to managed domain
= 10.205.0.68 [

------ Getting system infarmation

------ Configuring Smarttrap rules

------ Reading port data

------ Reading RMOM alarm table on 10.205.0.68

------ Reading Ylan information A
4 | :

(D InProgress: 0 [ Success: 3 B Errar: 7 Total: 10
3 | [ Errars Cnly Caollapse All | Close |

Figure 4-9: Message window showing errors from the Add Device process

A If you close the Discovery Results window without adding devices, the results for
devices not already in the ExtremeWare EPICenter database are lost. You must
perform a discovery again to regenerate information on those devices.

After the Add has finished, the Discovery Results window is re-displayed. You can select
more devices and specify a different set of Inventory Device Options, and add those
devices to the Inventory Manager.

Adding Devices and Device Groups

Users with Administrator or Manager access can add devices to the EPICenter database,
and create Device Groups. If you have Monitor access only, you may not use this function.
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1 Click the Add button at the top of the Inventory Manager main window.

Adding Devices and Device Groups

Select the appropriate tab to display the Add Device window, as shown in Figure 4-10.

E‘%Add Devices and Device Groups [_ (O] %]
Device Device Groups l
—Device Information
IP Address SNMP Read SNMP Write
[10.203.0.56 [public [private _
Device Login Device Password Device Group
|admin |“""*‘* |Defau|t j
Cisco Enable Password
|
o)
e
IP Address SNMP Read | SMMPWrite | Device Login | Device Group
10.203.0.41 public private admin Default
add | ciose | Reset | Help |

Figure 4-10: Add Device window in the Inventory Manager

2 Enter the device IP address, community strings, device login and password into the

appropriate fields. These are the parameters that EPICenter uses to access the switch.

You may also enter a DNS-resolvable host name in place of the Switch IP address.

3 Select the device group to which this device should belong. It can belong to only one

device group. Default is the default group for managed devices.
4 To clear the contents of the fields and reset them to their default values, click Reset.

5 To add the new device into the database, click Add.
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When you click Add, the Inventory Manager adds the devices to the database. It makes a
set of SNMP requests to retrieve data that is needed from the devices by EPICenter applets.
If the device is an Extreme switch, it also creates a set of SmartTraps rules that tell the
switch what status and configuration changes are of interest to EPICenter.

Creating a Device Group

Device groups are sets of managed network devices that have something in common, and
that can be managed as a group. For example, devices might be grouped by physical
location (Building 1, Building 2, first floor, second floor), by department (engineering,
marketing, finance), or by any other criteria that makes sense within the managed network
environment.

Every device belongs to one, and only one, device group. All devices become members of
a device group when they are added to the EPICenter database, either through Add
Devices or as a part of the Discovery process. A device may then be moved to another
device group as appropriate.

One device group may contain a maximum of 100 devices.
To create a new device group, follow these steps:

1 Click the Add button at the top of the Inventory Manager main window.

Select the appropriate tab to display the Device Groups window, as shown in
Figure 4-11.
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E‘%Add Devices and Device Groups

Adding Devices and Device Groups

=] E3

Device Device Groups

Device Group Name : |Eluilding a

Device Group Description : |Santa Clara campus

Available Devices : 13 Included Devices : 1

Device ] Device Group Device
Laba-2 Default E Surnmit24e3
SurnmitsiTs Default |
Summit3 Default
Summit24e2 Default
E Summit8i Default
Summit24e3 Diefault |
ciscatest Engineering Add -= |
lame1 Engineering |
lamez2 Engineering &I |
Switch 1100 Test Devices = | |
5411 Test Devices |
5422 Test Devices =- Remuove All |
CoreBuilder-4790CD Test Devices

add | ciose | Reset | Help |

Figure 4-11: Add Device Group window in the Inventory Manager

2

Type a name for the device group into the Device Group Name field, and a description
(optional) into the Device Group Description field.

To add a device to the selected device group, select the device in the Available Devices
list and click Add ->. To add all devices in the Available Devices list, click Add All ->.

To remove a device from the device group, select the device in the Included Devices list,
and click <- Remove. The device will be moved from the selected device group to the
Default device group. To return all devices in the Included Devices list to the Default

device group, click <- Remove All.

Repeat steps 3 and 4 until you have included all the devices that should be members of
this device group.

To add the list of newly created device groups to the database, click the Add button at
the bottom of the window.
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Modifying Devices and Device Groups

You can use the Modify function to modify the access parameters for an individual device,
or to add and delete members of a device group. Users with Administrator or Manager
access can modify device contact information and device groups.

If you have Monitor access only, you cannot use this function.

Modifying a Device

You can begin the modify function using the Modify button on the toolbar, or by selecting
a device in the Component Tree, right-clicking to display the pop-up menu, and selecting
Modify Device.

To modify the contact information for a managed device in the database, do the following:
1 Click the Modify button at the top of the Inventory Manager main page.

Select the appropriate tab to display the Modify Device window, as shown in
Figure 4-12.

E‘%Modi{v Devices and Device Groups [_ (O] ]

Devices

Device Groups l

Please select a device to modify its contact information.

| Device Mame ] IP Address | Device Type | ShMP Read | ShMP Write | Device Login | Foll Interval |
Summitd8i 10.20 1 Extreme Summit 48i public private admin a0 =
5 it24e3 Extreme Summit 24e3 public private admin

LabA-2 10.206.0.38 Extreme Alpine 3808 public private admin 30

| SurmmitaiTs 10.206.0170  Exdreme Summit 5i Tx public private admin a0

Summit3 10.206.0.156  Extreme Summit 3 public private admin a0

| ciscotest 10.206.0.50 Cisco 4500 public private jim a0

lame1 10.2046.0.81 Generic Cisca public private admin a0 |
| lame2 10.206.0.582 Generic Cisca public private admin a0

Summit24e2 10.206.0.149  Extreme Summit 2482t public private admin a0

| Surnmit24e3 10.206.0.30 Extreme Summit 24e3 public private admin a0 =1

Device IP Address: [10.205.0 63
SNMP Read Community String:  |public
SNMP Write Community String: | private
Device Login: |admin

Device Contact P: d:

Device Poll Interval (minutes): |90

Cisco Enalie Passworid:

oty | close | Resst | Heip |

Figure 4-12: Devices tab of the Modify Devices and Device Groups window
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2 Select the device for which you want to change contact information.
3 Enter the changed information in the appropriate fields.

The Device Login and Device Contact Password are the login and password needed in
order to Telnet to the device or to use ExtremeWare Vista.

The Device Poll Interval lets you specify how frequently the EPICenter server should
poll the for detailed device information, such as software version, bootrom version, and
so on. This also includes EDP and ESRP information for non-"i” series devices. To avoid
a potentially large amount of polling traffic, this detailed polling is only done every 30
minutes for core (chassis) devices, and every 90 minutes for edge devices. You can
change this detailed polling interval by entering a different value in this field.

A Note that the Device Poll Interval set here is different from the global Poll Interval
you can set in the Administration applet. The global poll interval controls the
basic status polling needed to ensure SNMP reachability, and is typically done

much more frequently than detailed device polling.

4 Click Modify to add the changed information to the ExtremeWare EPICenter database.
5 Click Cancel to cancel the Modify process.

N If you change the community string for a device so that it no longer matches the
‘A string configured in the device, EPICenter will no longer be able to communicate
with the device. For Extreme devices, EPICenter will display an error message, but
it will not necessarily do so for third-party devices. To avoid this problem, change the
community string on the device first, then change it in EPICenter.

Modifying a Device Group

Devices are always a member of a device group; devices not explicitly assigned to another
device group are members of the Default device group. This has two effects related to
modifying device groups:

= When devices are removed from a device group, they are automatically added to the
Default device group

= Devices cannot be removed from the Default device group using the Remove button in
the Modify dialog. To remove a device from the default device group, you must add it
to another device group.

You can begin the modify function using the Modify button on the toolbar, or by selecting
a device group in the Component Tree, right-clicking to display the pop-up menu, and
selecting Modify Device Group.
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To add or remove devices in a device group, do the following:
1 Click the Modify button at the top of the Inventory Manager main page.

Select the appropriate tab to display the Modify Device Group window, as shown in
Figure 4-13.

E‘%Modi{v Devices and Device Groups [_ (O] %] |
Devices Device Groups
Device Groups : | Default j

Device Group Name : ; Default

Device Group Description : ;The default device group for all switches.

Available Devices : 7 Included Devices: 7
Device | Device Group Device

ciscotest Engineering LabA-2

lame1 Engineering SummitsiTx

lame2 Engineering V== Summit3

Switch 1100 Test Devices Summit24e2

5411 Test Devices Add All -= Summit24e3

5422 Test Devices o Summit4 i
CoreBuilder-4780CD Tast Devices SEAlI S Summit24e3

[leeiy I Close | Reset | Help ‘

Figure 4-13: Device Groups tab of the Modify Devices and Device Groups window

2 Select the device group you want to modify. The Included Devices list displays the
devices that are currently members of this group. The Available Devices list displays
the other devices known to EPICenter, and their current device group membership.

3 To change the name or description of the group, type the new text into the Device
Group Name and Description fields.

4 To add a device to the selected device group, select the device in the Available Devices
list and click Add ->. To add all devices in the Available Devices list, click Add All ->.

5 To remove a device from the device group and return it to the Default device group,
select the device in the Included Devices list, and click <- Remove. The device will be
moved from the selected device group to the Default device group. To return all devices
in the Included Devices list to the Default device group, click <- Remove All.
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Because devices not otherwise assigned are members of the Default device group, you
cannot remove devices from the Defeat device group. Devices are removed from the
Default device group only when they are added to another device group.

6 Repeat steps 4 and 5 until you have included all the devices that should be members of
this device group.

The Reset button will undo all your add and remove actions, and return both the
Available Devices and Included Devices lists to the state they were in when you
started the Modify command.

7 To replace the modified device group in the database, click the Modify button at the
bottom of the window.

Moving a device from one device group to another requires two steps. First, remove it from
its current device group (returning it to the Default group). Then select the new device
group, and move the device from the Default device group to the new group.

Deleting Devices and Device Groups from the
Database

Users with Administrator or Manager access can delete devices and device groups from
the EPICenter database. If you have Monitor access only, you cannot access this function.

Deleting a Device

You can begin the delete function using the Delete button on the toolbar, or by selecting a
device in the Component Tree, right-clicking to display the pop-up menu, and selecting
Delete Device.

To delete a device from the EPICenter database, follow these steps:
1 Click the Delete button at the top of the Inventory Manager main page.
Select the appropriate tab to display the Delete Devices window (see Figure 4-14).
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E‘%Delele Devices and Device Groups [_ (O] %]
Devices Device Groups l
Filter by Device Group |Defau|t j
| Device Mame | IP Address | Device Type | ShMP Read | ShMP Write | Device Login |
LabA-2 10.206.0.38  Extreme Alpine 3808 public private admin
SummitsiTx 10.206.0170 Extreme Summit 5i TX  puhblic private admin
Summit3 10.206.0.156 Extreme Summit 3 public private admin
Summit24e2 102050148 Exdreme Summit 24e2t public private admin
Summitz4e3 10205030 Exdreme Summit 24e3  public private admin
Summitd8i 10.206.0.41  Extrerme Summit 48i public private admin
Summit24e3 10205068 Exdreme Summit 24e3  public private admin
| Close | Reset | Help |

Figure 4-14: Devices tab of the Delete Devices and Device Groups window

2 To select a device from a specific device group, select the device group from the
pull-down list in the Filter by Device Group field. Select All to view the list of all
devices from all device groups.

3 Select one or more devices in the Devices list, and click Delete.
4 Click OK to confirm that you want to delete the device information from the database.

Deleting a device removes the information about the device from the EPICenter database.
This means that the device can no longer be monitored and managed from the EPICenter
application. If the device is an Extreme switch, deleting it removes any SmartTraps rules,
both from the database and the switch change table. It also removes all information about
VLANS, QoS Policy, and Virtual Chassis connections associated with this switch from the
EPICenter database.

A Deleting a device from EPICenter has no effect on the configuration of the device

A itself.
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Deleting a Device Group

You can begin the delete function using the Delete button on the toolbar, or by selecting a
device in the Component Tree, right-clicking to display the pop-up menu, and selecting
Delete Device Group.

To delete a device group from the EPICenter database, follow these steps:
1 Click the Delete button at the top of the Inventory Manager main page.

Select the appropriate tab to display the Delete Device Groups window (see
Figure 4-15).

E‘%Delele Devices and Device Groups [_ (O] ]

Devices Device Groups

Please select one or more device groups to delete.

Device Group Name ] Device Group Description ]

Engineetin

JEvices

Delete | Close | Reset | Help |

Figure 4-15: Device Groups tab of the Delete Devices and Device Groups window

2 Select one or more device groups in the Device Groups list, and click Delete.
3 Click OK to confirm that you want to delete the device group information from the
database.

The devices in the deleted device group automatically become members of the Default
device group.
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Updating Device Information

Occasionally, you may want to update the configuration and status information for one or
more devices in the EPICenter database. The Sync operation is a manual update you can
use if you believe that the device configuration is not correctly represented in EPICenter
applets. It updates all information for a selected set of devices, except for the contact
information.

If you have Administrator or Manager access to EPICenter, you can perform a Sync. If you
have Monitor access only, you can not use this function.

You can begin the synchronize function using the Sync button on the toolbar, or by
selecting a device or device group in the Component Tree, right-clicking to display the
pop-up menu, and selecting the Sync command.

To refresh the configuration and status information, follow these steps:

1 Click Sync at the top of the Inventory Manager page.

The Synchronize Devices dialog, shown in Figure 4-16, is displayed, listing the devices
in the EPICenter database.

E‘%Synchmnize Devices =] B3
Filter by Device Group |Defau|t j
| Device Mame | IP Address | Device Type | ShMP Read | ShMP Write | Device Login |
LabA-2 10.206.0.38  Extreme Alpine 3808 public private admin
SummitsiTx 10.206.0170 Extreme Summit 5i TX  puhblic private admin
Summit3 10.206.0.156 Extreme Summit 3 public private admin
Summit24e2 102050148 Exdreme Summit 24e2t public private admin
Summitz4e3 10205030 Exdreme Summit 24e3  public private admin
Summitd8i 10.206.0.41  Extrerme Summit 48i public private admin
Summit24e3 10205068 Exdreme Summit 24e3  public private admin
| Close | Reset | Help |

Figure 4-16: Synchronize Devices dialog
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2 To select a device from a specific device group, select the device group from the
pull-down list in the Filter by Device Group field. Select All to view the list of all
devices from all device groups.

3 Select one or more devices in the Device list.

4 Click Reset at any time prior to initiating the Sync to deselect all device selections and
start over.

5 Click Sync to initiate the synchronization process.

The Inventory Manager uses SNMP to retrieve configuration and status information
from each selected switch, and updates the database with that information.

6 The Sync function displays a dialog box with status or error information. Click OK to
continue.

Finding Devices

You can search for a device in the EPICenter database by name, by IP address, or by type
of device. This may be useful if you have a large number of devices in your inventory.

To search for a device, follow these steps:

1 Click Find at the top of the Inventory Manager page.
The Find Devices dialog, shown in Figure 4-17, is displayed.
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/] Find Devices

Search: [10.205.0.7

By: " Device Name ' |P Address

In: |Defau|t

=] Mew Search |

of: |AII Device Types

2|

I::IEe e Mame  |IP Addr

Default Summitd i 10.205.0.41 Extreme Sum...
Default Summit24e3  |10.205.0.68 Extreme Sum...
Default Laha-2 10.205.0.38 Extrerne Alpin...
Default SummitaiTx 10.205.0.170 Extreme Sum...
Default Summit3d 10.205.0.156 Extreme Sum...
Default Summit24e2  |[10.205.0.149 Extreme Sum...
Default Summit24e3  |10.205.0.30 Extreme Sum...

T device(s) found

o

Help |

Figure 4-17: Find Devices dialog

2 Enter your search criteria:

You can search for devices by name or by IP address. You can limit the search to a
specific device group, or to a specific type of Extreme device. Search criteria can

include:

— Adevice name. Click the Device Name button, and enter a complete or partial name
in the Search: field.

— An IP address. Click the IP Address button and enter a complete or partial IP
address in the Search: field. You can use the wild card characters * or ? in your

search criteria.

* acts as a wildcard for an entire octet (0-255)

? is a wildcard for a single digit (0-9)

— A device group. Select the device group from the drop-down menu in the device
group field. If you do not specify a name or IP address in the Search field, all devices

in the device group you select will be found.

— A device type. Select the device type from the drop-down menu in the type field. If
you do not specify a name or IP address in the Search field, all devices of the type
you select will be found.
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3 Click Find to search for devices that meet the criteria you have specified. All devices
found are listed in the center panel. Information includes the device group in which the
device can be found, its name, IP address, and the type of device.

4 Double-click on a device in the results table to highlight the device in the Component
Tree, and to display the associated status information for that device (see “Viewing
Device Status Information” on page 4-5).

5 Click New Search to clear all search criteria.
6 Click OK to close the search window.
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This chapter describes how to use the ExtremeWare EPICenter Alarm System applet for:
= Viewing the alarms that have occurred

= Defining new alarms and modifying current alarm definitions

= Configuring RMON and CPU utilization trap conditions on devices

= Configuring EPICenter as a trap receiver

Overview of the EPICenter Alarm System

The EPICenter Alarm System provides fault detection and alarm handling for the network
devices monitored by EPICenter. This includes Extreme devices and some third-party
devices—those that EPICenter can include in its Inventory database. The Alarm System
provides a set of predefined, enabled alarms that will immediately report conditions such
as authentication or login failures, device problems such as power supply or fan failures,
reachability problems, or device reboots.

The Alarm System also lets you define your own alarms that will report errors under
conditions you specify, such as repeated occurrences or exceeding threshold values. You
can specify the actions that should be taken when an alarm occurs, and you can enable and
disable individual alarms.

Fault detection is based on Simple Network Management Protocol (SNMP) traps, and
some limited polling. The Alarm System supports SNMP Management Information Base-2
(MIB-2), the Extreme Networks private MIB, Remote Monitoring (RMON) traps, and
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selected traps from other MIBs. When an alarm occurs you can specify actions such as
sending e-mail, running a program, running a script, or sounding an audible alert.

4 Extreme Networks devices are configured automatically by EPICenter to send traps
to the EPICenter server. To receive traps from non-Extreme devices, you must
manually configured the devices send traps to the EPICenter server.

Not all trap events are supported in older versions of the ExtremeWare software.
Please refer to Appendix D for information on the switch software required for specific
traps.

The Alarm Log Browser

Click the Alarm button in the Navigation Toolbar to run the Alarm System applet and
view the Alarm Log Browser. If the Alarm button (icon) is displayed in red instead of
black, it indicates that a new alarm has occurred.

You can also invoke the Alarm Log Browser from the Topology view.

The Alarm Log Browser page appears, as shown in Figure 5-1.
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Predefined filters
New alarm

indicator Current filter definition

Alarm System module tabs

Alarm summary

The Alarm Log Browser

Acknowledged
alarms

/3 Exti eme Networks' EPICenter - Miciosoft Internet Explorer
J File | Edit ‘“iew Fagortes Toolz |Help | a5
4 . == |@ i | - & | &t .
Bagk FEorward Stop  Refregh  Home Search Favortes  History Mail Print Edit
JAlee T Ia http: //localhoft/everest d GGU
Alarm System : Alarm Uog Browser
Alarm Jog Elrowserl Jarm Definition | Alamm Cateaory | Configuration |
=5 =
N Ee
ik Unack | Delefe | Detal | Filter lelp
Currert Fitter: iesw last 300 alarms
IDETaUIl Filter 'I Alarns: 300
D MName Category Severity Source Time Message Acked
758 SNMP Unreacha... |Default hinor 10.205.0.25 1:37:55 P 8582, [EPICenter SMNMP ... =
97a7 SMMP Unreacha... |Default Minaor 10.205.0.25 1:32:25 PM 80872, |EFICenter SMMP ...
9756 SMMP Unreacha... |Default Minar 10.205.0.25 1:26:54 PM 8852, |EFICenter SNMP
97a5 SNMP Unreacha... |Default Minar 10.205.0.25 1:21:24 PM 85872, [EPICenter SMNMP ...
9754 SMMP Unreacha... |Default Minaor 10.205.0.25 1:15:54 PM 8872, |EPICenter SNMP
9753 SNMP Unreacha... |Default hinor 10.205.0.25 1:10:26 P 8582, [EPICenter SMNMP ...
9752 SMMP Unreacha... |Default Minar 10.205.0.25 1:09:19 PM 882, |EPICenter SMMP ...
4751 SNMP Unreacha... |Default hinor 10.205.0.32 1:00:18 P 8532, [EPICenter SMNMP ...
9740 Device Rehoot Default WWarning 10.205.0.156 11:33:11 AM 8/8/2...[EFICenter Device...
9744 Device Reboot Default Warning 102050171 11:28:27 AM Br8/2_|EFICenter Device
a748 Device Rehoot Default \Warnirg 10.205.0.50 11:28:11 AM 8/8/2...|EPICenter Device...
9747 Device Reboot Default WWarning 10.205.0.32 11:26:42 AM B/8/2.|EPICenter Device
9746 SNMP Unreacha... |Default hinor 10.205.0.51 7:13:38 P 85%6/2... [EPICenter SMNMP ..
9745 SMMP Unreacha... |Default Minar 10.205.0.74 7:12:39 PM 8/6r2... |EPICenter SMMP ...
9744 SNMP Unreacha... |Default hinor 10.205.0.51 7:07:38 P 85%/2... [EPICenter SMNMP ...
9743 Device Rehoot Default WWarning 10.205.0.52 6:56:57 PM 8672, |EFICenter Device...
9742 SMMP Unreacha... |Default Minar 10.205.0.51 F:56:33 PM 8672, |EFICenter SNMP
9741 SNMP Unreacha... |Default Minar 10.205.0.32 6:47:33 PM 85%6/2... [EPICenter SMNMP ...
9740 SMMP Unreacha... |Default Minaor 10.205.0.50 A:45:03 PM 8672, |EPICenter SNMP
9739 SNMP Unreacha... |Default hinor 10.205.0.156 F:43:33 P 85%6/2... [EPICenter SMNMP ..
| 9738 SMMP Unreacha... |Default Minar 10.205.0.171 B:42:50 PM 8/6/2... |EPICenter SMMP ...
Logaff a7a7 Device Rehoot Default Warning 10.205.0.32 F:30:32 PM 8/6/2... |EFICenter Device...
9736 Device Rehoot Default WWarning 102050171 6:37:23 PM 8/6/2... |EFICenter Device...
9735 Device Reboot Default Warning 10.205.0.50 F:37:02 PM 8672, |EFICenter Device
a734 Device Rehoot Default \Warnirg 10.205.0.156 6:35:45 PM 8672, |EPICenter Device...
9733 Authen Failed Default Minaor 10.205.0.74 5:58:14 PM 862, |Snmp Trap Authe
a7z Authen Failed Default Minor 10.205.0.74 56814 PM 8672, |Snmp Trap Authe...
9731 Authen Failed Default Minaor 10.205.0.74 5:54:09 PM 8672, |Snmp Trap Authe... j
|@ Applet started, ’_’_E'g Local intranet 4

Figure 5-1: The Alarm Log Browser page

The Alarm Log Browser page displays a summary of the alarms that have occurred,
optionally filtered based on criteria you can specify. An alarm can be generated due to an
SNMP or RMON trap, or based on the results of a poll.

By default, the Alarm System provides a set of predefined alarms that generate alarm log
entries when the following events occur:

= Authentication failure (SNMP MIB-2 trap)
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< Invalid login (Extreme proprietary trap)

= Redundant Power Supply alarm condition (Extreme proprietary trap)
= ESRP state change (Extreme proprietary trap)

< SNMP unreachable (EPICenter event)

= Configuration upload failure for an upload attempted from the EPICenter system
(EPICenter event)

= Overheat (EPICenter event)
= Fan failure (EPICenter event)
= Device reboot (EPICenter event)

Therefore, you may see alarm log entries the first time you run the Alarm System, even if
you have not defined any alarms of your own.

The Alarm Log Browser summary displays the following information for each alarm
instance:

= |ID (an integer number assigned by the EPICenter Alarm System based on the order in
which the alarm occurred)

= Name (provided when the alarm is defined)

= Category (an optional user-defined classification that defaults to “Default™)

= Severity (the severity level associated with the alarm when it was defined)

= Source (the IP address of the device that generated the trap or responded to a poll)

= Time (the date and time at which the alarm was received)

= Message (the message generated by the alarm)

= Acked (a green check will be present if the alarm has been acknowledged)

The summary is initially sorted by ID in descending numerical order, so that the most
recent alarm appears at the top of the list.

You can sort the display by the contents of any column by clicking on the column heading.
Click the heading a second time to reverse the sort order based on that column.
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Acknowledging an Alarm

To acknowledge an alarm:

1 Select the alarm or alarms you want to acknowledge.
=

2 Click the Acknowledge (Ack) button at the top of the page. Ak

This sets the state of the selected alarms to “acknowledged,” and places a green check in
the Acked field of the selected alarm log entries.

When you acknowledge the most recent alarm, the state of the Alarm button in the
EPICenter Navigation Toolbar also returns to black.

You can “unacknowledge” alarms, if needed, by selecting the alarms and clicking the

Unack button. Unack

Deleting Alarms

To delete an alarm:
1 Select the alarm or alarms you want to delete.

X

2 Click the Delete button at the top of the page.  paete

This removes the Alarm Log entry entirely from the ExtremeWare EPICenter database.

Viewing Alarm Details

To view the details of an individual alarm:
1 Select the alarm you want to view.

2 Click the Detail button at the top of the page, petsil or double-click on the alarm entry
in the log.

The Alarm Log Detailed View is displayed, as shown in Figure 5-3.
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4} Alarm Log Detailed View

Log 1D: IQ?SD— Alarm Mame: |Device Rehoot
Categony: IW Severity: I‘u'\.farning
Repeattimes: |1— Repeat Period: |NIA

Device Name: IW Alarm Source: |1 0:205.0.156

Acked: o AlarmTime:  [i1:3301 AM eEz001

Alarm Message: |EPICenter Device Rehoot

Actions taken:

MName of events: |EPICenter Device Rehoot

Alarm Events:

Event Time Event Source Diata
11:33:11 AM 8/8/2001 10.205.0.156 device reboot detected

Gotoalarm: IQ?SD 'l + et $ Previous | Close | Help |

Figure 5-2: Detailed view of an Alarm Log entry

This displays detailed information for the selected alarm.
From this window you can view details for other alarms:

e Enter or select an Alarm ID in the Go to alarm field.

= Click the Next button to view the next alarm down in the list (the next earlier alarm
based on the default sorting order).

= Click the Previous button to view the next alarm higher in the list (the next later alarm
based on the default sorting order).

Filtering the Alarm Display

The alarms you see in the Alarm Log browser are displayed based on a filtering criteria
you can set. The default criteria is to display the last 300 alarms from ExtremeWare
EPICenter’s database (assuming you invoked the Alarm browser from EPICenter’s
Navigation Toolbar). You can select a number of other filters from the pull-down field at

5-6 ExtremeWare EPICenter Software Installation and User Guide



The Alarm Log Browser

the top of the alarm summary display. The predefined filters are based on time: last one
hour, last two hours, yesterday, and so on.

If you invoke the Alarm Browser from the Topology applet (using the pop-up menu for a
specific node) the default filter is set to filter on the Source IP of the node you selected.

4
To specify your own filter, click the Filter button at the top of the page.
Fitter

The Define Alarm Log Filter pop-up window is displayed, as shown in Figure 5-3.

/3 Define Alarm Log Filter

[ Defaultfilter; views |last 300 alarms

Field
Operator |: LI
Walue |

‘ AddiModify Filter | RemoveFiIter(s)

Currently configured filter

(AMD operation for multiple conditions):

Source [P from 10.205.0.50 to 10.205.0.70

QK | Cancel | Help |

Figure 5-3: Alarm Log filter definition pop-up window

To create your own filter, do the following:
1 Ifthe “Default Filter: view last 300 alarms” check box is checked, the remaining fields
will be greyed-out. Uncheck the check box to enable the other fields.

2 Select the parameter you want to use as a filter criterion from the pull-down menu in
the Field field.

3 Select an operator using the pull-down menu in the Operator field.
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4

7

Enter the value (or values) against which the parameter should be tested. If you have
chosen the Between operator (available for Log ID, Source IP, and Port Ifindex) you will
be asked to enter two values.

Some parameters (those that take text string values) provide a “Contains” operator, that
lets you match against a portion of text that should be contained in the parameter value.

Click the Add/Modify Filter button to add this specification to the filter definition.

You can create a multi-criteria specification using more than one parameter, as shown
in Figure 5-3, as long as each parameter is different. You cannot filter using multiple
specifications of the same parameter.

For example, in order to find alarms for IP addresses 10.205.0.55 and 10.205.0.61, you
must use the Between operator to test for any Source IP address between these two IP
addresses. You cannot create a filter that includes both Source IP = 10.205.0.55 and
Source IP =10.205.0.61.

To remove an individual criteria, select it in the current filter list and click the Remove
Filter(s) button. You can select and remove multiple filter criteria.

When your filter definition is complete, click OK.

To restore the default filter definition, click the Default Filter: view last 300 alarms check
box and click OK.

Defining Alarms

For convenience, the EPICenter Alarm System provides a number of predefined alarms.
These alarms are enabled and will be active when you run the EPICenter server. These
predefined alarms include:

Authentication failure (SNMP MIB-2 trap)

Invalid login (Extreme proprietary trap)

Redundant Power Supply alarm condition (Extreme proprietary trap)
ESRP state change (Extreme proprietary trap)

SNMP unreachable (EPICenter event)

Configuration upload failure for an upload attempted from the EPICenter system
(EPICenter event)

Overheat (EPICenter event)
Fan failure (EPICenter event)

5-8

ExtremeWare EPICenter Software Installation and User Guide



Defining Alarms

= Device reboot (EPICenter event)

By default these alarms are all enabled, and will generate an alarm log entry upon
occurrence. No other actions are specified in the predefined alarms.

You can define additional alarms based on a fairly large number of events.
To view the current alarm definitions, to create new definitions, or to modify existing

definitions, click the Alarm Definition tab at the top of the page. The Alarm System:
Alarm Definition page is displayed, as shown in Figure 5-4.

1
/3 Extreme Networks' EPICenter - Microsoft Internet Explorer [_ O] ]
| Ele Edt Wew Faworites Tooks Help |
e s O w | @ Baao S
Back ezl Stop  Refresh  Home Search Favortes  History Mail Print Edit
[ sddvess [&7 htp./Mocalhastreverest Hiaw
P Alarm System : Alarm Definition
Home o .
Alarm Lag Browser  Alarm Definition | Alarm Categor‘yl Conﬂguratmnl
Inventory 7
| B4 XD
add | modify | Delete elp
Alarm
] }Alarm Definition List
Config Marme Categaory Event Severity Enabled
o ailed Jefa Snmp Trap Authentication . |Minor Enabled
Telnet Invalid Login Cefault Snmp Trap Invalid Login Minor Enzhled
RPS Alarm Cefault Snmp Trap Redundant Po... |Minor Enahled
Groups ESRP State Changed Cefault Snmp Trap ESRP State C... |Minor Enahled
T SMMP Unreachable Default EPICenter SMMP Unreach... |Winor Enabled LI
bRt i el il e L e e ¥ e ey o
Mame: V\uthen Falled Enahled: [+
EView
Category, |Defau\l Severity. |anr
RT Stats = 7
e Ewent Type: |SnmpTrap Ewent MNarme: V\uthem\catmn Failed
Topolagy Message: [feventTypeame
L
VLAN I~ Ifeventhappens times in minutes
o=
ESRP Action
Admin
Reports
Falicy
e Stope! | Device Group: Default
2] Bpplet started. [ [ /%% Local inranet >

Figure 5-4: Alarm System: Alarm Definition page

To view the settings for an individual alarm, just select the alarm. Its definition will appear
in the fields below the alarm list. For a definition of the fields in the top portion of the alarm
definition, see the section “The Basic Alarm Parameters” on page 5-11.
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Alarm Actions: Initially the predefined alarms have no actions defined for them. An alarm
action is a specified function that the alarm system can execute when an alarm occurs, in
addition to logging the occurrence of the alarm. Alarm actions can include sending e-mail,
sounding an audible alert, running a program or executing a script. For the predefined
alarms, an alarm event will create an entry in the Alarm Log, but no other actions will
occur. You can define additional actions for any of these alarms.

Alarm Scope: The predefined alarms are all initially scoped to the Default device group.
Alarm scope defines which devices can trigger an alarm. Thus, a trap occurring on any
device in the Default device group will trigger the corresponding alarm. You can modify
the scope of any of these alarms.

Creating New Alarm Definitions *
To create a new alarm, click the Add button at the top of the page. add

The New Alarm Definition window appears, as shown in Figure 5-5, and displays the
Basic page of the three-page alarm definition.

4} New Alarm Definition

Mame: | Enahled: [+
Categony: |Defau|t LI Severity: |N0rma| LI
Event Type: | LI Event Mame: | LI
Message: |$eventTypeName Variable... |
[ Ifevent happens times in| minutes
Ok | Cancel | Help |

Figure 5-5: The New Alarm Definition window, Basic definition

There are three parts to an alarm definition: the Basic definition, the Scope definition, and
the Action definition. Each is represented on its own page in the New Alarm Definition
window.
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Use the tabs at the top of the window to move between the three pages. When you are
finished with your alarm definition, click OK, and the alarm will be entered into the Alarm
Definition List.

The Basic Alarm Parameters

On the Basic page, you define the event-related parameters of the alarm: its name, severity,
the event that will trigger it, and so on. The fields in this window are defined as follows:

Name: The name of the alarm as it will appear in the alarm log and (optionally)
elsewhere. This defines the variable alarmName

Enabled: Indicates whether the alarm is “turned on” or not. If you uncheck this box, the
alarm will remain defined but will not be operational

Category: The category assigned to this alarm. Select the category using the pull-down
menu at the end of the field (see the section “Creating a New Alarm Category” on
page 5-21 for more information). This defines the variable alarmCategory.

Severity: The severity of the alarm. Select one of the five severity levels from the
pull-down menu (normal, warning, minor, major, critical). This defines the variable
alarmSeverity. The severity level also determines the sound that will be played as an
audible alert.

Event Type: The type of event (SNMP trap, RMON Rising trap, RMON Falling trap, or
an EPICenter event). This determines the list of events you can select in the Event Name
field.

An EPICenter event is generated by EPICenter based on the results of its periodic
polling. In some cases, an EPICenter event may result from the same condition that
could also generate an SNMP or other trap. An EPICenter event has the advantage that
it guarantees that the condition will eventually be detected by polling even if the
corresponding trap is missed.

See Appendix Dfor a description of the EPICenter and SNMP events from which you
can choose.

Certain SNMP events require configuration on the switch in order to enable specific
trap conditions.

You define RMON events and CPU Utilization events through the Event Configuration
page of the EPICenter Alarm System. RMON events can only be configured on
switches running ExtremeWare 6.1 or later. CPU Utilization rules can only be
configured on switches running ExtremeWare 6.2 or later.
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For certain other events, you must do the configuration on the switch using an SNMP
configuration tool such as SNMPc. See “Configuring Other SNMP Trap Events” on
page 5-38 for more information.

The event type is concatenated with the event name to define the variable
eventTypeName.

Event Name: The specific event (trap) that should trigger this alarm. Select the event
from the pull-down list provided. For RMON Rising or RMON Falling trap types, the
RMON rule name is used as the event name. The full-down list includes the configured
RMON rule names. See Appendix D for a description of the EPICenter and SNMP
events from which you can choose.

The event name is concatenated with the event type to define the variable
eventTypeName.

Message: A message you specify that will be transmitted whenever the alarm occurs.
By default, this field contains the variable eventTypeName. You can delete this
variable, add other variables as provided in the variable pop-up list, and add your own
text.

Variables...: A pop-up list that provides a list of variables you can select to include in
the Message field. See Table 5-1 for a definition of the Alarm System variables you can
use in the message field.

Repetitive occurrence specification: The required number of repeated occurrences of
the event that must occur before an alarm is generated. You can specify both the
number of times the event must occur, and the time frame within which these events
must occur. This lets you define alarms that will filter out short-lived or non-repeatable
events, and will only take action if the triggering event occurs repeatedly within a
sufficiently short time frame.

Table 5-1: EPICenter Alarm Variables

Variable Name

Description

alarmID
alarmName
alarmCategory

alarmSeverity
alarmRepeatTimes

An integer number assigned by the EPICenter Alarm
System based on the order in which the alarm
occurred

The name of the alarm as defined in the Name field

The user-defined alarm category assigned to the
alarm

The severity level assigned to the alarm

The number of times the event must occur before an
alarm is generated
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Table 5-1: EPICenter Alarm Variables

Variable Name

Description

alarmRepeatPeriod

alarmSourceDeviceName

alarmSourcelP
alarmSourcelfIndex
alarmGMTTime

alarmLocalTime
alarmMessage
alarmActions
eventLogID
eventTypeName

eventGenericType
eventSpecificType

eventTypeStr

eventEnterprise

eventData

The time frame within which the repeated events
must occur for the alarm to be generated

The name of the device on which the event(s)
occurred (taken from the EPICenter database)

The IP address of the device on which the event(s)
occurred

The interface on the device on which the event(s)
occurred

The time at which the alarm occurred, in Geenwich
Mean Time

The time at which the alarm occurred, in local time
The message defined for the alarm

The list of actions defined for the alarm

The ID of the alarm in EPICenter’s event log

The type of event (SNMP Trap, RMON Rising Trap,
RMON Falling Trap, or EPICenter event)

concatenated with the Event Name (the SNMP trap
name, RMON rule name, or EPICenter event name).

The SNMP Generic Type number of the trap

The SNMP Specific Type number for an
enterprise-specific trap

The event description

The Enterprise portion of the Object ID (OID) of the
event

The data associated with the trap

The Alarm Scope

To define a scope for the alarm, click the Scope tab. The Scope definition page is displayed,

as shown in Figure 5-6.
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Figure 5-6: The New Alarm Definition window, Scope definition

In this window you define the scope of the alarm—the set of devices that can trigger the
alarm. You can define the scope as a set of individual devices, one or more device groups,
as a set of individual ports, or as one or more port groups.

To define the alarm scope, you select a Source Type (and Device Group, if appropriate),
select individual devices, ports, device groups, or port groups, and add them to the
Selections list.

The fields and buttons in this window are defined as follows:

= Source Type: The source of the scoping definition (Device, Device Group, Port, or Port
Group). Select the type you want from the pull-down list.

Selecting Device Group or Port Group will scope the alarm on all members of the
selected group. To scope the alarm on individual devices or ports, select Device or Port.

For events that originate from a device port (such as link down) the scope will
determine whether the alarm will be generated based on an event from a single port, or
on events from any port on a device, or from any port on any device in a device group.

For example, if you want to define an alarm that is fired for any port on device A, you
can scope the alarm as “Device,” select the appropriate device group, and select Device
A. If you want to define the alarm only to be fired on selected ports on Device A, then
you would scope the alarm as “Port,” select Device A, and then select the individual
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ports. You could also define a port group for the specific ports of interest, the scope the
alarm as Port Group and select the appropriate group.

= Select Group: If you select Device or Port as the Source Type, you must select a Device
Group to indicate what set of devices (and ports) you want to see in the Source List.

= Source list (Device/DeviceGroup/Port Group): The list of components of the specified
type. The field label changes based on the Source Type. It is labeled Device when you
select either Device or Port as the Source Type.

= ifIndex: The list of ports available on the device selected in the Devices Source list. This
list appears only if you have selected Port as the Source Type. Select a device from the
Device list, and the appropriate set of ports for the device appears.

= Selection: The devices, ports, device groups, or port groups that are currently included
in the scope.

= Add->: Adds the selected Device(s), Port(s), Device Groups or Port Groups to the
Selections list, for inclusion in the scope of this alarm.

= Add All->: Adds all the components in the Source list to the Selection list.
= <-Remove: Removes the selected components from the Selection list.
= <-Remove All: Removes all the components from the Selection list.

The Alarm Actions

To define actions for the alarm, click the Actions tab. The Action definition page is
displayed, as shown in Figure 5-7.
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Figure 5-7: The New Alarm Definition window, Action definition

In this window you define the actions for the alarm—the functions that should be
performed when the alarm occurs. You can have the alarm perform any or all of the actions
defined here.

The fields and buttons in this window are defined as follows:

Sound Alert: Click the check box to have the alarm system play an audible alert on the
client computer when the alarm occurs. The alarm will sound on all EPICenter clients
currently connected to the EPICenter server. The sound that is played will depend on
the severity level of the alarm.

The alert sound files are kept on the EPICenter server in the directory

<epi cent er _i nst al | di r >\ ext r ene, and are named according to the severity level
they represent (nor mal . wav, war ni ng. wav and so on). <epi cent er _i nst al | di r > isthe
directory where EPICenter is installed, by default epc3_1 in the Windows operating
environment, or / opt / epc3_1 on a Solaris system.

Email to: Click this check box to indicate that e-mail should be sent, then enter the
e-mail address(es) of the recipients for the e-mail. E-mail addresses in a list can be
separated by commas, semicolons, or spaces.

4 If this box is greyed out, you must first configure your e-mail settings. See
“Setting Up E-mail for the Alarm System” for detalils.
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= Forward Trap to: Click this checkbox to forward the trap event that caused this alarm.
Specify the forwarding instructions in the fields to the right of the check box as follows:

— Host: Enter the host name or host IP address of the system to which the trap should
be forwarded.

— Port: Enter the port on which the specified host receives traps.
— Community String: Enter the community string for the specified host.

= Run program: Click the check box to have the Alarm System run a program when this
alarm occurs. Enter the command string for the program you want to run. You can
include Alarm System variables as arguments by clicking the Variables... button and
selecting the variables you want.

A OnaWindows NT or Windows 2000 system, if you are running the EPICenter

A server as a service, and you specify a program that does output to the desktop,
that program will not run unless you specify that output to the desktop is allowed

when you start the server service. You can solve this problem by restarting the
EPICenter server and specifically allowing interaction with the desktop. Refer to the
Alarm System section in Appendix A, Troubleshooting, for instructions on restarting the
EPICenter server service with this option enabled. If you are running the EPICenter
server as a regular program, this is not a problem.

4 |If you want to specify a batch file that does output to the desktop, you must
A specify the “.bat” file within a DOS “cmd” command, as follows:
cmd /c start <file.bat>
where <file.bat> is the batch file you want to run.

= Execute script: Click the check box to have the Alarm System execute a Tcl script when
this alarm occurs. Enter the script commands into the window provided.

You can write your own scripts that access selected EPICenter database variables. See
“Writing Tcl Scripts for Alarm Actions” on page 5-39 for more information.

Setting Up E-mail for the Alarm System

Before you can use the e-mail action, you must configure the e-mail capability. Until you
do so, the Email To field and check box will not be available. To configure the e-mail
capability, do the following:

1 Click the Settings... button on the Action page.
This displays the Email Settings window, as shown in Figure 5-8.
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Figure 5-8: Setting up E-mail for EPICenter alarm actions

2 Enter your outgoing mail server name (or IP address) into the SMTP Host: field.

3 Enter into the Sent By: field the e-mail address that should be used as the sender of the
e-mail

4 If your mail server authenticates the user before sending out e-mail, check the My
server requires authentication check box, and enter the user name and password of an
account that the SMTP server will accept. Usually this will be the account you use to log
into your network.

If you don’t know whether your server requires authentication, you can go ahead and
enter the authentication information—it will be ignored if it is not actually needed.

Alarm Definition Examples

Example 1: Define an alarm that will page “Joe” at “4083236789@paging.com” if port 10 on
device “switch8” goes down.
1 Bring up the New Alarm Definition dialog. On the Basic page, do the following:
a Type a name for the alarm (for example, WAN Li nk Down) in the Name field.
b Make sure the Enabled checkbox is checked.
c Select a category (e.g. “Default”) in the Category field.
d Select “SNMP Trap” in the Event Type field.
e Select “Link Down” in the Event Name field.
2 Click the Scope tab, and do the following:
a Select “Port” in the Source Type field.
b Select “switch8” from the Device list.
c Select “10” from the ifIndex list.
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d Click the Add button to add port 10 to the Selection list.
3 Click the Action tab, and do the following:

a Click the Email to: check box to turn on the check.

b Type 4083236789@agi ng. comin the text field next to the checkbox.
4 Click OK to finish the alarm definition.

Example 2: Define an alarm that will page “Joe” at “4083236789@paging.com” if any port
on device “switch8” goes down.

1 Bring up the New Alarm Definition dialog. Fill in the fields on the Basic page just as
you did in Example 1.

2 Under the Scope tab, do the following:
a Select “Device” in the Source Type field, instead of “Port.”
b Select “switch8” from the Device list as in Example 1.

¢ Click the Add button to add switch8 to the Selection list. No ifindex list will be
displayed.

Click the Action tab, and enter Joe’s paging information as you did in Example 1.
Click OK to finish the alarm definition.
Example 3: In a Windows NT environment (where both the EPICenter server and client are

running under Windows), define an alarm that will pop up a message on the Windows
clientsystem “joe” if the port utilization on port 10 on device “switch8” exceeds 15 percent.

This alarm requires an RMON rule with a Rising Threshold of 15 percent for port
utilization. You can define the RMON rule either before or after you define the alarm. See
“RMON Rule Configuration Example” on page 5-34 for an example of how to create the
RMON rule.

To create the alarm definition:

1 Bring up the New Alarm Definition dialog. On the Basic page, fill in the Name and
Category fields, and check the Enabled checkbox, just as you did in Example 1.
a Select “RMON Rising Trap” in the Event Type field.
b Enter the RMON rule name in the Event Name field:

If you have already created the RMON rule, you can select it from the pull-down
menu in the Event Name field. For example, if you named the rule “WAN Link
15%”, that name should appear in the pull-down menu.
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If you have not yet created the RMON rule, type in a name for the rule (for example,
“WAN Link 15%”). You will need to use this name for the rule when you create it.

See “RMON Rule Configuration Example” on page 5-34 for an example of how to
create the RMON rule.

2 Click the Scope tab, and enter the port information as you did in Example 1:
a Select “Port” in the Source Type field.
b Select “switch8” from the Device list.
c Select “10” from the ifIndex list.
d Click the Add button to add port 10 to the Selection list.
3 Click the Action tab, and do the following:
a Click the Run Program checkbox to turn on the check.
b Typenet sendj oe "$al ar mNane" in the text field next to the checkbox.

A
AThis program is only available on the Windows NT platform.

4 Click OK to finish the alarm definition.

Modifying Alarm Definitions

To modify an alarm, select the alarm in the Alarm Definition List, and click the Modify

I

button at the top of the page. Madity

The Modify Alarm Definition window is displayed. This window, and its Basic, Scope and
Action pages, are identical to the New Alarm Definition window, except that the current
information for the alarm you selected is filled in.

To modify the alarm, make any changes you want, then click OK. For definitions of the
various fields, see the section “Creating New Alarm Definitions.” on page 5-10.

Deleting Alarm Definitions

To delete an alarm definition, select the alarm in the Alarm Definition List, and click the

Delete button at the top of the page. Delete
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After you verify that you want to delete the alarm, the definition is removed from the
Alarm Definition List and from ExtremeWare EPICenter’s database. You must remove
alarm definitions one at a time.

Alarm Categories

Alarm categories are arbitrary collections of alarms that you can define as appropriate to
your needs, and then assign to specific alarm definitions. For example, you might use
categories to designate alarms from individual buildings, floors, or workgroups. An ISP
might define categories for alarms from a specific customer’s equipment.

By default, all alarms are assigned to the category named Default. This category can be
renamed, but it cannot be deleted.

Creating a New Alarm Category "
To create a new alarm category, click the Add button at the top of the window. sy

A small pop-up window appears into which you can enter the name of the new category.
Click OK to enter the new category into the Category List.

Modifying an Alarm Category n

To rename an alarm category, click the Modify button at the top of the window. modity

A small pop-up window appears and displays the current name of the category. Modify
the name and click OK to enter the revised category into the Category List.

When an alarm category is renamed, all alarms assigned to that category are updated to
use the new category name.

Deleting an Alarm Category

To delete an alarm category, select the category from the Category List, then click the

Delete button at the top of the window. Delete
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N Deleting a category also deletes all the alarm definitions that are assigned to that
‘A category. If you do not want to delete those alarm definitions, you must first modify
the alarm definitions to use a different alarm category before you delete the

category.

A warning message appears to let confirm that you want to delete the category and the
alarm definitions that are assigned to it. Click OK to delete the category and the alarms
from the EPICenter database.

The Default category cannot be deleted.

Event Configuration

The Event Configuration page lets you define the conditions or rules that will cause certain
trap events to occur, and specify the devices on which these rules should be configured. In
EPICenter 3.1, you can use this page to define how RMON and CPU utilization events
should be generated.

In the case of both RMON utilization and CPU utilization, events (traps) can be generated
based on comparing a sample value to a threshold value. The rules you set up specify what
these threshold values should be. Once these rules are in place, you can use them in your
EPICenter alarm definitions to create alarms that will take actions when a sample value
crosses one of the thresholds you’ve defined.

There are several other SNMP traps supported by the EPICenter Alarm System that also
require conditions to be set on the switch to define when a trap should occur. See
“Configuring Other SNMP Trap Events” on page 5-38 for additional information.

In addition to specifying the conditions under which trap events should be generated, you
also use this page to define the target devices on which the event rules should be
configured.

A Creating the rules that control trap (event) generation is only the first of the two
A steps required to create EPICenter alarms for these events. Even though you have
set up these rules, the trap events generated as a result will be ignored by the Alarm
System until you define alarms that take actions on those events. See “Defining Alarms” on
page 5-8 for more information.

To view the current RMON and CPU Utilization rules, and to create new rules or modify
existing rules, click the Configuration tab at the top of the page. The Alarm System:
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Configuration page is displayed. Figure 5-9 shows the Alarm System Configuration page
as it appears when displaying RMON rules.

/2 Extreme Networks' EPICenter - Microsoft Internet Explorer [_ [O] x|
| File Edt View Fawoites Took Help |ﬁ
= - By & & |
Back Fanwsrd Stop  Fsfresh  Home Search Favorites  History Mail Prirt Edit
| Addthess [@1 ntpc/ocathostreverest =] @6o
P 3 Alarm System : Configuration
H
oI Alarm Log Erawser' Alarm Deﬂnmon' Alarm Category Configuration |
Inwentory i > )
i 2] | D
%d | Modify | Belete | Syne elp
Alarm
o 4 Configurations all
Config E‘ J Device | Variable | Sample Ty...[Sample Int.. | Rising Thr... | Falling Thresh... Startup Index
i = Summit24e3| | Summit24e3/icmpOutEe  |Delta 15 b 3 Rising 2
Telnet #8% SummitdBi | ISummitd8i [icmpOutEe... [Delta 15 B 3 Rising 1
ﬂ Laba-2 Summit3 icmpOutee.. |Delta 15 ] 3 Rising 7
Groups @& SummitsiTx | |Summit3 icrmpOutEe . |Delta 14 5 3 Rising 4
i@ i el Bummitd SummitsiTx [icmpOutEc... Delta 15 B 3 Rising 3
Find IP/MAC =4 CPU Utilization SummitsiTx [icmpOutEc... Delta 14 5 3 Rising 1
: S8 SummitsiTe | |LakA-2 icmpOutEe... |Delta 15 B 3 Rising 2
Eliew
RTStats
99 9
Topalogy
LAN
o=
ESRP
Admin
Reports
Falioy
Logoff
€] &pplet started. ’_’_‘fﬂ Lacal intranet A

Figure 5-9: The event Configuration window showing RMON rules

The Configurations tree shows the existing RMON event definitions as nodes in the tree,
with the devices to which they are applied shown as subnodes. The main panel shows the
definition for the selected rule on each target device.

CPU Utilization rules are shown under a separate node. Devices on which a CPU
utilization rule is configured are shown as subnodes of the CPU Utilization node. There
can be only one CPU utilization rule per device.

Click the small plus next to an RMON Rule node or the CPU Ultilization node to display in
the tree the devices associated with that rule.

To display the definition of a rule click the rule node.
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RMON Rule Display
For RMON rules, the display shows the following for each device targeted by that rule:

Device: The name of the device

Variable: The MIB variable being monitored
= Sample Type: Absolute or Delta
= Sample Interval: The time between samples, in seconds.

= Rising Threshold: A threshold value that will trigger an event when the value of the
variable increments past this value.

= Falling Threshold: A threshold value that will trigger an event when the value of the
variable decreases past this value.

= Startup: The condition that will cause the initial event (Rising, Falling, or
RisingOrFalling).

= Index, the device index as obtained by the EPICenter server from the device.
For a detailed definition of these parameters, see “RMON Rule Configuration” on
page 5-27.

CPU Utilization Rule Display

To display the CPU Utilization rules, click the CPU Utilization node in the Configurations
tree.

Figure 5-9 shows the Alarm System Configuration page as it appears when displaying
CPU Configuration rules.
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Figure 5-10: The event Configuration window showing CPU Configuration rules

For each device targeted by that rule, the CPU Utilization rule display shows the

following:

e Device: The name of the device

= Variable: The MIB variable being monitored (always
extremeCpulti | Ri si ngThr eshol d. 0)

= Rising Threshold: A threshold value that will trigger an event when the CPU

Utilization value (a percentage) increments past this value.

This value is also used to calculate a Falling Threshold value, which is to be 90% of the
Rising Threshold value.
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For a detailed definition of these parameters, see “CPU Utilization Rule Configuration” on
page 5-31.

Creating an Event Rule F=
=i
To create a new event rule, click the Add button at the top of the page. “&dd

The New Configuration Rule window is displayed, as shown in Figure 5-11.
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Figure 5-11: New Configuration window

There are two parts to an event rule; the rule configuration itself, and the association of the
rule to its target devices.

The New Configuration window comes up with the Configuration page displayed.

In the Configuration Type field, select the type of rule you want to create (RMON Event
or CPU Utilization) from the drop-down list.

A
ACPU Utilization is only supported on switches running ExtremeWare 6.2 or later.

When you finish entering the configuration and target information, click the Apply button,
and the new rule is added to the Configurations tree. For RMON rules, the rule name is
included as a “folder” and each target device for the rule appears as a separate component
under that rule. The rule name will also appear in the Event Name list.
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For CPU Utilization rules, each target device for a CPU utilization rule appears as a
separate component under the CPU Utilization “folder” in the Configurations tree.

RMON Rule Configuration

Event Configuration

If you select RMON Event as the Configuration Type, the remaining fields and buttons in

this window are defined as follows:

< Name: The name for this rule.

e MIB Variable: The MIB variable that the rule will monitor.

Type in the complete OID, or click the Look Up... button to bring up a list of variables

that are available, organized by MIB groups, as shown in Figure 5-12.
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Figure 5-12: A list of MIB variables available for use in RMON rules

Click on a variable group to display the individual variables within the group. You can

use the up and down arrow keys to scroll the list.
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You can also type the beginning of a variable name into the MIB Variable field, then
type a space, and the Alarm System will attempt to match your typing to the variable
list and auto-complete your entry.

MIB variables that apply to the entire device will have the suffix “.0” appended to them
to create the complete OID. MIB variables that apply per port will be combined with the
port ifindex to generate the OID.

4 The MIB variable list displays only the MIBs that were shipped with the
A EPICenter software. It does not display table variables if the table is indexed by
an index other than (or in addition to) ifindex.

If the MIB variable you want to monitor does not appear in the MIB Variable lookup
list, you can still use the variable by typing its complete OID into the MIB Variable field.
Enter the OID in its numeric form, ending in .0 if it is a per device variable, or in the
specific index if it is a per-port variable. If it is a table variable, you may need to enter
each index and apply it to each target device one by one.

= Description: The description of the MIB variable. This description should specify the
units of measure for the variable, needed in order to correctly specify the Rising
Threshold and Falling Threshold values.

= Rising Threshold: A threshold value that will trigger an event when the value of the
variable increments past this value. An event will be generated when the sample value
meets the following conditions:

— When the sample value becomes greater than or equal to the Rising Threshold for
the first time after the alarm is enabled, if the Startup Alarm condition is set to
Rising or RisingOrFalling

— The first time the sample value becomes greater than or equal to the Rising
Threshold, after having become less than or equal to the Falling Threshold

= Falling Threshold: A threshold value that will trigger an event when the value of the
variable decreases past this value. An event will be generated when the sample value
meets the following conditions:

— When the sample value becomes less than or equal to the Falling Threshold for the
first time after the alarm is enabled, if the Startup Alarm condition is set to Falling
or RisingOrFalling

— The first time the sample value becomes less than or equal to the Falling Threshold,
after having become greater than or equal to the Rising Threshold

= Sample Type: The method used to compare the variable to the threshold. Specify the
type as follows:

— Absolute to use the actual sample value of the variable
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— Delta to calculate the difference between the current sample value and the previous
sample value of the variable, and use the difference in the comparison

= Sample Interval (seconds): The interval, in seconds, over which the data is sampled
and compared to the rising and falling thresholds.

= Startup Alarm: The condition that should be met to cause the initial occurrence of this
event. Select from the following:

— Rising: an event will be generated the first time the sample value becomes greater
than or equal to the Rising Threshold value. No events will be generated related to
the Falling threshold until after this has occurred.

— Falling: an event will be generated the first time the sample value becomes less than
or equal to the Falling Threshold value. No events will be generated related to the
Rising threshold until after this has occurred.

— RisingOrFalling: an event will be generated the first time the sample value becomes
either greater than or equal to the Rising Threshold value, or less than or equal to the
Falling Threshold value.

It is important to understand that, except for the initial occurrence of the alarm, an RMON
alarm event will be generated only the when the sample value of the variable crosses one
of the thresholds for the first time after having crossed the other threshold.

The following diagram, shown in Figure 5-13, shows how alarms are generated for an
RMON rule using Delta values, where the startup alarm condition is set to “Rising” or
“RisingOrFalling.”
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Figure 5-13: RMON Alarm event generation

Because the initial sample value of the variable is greater than the value of the Rising
threshold, an RMON rising threshold trap is generated. A second trap occurs at the next
sample interval (point A) because the sample variable value is now less than the Falling
Threshold. At point B the value again passes the Rising Threshold, and another trap event
is generated. However, no trap occurs at point C, even though the value of the variable
again becomes greater than the Rising Threshold, because the value has not yet become
less than the Falling threshold. Another Rising threshold trap event cannot occur until
after a Falling threshold alarm has occurred, as happens at point D.

Note that in order to have any of these trap events cause an alarm in the EPICenter Alarm
System, you need to define an alarm that responds to a RMON Rising Threshold or RMON
Falling Threshold event.

= If you define an alarm based on the RMON Rising Threshold event, then EPICenter
alarms will occur at the initial sample, and at points B and E. Because the alarm is
defined to respond to RMON Rising Threshold events, the falling threshold trap events
that occur at points A and D do not trigger an EPICenter alarm.

= Ifyoualso define an alarm based on an RMON Falling Threshold event, then EPICenter
alarms would also be generated at points A and D.
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For a more detailed discussion of Remote Network Monitoring alarm behavior, refer to a
book such as SNMP, SNMPv2, SNMPv3, and RMON 1 and 2, Third Edition, by William
Stallings (Addison-Wesley, 1999).

CPU Utilization Rule Configuration
A
ACPU Utilization is only supported on switches running ExtremeWare 6.2 or later.

If you select CPU Utilization as the Configuration Type, the remaining fields and buttons
in this window are defined as follows:

< Name: CPU Utilization, the name for this rule. There can only be one rule of this type
on a device, so the name is predefined.

< MIB Variable: extrenmeCpultil R si ngThreshol d. 0, the MIB variable that this rule
will monitor. This is also predefined.

= Description: The description of the ext reneCpulti | Ri si ngThreshol d MIB variable.

= Rising Threshold: A threshold value, in percent, that will trigger an event when the
CPU utilization rises past this value. This value is also used to compute a falling
threshold, which is defined as 90% of the rising threshold.

4 Although you can define only a Rising Threshold value for CPU Utilization, you
can define alarms for both CPU Utilization Rising Threshold events and CPU
Utilization Falling Threshold events. The Alarm Definition process lets you

create two separate alarms related to CPU Utilization, based on this one rule.

If you define an alarm for CPU Utilization Rising Threshold events, an alarm will be
generated each time the sample value meets the following conditions:

— When the sample value becomes greater than or equal to the Rising Threshold for
the first time (including the initial sample) after the alarm is enabled.

— The first time the sample value becomes greater than or equal to the Rising
Threshold, after having become less than or equal to the Falling Threshold (90% of the
Rising threshold).

If you define an alarm for CPU Utilization Falling Threshold events, an event will be
generated each time the sample value meets the following conditions:

— The first time the sample value becomes less than or equal to 90% of the Rising
Threshold, after having become greater than or equal to the Rising Threshold.

Several of the values you can set for an RMON event are predefined in the Extreme switch
agent for CPU utilization. These are:
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= Startup Alarm: The Startup condition is predefined to be Rising.

= Sample Interval: The sample interval for a CPU Utilization alarm is also predefined,
and is set to 3 seconds.

= Sample Type: The sample value (a percentage) is always an absolute value.

It is important to understand that, except for the initial occurrence of a Rising Threshold
alarm, a CPU Utilization alarm will be generated only the when the sample value of the
variable crosses the target threshold for the first time after having crossed the other
threshold.

The diagram shown in Figure 5-14 illustrates how CPU Utilization trap events will occur
once you have configured a CPU Utilization rising threshold. The startup condition for a
CPU Utilization event is always predefined to be Rising.

Sampled

CPU A Initial
sample

value
o

utilization
value

Rising
threshold

Falling
threshold
(90% of
rising)

Time (sample intervals)
= alarm event generated

XM_023

Figure 5-14: CPU Utilization event generation

The first CPU Utilization trap occurs at the initial sample value, since the value is above the
CPU Utilization Rising threshold. If the initial value were below the Rising threshold, no
event would occur.

The second event occurs at point X, because the sample value has fallen below the falling
threshold, which is defined as 90% of the rising threshold value. The third event occurs at
point A because the sample value is again above the Rising Threshold after having fallen
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below the Falling threshold. At point B the value again passes the Rising Threshold, but no
alarm is generated because the value has not yet become less than the Falling threshold.
Another Rising threshold alarm cannot occur until after a Falling threshold event has
occurred, which happens at point Y. The next Rising threshold event happens at point C.

Note that in order to have any of these events cause an alarm in the EPICenter Alarm

System, you need to define an alarm that responds to a CPU Utilization Rising Threshold
or CPU Utilization Falling Threshold event.

= If you define an alarm based on the CPU Utilization Rising Threshold event, an
EPICenter alarm will occur at the initial sample, and at points A and C. Because the
alarm was defined to respond to CPU Utilization Rising Threshold events, the falling
threshold trap events that occur at points X and Y do not trigger an EPICenter alarm.

= If you also define an alarm based on a CPU Utilization Falling Threshold event, then
EPICenter alarms would be generated at points X and Y.

Configuration Rule Target

Click the Target tab to display the New Configuration Target page, as shown in
Figure 5-15.

This page lets you specify which devices should be configured to generate the event you
have defined.

/2 New Configuration

Configuration Targetl

Source Type: - [BERNTEE]

Select Group: |Defau|t LI

Device Selection
Summit24

larrys48i i |
MEME4]

51 At All-= |
Summit4d

FiveEyeSurmmit =-EEmove |
Summitti

SummitsiT: Rz Al |
Summitdi

Summit?iTx

Apply | Close | Help |

Figure 5-15: RMON target selection window
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The fields and buttons in this window are defined as follows:

= Source Type: The source of the RMON rule targets (Devices, Device Groups, Ports, or
Port Groups). Select the type you want from the pull-down list. The choices you have
are determined by the variable you selected for the rule. For example, if the variable
you have selected to monitor is applied per port, you will be able to select by Port or
Port Group.

= Source List (Device/DeviceGroup/Port Group): The list of components (devices or
groups) of the specified type. The field label changes based on the Source Type. It is
labeled Device when you select either Device or Ports (a second Port field is provided
for port selection).

Note that when you leave your cursor on a device for a moment, a pop-up displays the
IP address of the device.

= Source List (Port): The list of ports available on the device selected in the Devices
Source list. This list appears only if you’ve selected Ports as the Source Type. Select a
device from the Device list, and the appropriate set of ports for the device appears.

= Selection: The devices, ports, device groups, or port groups that are currently targets
for the RMON rule.

= Add->: Adds the selected Device(s), Port(s), Device Groups or Port Groups to the
Selections list, for inclusion as a target for this rule.

= Add All->: Adds all the components in the Source list to the Selection list
= <-Remove: Removes the selected components from the Selection list.
= <-Remove All: Removes all the components from the Selection list.

RMON Rule Configuration Example

Example: Create an RMON rule that will cause an RMON Rising Trap when port

utilization on port 10 of device “switch8” exceeds 15%.

1 Bring up the New Configuration dialog. On the Configuration page, do the following:
a Type a name for the rule in the Name field (for example, “WAN Link 15%”).

If you have already created an alarm definition that will use this rule, make sure the
name matches the name you entered in the alarm definition.

b Click the Look up... button to display the Select MIB Variable dialog.

¢ Expand the Extreme folder, select the ext r emeRt St at sUti | i zati on variable, and
click OK to enter it into the MIB Variable field.
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Type “1500” in the Rising Threshold field. Note that for this variable the value must
be in hundredths of a percent.

Type a smaller value, for example “1450” in the Falling Threshold field.

Leave the Sample Type as “Absolute” and the Sample Interval at the default value
(15).

Select Rising for the Startup Alarm field.

2 Click the Target tab and do the following:

a
b
c
d

Select Port as the Source Type

Select “switch8” from the Device list

Select 10 from the ifIndex list

Click Add to add the port to the Selection list

3 Click the Apply button to configure the rule on device switch8.

A message window will appear with the device configuration results.

4 Verify that no switch configuration errors have been reported, and click OK to dismiss
the window.

5 Click Close to dismiss the New Configuration dialog.

Modifying a Rule

Once a set of RMON rules have been created, they must be modified individually. To
modify a RMON rule do the following:

1 Select the rule folder or the individual rule name in the Configurations tree to display
the rule details in the main panel of the window.

2 Select the individual rule you want to modify | 7=

=1

3 Click the Modify button at the top of the page. Muadify

The Modify Configuration window is displayed for the target you selected.
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'3 Modify configuration on device Summit24

MName: |a||
MIB Yariahle: |icmp0utEch0Reps.D Lookup... |
Description: The number of ICMP Echo Reply messages sSent.
Rising Threshald: |5
Falling Threshald: |2
Sample Type: |Delta LI
Sample Interval {seconds): |1 4
Startup Alarm: |Rising LI
Apply | Close | Help |

Figure 5-16: Modify Configuration window

The window shows the same information as the Configuration page of the New
Configuration window, but with the information for the current target filled in.

See “RMON Rule Configuration” on page 5-27 for a definition of the fields on this page.

Note that if you change the name of this rule, the new rule will be added as a “folder” in
the Configurations tree, and this specific rule target will be moved under the new rule.

Deleting a Rule
To delete an RMON or CPU Utilization rule, do the following:

1 Select the rule folder or the individual rule name in the Configurations tree to display
the rule details in the main panel of the window.

2 Select the individual rule or rules you want to delete

3 Click the Delete button at the top of the window. Gelete

4 When the warning asking you to confirm that you want to delete is displayed, click Yes
to delete the rule(s) or No to cancel the action.

When you delete a rule, the alarm definition that references the rule is not deleted.
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Resynchronizing the RMON Rules

To resynchronize EPICenter’s database with the RMON rules in place on a switch, do the
following:

Pl
. —
1 Click the Sync button at the top of the window.  sync

The Synchronize RMON Rules window is displayed, as shown in Figure 5-17.

3 Synchronize RMON rules E
Flease select sources to synchronize with.

Source Type:  [ERNTEE]

Select Group: |Defau|t LI
Device Selection
Summit24
larrys48i o |
MEME4]
51 A All-= |
Summit4d
FiveEyeSurmmit =B ETove |
Summitti = i

=
SummitsiTe 2muYs |
Summitdi

Synchronize | Close | Help |

Figure 5-17: The Synchronize RMON Rules window

You can resynchronize individual devices or all devices in a device group.

2 To select a device group, select Device Group from the pull-down list in the Source
Type field. A list of device groups will be displayed.

To select individual devices, select Devices in the Source Type field. A list is displayed
showing all the Extreme Networks devices managed by EPICenter.

3 To add a device or device group to the Selection list, select the device or device group
and click Add ->. To add all devices or device groups in the list, click Add All ->.

4 To remove a device or device group from Selection list, select the item and click
<- Remove. To remove all devices or device groups, click <- Remove All.

5 Click Synchronize to initiate the synchronization process.

The Alarm Manager uses SNMP to retrieve configuration and status information from
each selected switch, and updates the database with that information.
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6 The Synchronize function displays a dialog box with status or error information. Click
OK to continue.

7 Click Close to exit the Synchronize RMON Rules window.

Configuring Other SNMP Trap Events

There are a number of SNMP events that require configuration on the switch before they
can be used in EPICenter alarm definitions. If the configuration is not done on the switch,
no trap events are generated, and therefore no EPICenter alarms for those events will
occur. The Ping and OSPF traps fall into this category.

To configure the switch to send one of these traps, you must use a tool that allows you to
set the value of the appropriate SNMP variable. Tools such as SNMPc can be used to
perform this function. The following information assumes that you have a thorough
understanding of SNMP and an appropriate SNMP utility.

Refer to the appropriate MIBs for details of the variable settings:

= Ping MIB: pingmib.mib (RFC 2925)

< OSPF v2 MIB: RFC 1850 or RFC 1850t

Setting EPICenter as a Trap Receiver

When Extreme devices are added to the EPICenter inventory, they are automatically
configured to send traps to the EPICenter server. However, third-party devices are not
automatically configured to do so.

If you want alarms to function for third-party devices, you must manually configure the
devices to send traps to the EPICenter server.

The information required to set up EPICenter as a trap receiver is the following:

= The IP address of the system where the EPICenter server is running.

= The EPICenter server trap port. By default this is 10550. (This is set in the properties file
extreme. properties, found in the <epi center_i nstal | di r >/ extreme
subdirectory).

= The EPICenter server community string. This is a string in the form:
ST. <val ue of |IP address>.<value of trap port>

The value of the IP address is the decimal equivalent of the hex value of the IP address.
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For example, if the IP address of the EPICenter server is 10. 0. 4. 1, you would calculate
the decimal equivalent by doing the following:

a Convert each quad of the IP address to its hex equivalent:

Decimal Hex

10 a

0 00
4 04
1 01

b Convert the hex value a000401 into a decimal value, in this case 167773185
¢ Put the three components together to form the community string:
ST.167773185. 10550

You can find and verify the value of the community string by using Telnet to log into an
Extreme Networks device that is being managed by ExtremeWare EPICenter, and using
the ExtremeWare CLI command show nanagenent to display the list of trap receivers
configured for that device. The EPICenter server, and its community string, should be
included in this list.

To receive RMON traps, you need to ensure that RMON is enabled on the device. For
Extreme devices, you can do this through the ExtremeWare CLI with the command enabl e
rnon.

Writing Tcl Scripts for Alarm Actions

An EPICenter alarm can call a Tcl function as an alarm action. This Tcl function can be a
user-defined Tcl script that is executed in the EPICenter server.

There is an example script in the <epi center _i nstal | _di r >/ user/ al ar ns directory
called exanpl e. t cl that you can use as a guide to writing a Tcl function for an alarm
action.

You can access the EPICenter alarm variables for use in your script, as demonstrated in the
example script. These variables are defined in Table 5-1 on page 5-12.

The Tcl Scripting Environment

The scripting environment for alarm actions is a fully operational Tcl environment. In this
environment, a Tcl action script can save states across multiple alarms using global
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variables, access alarm instance data, access event log data, and access other EPICenter
server-side data. In order to protect the EPICenter server from malicious or erroneous
alarm action scripts, the alarm script execution environment uses the “safe interpreter”
ability of the Tcl system.

The safe interpreter is a slave of the main EPICenter server-side Tcl interpreter (master
interpreter). The functions of the safe interpreter are restricted so that it cannot do harm to
the overall EPICenter server. A safe interpreter creates a private “sandbox” in which the
alarm action scripts executes. The master interpreter hides certain functions from the
scripts inside the sandbox. The master interpreter performs some other functions on behalf
of the slave interpreter. By performing functions for the slave, the master has a chance to
check to see if the slave’s request is valid. If not, the master rejects the slave’s request.

The following table summarizes the Tcl commands that are deemed dangerous for use by
a Tcl alarm action script. Some of these commands are removed entirely from the Alarm
Tcl environment. Others are aliases so that the master interpreter can intercept the
command call to provide restricted operations.

Table 5-2: Command Restrictions in EPICenter Tcl Safe Interpreter

Hiddenin [Explicit

Tcl Safe Hide by Alias in

Command Interp EPICenter Master |Description

cd O Not allowed

file O O Only allow: attime, attributes (read-only),
dirname, executable, exists, extension,
isdirectory, isfile, join, Istat, mtime,
nativename, owned, pathtype, readable,
readlink, rootname, size, split, stat, tail, type,
volume, writable

pwd O Not allowed

exec O Not allowed

glob O O Full functions

socket O O No server-side socket, client socket is opened
in async mode; the opened client socket is
placed in nonblocking mode using the default
buffer size; the number of open socket is
restricted

exit O Not allowed

load O Not allowed
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Table 5-2: Command Restrictions in EPICenter Tcl Safe Interpreter

source a a Only from standard $t cl _| i brary and
user/ al ar mdirectory, and subdirectories

fconfigure O O All channels are non-blocking by default,
cannot set channel to blocking; cannot set
channel buffer size

open a O Can only open file in user / al ar mand its
subdirectories; file is opened in nonblocking
mode using the default buffer size; number of
open file is restricted

vwait O not Allowed

encoding O O Cannot change system encoding scheme

after O O Cannot do “after ms”, which does not respond
to events

puts O puts data to stdout

The following table outlines the EPICenter server side commands that available in the
slave through aliases.

EPICenter Aliasin
Command Master | Description
extr::query O Retrieve server-side data from the database. Syntax:

extr::query {} ?-raw? sql ?arg arg ...?

{} The first argument must be {}. Using {} signals the
command to retrieves data from the EEM server, in
which the alarm action scripts are executing.

-raw (Optional) If specified, the result of the query is
returned unparsed as a string containing the data in
the XML format.

sql The sql query

arg ... Arguments to the sql query for variable substitution
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extr::sendMail a Sends e-mail through the EPICenter server. Syntax:

extr::sendMail toList from subject body
?snt pHost ? ?l ogi n? ?passwor d?

toLi st  Alist of recipient’s email addresses
from The email address of the sender
subj ect  The subject of the email

body The text of the email

snt pHost (Optional) The host ip address of the SMTP host. If
not specified, use the default as defined in the alarm
system.

I ogin (Optional) The login name to the SMTP host
passwor d (Optional) The password to the SMTP host

extr::postEvent O Log an event to the server’s event log. The eventtime is logged.
Syntax:

extr::postEvent message

message - the message of the event
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This chapter describes how to use the EPICenter Configuration Manager applet for:

= Uploading configuration settings from one or more devices to EPICenter, on demand
or at a predefined (scheduled) time.

= Downloading configuration settings from EPICenter to a device.
= Downloading an incremental configuration to a device.

= Downloading a new ExtremeWare image to one or more devices.
= Downloading a BootROM image to one or more devices.

= Specifying an ExtremeWare software image as the “recommended” image. The
Configuration Manager will compare the image currently running in a switch to
determine if the switch is running the recommended or most current image.

= Specifying and configuring the TFTP server to be used for uploading and downloading
configuration settings and software images.

= Searching for a specific device or group of devices.

Overview of the Configuration Manager

The EPICenter Configuration Manager applet provides a graphical interface for uploading
and downloading files to and from managed devices. The Configuration Manager also
provides a framework for storing the configuration files, to allow tracking of multiple
versions. Configuration file uploads can be performed on demand, or can be scheduled to
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occur at regular times—once a day or once a week. The Configuration Manager supports
Extreme Networks and Cisco devices.

To start the Configuration Manager applet, click the Config button in the EPICenter
Navigation Toolbar. The Configuration Manager applet appears (see Figure 6-1).

When the applet initially appears, it shows the status of the Device Group(s) defined in
EPICenter. Click a device group name in the Component Tree to display the summary
status for the devices in the group, as shown in Figure 6-1.
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Figure 6-1: Configuration Manager showing summary device status

This display shows a summary of the upload and download activity for each managed
device, as follows:
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= Status: the status of the most recent configuration activity. A green check % indicates
that the activity was successful. A red X X means that the activity (upload or
download) did not complete successfully.

= Name: the device name.

= Current S/w: The version of the ExtremeWare software that is currently running in the
device.

= Current BootROM: The version of the bootROM currently running in the device.

= Next Scheduled Upload: The date and time for the next Archival upload, if one is
scheduled.

= Last Activity: The last activity (upload or download of a configuration file, software
image, or BootROM) that has taken place through the EPICenter Configuration
Manager for this device.

= Last Activity Schedule: The date and time that the activity occurred.

= Last Activity FilePath: The name and path of the configuration file or image file that
was involved in the last activity.

You can display the upload and download status of the configuration information,
software, and BootROM by clicking on an individual device in the Component Tree in the
left-hand panel of the window. This displays a status window for the device similar to the
one shown in Figure 6-2.
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Figure 6-2: Configuration and Software status for an individual device
The device status window displays the following information:

= The success status, timestamp, and file name and location for configuration uploads
and downloads. If archiving is scheduled, it also displays the time of the next scheduled
archive.

= The success status, timestamp, and versions for software downloads, as well as version
information for both the primary and secondary software stores.

= Bo0otROM version information (at the bottom of the scrollable window, not visible in
Figure 6-2).
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Uploading Configurations from Devices

To upload the configuration information from one or more devices, click the Upload
button at the top of the window.

The Upload config from devices window appears, as shown in Figure 6-3.

E‘%Upload Config from Devices [_ (O] %]
Device Groups : !Default :J
Available Devices : Devices for Upload :

Device Mame ] IP Address ] Device Group Device Mame IP Address ]
Summit24e3 10.205.0.68 Default Surnmitd8i 10.205.0.41

LahA-2 10.205.0.38 rdd= |
SurmmitaiTi 102050170 PYERT |
-=
Surnmits 10.205.0.156 —I |
Summitzde3  10.205.0.30 E | |
= Rermove All |

Upload File Destination

@ Archive " Specify

File Location: I

FileName Trailer: I
Device Information Stored in :

=TFTP_Root_Directony='<Configs>'<Year>=Month>'<Day>=Device Address>_<Time> .<txt>

Upload | Close | Reset | Help

Figure 6-3: The Upload Config window

To upload device configurations to EPICenter, do the following:
1 Select a Device Group in the Device Groups field. The devices that belong to this group
are displayed in the Available Devices list.

2 From the Available Devices list, select the devices from which you want to upload
configuration information, then click the Add-> button.

If you want to upload from all the devices in the Device Group, click the Add All->
button.
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4

The devices you select will be moved to the Devices for Upload list.

To remove devices from the Devices to Upload list, select the devices and click the
<-Remove button. This moves the selected devices back to the Available Devices list.
Click <-Remove All to move all the devices in the Devices for Upload list back to the
Available Devices list.

Specify where the uploaded information should be stored:

a Select Archive to create files for each upload under the ExtremeWare EPICenter
Configs directory, in a subdirectory hierarchy organized by year, month, and day.
The form of the fully-qualified file names for these files is:

<t ft p_root >\ confi gs\ <year >\ <nont h>\ <day>\ <devi ce_addr ess>_<ti me>. t xt

where <t f t p_r oot > is the location of your TFTP server. By default, <t ft p_r oot > is
<EPI Center_instal | _dir>\user\tftp.

<EPI Cent er _i nstal | _di r> is the EPICenter installation directory, by default by
default epc3_1.

For example, a file uploaded from device Summit24 (10.205.0.25) on September 1,
2000 at 8:06 am, would be saved as follows:

EPC3_1\user\tftp\configs\2000\ Sept\01\ 10. 205. 0. 25_0806. t xt

A If you have reconfigured your TFTP root directory (see “Configuring the TFTP
Server” on page 6-16), the configs subdirectory will be found directly below (as
a child of) your TFTP root directory.

b Select Specify to specify your own directory structure and file naming convention
relative to the TFTP root’s conf i gs subdirectory. The structure will be of the form:

<tftp_root>\configs\<file_|ocation>\ <device_address> <filenane_trail er>. txt

In the File Location field, specify the <fi | e_| ocat i on> path where the files should
be stored, starting from the conf i gs subdirectory. DO NOT include
<t ftp_root >\ confi gs as part of the path; just include the remaining path.

In the FileName Trailer field, you can specify a string to be appended to the device
address to create a file name. For example, if you specify a file name trailer of
“week_8 backup” then the filename for the device Summit24 would be

10. 205. 0. 25_week_8_backup. t xt .

Click Upload to start the upload process.

The Reset button restores all the fields to their initial state.

6-6
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Archiving Configuration Settings

You can schedule the uploading (archiving) of configuration information so that it is done
automatically, either once a day or once a week.

A device, a set of devices, or one or more device groups can be scheduled for archive
individually and independently of other device upload schedules.

To schedule device configuration archive uploads, click the Archive button at the top of the
window.

The Schedule Upload Config on devices window appears, as shown in Figure 6-4.

E‘%Schedule to Upload Config from Devices H=] E3
Device Groups : ! Default :J
Available Devices : Devices for Scheduling :

Device Mame ] Current Schedule ] Device Group | Device Mame | Current Schedule ]

Summit4 i Mo schedule

i 5 3 Moschedule Add -= |
Labi-2 Mo schedule |
SummitaiTx Mo schedule &I |

Summit3 Mo schedule B |

Summitzde3 Mo schedule |

== Eermuveis |

—MNew Schedule

' Mo Schedule

: 1 5 At Houri0-23)  Minutes{0-59) Days of Week

| @ Repeat Every Day ; |

: : § |18 |25 -
' Repeat Every Week |

Device Information Stored in :

=TFTP_Root_Directory==Configs>\<Year><Month>=Day>'<Device_Address: <time>.txt

Aoply | Close | Reset Help

Figure 6-4: Schedule Upload Config window

To schedule the upload of device configurations, do the following:
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1 Select a Device Group in the Device Groups field. The devices that belong to this group
are displayed in the Available Devices list.

2 From the Available Devices list, select the devices for which you want to schedule the
upload of configuration information, then click the Add-> button.

If you want to create the same schedule for all the devices in the Device Group, click the
Add All-> button.

The devices you select will be moved to the Devices for Scheduling list.

To remove devices from the Devices to Scheduling list, select the devices and click the
<-Remove button. This moves the selected devices back to the Available Devices list.
Click <-Remove All to move all the devices in the Devices for Scheduling list back to
the Available Devices list.

3 Specify the schedule you want:
No Schedule will remove any schedule associated with the selected device(s).

Repeat Every Day indicates that the upload should be done every day at the specified
time. When you select this option, you will be able to specify the time of day (the hour
and minutes) at which the upload should be done.

Repeat Every Week indicates that the upload should be done every week at the
specified day and time. When you select this option, you will be able to specify the time
of day (the hour and minutes), and the day of the week at which the upload should be
done.

4 Click Apply to have the upload schedule set for these devices.

Click the Reset button to return the schedule to its state when you initiated this
window.

Downloading Configuration Information to a
Device

Downloading a configuration does a complete configuration download, resetting the
current switch configuration and replacing it entirely with the new downloaded
configuration. The switch will be rebooted automatically after the download has
completed.

To download saved configuration information to a device, click the Download button at
the top of the window.
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The Download Config to a device window appears, as shown in Figure 6-5.

E‘%Download Config to a Device [_ (O] ]

Please select a device from the list to Download Config.

Device Groups : ]Default :_]

Device Mame ] IP Address Last Uploaded Config

E Summit24 10.205.0.25 10_205_0_2°

Summit1 10.205.0.32

LabA-2 10.205.0.38 eonfigsi 200108 s 0_205_0_38_1210.td

SummitaiTx 10.205.0.170 eonfigs\ 200108V s 0_205_0_170_1210.td

Summit3 10.205.0.156

Summit1i 10.205.0.171 eonfigs\ 200108V s 0_205_0_171_1210.td

Summit7iTx 10.205.0.74
Summit24e3 10.205.0.30

File Location :  [wconfigsi200108 50 0_205_0_25_1210.t¢ Show Uploaded Configs |

Download | Close | Reset | Help |

Figure 6-5: Download configuration window

To download a configuration to a device, do the following:
1 Select the device from the device list presented. You can only download to one device
at atime.

If configuration information has been uploaded from the device, the file where it was
saved is listed in the Last Uploaded Config column.

2 Inthe File Location field, type the location and name of the file you want to download,
or click the Show Uploaded Configs button and select the file to be downloaded.

The Browse pop-up displays the list of uploaded files for the selected device.
3 To start the download, click the Download button.

4 When the download completes, the switch will be rebooted.

N
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The EPICenter software does not save the configuration on the device after the reboot.
You can use the Telnet applet to open a telnet session on the affected devices and
execute a save configuration command.

Downloading an Incremental Configuration to
Devices

You can create or designate a set of configuration information to be used as a baseline
configuration for devices running ExtremeWare 6.0 or later. Using an incremental
download to execute a baseline configuration provides a known, “standard” configuration
that you can use to ensure that devices are configured into a known state. For example, if
you want to set a group of devices to the same basic configuration, you can first set
individual IP addresses on each device, and then use the incremental configuration
download feature to set all other configuration settings on all devices to a common state.

An incremental configuration download executes only the commands specified in the
incremental download file. It does not reset the switch configuration or replace any other
configuration settings that may exist in the device. No reboot is necessary. The EPICenter
incremental download does not save the configuration; you must do so

Incremental downloads are supported on Extreme Networks devices running
ExtremeWare 6.0 or later.

To download an incremental configuration to a device, click the Incremental button at the
top of the window.

The Download Incremental Config To Devices window appears, as shown in Figure 6-6.
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E‘%Download Incremental Config to Devices [_ (O] %]
Device Groups : ]Default | v|
Available Devices : Apply Incremental Config to:

Device ] IP Address ] Device Group Device IP Address ]
Surmmit3 10.205.0.156

MSME4 10.205.0.65 A= | .
MSME4 10.205.0.64 |
Add All-= |
== EErmnye |
== Eermuveis |

Available Incremental Configs: ] :J

Aoply | Close | Reset | Help |

Figure 6-6: Download incremental configuration window

From this window, do the following:

1 Select a Device Group in the Device Groups field. The devices that belong to this group
are displayed in the Available Devices list.

From the Available Devices list, select the devices for which you want to download the
baseline configuration, then click the Add-> button.

If you want to download the baseline configuration to all the devices in the Device
Group, click the Add All-> button.

The devices you select will be moved to the Apply Incremental Config to: list.

To remove devices from the Apply Incremental Config to: list, select the devices and
click the <-Remove button. This moves the selected devices back to the Available
Devices list. Click <-Remove All to move all the devices in the Apply Incremental
Config to: list back to the Available Devices list.

Select the baseline configuration you want to download from the pull-down list in the
Available Incremental Configs field.

4 Click Apply to start the baseline download to the selected device.
A The EPICenter software does not save the configuration on the device after the

download. You can use the Telnet applet to open a telnet session on the affected
devices and execute a save configuration command.
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A The Configuration Manager will display an error if you attempt an incremental
download on a switch running a version of ExtremeWare prior to 6.0.

Creating an Incremental Configuration File

The purpose of a incremental configuration is to provide a set of known, standard
configuration settings you can download to a device to restore it or initialize it to a known
software state.

To create an incremental configuration, you can start with a configuration file you have
uploaded, or one of the standard configuration. You can edit it, if needed, to reflect the
basic configuration settings you want to use as your baseline configuration, and to remove
settings you don’t want changed.

Incremental configuration files must be stored in the <t ft p_r oot >\ basel i nes directory,

where <t ft p_r oot > is the location of your TFTP server. By default, <t ft p_r oot > is
<EPI Center_instal | _dir>\user\tftp.

<EPI Cent er _i nstal | _di r> is the EPICenter installation directory, by default epc3_1.
Thus, if you installed the EPICenter server under Windows NT using the default
installation path, your incremental configurations must be in

epc3_1\user\tftp\ basel i nes, unless you have reconfigured your TFTP root directory.

You can name an incremental configuration file any way you want.

A If you have reconfigured your TFTP root directory (see “Configuring the TFTP
Server” on page 6-16), the baselines subdirectory will be found directly below (as a
child of) your TFTP server root directory.

Upgrading Device Software Images

The ExtremeWare software image contains the executable code that runs on the switch. An
image comes pre-installed from the factory on every switch. You can upgrade this image
by downloading a new version through the Configuration Manager. You can download
the image into either the primary or secondary image, and specify whether the switch
should be rebooted to use the new image.

The BootROM software initializes certain important switch variables during the switch
boot process.
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A If a BootROM upgrade does not complete successfully, it could prevent the switch
from booting.

To download a new ExtremeWare software or BootROM image to an Extreme device, click
the Upgrade button at the top of the window.

The Upgrade Image on Devices window appears, as shown in Figure 6-7.

E%'Upglade Image on Devices [_ O] %]
Wiew Options
Device Groups : [Al Devices -]

™ Show Devices with Outdated Irmage

Rvailable Devices : Upgrade Image on Devices:

Device CurrentImage | New Image | Image Status | BootROM | | Device Group | Device Current mac | Mew Image | BootROM
Summit3 41183 41.19(3) 1.9 TestSwitches  Summit7iTx  6.1.5 (20) 6.1.8(T) 6.5
MSME4 6.1.8 (7 B.1.8(7) 6.6

MSE4 6.2.0 (49 B.1.8(7) x B.6
Add All -=

=- Remave All

Dowinload Options
® Image Download  BootROM Download

Available Image’s : | j Download Image To: | Current j
Available Boot ROM's : | J
Reboot
@ Mone
. MNow
C After ; (1-72) Haours

/ J Close | Reset | Help

Figure 6-7: Upgrade Image on Devices window

To download a new software image to one or more Extreme Devices, do the following:

1 Select a device group or All Devices from the drop-down menu in the Device Groups
field.
The devices that belong to this group are displayed in the Available Devices list.

Click the Show Devices with Outdated Images button to show only devices with
images that differ from the image you specified in the Versions window.
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The entries in the Current Image, New Image, and Image Status columns let you
determine which switches have outdated software images.

— The Current Image shows the image currently running in the device.

— The New Image information comes from the information you provide in the
Versions window for devices of this type (see “Specifying the Current Software
Versions” on page 6-15). If you have not specified a software version in the Versions
window, this will be blank.

— Image Status shows the status of the image compared to the version shown in the
New Image column. A green check indicates that the version running in the
device and the New Image version are the same. Ared X X indicates that the image
running in the device differs from the New Image version. The status is also shown
as a red X if the New Images column is blank.

— The BootROM column shows the version of the BootROM running on the device.

From the Available Devices list, select the devices you want to upgrade, then click the
Add-> button.

If you want to upgrade the images on all the displayed devices, click the Add All->
button.

The devices you select will be moved to the Upgrade Image on Devices list.

To remove devices from the Upgrade Image on Devices list, select the devices and click
the <-Remove button. This moves the selected devices back to the Available Devices
list. Click <-Remove All to move all the devices in the Upgrade Image on Devices list
back to the Available Devices list.

In the Image Options box select the type of upgrade you want to perform:

— Click the Image Download button to specify a software image upgrade.

— Click the BootROM Download button to specify a BootROM upgrade.

For a software image upgrade do the following:

a Select the software image you want to download from the drop-down menu in the
Available Images field.

4 Note that there are different images for Summit devices and the “i” Series
devices. If you try to download an incompatible image, you will receive an error
message.

Standard images as shipped by Extreme Networks are provided in the directory
<EPI Center_instal | _dir>\user\tftp\imges directory (by default
epc3_1\user\tftp\images in the Windows operating environment, or
/opt/epc3_1/user/tftp/images on a Solaris system).
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You can check the Extreme Networks web site for the availability of newer software
releases.

b Select the download target in the Download Image To field: Current, Primary, or
Secondary.

5 For a BootROM upgrade, select the BootROM image you want to download from the
drop-down menu in the Available BootROMs field.

Standard BootROM images are provided in the directory

<EPI Cent er _i nstal | _di r>\user\tftp\boot romdirectory (by default
epc3_1\user\t ftp\ boot r omin the Windows operating environment, or
/ opt/epc3_1/user/tftp/bootromon a Solaris system).

6 Indicate whether the devices should be rebooted:
— Click None to indicate the devices should not be rebooted.

— Click Now to indicate the devices should be rebooted immediately after the
download.

— Click After to indicate the devices should be rebooted at a later time, and enter the
number of hours (up to 72) to wait before doing the reboot.

7 Click Apply to start the software download to the selected devices.

Click Reset to return the window to its initial state (removing all devices from the
Upgrade Image on Devices list, removing all image selections, and so on).

8 When the upgrade process has completed, click Close to close the Upgrade Image on
Devices window.

Specifying the Current Software Versions

The Versions window lets you specify the current version of the ExtremeWare software for
pre-""i” Series devices (Summits/Black Diamonds) and “i” Series devices.

This information is used by the EPICenter software to determine whether an individual
device is running the version you have specified as the “current version.” This is the
version that appears in the New Image column in the Upgrade Image on Device window.

Click the Versions button at the top of the window to display the Configure New Image
window, as shown in Figure 6-8.
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Ega Configure New Image [_ (O] %]

Configure New Image to:

"i" Chipset Devices: I
QK | Close | Reset | Help |

Figure 6-8: Configure New Image window

Enter the version information into the appropriate field. The version information is the
version, release, and build number (in parentheses) associated with a specific
ExtremeWare software release. For example, for a Summit device this could be a version
such as 4.1.19 (2) or 5.0.4 (3). For the “i” chipset devices, it should be 6.1.5 (20) or later.

A You must specify the version exactly in its correct form, including periods, spaces,
and parentheses. For example, version 6.1.5 b20 must be specified as “6.1.5 (20)”,
with a space between the 5 and the “(“. The version hames are always in the form
#.#.4#_(#) where # is a numeric, and _ indicates a space.

Configuring the TFTP Server

If you already have a TFTP server installed on the system where the EPICenter server is
running, you may choose to use that TFTP server instead of the one provided with
EPICenter. This is the server that actually does the downloading and uploading from the
devices.

The Server function lets you enable or disable the embedded TFTP server, and specify an
alternate path for the location of the server.

Click the Server button at the top of the window to display the Configure TFTP Server
window, as shown in Figure 6-9.
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Ega Configure TFTP Server M= 3
[~ TFTF Server

@ Enahle EPICenter TFTF Server
" Disable EPICenter TFTF Server

SetTFTP root  |Elepcd_tiuseritip

OK| Close | Reset | Defaults | Help |

Figure 6-9: Configure TFTP Server window

By default, the embedded TFTP server is enabled.

< Click the Disable EPICenter TFTP Server button to disable the server. You can then
provide a path in the Set TFTP Root field to the location of a different TFTP server.

« Click the Enable EPICenter TFTP Server button to enable the server.

4 |f you disable the server, you will not be able to upload or download configuration
information or software to your devices, unless you provide a path to an alternate
TFTP server.

= To change the location of the TFTP server root, change the path in the Set TFTP Root
field.

By default, the TFTP server is installed in <epi center _i nstal | _dir>\user\tftp
where <epi cent er _i nst al | _di r > is the directory where the EPICenter server is
install. By default, the TFTP server is found in epc3_1\user\tftp in the Windows
operating environment, or / opt / epc3_1/ user/ tft p on a Solaris system.

EPICenter will create four subdirectories (basel i nes, boot rom confi gs, and i mages) as
children of the directory you specify as the TFTP server root.

4 If you plan to use this TFTP server with other software, such as the ExtremeWare
CLI or for any other purpose, be aware of possible differences in the expected
locations of the TFTP server and other components such as ExtremeWare software
images or configuration files. See the ExtremeWare EPICenter SE Release Note
and Quick Start Guide for information on any known issues.
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Finding Devices

You can search for a device in the EPICenter database by name, by IP address, or by type
of device. This may be useful if you have a large number of devices in your inventory.

To search for a device, follow these steps:

1 Click Find at the top of the Inventory Manager page.
The Find Devices dialog, shown in Figure 6-10, is displayed.

/] Find Devices

Search: [10.205.0.7

By: " Device Name ' |P Address
n: |Defau|t =] Mew Search |
of | &l Device Types =l

B P Addr g Ve
Default Summitd8i 10.205.0.41 Extrermne Surmn...
Default Summit24e3  [10.205.0.68 Extreme Sum...
Default Laha-2 10.205.0.38 Extreme Alpin...
Default SummitaiTx 10.205.0.170 Extreme Sum...
Default Summit3 10.205.0.156 Extreme Sum...
Default Summit24e2  [10.205.0.148 Extreme Sum...
Default Summit24e3  [10.205.0.30 Extreme Sum...

T device(s) found

o |

Figure 6-10: Find Devices dialog

2 Enter your search criteria:

You can search for devices by name or by IP address. You can limit the search to a
specific device group, or to a specific type of Extreme device. Search criteria can
include:

— Adevice name. Click the Device Name button, and enter a complete or partial name
in the Search: field.

— An IP address. Click the IP Address button and enter a complete or partial IP
address in the Search: field. You can use the wild card characters * or ? in your
search criteria.

* acts as a wildcard for an entire octet (0-255)
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? is a wildcard for a single digit (0-9)

— A device group. Select the device group from the drop-down menu in the device
group field. If you do not specify a name or IP address in the Search field, all devices
in the device group you select will be found.

— A device type. Select the device type from the drop-down menu in the type field. If
you do not specify a name or IP address in the Search field, all devices of the type
you select will be found.

3 Click Find to search for devices that meet the criteria you have specified. All devices
found are listed in the center panel. Information includes the device group in which the
device can be found, its name, IP address, and the type of device.

4 Double-click on a device in the results table to highlight the device in the Component
Tree, and to display the configuration information for that device.

5 Click New Search to clear all search criteria.
6 Click OK to close the search window.
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Application

This chapter describes how to use the Interactive Telnet application for:

= Configuring Extreme devices using Telnet and the ExtremeWare Command Line
Interface (CLI)

= Configuring third-party devices using interactive Telnet

Overview of the Interactive Telnet Applet

Users with Administrator or Manager access can view and modify configuration
information for Extreme switches (Summit, Alpine, and Black Diamond switches) and
third-party devices managed by EPICenter using Telnet and the ExtremeWare Command
Line Interface (CLI). You can also use the interactive Telnet capability to view and modify
configuration information for third-party devices being managed by EPICenter.

The Telnet application provides two usage modes:

= A Macro View, where you can set up CLI command macros, and run them on multiple
switches in a single operation. You set a macro to run repeatedly, and can save them in
the EPICenter database for future use.

= Anindividual session mode, where you can open a session on an individual device,
and execute commands just as you would from a standard Telnet interface.
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Using Telnet with Extreme Switches

The Telnet applet allows the scripting and playback of groups of CLI commands (macros)
to a selection of Extreme switches. You can also use this applet to run an interactive Telnet
session on an individual switch, including third-party switches.

Select Telnet from the Navigation Toolbar to display the Telnet module.

Select a device group in the Component Tree to display the Telnet Macro view for the
devices in that device group, as shown in Figure 7-1.

J File Edit iew Favaites Took Help

/Z} Extreme Networks' EPICenter - Microsoft Internet Explorer

= = 7a B 5 =i .
Back e Stop  Refresh  Home Search Favortes  History b ail Print Edit
JAgdress I@ hitp:#/localhost/everest j ﬁﬁo
e | Telnet
_ Home |
@ |C2 °. B
Find | Help > B S by B @0
Plsy ~ Stop  Load  Save  Delete  Repeat lelp
Telnet
= Telnet Connections
B4 SummitsiTx LabA-2 10.205.0.38
&y Summitd SummitaiTe 10.205.0.170
& summit24e3@ Summit3 10.205.0.156
485 Summitdsi Summit?4e3 40.205.0.30
B summizee3 Surmnm t48i 10.205.0.41
Enginesring Summit24e3 10.205.0.68
(&) Test Devices
Mot playing

Macro source:

| Switch Telnet

‘@ Applet started.

|| [T Local inraret Vi

Figure 7-1: The Telnet applet, macro interface
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The Telnet Connections list displays the switches in the device group, and shows the
status of any macros that have run or are being run on the switch. If macros are not
supported on an individual switch (true of third party switches and a few Extreme
switches) the Macro Status will be “Macros not supported.”

4 |f a switch is not supported by the EPICenter interactive Telnet feature, it will not
appear in the Telnet Connections list, or in the Component Tree in this applet. The
Summit24e2T and Summit24e2X are examples of devices that are not supported in

the EPICenter Telnet applet.

When a Telnet session is currently open on a switch, the switch name is highlighted in bold
in the list of switches in the Component Tree.

A |f a switch displayed in the Component Tree has an “S” in a red circle along with the
name, that means that the switch is not responding to SNMP requests. However,
the switch may still respond to HTTP or Telnet requests.

Running ExtremeWare Command Macros

The lower half of the Macro view page contains the macro command buffer. You can enter
a series of ExtremeWare commands into this buffer, which will form a script that can be
played to the set of switches you select in the Telnet Connections list.

Figure 7-2 shows a command script entered into the buffer.
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Figure 7-2: The Telnet record and play buffer

To create a macro for playback to a set of Extreme switches, follow these steps:

1

In the Telnet Connections list, select the set of switches where you want your
command macro to run. The switches need not have a Telnet session already open—the
macro play function will open a connection and log into the switch.

Enter a series of ExtremeWare commands into the macro buffer.

There are three ways to enter commands into the macro buffer:
— Type the commands directly into the buffer.

— Cut or copy commands from another location, either elsewhere in the buffer or from
an external document, and paste them into the buffer.

7-4
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Click the right mouse button anywhere in the macro buffer to display a pop-up edit
menu which provides copy and paste functions. You can copy text from within the
macro buffer using the copy function from the pop-up menu. From an external
document, cut or copy text into the clipboard, then use the paste function from the
pop-up edit menu.

A
AYou cannot use the browser cut and paste functions for this purpose.

— Load a saved macro (see “Saving a Macro in the EPICenter Database” on page 7-7).

The source of the commands in the macro buffer is indicated by the Macro Source: field
at the top of the macro buffer panel.

There are four variables you can use in an ExtremeWare CLI command that will be
expanded when the target switch is contacted. These are:

Table 7-1: ExtremeView Macro Variables

Variable Definition

<NAME> The name of the switch

<DATE> The current date of the EPICenter server
<TI ME> The current time of the EPICenter server
<ADDRESS> The IP address of the switch

For example, you can enter the command
upl oad config 45.1.12.101 extrene/ <NAME>. cfg
and the macro substitutes the name of each switch on which it executes the macro.
These variables can only be used in macros, not in an interactive Telnet session.
A Because macros are intended for unattended, batch-type use, you should not

use interactive commands in a macro. They may cause the command to run in
a loop.

3 To set the macro so that it plays back repeatedly at a specified interval, click the Repeat
button to display the Macro Repeat pop-up window.
a Check the Repeating check-box.
b Enter an interval (in seconds) in the Repeat Delay field.
¢ Click OK.
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4 Click Play to initiate playback of the macro on the selected switches. This opens a
connection to the switch, logs in using the switch login and password as specified in the
Inventory Manager, and runs the macro.

If the macro is a repeating macro, it will repeat sequentially on all selected switches
until you click Stop.

You can execute just a portion of a macro by highlighting just the portion of the macro
that you want to execute. Only the selected portion will execute when you initiate the
playback. This will not affect saving the macro—the entire macro will be saved even if
only a portion is highlighted.

The Macro Status column in the Telnet Connections table indicates the status of the
macro as execution progresses on the selected switches. The states are:

— Pending—the macro is intended to run on this switch, but has not yet started.
— Playing—the macro is currently running.

— Stopped—the macro was stopped before it completed.

— Complete—the macro has completed running.

— Macros Not Supported—macros cannot be run on this device (may appear if you
select a non-Extreme device or the Summit Px1 or Summit 24e2T/X devices).

— Not Available—macros cannot be run on this device (may appear if you select a
non-Extreme device).

— Failed—a failure occurred when the macro was run. This is frequently due to an
inability to connect to the switch.

A Macro play will be automatically stopped if you exit the Telnet applet (by
selecting another applet or logging out) while a macro is running.

The Telnet session is usually left open after the macros complete. However, EPICenter
allows only five Telnet sessions to be open concurrently. Therefore, if you select more than
five switches for macro playback, EPICenter will open five connections, then close the
oldest (the first connection) in order to open a connection on the sixth switch, and so on.
When macro playback has completed on all the selected switches, the Telnet sessions are
left open on the last five switches. Open telnet sessions are indicated by displaying the
switch name in bold in the Component Tree.

Any open Telnet sessions will be closed when you leave the Telnet applet to view a
different EPICenter applet.

To view the results of the macro execution on a particular switch, select the switch in the
Telnet switch list in the Component Tree. This displays the active Telnet session running on

7-6 ExtremeWare EPICenter Software Installation and User Guide



Using Telnet with Extreme Switches

the switch, and you can view the progress of the macro as the various ExtremeWare
commands are executed.

Saving a Macro in the EPICenter Database

To save a macro you’ve defined, click the Save button. This displays the Macro Save
pop-up window (see Figure 7-3).

2} Macro Save

Macro name: |ipmacrn1

Description: [add default raute

Cancel

Figure 7-3: Saving a macro to the database

Enter a name for the macro, an optional description, and click OK.

All current contents of the macro buffer will be saved in the database under the name you
specify. Selecting a portion of the macro (to playback only part of the macro) does not affect
the save function.

To load a saved macro, click the Load button. This displays the Load Macro pop-up
window (see Figure 7-4).

) Load Macro
Macros
Last Modified
Wed Aug 22 12:03:44 P

testmacro information commands  |admin Wed Aug 22 12:04.20 P

coen |

Figure 7-4: Loading a macro from the database

The pop-up window displays the names and descriptions of all saved macros, as well as
the owner (EPICenter user) who created the macro, and the time at which it was last saved.

Select the macro you want to load and click Load. You can select only one macro to load at
a time.
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The contents of the saved macro will replace any previous contents in the macro buffer.

You can delete a saved macro by clicking the Delete button. A pop-up window similar to
the Load Macro window appears. Select one or more macros to delete, then click Delete.

You will be asked to confirm the deletion.

Running a Telnet Session on an Individual Switch

You can open a Telnet session on an individual switch by selecting the switch from the
Telnet switch list in the Component Tree. This opens a Telnet session to the selected switch,
and then waits for command input, just as with any other Telnet session.
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Figure 7-5: A newly-opened Telnet session

The Telnet session window is a two-tone window—the bottom of the window is white, the
top is grey. The last 25 lines of Telnet commands and responses always appear in the white
portion of the window. As output grows, the older lines scroll up into the grey portion of

the screen. This makes it easy to tell whether
output.

you are viewing the most recent Telnet

The Telnet session window will display the commands and results from macros that are
run on the switch. You can also type in commands individually.

You cannot use the macro variables (<NAME>, <DATE>, <TI ME>, <ADDRESS>) in acommand

you enter interactively.
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Copy/Paste from an Interactive Telnet Session

A copy and paste function is available within an interactive Telnet session. Copy and paste
let you copy from one interactive Telnet session into another interactive session or into the
macro buffer. You can also paste commands from an external document into an interactive
Telnet session. The copy and paste commands reside on a pop-up menu that you can

display using the right mouse button (see Figure 7-6).
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Figure 7-6: An open Telnet session showing the pop-up edit menu

= To copy from an interactive session, highlight the lines you want to copy, click the right

mouse button and select Copy from the pop-up menu.

= To paste into an interactive Telnet session or into the macro buffer, place the cursor

where you want the lines inserted, click the right mouse button and select Paste from

the pop-up menu.
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A
AYou cannot use the browser cut and paste functions for this purpose.

Macro Recording and Playback from an Interactive Telnet Session

The record function creates a macro by echoing commands that you type in an interactive
Telnet session, into the Macro Record/Play Buffer. The record function is controlled by
commands from a pop-up menu displayed by using the right mouse button (see

Figure 7-6).

= To start recording a macro, click the right mouse button and select Start Record from
the pop-up menu

Everything you type after this is copied into the macro Record/Play Buffer until you
select Stop Record from the pop-up menu

= Tostop recording a macro, click the right mouse button and select Stop Record from the
pop-up menu

= To play back the macro to multiple switches, select Telnet in the Component tree, and
play back the macro in the main Telnet page as discussed in the section Running
ExtremeWare Command Macros on page 7-3

= To play the macro on an individual switch, select the switch in the Component Tree to
display its interactive Telnet session, click the right mouse button, and select Play from
the pop-up menu

Using Interactive Telnet with Third-Party Devices

You can open an interactive Telnet session on a third-party device and execute commands
interactively. Select the switch from the Telnet device list in the Component Tree. This
opens a Telnet session to the selected switch, and waits for input as appropriate to the
device’s telnet interface. Unlike Telnet to an Extreme Networks switch, it does not log you
in to the device. You must log in as required for the device.

You can enter and execute commands using the device’s command line interface. The
commands and any resulting output will be displayed in the session window just as if you
were running a Telnet session on any other client.

The Telnet session window is a two-tone window—the bottom of the window is white, the
top is grey. The last 25 lines of Telnet commands and responses always appear in the white
portion of the window. As output grows, the older lines scroll up into the grey portion of
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the screen. This makes it easy to tell whether you are viewing the most recent Telnet

output.

The copy and paste feature, macros, and the macro variables (<NAVE>, <DATE>, <TI ME>,

<ADDRESS>) are not supported for third-party devices.

To close the Telnet session, type the appropriate exit command on the command line. The
session will be closed automatically when you exit the Telnet applet.

Finding Devices

You can search for a device in the EPICenter database by name, by IP address, or by type
of device. This may be useful if you have a large number of devices in your inventory.

To search for a device, follow these steps:

1 Click Find at the top of the Inventory Manager page.

The Find Devices dialog, shown in Figure 7-7, is displayed.

/] Find Devices

Search: [10.205.0.7

By: " Device Name ' |P Address
In: |Defau|t e
of: |AII Device Types LI

=] Mew Search |

De IP Addr De ype

Default Summitd8i 10.205.0.41 Extreme Sum...
Default Summit24e3  |10.205.0.68 Extreme Sum...
Default Laha-2 10.205.0.38 Extreme Alpin...
Default SummitaiTx 10.205.0.170 Extreme Sum...
Default Summit3 10.205.0.1486 Extreme Sum...
Default Summit24e2  |[10.205.0.149 Extreme Sum...
Default Summit24e3  |10.205.0.30 Extreme Sum...

T device(s) found

o

Help |

Figure 7-7: Find Devices dialog

2 Enter your search criteria:
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You can search for devices by name or by IP address. You can limit the search to a
specific domain, or to a specific type of Extreme device. Search criteria can include:

— Adevice name. Click the Device Name button, and enter a complete or partial name
in the Search: field.

— An IP address. Click the IP Address button and enter a complete or partial IP
address in the Search: field. You can use the wild card characters * or ? in your
search criteria.

* acts as a wildcard for an entire octet (0-255)
? is a wildcard for a single digit (0-9)

— A device group. Select the device group from the drop-down menu in the device
group field. If you do not specify a name or IP address in the Search field, all devices
in the device group you select will be found.

— A device type. Select the device type from the drop-down menu in the type field. If
you do not specify a name or IP address in the Search field, all devices of the type
you select will be found.

3 Click Find to search for devices that meet the criteria you have specified. All devices
found are listed in the center panel. Information includes the domain in which the
device can be found, its name, IP address, and the type of device.

4 Double-click on a device in the results table to highlight the device in the Component
Tree, and to initiate a telnet session on the device (see “Running a Telnet Session on an
Individual Switch” on page 7-8).

5 Click New Search to clear all search criteria.
6 Click OK to close the search window.
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This chapter describes how to use the Grouping Manager to do the following:

Create new groups.

Create new user or host resources.

Add resources or groups to a parent group.
Define relationships between resources.
Add attributes to a resource or a group.
Searching for resources.

Import users and hosts from Windows NT Domain Controller, NIS, an LDAP directory,
or a file.

Overview of the Grouping Manager

The Grouping Manager allows you to collect network “resources” (devices, ports, users,
hosts, and VLANS) into groups that can be manipulated or managed as a single entity.

A group is a hierarchical collection of resources that have been grouped together for some
common purpose. A group can contain individual resources as well as other (subordinate)
groups. Groups (except for Device Groups) are not exclusive—a resource can be a member
(child) of more than one group.

Resources are individual elements in your network, such as a device, port, host (end
station), user, or VLAN. Device, port, and VLAN resources are defined externally to the
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Grouping Manager, through the EPICenter discovery capability and the Inventory and
VLAN applets. User and Host resources are defined within the Grouping module, either
by importing the information from an external source (such as an LDAP directory, NT
Domain Controller, NIS server, or a file) or by creating the resources within the grouping
module. A group can also be considered a “resource” when it is used as an entity in the
same way as an individual resource would be used—such as in a Policy definition within
the ExtremeWare EPICenter Policy Manager, an optional, separately-licensed product.

With the exception of Device Groups and Port Groups, the group and resource definitions
you create through the Grouping applet are primarily useful within the Policy Manager.
For more information on how groups are used within that application, see the ExtremeWare
EPICenter Policy Manager Software User Guide.

You can define groups and add resources to them to create an organizational structure that
facilitates managing your network. The EPICenter software provides several predefined
groups:

= Device Groups
= Hosts

= Import Sources
= Port Groups

= Users

You can define your own groups at the same hierarchical level as the predefined groups, or
as subordinate groups (children) of an existing group. You can assign resources to your
own user-defined groups and to the predefined groups, with the exception of Device
Groups and Import Sources.

Three of the predefined groups—Hosts, Port Groups, and Users—initially have no
members. Although these groups are provided to help you organize your host, user, and
port resources, they can contain children of any resource type. You can create new groups
as members of these groups, or add resources of any type directly to them.

= Port Groups may be used by the Real Time Statistics applet and the IP/MAC Address
Finder applet. However, these applets do not support hierarchical groups—if you have
subordinate groups within a port group, the subordinate layers are all collapsed into a
single layer. Resources of types other than ports are ignored by these applets.

Port Groups, along with all the other types of groups and resources, may also be used
by the optional Policy Manager module.
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=« The Hosts and Users groups (either the predefined groups or subordinate groups) may
be used by the optional Policy Manager. This is also true of all user-defined groups. No
other EPICenter applets currently support groups of these types.

In a group that contains resources of different types, the Policy Manager will ignore
those resources that are not relevant to the purpose for which the group has been
selected.

The other two predefined groups, the Device Groups group and the Import Sources group,
are restricted in the way they can be used.

Device Groups. The “Device Groups” group contains the device groups and devices
known to the EPICenter inventory database. Device groups are created within the
EPICenter Inventory Manager applet, and devices are added or discovered, and are
assigned to device groups, within that applet. All port resources are also defined in
association with the devices known to the Inventory Manager.

= You cannot add resources to or remove resources from the Device Groups group
through the Grouping Manager.

= You can add resources that are children of Device Groups group—device groups,
devices, and ports—as members (children) of other groups.

Import Sources. The Import Sources group is used to contain resources imported from
an external source, such as a file, NT Domain Controller, or LDAP directory. When you
perform an import operation, the Grouping Manager creates a new group under the
Import Sources group, and puts all the imported resources under that group.

= You cannot add groups or individual resources as children of the Import Sources group
except by using the Import function.

= You cannot remove any of the members (including sub-groups) of an imported group.
The imported group can only be deleted in its entirety, using the Destroy function.

= You can add resources that are children of an Import Sources group as members
(children) of other groups.

Resource Attributes

Attributes are name and value pairs that you can use for a variety of purposes. You can
associate attributes with both groups and individual resources, including resources that
are members of the Device Groups and Import Sources groups.
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Some predefined resources, such as devices and imported resources, may also have
predefined attributes. For example, device resources have their IP address as an attribute.
Imported resources may bring with them sets of attributes determined by the content and
configuration of the import source. Certain attributes, such as IP/subnet address and
DLCS ID, are used by the optional Policy Manager applet to help it map between
high-level named resources such as Users, and the information required to generate a QoS
policy (IP address and port information).

You can also define attributes of your own, and then use them as search criteria when you
want to find sets of resources with common attributes.

Relationships between Resources

THe Grouping Manager also supports “relationships” between User, Host, and Port
resources. These relationships are used by the optional Policy Manager applet, and help
the Policy Manager generate specific QoS rules that it derives from high-level policy
specifications that are given in terms of named objects such as users or hosts. See the
ExtremeWare EPICenter Policy Manager Software User Guide for details.

Displaying EPICenter Groups and Resources

When you click the Groups button in the Navigation toolbar, the main Grouping Manager
window is displayed, showing Resource Details for the root-level group. Figure 8-1 shows
the Grouping Manager window with a number of the groups expanded to show their
children.
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Figure 8-1: Resource Details view

The Component Tree on the left shows the currently-defined resources. Initially, this shows
only the root-level group named “Groups.” Click on the plus sign to the left of a resource
to display the children of that resource.

Children can be individual resources (devices, hosts, users, or ports) or groups. The icons
indicate the type of resource:

& indicates a general-purpose group.

B3 indicates a device group.
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=, indicates a host resource.

ﬂ indicates a user resource.
’f indicates a VLAN resource.

Devices, slots, and ports are indicated by icons that vary based on the specific device
model and port type. The icons are the same as are used in the Component Tree of the
Inventory module and other EPICenter modules. Although slots appear in the
Component Tree, they are not true resources, and cannot be children of groups within
the Grouping Manager.

VLANS may appear as children in the Component Tree. However, unlike devices and
Device Groups, VLANSs will appear in this list only after they have been specifically
added as children of a group. VLANSs known to EPICenter but not used as children of
a group will not appear in this list.

Resource Detalils

The Resource Details display in the main panel shows the following information for the
group (or resource) that is selected in the Component Tree on the left:
= Name: the name of the Resource.

For ports, the name of the port is the Device name followed by the port number. For
example, S1 3 is the name of port 3 on the device named S1.

= Description: a description of the resource (optional for user-defined resources).

— For Device Groups, this is the description entered for the group in the Inventory
Manager.

— For devices, this is the device description (sysDescr variable) if present in the agent.
— For ports, this is the interface description (i f Descr variable) if present in the agent.
— For VLAN:Ss, this contains the protocol and tag information.

= Type: the type of resource (Group, Device, Host, Port, User, VLAN).

Note that if you select a slot under a chassis device in the tree, the Resource Details
window displays it as a “Slot” resource. However, a slot is not a true resources in that it
cannot be added as a child of a group— its ports can be used as resources, but the slot
as an entity cannot.

= Source: the origin of the resource. The source determines what actions are allowed
relative to the resource, This can be one of the following:
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— EPICenter indicates that the resource was defined by the EPICenter software: either
by the Grouping Manager in the case of the predefined groups, or by another
EPICenter applet in the case of device group, device, port, or VLAN resources. You
cannot modify these resources or their children (if they are groups) through the
Grouping Applet.

— Manual indicates that this is a user-defined resource, created within the grouping
applet using the New button. These resources can be deleted from the Grouping
Manager using the Destroy function. The exception is the three predefined groups,
Hosts, Users, and Port Groups, which are considered Manual resources but cannot
be destroyed. If the user-defined resource is a group, you can add and remove
children as desired.

— Imported resources are assigned a source name as part of the Import process. See
“Importing Resources” on page 8-28 for more information.

User-defined (Manual) resources can be deleted using the Destroy function.
System-defined (EPICenter) and imported resources cannot be deleted, although they
can be removed as children of other groups to which you have added them. See
“Deleting Resources” on page page 8-11for more information on deleting resources,
and “Removing A Child Resource from a Group” on page 8-15for more information on
removing resources from groups.

= Unique Name: a name that uniquely defines this resource within the Source scope. For
user-defined resources (Source is Manual) this will always be blank.

— For pre-defined resources, the Unique Name is the same as the Resource Name.
— For device resources, the Unique Name is the device IP address.

— For port resources, the Unique Name is the IP address of the device followed by the
port number. For ports on a chassis device, the port number combines the slot
number and the port number.

— For resources imported from a file or LDAP directory, the Unique Name is specified
in the input process, and may be different from the Resource Name.

Below these fields there are two tabbed pages whose contents depends on the type of
resource being displayed.

= For Groups, you can view a list of Children of the group. This lists the resources
(individual resources or subordinate groups) associated with the selected group. For
each child, the list includes the resource name, its type, and its source.

= For User, Port and Host resources, you can view a list of Relationships for the resource.
This displays a list of other resources related to the selected resource.
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= For all types, you can view a list of the Attributes associated with the resource. The
exception is the top level (root) node, “Groups,” which has no attributes.

Resource Filtering

The field at the top of the Component Tree provides a drop-down menu from which you
can select a filter to apply to the Component Tree display. This filter controls the types of
resources that are displayed as subcomponents of the groups in the tree. This feature is
useful when you have a large number of resources of various types, and lets you limit the
display to resources of a specific type in which you are interested.

Groups are always displayed. The following filter choices determine the types of
individual resources that will be displayed within the groups:

= All allows resource children of all types to be displayed.

= Devices shows only the Device resources within the groups.

= Hosts shows only Host resources within the groups.

= Ports shows only Device and Port resources within the groups.

= Users shows only User resources within the groups.

< VLANSs shows only VLAN resources within the groups.

Grouping Manager Functions
The buttons in the navigation bar at the top of the page provide the following functions:
= New lets you create a new Group, User, or Host resource.

= Destroy lets you delete a user-defined resource. This completely eliminates the
resource from the EPICenter database, as well as removing it from all groups of which
it was a member. This is not the same as removing a resource from an individual group.
You cannot destroy system-defined resources or individual imported resources. You
can only destroy imported resources by destroying the entire Import Source group.

= Import lets you import resources from an external source such as an NT Domain
Controller, LDAP database, or a specially-formatted text file.

= Find lets you find a resource based on a set of search criteria that can include a resource
name, description, type, source, or attribute value.

= Helpdisplays on-line help for the Grouping Manager and the Resource Details display.

These functions are described in detail in the following sections.
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Creating a New Resource

You can create new groups and add new User and Host resources through the New
Resource function. You can also associate attributes with the resource during this process.

This function creates a new resource. To add an existing resource to an existing group, see
“Adding a Resource as a Child of a Group” on page 8-12.

A You cannot add resources of any type to the Device Groups or Import Sources
A groups, or any subgroups within those groups.

To add a new resource, do the following:

1 Inthe Component Tree, select the Group to which you want the resource added. To add
a new group at the highest level, select the root “Groups” node. The new resource will
be added as a child of the group you select.

If you plan to add User or Host resources, it is suggested that you add these initially to
the User or Host groups, or to another group you have created, rather than to the
root-level group. Once you’ve created a resource, you can add it as a child of other
groups. For example, a User resource “Fred” can be a member of both the group
“Marketing” and the group “Chicago.”

2 Click the New button at the top of the Grouping Manager window.
The Add a New Resource to Group window, as shown in Figure 8-2, is displayed.

Resource Mame: | Resource Type: Im
Reszource Description: |
Attribute
Mame: Type: |Generic LI Value:l
@ Reimove

Resource Attributes

6]38 | Cancel | Help |

|Java Applet Window

Figure 8-2: Adding a new resource
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3 Enter identifying information in the fields at the top of the dialog:

— Resource Name: a name for the resource. The name can include any characters
except a colon.

— Resource Type: select a type (Group, User, or Host) from the drop-down menu.

If you are creating this resource as a member of the Hosts group, the type defaults to
Host. If you are creating it as a member of the Users group, the type defaults to User.
Otherwise, the type is set to Group by default.

— Resource Description: an optional description of the resource

4 Define any attributes that you want to associate with this resource. Attributes are
name-value pairs that can be used as search criteria, and are used by the EPICenter
Policy Manager. For a more detailed explanation of attributes, see “Adding and
Removing Attributes” on page 8-19.

a Enter the name of the attribute in the Name field.
b Select an attribute type from the drop-down list in the Type field:

Generic: any attribute not specified as one of the other two types. The value is a
string. You can use this attribute to classify your resources in any way you want, for
search purposes.

IP/Subnet: this attribute specifies an IP address and subnet mask. For Host or User
resources, this attribute may be used by the Policy Manager.

DLCS ID: this attribute specifies a DLCS ID (user ID or host ID) that can be detected
by DLCS in the switch. DLCS ID attributes are most commonly created when a
resource is imported from an external source such as an NT Domain Controller or
NIS that contains user and host information.

For Host and User resources, this attribute may be used by the EPICenter Policy
Manager. If DLCS is enabled on the switches in your network, attribute and
relationship information (mappings between users, hosts, and IP addresses) for host
and user resources with DLCS IDs, will be maintained automatically.

¢ Enter a value for the attribute:
For a Generic attribute, enter a string.

For an IP/Subnet attribute, fill in the fields provided, and edit the subnet mask
specification as appropriate.

For a DLCS ID, enter a string. In order to be recognized correctly by the DLCS in
Extreme switches, this should be the user name (login name) or host name as known
within the network.
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d To add this attribute to the list of attributes associated with this resource, click the
LT

Add Attribute to Resource button g

e To remove an attribute from the list of attributes, select the attribute in the list and

click the Remove Attribute from Resource button [_fme=

5 When you have finished entering attributes, click the OK button to save your new
resource definition.

To close this dialog without saving the resource definition, click the Cancel button.

Deleting Resources

The Destroy button in the Grouping Manager toolbar lets you delete user-defined
resources from the EPICenter database. The destroy function removes the resource from
the database entirely, removing it from all groups where it exists as a child.

A You can only destroy resources whose source is “Manual” (except for the
predefined groups) and the root groups of imported resources. You cannot destroy
the predefined groups, system-defined resources (devices, device groups, or ports)

whose source is EPICenter, or individual imported resources (where the source is a file,
LDAP database etc.). If you select a resource you cannot delete, the Destroy button will not
be available.

To delete a user-defined resource do the following:

1 Select the resource in the Component Tree.

2 Click the Destroy button on the toolbar.
A confirmation dialog will be displayed. Click OK to confirm that you want to delete
this resource.

If you delete a group, any orphaned children of the group (resources that are not members
of any other group) are also deleted.

If you delete a Host or User, all relationships to other resources are also deleted.

To remove a resource as a child of a group, use the Remove function, see “Removing A
Child Resource from a Group” on page 8-15. This just removes the parent-child
relationship with the group, but does not delete the resource from the database.
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Adding a Resource as a Child of a Group

A group’s children are individual resources or subordinate groups that will be
manipulated or managed together. A resource is placed into a group as it is created—
either the root-level group, or the group that was selected when it was created. However,
because a resource can be a member of multiple groups, you may wish to add an existing
resource to an additional group, or move it to a different group. To add a resource to a
group, you select the resource from a list of the resources that are currently defined in the
EPICenter database.

You can add individual resources as children of a group, or you can add groups as
children. You cannot add an ancestor group as a child of one of its subordinate groups.

When you add a group as a child of another group, all members of the sub-group (its
children) are considered members of the higher level (ancestor) group. As membership in
the sub-group changes, so does the membership in the higher level (ancestor) group. This
can have important effects when a group is used by another EPICenter module. For
example, suppose you create group “A” that contains two groups of hosts “HostsA” and
“HostsB”, and then use group A in defining access list policies through the Policy
Manager. The Policy Manager will generate access list rules for traffic related to all the
hosts in groups HostsA and HostsB. If you subsequently change the membership of
HostsB, and auto-configuration of policies is enabled in the Policy Manager, the QoS rules
that define the access lists will automatically be recomputed and reconfigured. (See the
ExtremeWare EPICenter Policy Manager Software User Guide for more information on this
optional module).

Adding resources to a group as individuals is a more static relationship—resources remain
as children until they are explicitly removed from the group (or deleted from the EPICenter
database).

To add a resource or group of resources to a higher-level group, do the following:

1 Inthe Component Tree, select the group to which you want to add the resource, so that
the group’s information is displayed in the Resource Details view.

2 Click the tab labeled Children to display the list of children belonging to this group.

3 Click the Add button at the bottom of the list of Children to display the Add Resources
to Group pop-up dialog, as shown in Figure 8-3.
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2} Add Resources to Group - Groups
Select Resources to be Added Resource Results
=Y YLANS -
ISR Groups ?
3 Device Graups i
£ Enginesring YLANS
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@ Import Sources ol
(- Port Groups addal
(- @ Testl
& Users @Q
Find
£
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Faiiue 2l
Cancel Help
|Java Applet Window

Figure 8-3: Adding Resources to a Group

This window has two parts:

— A display of the resources in the EPICenter database that are available to be added
to the group.

— A list of the resources you’ve selected to add.

4 Select a resource from one of the lists in the Select Resources to be Added panel at the
left hand side of the dialog window. You can make your selection from either side of the
panel.

The Select Resources to be Added panel is split into two parts:

— The Component Tree in the left half of the panel displays the groups that contain
resources of interest. It may include devices if you have filtering set to display port
resources.

The drop-down menu field at the top of the Component Tree lets you select a filter
to apply to the resource display. This filter controls the types of resources that are
displayed as subcomponents of the groups in the tree.

Groups are always displayed. The following filter choices determine the types of
individual resources that will be displayed within the groups:

All allows resource children of all types to be displayed.
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Devices shows only Device resources within the groups.
Hosts shows only Host resources within the groups.

Ports shows only Device and Port resources within the groups.
Users shows only User resources within the groups.

VLANSs shows only VLAN resources within the groups.

— The resource list in the right half of the panel displays the resources available within
the group you have selected in the Component Tree.

5 Select one or more resources from the list of individual resources, or select a resource
group or device from the left-hand list.

=

6 Click the Add button 5k to add your selections to the Resource Results list. You
can select a group in the Component Tree or one or more groups or individual resources
from the resource list.

g |
Click the Add All button Glitaas to add all the individual resources in the
right-hand list to the Resource Results list.

4 There is an important difference between adding individual resources as
children of a group, and adding a group as a child of another group. Adding a
group to the results list does not have the same effect as selecting the group in

the Component Tree, and then adding its children using the Add All button.

When you add a group as a child of another group, all members of the subgroup (its
children) are considered members of the higher level (ancestor) group. As membership
in a subgroup changes, so does the membership in the higher level (ancestor) group.
Resources added individually, on the other hand, remain as children until they are
explicitly removed from the group (or deleted from the EPICenter database).

To search for a resource using the Query function, click the Find button. You can add
the results of your query directly into your Resource Results list by selecting the
resources you want to add and clicking the Add button at the bottom of the Query
window. See “Searching for a Resource”on page 8-23 for more information on the Find
function.

7 You can remove resources from the Resource Results list if you change your mind about
your selections.

Select one or more resources in the Resource Results list, and click the Remove button
to remove the selected resources, and return them to the Resources to be Added list.
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Click the Remove All button to clear the Resource Results list.

8 Click OK to add the resources in the Resource Results list to the list of children for this
resource, or Cancel to cancel the Add function.

9