D Sun

microsystems

Sun Ray™ Server Software 3.1
Release Notes

for the Linux Operating System

Sun Microsystems, Inc.
www.sun.com

Part No. 819-2391-12
May 2006, Revision C



Copyright 2004, 2005, 2006, Sun Microsystems, Inc., 4150 Network Circle, Santa Clara, California 95054, U.S.A. All rights reserved.

Sun Microsystems, Inc. has intellectual property rights relating to technology embodied in the product that is described in this document. In
Earticular, and without limitation, these intellectual property rights may include one or more of the U.S. patents listed at
ttp:/ /www.sun.com/patents, and one or more additional patents or pending patent applications in the U.S. and in other countries.

This document and the product to which it pertains are distributed under licenses restricting their use, copying, distribution, and
decompilation. No part of the product or of this document may be reproduced in any form by any means without prior written authorization of
Sun and its licensors, if any.

Third-party software, including font technology, is copyrighted and licensed from Sun suppliers.

Parts of the product may be derived from Berkeley BSD systems, licensed from the University of California. UNIXis a registered trademark in
the U.S. and other countries, exclusively licensed through X/Open Company, Ltd.

Sun, Sun Microsystems, the Sun logo, Sun Ray, Sun WebServer, Sun Enterprise, Ultra, UltraSPARC, SunFastEthernet, Sun Quad FastEthernet,
Java, JDK, HotJava, and Solaris are trademarks, registered trademarks, or service marks of Sun Microsystems, Inc. in the U.S. and other
countries. All SPARC trademarks are used under license and are trademarks or registered trademarks of SPARC International, Inc. in the U.S.
and other countries. Products bearing SPARC trademarks are based upon an architecture developed by Sun Microsystems, Inc.

Netscape is a trademark or registered trademark of Netscape Communications Corporation.

The OPEN LOOK and Sun™ Graphical User Interface was developed by Sun Microsystems, Inc. for its users and licensees. Sun acknowledges
the pioneering efforts of Xerox in researching and developing the concept of visual or graphical user interfaces for the computer industry. Sun
holds a non-exclusive license from Xerox to the Xerox Graphical User Interface, which license also covers Sun’s licensees w%o implement OPEN
LOOK GUIs and otherwise comply with Sun’s written license agreements.

Federal Acquisitions: Commercial Software—Government Users Subject to Standard License Terms and Conditions.

Use, duplication, or disclosure by the U.S. Government is subject to restrictions set forth in the Sun Microsystems, Inc. license agreements and as
provided in DFARS 227.7202-1(a) and 227.7202-3(a) (1995), DFARS 252.227-7013(c)(1)(ii) (Oct. 1998), FAR 12.212(a) (1995), FAR 52.227-19, or
FAR 52.227-14 (ALT III), as applicable.

DOCUMENTATION IS PROVIDED “AS1S” AND ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS AND WARRANTIES,
INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT,
ARE DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH DISCLAIMERS ARE HELD TO BE LEGALLY INVALID.

Copyright 2004, 2005, 2006, Sun Microsystems, Inc., 4150 Network Circle, Santa Clara, California 95054, Etats-Unis. Tous droits réservés.

Sun Microsystems, Inc. a les droits de propriété intellectuels relatants a la technologie incorporée dans le produit qui est décrit dans ce
document. En particulier, et sans la limitation, ces droits de propriété intellectuels peuvent inclure un ou plus des brevets américains énumérés
ahttp://www.sun.com/patents et un ou les brevets plus supplémentaires ou les applications de brevet en attente dans les Etats-Unis et dans
les autres pays.

Ce produit ou document est protégé par un copyright et distribué avec des licences qui en restreignent 1'utilisation, la copie, la distribution, et la
décompilation. Aucune partie de ce produit ou document ne peut étre reproduite sous aucune forme, parquelque moyen que ce soit, sans
l'autorisation préalable et écrite de Sun et de ses bailleurs de licence, s'il y ena.

Le logiciel détenu par des tiers, et qui comprend la technologie relative aux polices de caracteres, est protégé par un copyright et licencié par des
fournisseurs de Sun.

Des parties de ce produit pourront étre dérivées des systemes Berkeley BSD licenciés par 1'Université de Californie. UNIX est une marque
déposée aux Etats-Unis et dans d’autres pays et licenciée exclusivement par X/Open Company, Ltd.

Sun, Sun Microsystems, le logo Sun, Sun Ray, Sun WebServer, Sun Enterprise, Ultra, UltraSPARC, SunFastEthernet, Sun Quad FastEthernet,
Java, JDK, HotJava, et Solaris sont des marques de fabrique ou des marques déposées, ou marques de service, de Sun Microsystems, Inc. aux
Etats-Unis et dans d’autres pays.

Toutes les marques SPARC sont utilisées sous licence et sont des marques de fabrique ou des marques déposées de SPARC International, Inc.
aux Etats-Unis et dans d’autres pays. Les produits portant les marques SPARC sont basés sur une architecture développée par Sun
Microsystems, Inc.

Netscape est une marque de Netscape Communications Corporation aux Etats-Unis et dans d’autres pays.

L'interface d’utilisation graphique OPEN LOOK et Sun™ a été développée par Sun Microsystems, Inc. pour ses utilisateurs et licenciés. Sun
reconnait les efforts de pionniers de Xerox pour la recherche et le déve opgment du concept des interfaces d"utilisation visuelle ou graphique
pour l'industrie de l'informatique. Sun détient une license non exclusive do Xerox sur 'interface d’utilisation graphique Xerox, cette licence
couvrant également les licenciées de Sun qui mettent en place I'interface d "utilisation graphique OPEN LOOK et qui en outre se conforment
aux licences écrites de Sun.

LA DOCUMENTATION EST FOURNIE “EN L'ETAT” ET TOUTES AUTRES CONDITIONS, DECLARATIONS ET GARANTIES EXPRESSES
OU TACITES SONT FORMELLEMENT EXCLUES, DANS LA MESURE AUTORISEE PAR LA LOI APPLICABLE, Y COMPRIS NOTAMMENT
TOUTE GARANTIE IMPLICITE RELATIVE A LA QUALITE MARCHANDE, A ’APTITUDE A UNE UTILISATION PARTICULIERE OU A

LABSENCE DE CONTREFACON.

Adobe PostScript



Contents

What’s New 2
Support for Additional Platforms 2
Support for the Embedded Serial Ports on the Sun Ray 170 2
Support for the XKB Xserver Extension 2
Support for Regional Hotdesking 3

What’s Improved 3
l'i busb 3
Optimizations for Low-latency Network Audio Applications 3
Enhancements to the Administration Framework 3
Enhancements to Token Reader Utilization 4
Enhancements for Type of Service (ToS) Packet Tagging 4
Enhancements to Device Access Control 4

Removed or Deprecated Features 5
SCF (Smart Card Framework) API 5
Netscape 4.x Browsers 5
Deprecated ut xconf i g Option 5

Known Problems and Limitations 6

Installation, Configuration, and Upgrade Issues 6

Contents iii



Reboot Before Running ut admand ut config 6
Manual Installation of SRSS GDM Fails for RHEL AS 6
DHCP Service on Red Hat Advanced Server 6
Sun Ray Server Software Reconfiguration 7
Upgrade 7
Upgrading from SRSS3 7
Admin GUI Issues 8
Refreshing the Admin GUI Page 8
Restarting Sun Ray Services 8
JDS2 8
Audio and USB Driver Installation Fail on Some JDS Systems
Real Player on JDS Release 2 9
Keyboard Issues 9
XKB Features on a Second DTU (Bug ID 6267227) 9
SuSE-SP3 Linux Keyboard Problems 9
Caps Lock Key 10
Screen Issues 10
Screen Saver May Trigger Warnings 10
No Screen Lock for Second Linux Session 10
Gnome Display Manager 11
Gnome Display Manager Privilege Issues 11
Exiting a Session 11
L10ON Issues 12
Multibyte Font Display Problem 12
utsel ect and utwal I 12
Documentation 13
Documentation Errata 13

Administrator’s Guide 13

Sun Ray Server Software 3.1 Release Notes for the Linux Operating System ¢ May 2006



Release Notes 13
Documentation Errata for LION 13
Administrator’s Guide 14

Extra Sections 14

Reference Manual 14

Contents v



vi  Sun Ray Server Software 3.1 Release Notes for the Linux Operating System « May 2006



Sun Ray Server Software 3.1

Sun Ray Server Software 3.1 (SRSS 3.1) delivers expanded platform support,
optimizations, and enhancements to the Sun Ray Server Software 3 product. This
document describes what’s new, what’s improved, what’s been deprecated or
removed, and problems known to exist in the update.

SRSS 3.1 does not support JDS3 for Linux.

Note — These release notes contain the most up-to-date information available as of
the moment they are printed. As bugs are resolved (or new ones discovered),
however, revised versions of this document will be posted to the Sun Download
Center (SDLC). The latest revisions of the product documentation are also available
on the SDLC.

Note — The latest SRSS 3.1 patch for Linux, patch number 120881-03, is included in
the Patches section of the release image.



What’'s New

Support for Additional Platforms

Sun Ray Server Software 3.1 is designed to run on the following operating systems
with SPARC servers:

= Solaris 10 3/05 or greater
= Solaris 9 9/04 or greater

= Solaris 8 02/02 or greater

» Trusted Solaris 8 7/03 (PSR3) or greater

Sun Ray Server Software 3.1 is also designed to run on the following operating
systems with x64 servers:

Solaris 10 3/05 or greater

Java Desktop System, Release 2 on x86

Red Hat Enterprise Linux Advanced Server 3 on x86 (32-bit)
SuSe Linux Enterprise Server 8 Service Pack 3 on x86 (32-bit)

Support for the Embedded Serial Ports on the Sun
Ray 170

SRSS 3.1 delivers the firmware and server side support for the embedded serial ports
found on the Sun Ray 170.

Support for the XKB Xserver Extension

SRSS 3.1 supports the Xserver XKB extension on Solaris 10 and Linux to allow for
greater control over keyboard attributes, including Accessibility Preferences. The
extension is not enabled by default but can be enabled through a new option to the
ut xconfi g command.
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Support for Regional Hotdesking

Regional Hotdesking is a new feature that can be used to extend the hotdesking
mobility experience across multiple Sun Ray server groups. It utilizes customer-
supplied site policies to determine the group where users or Sun Ray DTUs should
have their sessions created. It can also be used, as an alternative or in conjunction
with site policies, simply to preload a username into the login environment based on
properties such as a smartcard CUID.

During development, regional hotdesking was called Automatic Multigroup
Hotdesking (AMGH).

What’s Improved

| i busb

SRSS 3.1 supports | i busb on all platforms.

Optimizations for Low-latency Network Audio
Applications

The Sun Ray audio framework has been optimized to support audio applications
that depend upon low latency between end points to meet their quality of service
requirements. The round-trip latency between the Sun Ray DTU and the Sun Ray
server has been reduced to 80ms for LAN configurations. Actual latency will depend
upon the inherent latency of the network.

Enhancements to the Administration Framework

SRSS 3.1 enhances the Sun Ray Administration GUI to allow for the creation of a list
of administrators for Sun Ray failover groups rather than the single login name
framework used in SRSS 3 and previous releases. Like other users, the
administrators are identified by Unix login name and are authenticated through the
Pluggable Authentication Module (PAM) stack when they log in. The administration
framework now provides an audit trail of the activities of these administrators.
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Enhancements to Token Reader Utilization

Token readers can now be utilized from any server in a failover group to which the
token reader is connected. The token reader tools may now access the entire list of
token readers in the failover group, regardless of which server the token reader is
currently connected to.

Enhancements for Type of Service (ToS) Packet
Tagging

SRSS 3.1 delivers a zero administration mechanism for supporting Type of Service
(ToS) network packet tagging. The Sun Ray Desktop Unit (DTU) firmware has been
modified to reflect the ToS settings of incoming packets. Since the reflection of the
ToS settings will be done on a stream-by-stream basis, a server can assign a different
ToS value to different types of traffic between the Sun Ray DTU and the server (TCP
vs. UDP) to provide better overall Quality of Service (QoS).

Enhancements to Device Access Control

SRSS 3 introduced a switch for disabling USB peripheral connectivity for security
conscious sites. In SRSS 3.1, this capability is expanded to include:

= The embedded serial ports introduced in the Sun Ray 170
= Internal smart card readers

To control all device connectivity, including access to smart cards, SRSS 3.1 provides
a new command, ut devadm plus appropriate updates to the Admin GUI. (The

ut usbadmcommand, which provides similar control only over USB devices, will be
deprecated.)
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Removed or Deprecated Features

SCF (Smart Card Framework) API

Sun Ray Server Software provide the industry-standard PC/SC-lite API to enable
access to smart cards and smart card readers connected to Sun Ray DTUs. The Sun-
proprietary SCF API is not supported in this release of the Sun Ray Server Software
and will be removed in the next SRSS release.

Netscape 4.x Browsers

SRSS 3.1 no longer supports Netscape 4.x browsers for accessing the Admin GUL
Please use later releases of the Netscape or the Mozilla browsers.

Deprecated ut xconf i g Option

The ut xconfi g -s option has been deprecated and will be removed in a future
release. Please use aut o with the -r and - R options instead.
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Known Problems and Limitations

Installation, Configuration, and Upgrade Issues

Reboot Before Running ut admand ut confi g

In SRSS 3.1, Sun Ray services are started only on the first reboot after installation.
Consequently, after you install Sun Ray Server Software, you must reboot the Sun
Ray Server before running ut admand ut confi g.

Manual Installation of SRSS GDM Fails for RHEL AS

The GDM RPM delivered by the SRSS 3.1 image depends on the files
libcrypto.so.0.9.6andlibssl.so.0.9.6, which are available on JDS and
SuSE but not on RHAS Linux. Because these files are not available, manual
installation of the SRSS GDM RPM fails on RHEL AS Linux.

The workaround is to use the command rpm -i --nodeps to install the GDM
RPM on RHEL AS.

DHCP Service on Red Hat Advanced Server

When DHCP service is removed from Startup Services on SRSS 3.1 for RHAS, the
DHCP daemon does not start as expected after a reboot.

The workaround is to restart the DHCP server manually after rebooting:

# letc/init.d/ dhcpd start
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Sun Ray Server Software Reconfiguration

If you re-run ut conf i g without first unconfiguring SRSS (i.e., with ut confi g -u),
you may have problems using the Admin GUI or running certain administration
commands. The workaround is to change the group ID for the

/et c/ opt/ SUNWIt / ut admi n. conf file to ut admi n:

# chgrp utadm n /etc/opt/ SUNWIt/ ut adm n. conf

Upgrade

Upgrading from SRSS 3

When upgrading to SRSS 3.1 from SRSS 3, be sure to unconfigure the interconnect
before performing the upgrade. It must be reconfigured again after you perform the
upgrade.

. Run utadm -1.

# utadm -1

Note the configuration for all existing SunRay subnetworks.

. Run utadm -r before upgrading to unconfigure the interconnect.

# utadm -r

. After upgrade run utadm -a or utadm -A to configure the interconnect again.

# utadm -a

to update all interfaces or

# utadm - A

to update all subnets.
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Admin GUI Issues

Two Admin GUI pages are producing unexpected results:

Refreshing the Admin GUI Page

Refreshing the Admin GUI page from most of the links gives unexpected results. To
refresh the data frame independently, use the right mouse button to click on the
frame -> This Frame -> Reload Frame.

Restarting Sun Ray Services

The Restart Sun Ray Services page shows unexpected behavior on some browsers.
Functionally, it always completes correctly, and the results can be verified from the
log files, but, it does not always display the Results or Progress pages correctly.

JDS2

Audio and USB Diriver Installation Fail on Some JDS Systems

Systems running Java Desktop Release 2 may not install audio (ut adem and usb
(uti 0) modules.

To check for this problem, run the following commands:

# /sbin/lsnod |grep utio
# /sbin/lsnod | grep utadem

If the problem exists, these commands will not list the modules.

8 Sun Ray Server Software 3.1 Release Notes for the Linux Operating System « May 2006



The workaround is:

cd /1ib/modul es/’ unane -r’/build
make cl oneconfig
make dep cl ean

H* H

cd /usr/src/SUNWIt/utio
make cl ean

make

make i nstall

H* B HH

cd /usr/src/ SUNWIt / ut adem
make cl ean

make

make i nstall

H B HH

letc/init.d/ utsyscfg stop
/etc/init.d/ utsyscfg start

H

Real Player on JDS Release 2

The default version of Real Player shipped with JDS 2 does not work correctly on
Sun Ray.

The workaround is to upgrade the Real Player to the following version, which is
available at the Real Player website, htt p: / / www. r eal . com

rp8.linux2.0.1ibc6.i38c.cs2.rpm

Keyboard Issues

XKB Features on a Second DTU (Bug ID 6267227)

XKB-related features do not function when logged in with same user ID on second
DTU.

SuSE-SP3 Linux Keyboard Problems

On SuSE-SP3, Sun Ray users may experience certain keyboard problems.

Sun Ray Server Software 3.1
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The workaround is to make sure the / et ¢/ SUSE- r el ease file exists. If it does not,
create a symbolic link as follows:

# In -s /etc/UnitedLi nux-rel ease /etc/ SuSE-rel ease

Users must logout/login for this workaround to take effect.

Caps Lock Key

The Caps Lock key does not work on JDS2.

Screen Issues

Screen Saver May Trigger Warnings

On JDS2, invoking the screen saver, especially running xscr eensaver - deno,
causes error messages like the following to be displayed:

Xl'i b: extension XFree86-m sc m ssing on Display...

This problem has nothing to do with Sun Ray; it is a screen saver configuration
issue. The workaround is to edit the

[usr/1ibl/X11/ app-defaul t s/ XScr eenSaver

file, setting the value of captureStderr to False.

No Screen Lock for Second Linux Session

A user who creates two Linux sessions cannot create a screen lock for the second
session. When SRSS needs to lock the screen, it uses x| ock for the second session.
When the user tries to lock the screen from the menu, nothing happens. For a
workaround, start a scr eensave daemon for the second session manually, to enable
screen locking and stop SRSS from using x| ock:

# [ usr/ bin/xscreensaver-bin -nospl ash&
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Gnome Display Manager

Gnome Display Manager Privilege Issues

Many Linux systems come configured with liberal administrative privileges for non-
root users. You most likely do nof want these privileges offered to users who login
using a SunRay DTU. Please review the man pages for pam consol e,

consol e. per s, and consol e. apps. It is also a good idea to edit the

/ etc/ security/consol e. perns file to remove display numbers from the
definition of console. If a definition exists for xconsole, it should be removed entirely.

For example, a line that reads:
<consol e>=tty[0-9][0-9]* vc/[0-9][0-9]* :[0-9] [0-9] :[0-9]

should instead read:
<consol e>=tty[0-9][0-9]* vc/[0-9][0-9]*

And a line such as:
<xconsol e>=:[0-9] '[0-9] :[0-9]

should be removed altogether.

Exiting a Session

If a user exits a session with the key sequence Ct r | +Al t +backspace+backspace,
GDM may hang the DTU display. Unfortunately, power cycling the DTU has no
effect; therefore, users should be instructed to exit their sessions gracefully, by
logging out, instead of using this key sequence.
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L10N Issues

Multibyte Font Display Problem

In multibyte locales using pre-1.5 releases of JRE, Java-based Sun Ray tools such as
utsettings, utmhconfi g, and the Registration GUI do not work properly. Proper
multibyte font display requires JRE 1.5.

The workaround is to create a gui j r e symbolic link in / et ¢/ opt / SUNWIt to point
to an appropriate JRE release, for instance:

#1n -s </path_to_jre_1.5> guijre

The Registration GUI, ut set ti ngs, and ut mhconfi g, can then be launched with
the specified JRE.

ut sel ect and ut wal |

In the Simplified Chinese, Traditional Chinese, and Korean locales, ut sel ect and
utwal I do not work properly in Linux distributions.

A workaround for this issue is to remove the ut sel ect and utwal | catalog files
from the appropriate locale sub-directory. This brings up ut sel ect and utwal | in
English.

For the Simplified Chinese locale:

# rm/opt/ SUNWIt/ i b/l ocal e/ zh_CN LC_MESSACES/ ut sel ect. no
# rm/opt/SUNWIt/ i b/l ocal e/ zh_CN LC_MESSAGES/ utwal | . no

# rm/opt/SUNWIt/1i b/l ocal e/ zh_CN. ut f 8/ LC_MESSAGES/ ut sel ect. np
# rm/opt/SUNWIt /1 i b/l ocal e/ zh_CN. ut f 8/ LC_MESSAGES/ ut wal | . np

For the Traditional Chinese locale:

# rm/opt/SUNWIt/1i b/l ocal e/ zh_TW LC_MESSACES/ ut sel ect. no
# rm/opt/SUNWIt/ i b/l ocal e/ zh_TW LC_MESSAGES/ utwal | . no
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For the Korean locale:

# rm/opt/SUNWIt/ i b/l ocal e/ ko_KR utf8/ LC_MESSAGES/ ut sel ect. np
# rm/opt/ SUNWIt/1i b/l ocal e/ ko_KR utf8/ LC_MESSAGES/ utwal | . np

Documentation

This build includes documentation for both Solaris and Linux operating systems,
including Administration Guides, and Installation and Configuration Guides. These
manuals are intended to be feature-complete and reviewable.

Newer versions will be posted on the Sun Download Center as significant updates
become available.

Documentation Errata

The following errata appear in the documentation included on the SRSS 3.1 CD.

Administrator’s Guide

The NSCM feature, which is not supported for Linux, is mentioned in several places
in the Administrator’s Guide (Figure 3-4 and page 113).

Release Notes

The footers of the release notes on the Sun Ray Server Software 3.1 CD mistakenly
refer to Sun Ray Server Software 3 instead of Sun Ray Server Software 3.1.

Documentation Errata for L10N

Some corrections and other modifications have been made to the administration
guides after drafts were submitted for translation and localization. They are
described here.
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Administrator’s Guide

Printing

Printing instructions (“To Set Up a Printer”) in Chapter 4 have been updated to
include more specific information for Linux.

Multihead Groups

The following admonition has been added under Hotdesking and under Multihead
Administration:

Note — Regional hotdesking is not enabled for multihead groups.

Screen Shots

Figure 10-3 (Failover Group Status Table) has been updated with a current screen
shot.

Extra Sections

A few paragraphs that describe or refer to NCSM (Non-Smart Card Mobile
Sessions), a feature that is not implemented on Linux platforms in SRSS 3.1, were
inadvertently included in the Linux administrator’s guide. This error should have
no impact on SRSS administrators.

Reference Manual

The Sun Ray Server Software 3.1 Reference Manual for the Linux Operating System is
actually a set of concatenated man pages provided to L10N for translation into
Japanese. It is included on the SRSS 3.1 CD as a convenience to other users; however,
the man command is usually preferable to hardcopy.

In the current release, the footer pages carry the text string, “SRSS 3 Update 1”
rather than the correct designation, “SRSS 3.1”.
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